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CMS Medical Records: 
What you Need to Know

February 23, 2016

The information provided in AHC Media Webinars does not, and is not intended to constitute 
medical or legal advice. Opinions, references and links provided by our speakers are provided for 
your convenience and do not represent our endorsement of such opinions, products or services.
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Sue Dill Calloway RN, Esq. 

CPHRM, CCMSCP

AD, BA, BSN, MSN, JD

President of Patient Safety and 
Education

 5447 Fawnbrook Lane

 Dublin, Ohio 43017

 614 791-1468 (Call with questions, No emails)

 sdill1@columbus.rr.com
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Objectives
Explain when a history and physical must be done.

Describe the specific standards and requirements 
for documenting orders.

Explain new and revised standards, regulations, 
and laws put forth by CMS, TJC and the federal 
government.

Evaluate compliance requirements and penalties.
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Hospitals Do Not Want One of These

4
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Regulations first published in 1986

Many revisions  in the past

Manual updated more frequently now and MR 
section is tag 431 to 469

 First regulations are published in the Federal Register
then CMS publishes the Interpretive Guidelines and 
some have survey procedures 2

 Hospitals should check this website once a month for 
changes

1www.gpoaccess.gov/fr/index.html   2www.cms.hhs.gov/SurveyCertificationGenInfo/PMSR/list.asp

The Conditions of Participation (CoPs)

CMS Survey and Certification Website

6

www.cms.gov/SurveyCertific
ationGenInfo/PMSR/list.asp#

TopOfPage
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CMS Policy & Memo to States
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www.cms.gov/Medicare/Provider-Enrollment-and-Certification/SurveyCertificationGenInfo/Policy-
and-Memos-to-States-and-Regions.html

Location of CMS Hospital CoP Manual
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New www.cms.hhs.gov/manuals/downloads/som107_Appendixtoc.pdf

CoP Manual Also Called SOM

9

Email questions 
hospitalscg@c

ms.hhs.gov

www.cms.hhs.gov/
manuals/download
s/som107_Appendi

xtoc.p
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Access to Hospital Complaint Data
CMS issued Survey and Certification memo on 

March 22, 2013 regarding access to hospital 
complaint data and updated quarterly

 Includes acute care and CAH hospitals 

 Does not include the plan of correction but can request

 Questions to bettercare@cms.hhs.com

This is the CMS 2567 deficiency data and lists the 
tag numbers

Updating quarterly
 Available under downloads on the hospital website at www.cms.gov
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Access to Hospital Complaint Data

11

Updated Deficiency Data Reports
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www.cms.gov/Medicare/Provider-Enrollment-and-
Certification/CertificationandComplianc/Hospitals.html
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MR Chapter Deficiencies
Tag Description Nov 10, 2015

431 Medical Record
Services

28

432 Organization and 
Staffing

11

438 Form & Retention of 
Record

132

439
449

Five year Retention
Coding Indexing MR

4
2

441 Protecting Patient 
Rights

25

13

MR Chapter Deficiencies
Tag Description July 15, 2015

449 Content of Record 59

450 MR Services; Time and Date 
Entry

179

454 Orders, Dates, Signed 45

457
406

Standing Orders
Standing Orders of Drugs 
(Nursing)

41
32

458
952

H&P
H&P (surgery section)

18 
20                                                  

461 H&P Update 2

14

MR Chapter Deficiencies
Tag 
Number+
++--

Description July 15, 2015

463 Administrative Data 1

464 Consult Records 13

466
955

Consent
Consent (surgery)

45                                            

467 Notes, Orders, Reports 84

468 Discharge Summary 33

469 Final Diagnosis
TOTAL  802

28

15
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Hospitals that participate in Medicare or Medicaid 
must meet the COPs for all patients in the facilities

Not just those patients who are Medicare or 
Medicaid

Hospitals accredited by TJC, AOA, CIHQ, or DNV 
Healthcare have what is called deemed status

 CIHQ Center for Improvement in Healthcare Quality

This means you can get reimbursed without going 
through a state agency survey

Can still get complaint or validation survey

Mandatory Compliance

17

 Joint Commission has two chapters that impact the 
area of Health Information Management (HIM) or 
Medical Records

 RC or Record of Care chapter

 IM or Information Management chapter

Recently, Joint Commission has made many 
changes over the past two years

These bring the Joint Commission (TJC) standards 
closer into alignment

 No longer called JCAHO

TJC Revised Requirements

18

Joint Commission RC Standards
 Has a Record of Care chapter which has 10 standards 

 Clinical Record Components (RC.01.01.01)

 Authentication (RC.01.02.01)

 Timeliness (RC.01.03.01)

 Audit (RC.01.04.01)

 Retention (RC.01.05.01)

 Care and Treatment (RC.02.01.01-RC.02.01.07)

 Verbal Orders (RC.02.03.07)

 Discharge Information (RC.02.04.01)



2/10/2016

7

19

Joint Commission IM Standards

TJC has a chapter on Information Management 
with 8 standards

Planning for Management of Information 
IM.01.01.01 and IM.01.01.03

Protecting the Privacy of Health Information 
IM.02.01.01 and IM.02.01.03

Capturing Storing, and Retrieving Data IM.02.02.01 
and IM.02.02.03

 Changed 02.02.02 EP 2 January 2011 to conform with 
CMS standard

Joint Commission IM Standards
Revised standard reads as follows:

The hospital’s storage and retrieval systems 
make health information accessible when needed 
for patient care and treatment

For hospitals that use TJC for deemed status 
“The medical records system allows for timely 
retrieval of patient information by diagnosis and 
procedure

Knowledge-Based Information IM.03.01.01 

Monitoring Data and Health Information 
Management Processes IM.04.01.01

20
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Standards of Care and Practice
CMS incorporates standard of care and practice 

into the regulations

AHIMA is a good source of standards 

Their practice briefs and practice tools cover some 
of the CMS requirements

 Including practice brief on privacy, confidentiality, 
and security

Electronic signature, attestation, and authorship

These are available at 
www.ahima.org/infocenter/practice_tools.asp
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AHIMA Website

22

AHIMA Body of Knowledge

23

AHIMA Practice Briefs

24
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AHIMA Practice Briefs  www.ahima.org

25

AHIMA Practice Briefs  www.ahima.org
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Health Info & Management Systems Society

27

www.himss.org/ResourceLibrary/
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American Medical Informatics Association
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Discharge Planning Proposed Changes
October 30, 2015 CMS proposes to revise the 

hospital discharge planning standards again

– Published in FR November 3, 2015 
http://federalregister.gov/a/2015-27840

 Includes hospitals, CAH, LTC hospitals, inpatient 
rehab, and home health agencies

To bring them into closer alignment with current 
practices and to reduce unnecessary 
readmissions

To implement the requirements of the IMPACT Act-
Improving Medicare Post-Acute Care Transformation

29

30

https://s3.amazonaws.com/public-
inspection.federalregister.gov/2015-27840.pdf



2/10/2016

11

Proposed Discharge Planning Changes
Would need to incorporate many new things into the 

discharge plan so will need to redo the form

– Such as admitting diagnosis, relevant co-morbidities, past 
medical history, past surgical history, anticipated needs, 
readmission risk, and relevant psychosocial history and 
more

Hospitals and CAHs must do discharge plan within 24 
hours of admission

 A discharge plan must be done before the patient is 
discharged home or transferred to another facility

 Applies to inpatients and certain outpatients

 Does not apply to emergency transfers
31

Discharge Evaluation & Plan

32

Discharge Summary
 5 things must be documented in the written 

discharge summary including medication 
reconciliation and the side effects of each drug must 
be disclosed

Must include follow-up care, pending tests, 
planned additional testing, document follow-up 
appointments and contact information of provider

Discharge instructions and discharge summary 
must be given to provider within 48 hours

Pending test results must be sent to the provider 
within 24 hour of their availability

33
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Hospital Must Send PCP Following
The hospital must send the following information to 

the physician or practitioner responsible for follow up

A copy of the discharge instructions and discharge 
summary within 48 hours

–Hospital may want to consider having physician 
or practitioner immediately dictate these at time 
of discharge 

–Then Health Information Management needs to 
get them into the hands of the physician or 
practitioner

34

Hospital Must Send PCP Following
Pending test results within 24 hours of availability

Secretary may specify additional information

The hospital MUST establish a post-discharge 
follow-up process

–Studies show the timing of the first post-hospital visit 
is tied to the readmission rate

–Many hospitals call the patient after discharge

–Some hospitals allow the patient to call with any 
questions

–Some patients may get a follow up home visit
35

Patient Transfers and 21 Things
Transfer of patient to another health care facility:

Must send necessary medical record information 

Will want to make sure your transfer form or 
continuity form includes all the required elements so 
may need to revise

Medical record information  on the transfer form 
must contain:

 Sex, DOB, race, ethnicity, preferred language, contact 
information of responsible practitioner, advance directives, 
course of illness, procedures, diagnoses, lab tests and 
results of pertinent lab and other diagnostic testing, 

36
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Patient Transfers  21 Things
 Medical record information  on the transfer form must 

contain: (continued)

 All known allergies, including medication allergies, 
immunizations, smoking status, vital signs; unique device 
identifier for a patient’s implantable device,

 All special instructions or precautions for ongoing care, 
patient’s goals and treatment preferences

 All other necessary information including a copy of the 
discharge instructions and discharge summary

 Reconciliation of discharge medications, social support, 
functional status assessment, psychosocial assessment 
including cognitive function, consults, behavioral health 
issues

37

Transfer Form  Preamble
Does not require a specific transfer form

But needs to include required elements

Many requirements in current CoPs on what needs 
to be in the form along with revisions

CMS aligned these data elements in common 
clinical data set published October 16, 2015 

This is why they are requiring things such as race, 
ethnicity, preferred language, advance directives, 
etc.

 These are also required by TJC
38

39

Starts with Tag number 431

Standard: Hospital must have a MR service that 
has administrative responsibility for MR. A medical 
record must be maintained for every individual 
treated or evaluated in the hospital.

One unified MR service responsible for all MR, 
both inpatient and outpatient

An administrator responsible for MR such as the 
Director of Health Information Management

Surveyors will sample 10% of daily census and at 
least 30 records

Medical Record Services 431
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Medical Record Services 431
Keep MR on every patient  

Even if request not to bill hospital must still maintain 
a medical record on the patient

If leaves AMA or before being seen by the ED 
physician still need to maintain the medical record 
 If lots of AMAs may be an  EMTALA violation

MR  chapter  standards apply to radiology films 
and scans, pathology slides, computerized 
information, etc.

HIM department needs to be structured to meet the 
needs of the hospital and patients

41

42

Standard: Organization must be appropriate for 
size and complexity of services performed and 
must employ adequate personnel to ensure prompt 
completion, filing, and retrieval

Must have proper education, skills, qualifications 
and experience to meet state and federal law

Staffing to ensure proper coding, retrieval, and 
indexing of records and collect data for PI

MR personnel must be employees of the hospital

Surveyor will look at job descriptions and staffing 
schedules

Staffing of Medical Records 432
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Standard: Must maintain a MR on each 
patient

Both inpatients and outpatients

MR must be accurately written, promptly 
completed and filed, retained and accessible

Contains all orders, test results, care plans

 Contain evaluations and interventions

Treatment and patient response to 
treatment

Retention of Record 438

Retention of Record 438
MR must be complete, retained and 
accessible 24 hours a day

–So if emergency department physician needs to 
see old records of a patient at 3 am then 
someone, such as the nursing supervisor, can 
access those records

Must contain all documentation such as diagnosis, 
test results, consult reports, discharge summary 
and care provided

MR must be properly filed and retained

44

Follow Any State Retention Requirement

45
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Standard: Hospital must use a system of 
author identification and protect security of all 
records

Many hospitals have signature cards

This would include a method to identify the author 
of each entry including verification of the author 
on faxes (AHIMA brief)

From patient safety perspective important that 
physician or LIP signature is legible when signing 
orders on paper records

Standards apply to paper and electronic records

Medical Records     438

Electronic Signature &Attestation 10/15/2013

47

48
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HIPAA Security Overview  1/2/2014

49

OCR Has 6 Free Training Programs

50

www.hhs.gov/ocr/pri
vacy/hipaa/understa

nding/training

Security Risk Assessment Tool
Tool is available from Office of National Coordinator 

for Health IT (ONC) in collaboration with OCR and 
HHS Office of General Counsel

Helps makes the security risk assessment (SRA) 
required under the HIPAA more understandable

The tool lets users take a self-directed tour of the 
HIPAA standards and has a user guide

Tool is not required

SRA tool asks yes or no questions to show if you 
need to take corrective action

51
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Security Risk Assessment  HealthIT.gov

52

www.healthit.gov/providers-professionals/security-risk-
assessment

53

Updated 10/2/2013Updated 10/2/2013

Updated  10/2/13

54

Medical Records      438
Protected from fire, water damage and other 

threats

HIPAA security rules also require this

MR must be promptly completed  and within 30 
days

 This means discharge summary dictated and on chart

 Includes all evaluations, orders, treatments and 
results

MR must be able to be retrieved within the last 5 
years
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Discharge Summary
 Hospital with a higher than average readmission rate are 

financially penalized by CMS

 Hospitals will need to reengineer the discharge process

 78% of patients who went for their first visit after they got 
discharged the primary care physician (PCP) did not 
have a copy of the discharge summary

 Recommendation that this be dictated immediately when 
the patient is discharged

 Hospital needs to document that it got the discharge 
summary into the hands of the PCP before 1st appointment

 In CMS final discharge planning worksheet

55

Discharge Summary
CMS rewrote all of the discharge summary and 

discharge planning standards July 19, 2013

CMS has final revised worksheet on discharge 
planning effective November 26, 2014

So make sure medical record information or the 
discharge summary is in the hands of the PCP 
before the first hospital visit

 If no appointment is made then must be done within 7 
days

This is one of the most important things a hospital 
can do to reduce unnecessary readmission

56

Discharge Planning Revisions

57

www.cms.gov/SurveyCertificati
onGenInfo/PMSR/list.asp#Top

OfPage
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Discharge Planning Transmittal July 19, 2013

58

CMS 3 Final Worksheets

59

60

www.cms.gov/Medicare/Provider-
Enrollment-and-

Certification/SurveyCertificationGenInfo
/Policy-and-Memos-to-States-and-

Regions.html
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Survey Procedure DP 820
Send necessary medical information (like discharge 

summary) to providers that the patient was referred 
to prior to the first post-discharge appointment or 
within 7 days of discharge, whichever comes first 

Surveyor will make sure referrals made to 
community based resources such as Departments 
of Aging, elder services, transportation services, 
Centers for Independent Living, Aging and Disability 
Resource Centers, etc.

 If transfer, will make sure medical record information 
sent along with patient and includes what information 
is required on the transfer form

61

62

63

Medical Records  439
MR system must ensure that records are 
not lost, stolen, destroyed, altered, or 
reproduced in an unauthorized manner

Observe person who comes in from 
outside to review records such as 
patients or outside attorneys

Standard: MR must be kept at least 5 
years (439) in original,  microfilm, 
computer memory or other electronic 
storage
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Certain medical records may be retained longer if 
required by state or federal law (OSHA, EPA, 
FDA)

CAH must be kept at least 6 years

See retention law memo from AHIMA at 
www.ahima.org

Has state and federal law retention periods

Has recommendation for longer retention periods 
for certain documents 

Surveyor will request records from 48-60 months ago

Medical Records

Retention & Destruction Updated 10/15/2013

65

Retention & Destruction

66
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Federal Law Retention Periods

67

Have A Destruction Policy

68

69

Coding and Retrieval 440
Standard: Must have a system of coding and 
indexing that allows timely retrieval of MR

Must be able to retrieve by diagnosis and 
procedure to support  medical care studies

 Important for obtaining records for QAPI 
studies

MR have to be accessible for departments 
that need them like the emergency 
department
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Coding Memo Updated 11/2/2013

70

71

Standard: Must have a procedure for 
ensuring confidentiality of MR

Copies may only be released to authorized 
individuals and written authorization by proper 
person, DPOA, guardian, etc.

Hospital must make sure unauthorized people do 
not get access to medical record information

Significant issue under HIPAA

442 and 443 were combined into tag 441

Confidentiality 441

What’s in Your P&P?

72
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Tag 441, 442 and 443 Combined

73

HIPAA Resources  www.hhs.gov/hipaa

74

http://www.hhs.gov/hipaa

OCR Resources 

75
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CMS Memo on Confidentiality
CMS issues guidance on patient privacy and 

confidentiality of medical record information

The guidance is consistent with the federal HIPAA 
Privacy Rule

Discusses incidental uses and disclosures and 
includes reasonable safeguards that must be put in 
place for patient privacy

 Incidental use or disclosure is disclosure of patient 
information that cannot be reasonably prevented 
and is limited in nature

76

CMS Memo on Confidentiality
Hospital is not required to eliminate all risk of 

incidental use so long as reasonable safeguards 
are put into place

Also limit disclosure to the minimum amount 
necessary

The Office of Civil Rights (OCR) enforces the 
HIPAA privacy standards

Questions may be addressed to Survey & 
Certification department at 
hospitalscg@cms.hhs.gov

77

Amends Tag 143 in Patient Right’s Section 

This memo amends tag 143 on the patient’s right to 
personal privacy

Right to privacy during personal hygiene

Can have  audio and video of patients as long as 
clinical need and patient is aware of monitoring

Need the consent of the patient so can get separate 
consent or put it in the general consent form signed 
by the patient

Monitors must be located so it is not visible to 
visitors or the public

78
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Protecting Patient Personal Information 143

Patient information can not be disclosed without 
informing the patient and giving the patient 
opportunity to agree, prohibit, or restrict the 
information in advance

This includes the patient’s presence in the hospital

Allowed to use information for payment or 
healthcare operations (case management, PI, 
audits, legal services, and medical reviews)

Must have P&P that restrict access to and use of 
patient information

79

CMS Confidentiality Memo
Facility directory is permitted disclosure but must 

inform the patient of the information included 
and given the opportunity to restrict or prohibit it

May disclose religious affiliations to the clergy

 If patient unable to consent and no 
representative then hospital can disclose if in 
patient’s best interest

Hospital may use information to notify family 
member of personal representative of the patient

80

Incidental Uses and Disclosures
Certain disclosures can not reasonably be 

prevented

Someone may see a patient’s name on a sign in 
sheet

Visitor could overhear a confidential conversation

Hospitals can use patient care signs such as fall 
risk or diabetic diet

Can display names on the outside of patient charts

Use whiteboards that list patients on the unit but 
use caution 

81
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Incidental Uses and Disclosures
May ask waiting patients to stand back a few feet 

from counter used for patient registration

Use dividers in semi-private rooms

Speak quietly when discussing condition in a semi-
private room

 Limit access to area where white boards or x-ray 
light boards are in use

Patient has a right to confidentiality of their medical 
records (tag 147)

 Limit disclosure to minimum necessary
82

Confidentiality 441
Standard: The hospital must have a 
procedure for ensuring confidentiality of 
patient records.

 Information may only be released to authorized 
individuals

Hospital must ensure that unauthorized individuals 
cannot gain access or alter patient records

Original medical records are released only in 
accordance with Federal or state laws

Need a P&P to ensure confidentiality of MRs
83

Confidentiality 441  Dec 2013
Again reiterates that information can be released for 

payment or healthcare operations

Must have P&P that reasonably limits disclosure of 
information contained in the medical record to the 
minimum disclosure necessary

Example would be for suspected child abuse 
reporting

Would abstract out what information is basis for 
suspicion

 Could not just give a complete copy of the medical 
record

84
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Confidentiality 441
Need safeguards if share MR electronically with 

other facilities and physicians

Hospital must ensure that unauthorized individuals 
do not have access to protected health information 
or medical records

Patient records must be secure at all times

For hard copies it means locking cabinets or have 
pass codes or limit access to keys

When disposing ensure safe guards taken such as 
shredding or erasing information from hard drives

85

Confidentiality 441
Reiterated that the hospital should never release 

the original record unless required to do so by a 
court order or subpoena

Most will allow a certified copy to be used instead 
of the original so we can safeguard the original

Make sure electronic records are not removed or 
deleted

Must have P&P on how the hospital assures it 
retains the original medical record unless release is 
mandated by the law

86
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Confidentiality 441 Survey Procedure

Hospital has to ensure that unauthorized 
individuals can not gain access to or alter patient 
records and will look at P&P

Will make sure patient signs HIPAA compliant 
authorization form to release MRs

Surveyor is instructed to observe hospital security 
practices

Are their any records that are left unsecured or 
unattended?

Surveyor suppose to look at what precautions are 
taken to prevent  electronic altering or deletion
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Confidentiality 441
Medical records may only be seen and viewed by 

those persons having a part in the patient’s care

 Recently many cases of breech especially with famous 
celebrities as patients

 Two fines of California hospitals for staff snooping into the 
medical records of the rich and famous such as Nadya 
Sutman

 State attorney general can enforce privacy breeches

 Federal stimulus bill (American Recovery and 
Reinvestment Act of 2009 or ARRA) has section called 
HITECH Breech Notification Law which was amended 
September 23, 2013

89

ARRA and HITECH
 President wanted to increase use of EHR with bonuses

 As the use of EMR increases, so does the number of 
privacy and security breeches and identity theft occurrences

 To keep pace with these risks, new legal mandates were 
made in the HITECH and revised September 23, 2013

 This strengthens privacy and security protections for health 
information

 Breech notification law requires hospitals to notify their 
patients if unsecured electronic health information has been 
breached

 4 part test will result in more patients being notified of a breach
 1 http://edocket.access.gpo.gov/2009/pdf/E9-20169.pdf

90

Breach Notification
 Immediate notification to victims on all breaches 

Notification to HHS on all breaches

 Must be immediate if 500 or more victims

 Otherwise send in an annual log 

Notification to media outlets on breaches of 500 or 
more patient records 

Has many rules and just need to read them

Changes harm threshold requirement  to 4 part test 
and new penalties

See toolkit to comply with this law at 
www.hipaacow.org/Docs/BreachNotificationPolicy0909.doc

90
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Breach Notification
 The old definition required a significant risk of financial, 

reputational, or other harm to the individual

 The new rule has a much lower standard of PHI disclosure 
or use that does not have a low probability that the PHI has 
been compromised

We need to evaluate the potential breach of PHI and 
document our good faith evaluation and reasonable 
conclusion using the 4 part test

 If you determine that the probability of compromised PHI is low you do 
not have a problem, if yes then patient must be notified

Will most likely result in notifying more patients that the PHI 
has been breached

91

Low Probability Objective Risk Factors
A breach is presumed unless the hospital or CE can 

show that there is a “low probability” that the PHI 
has been compromised based on the risk 
assessment considering the following four;

1. The nature and extent of the PHI involved including 
the types of identifiers and likelihood of reidentification

 Was it sensitive information such as a STD such as 
gonorrhea or HIV status or treatment for substance abuse or 
mental health treatment

 Was it just the name of the patient, or did it include their 
diagnosis, SSN or credit card information or just how 
much information was disclosed

92

Low Probability Objective Risk Factors

 1. The nature and extent of the PHI involved 
including the types of identifiers and likelihood of 
reidentification (continued)

Was it a list of deidentified list of cancer diagnosis 
of patients seen in an outpatient department 
disclosed with a separate list of patient 
appointments for the day the patient was treated 
would present a higher probability of 
impermissible use or disclosure

PHI that had scanned images may include patient 
identifiers that would present a higher probability 
of disclosure

93
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Low Probability Objective Risk Factors

2. Whether the PHI was actually acquired or viewed

Was there an opportunity to view or access the PHI

 PHI information sent to the wrong patient but the 
letter was returned unopened by the post office 
so good chance it was never viewed

Patient is handed the wrong discharge 
instructions but nurse notices it before going over 
them with patient and retrieves them

The laptop was stolen and a forensic analysis 
shows that none of the PHI was accesses

94

Low Probability Objective Risk Factors

3. The unauthorized person who used the PHI or to   
whom the disclosure was made

You have to evaluate the recipient of the 
impermissible disclosure

 Was the person who received the unauthorized 
information a physician or another hospital who generally 
has a duty to protect PHI?

 A impermissible disclosure to a party who has been 
trained in HIPAA and who works for the hospital or a BA 
may present a lower probability than disclosing it 
someone who has not been trained

95

Low Probability Objective Risk Factors

4. The extent to which the risk to the PHI has been  
mitigated

 Were there any mitigating issues that lead you in good 
faith and reasonable conclusion that the information was 
not disclosed

 Get assurance and confidential agreement from the 
person that the PHI has been shredded and assurances 
no copies have been made

 It the person who received the PHI a physician or 
healthcare professional?

 Can we rely on the promise of the party to whom the 
information was improperly disclosed?

96
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Standard: MR must contain information to 
justify the following;

Admission

Continued hospitalization

Support the diagnosis

Describe the patient’s program 

Describe the patient’s response to 
medication

Content of Records 449

98

MR must describe the patient’s response to 
intervention, care, and treatment

Nurse and physician should document 
response after invasive procedures

Records must be promptly filed in chart

MR must contain evaluations, care plans 
(often cited for lack of care plan), radiology 
reports, and consults

Content of Records 449

99

This section amended June 5, 2009

All entries must be legible, complete, dated and 
timed and authenticated by the person responsible 
for ordering, providing, or evaluating the service 
provided

 One of the top problematic standards is due to the 
TJC and CMS that every entry needs to be TIMED

 All orders need to be dated and timed 

 All consult and progress notes need to have a time on 
them

 RC.01.01.01 The hospital maintains complete and accurate medical 
records and top problematic standard for TJC hospitals

Legible and Authenticated 450
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Every Entry Must Be Timed

101

Legible and Authenticated 450

Specify in MR or hospital policy who 
can make entries in medical record

Need method to identify author (written 
signatures, initials, computer key, or 
other code)  and a list of written 
signatures must be available

See previously discussed AHIMA brief

102

Legible and Authenticated

Must have P&P if electronic medical 
record is used as to how alterations are 
prevented after its been authenticated

MS R&R address countersignature 
when required by policy or state law and 
this is defined in MS R&R
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103

Standing Orders   450
Another problematic standard for hospitals

 If Doctor Jones goes the cabinet and pulls out her 3 
page standing orders for total knee surgery

Must sign, date, and time the last page

Must identify the total number of pages such as 
page 3 of 3

Must initial any deletions, additions, or strike outs

Standing orders used by an individual physician 
do not have to be approved by MEC but 
protocols should (see tag 405 also)

Standing Order & Protocols Memo

104

105

Just don’t allow the use rubber stamps 

 Just have physician or LIP sign their name, date, and time 
or fix an electronic signature

 Unless for legibility only such as in block letter stamp

CMS says if rubber stamp used, must have signed statement 
only that individual will use it

However, the problem is that the hospital may not be paid for 
care if stamp used

 Medicare payment policy does not allow it to be used

 Many fiscal intermediaries and insurance companies do 
not allow either

Rubber Stamps 450
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CMS Signature Guidelines
 April 16, 2010 CMS issues new signature guidelines and 

says no rubber stamps

CMS issued a change request updating the 
Program Integrity Manual on signature guidelines 
for medical review purposes

Requires legible identifier in form of handwritten or 
electronic signature

Third exception is cases where national coverage 
determination (NCD), local coverage determination 
(LCD) or if CMS manual has specific guidelines 
takes precedence over above

106

107

108
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Signing Off Documents
Can’t use system of auto authentication that 
says can not review because not transcribed 
yet

There must be a system where the practitioner 
did indeed review the document and sign it

 If time of transcription appears on the H&P it still 
has to be dated, timed, and signed

Exception would be a system that stamps the 
date and time on the document when the 
physician is reviewing it

110

Verbal Orders 454 and 457
Recall verbal order (VO) section starting in NS 
section at tag number 407

Repeats some section of verbal orders

Standard: All orders, including verbal orders, 
must be dated, timed and authenticated promptly 
by the ordering practitioner or by another 
practitioner responsible for care of the patient

If allowed by state law

If within their scope of practice

If allowed by P&P and MS bylaws or R/R

Verbal Orders 454
2 verbal order changes effective June 7, 2013

Added that another practitioner could sign off the 
verbal order if allow

VO is another problematic standard with CMS 
and TJC

Hospital may choose to restrict practitioners who 
can authenticate others orders if they want such 
as restrictions for pediatric patients

111
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Verbal Orders 454 and 457
All doctor can sign VO for any other doctor on 
the  case

Unless your state law prohibits this

Person who takes VO must write it down with 
date and time and then read it back 

Don’t take a verbal order unless necessary 
such as physician is at home and patient 
needs urgent orders

112

113

Verbal Orders 454 and 457
When doctor or LIP authenticates and 
signs off order must date and time it also

Must have physician or LIP sign off order 
within time frame set by your state law

If no state law then your P&P 

CMS did away with the 48 hour 
requirement if no state law but should 
still signed them off as soon as possible 
such as next time doctor sees patient

114

Verbal orders are a patient safety issue 
and have lead to many errors in 
healthcare

Rewrite your P&P and Medical staff by-
laws to be consistent with these 
standards

Need hospital P&P to reflect these 
guidelines including who can sign off the 
verbal order

Verbal Orders 457
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To be used infrequently and never for 
convenience of the physicians

Physician should not give verbal orders in 
nursing station if he or she can write them

Can be used in emergency or if surgeon is 
scrubbed in during surgery or at home or in 
office 

New regulation broadens category of 
practitioners who can sign orders off

CMS Verbal Orders

116

Limitations on VO such as not for chemotherapy

List the elements for a complete VO (patient name, 
drug, dose, frequency, name of person giving and 
taking order, etc.)

Define who can receive VO and the method to 
ensure authentication

 Many do not take medication orders from a medical 
assistant in the doctor’s office for Vancomycin IV

 Many other licensed individuals to accept VO within the 
scope of their practice such as pharmacist takes 
medication orders

Verbal Orders P&P Should Include

117

Now a NP or PA may sign off a verbal order, if 
within their scope (where they had authority to write 
order) and allowed by state law, hospital policy and 
delegated to this by the physician

TJC standard now similar to CMS 

Still top problematic standard with the Joint 
Commission

RC.02.03.07 Qualified staff receive and record 
verbal orders 

 Common problematic standard for both CMS and TJC

Signing Off Verbal Orders
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RC.02.03.03 (IM 6.50) requires that qualified 
staff receive and record VO

Define in writing who can receive and record VO

Date and document identity of who gave, 
received, and implemented the order

Authenticated within time frame law/regulation

Write it down and read back the completed order 
or test result (NPSG 2009 but moved to 
PC.02.01.03 in 2010)

Joint Commission Verbal Orders

Standing Order Moved from 405 and  Now 457

119

Tag 457   Standing Orders 2013
Standard: hospitals can use preprinted and 

electronic standing orders, order sets, and protocols 
for patient orders only if the hospital has the 
following 4 things:

Make sure the orders and protocols have been 
reviewed and approved by the MS (such as the 
MEC) and the hospital’s nursing and pharmacy 
leadership

Demonstrate that the orders and protocols are 
consistent with nationally recognized and evidenced 
based guidelines

120
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Tag 457   Standing Orders 
No standard definition of standing orders

For brevity CMS uses standing orders to include 
pre-printed orders, electronic standing orders, order 
sets and protocols

 Said these are forms of standing orders

States lack of standard definition may result in 
confusion

Not all preprinted and electronic order sets are 
considered a standing order covered by this 
regulation

121

Tag 457   Standing Orders
Example; doctor or qualified practitioner picks 
from an order set menu and treatment 
choices can not be initiated by nurses or 
other non-practitioner staff then menus are 
not standing orders covered by this regulation

Menu options does not create an order set 
subject to these regulations

The physician has the choice not to use this 
menu and could create orders from scratch or 
modify it

122

Tag 457   Standing Orders 2013
 In cases, where a nurse can initiate without a prior 

specific order, 

 Then policy and practice must meet these regulations

 Doesn’t matter what it is called

 Must meet certain pre-defined clinical situations

 Emergency response or part of an evidenced-based 
treatment where it is NOT practical for a nurse to obtain a 
written order or verbal order

Hybrids still require compliance with this section

 Order set has a protocol for nurse initiated such as KCL 

123
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Standing Order Requirements  457

Must be well-defined clinical situations with 
evidence to support standardized treatments

Appropriate use can contribute to patient safety 
and quality care

Can be initiated as emergency response 

Can be initiated as part of an evidenced based 
treatment regime where not practicable to get a 
written or verbal order

Must be medically appropriate such as RRT

124

Standing Order Requirements  457
Triage and initialing screening to stabilize ED 

patients presenting with symptoms of MI, stroke, 
asthma

Post-operative recovery areas like PACU

Timely provisions of immunizations

Can’t be used when prohibited by state or federal 
law so no standing orders on R&S

CMS has set forth a number of minimum 
requirements for standing orders that must be 
present for a well-defined clinical scenario

125

Minimum Requirements for Standing Orders

Must be approved by MS, nursing and pharmacy 
leadership

P&P address how it is developed, approved, 
monitored, initiated by staff and signed off or 
authenticated and orient new staff on standing 
orders

Must have specific criteria identified in the protocol 
for the order for a nurse or other staff to initiate

 Such as a specific clinical situation, patient condition or 
diagnosis

Must include process to have them signed off
126
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Minimum Requirements for Standing Orders

Hospital must document standing order is 
consistent with nationally recognized and evidenced 
based guidelines

Burden is on the hospital to show there is sound 
basis for the standing order

Must have regular review to ensure its still useful 
and a safe order

P&P address how to correct it, revise or modify

Must be placed in the order section of the chart 

Must be dated, timed, and signed
127

Tag 457   Standing Orders
Make sure there is periodic and regular review of 

the orders and protocols conducted by the MS, 
nursing and pharmacy leadership to determine the 
continued usefulness and safety

Make sure they are dated, timed, and authenticated 
promptly in the medical record

 Signed off by the ordering practitioner of another 
practitioner on the case

 Could be signed off by non-physician if allowed by 
hospital policy, state law, the person state law scope 
of practice, and MS bylaws or R/R

128

Subq Insulin Order Set

129

www.hospitalmedicine.org/AM/Template.cf
m?Section=QI_Clinical_Tools&Template=/
CM/HTMLDisplay.cfm&ContentID=4239
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Insulin Drip Protocol

130

Guidelines www.guidelines.gov

131

132

Repeats same provisions on H&P as in 
medical staff section under tag number 358 
and 359

H&P done within 24 hours and on chart for 
patient admitted

H&P for surgery patient not older than 30 
days old and updated within 24 hours and on 
chart before patient goes to surgery

PA and NP can do if allowed by hospital and all 
state laws allow and physician reviews and 
authenticates with date, time, and signature

History and Physical 458 and 461



2/10/2016

45

133

Repeated in tag number 461 and 463

CMS changed standard to be consistent with TJC 
standard

MS must adopt bylaws to carry out their 
responsibilities on H&Ps

The bylaws must include a requirement that a H&P 
be completed no more than 30 days before or 24 
hours after admission on each patient

 Must be on chart before surgery

 TJC MS.01.01.01 tell you whether in bylaw, R/R, or  a policy 
but when CMS states where it will be you must follow that

H&P 358   2013

134

Can include in progress notes or has stamp sticker, 
check box, or entry on H&P form

Should say that H&P was reviewed, the patient 
examined, and that “no change” has occurred in 
the patient’s condition since the H&P was 
completed

CMS says this will meet update requirement

There needs to be a complete H&P in the chart for 
every patient before they go to surgery

 Except in emergencies where an entry can be made in 
the progress notes

History and Physicals   461

135

Regulation expands the number of categories of 
people who can do a H&P

 If state law and the hospital allows (which 
most do) a PA or NP may perform

Physician is still responsible for the contents and 
must sign off the H&P when done by one of 
these allied health professionals

Need to do PI to make sure all H&P are on the 
chart especially when the patient goes to 
surgery

History and Physicals
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EP4 requires H&P be no more than 30 days 
old and done within 24 hours of admission

EP5 if H&P done within 24 hours update then 
update prior to surgery (also RC.01.03.01)

EP7 requires an update to a history and 
physical (H&P) at the time of the admission

RC.02.01.03 EP3 document H&P in MR for 
operative or high risk procedure and for 
moderate and deep sedation

TJC PC.01.02.03    H&P

137

EP6 Specifies minimal content 

Can vary by setting, level of service, 
treatment and  services

EP7 MS must monitor the quality of the 
H&Ps

EP8 Medical staff requires person be 
privileged to do H&P and requires 
updates

TJC MS.03.01.01 H&P

138

EP9 As permitted by state law, allow 
individuals who are not LIPs to perform 
part or all of the H&P

EP10 MS defines when it must be 
validated and countersigned by LIP with 
privileges

MS defines scope of H&P for non-
inpatient services

TJC MS.03.01.01  H&P
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Must have admitting diagnosis in chart 
(463)

All consults and findings by clinical 
staff and others must be documented 
(464)

Information must be promptly filed in 
the MR so staff has access to it (464)

MR Must Contain 464 and 465

140

MR Must Contain 464 and 465
Must document complications and hospital 
acquired infections 
HAI and now called healthcare associated infections

Must document unfavorable reactions to 
drugs and anesthesia (465)
See tag 508 in the Pharmacy section

It is important for all practitioners to be aware 
of the need to document complications and 
how to do this correctly

141

Now three separate sections related to informed 
consent in patient rights, medical record  and  
surgical services

Remember consent is a process and not a form

Be sure consent on chart before patient goes to 
surgery

Properly executed informed consent for procedures 
and treatments specified by MS

Need list of all surgeries (as defined now by ACS 
and AMA) and procedures with yes or no

Informed Consent 466
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Name of hospital

Name of procedure or treatment

Name of responsible practitioner who is 
performing

Statement that benefits, material risks and 
alternatives were explained

Signature of patient with date and time

Informed Consent Mandatory Minimum Elements

143

CMS has list of optional elements which they 
call a well designed consent form

Medical record must contain an informed 
consent for procedures and treatments 
specified as requiring on and MS by-laws 
should address this

Consider state laws requiring informed 
consent such as for invasive procedures and 
any federal laws such as informed consent 
for research

Medical Records 466

144

Procedure Name          Requires Informed Consent 

Ablations   Yes

Amniocentesis Yes

Angiogram Yes

Angiography Yes

Angioplasties Yes

Arthrogram Yes

Arterial Line insertion (performed alone) Yes

Aspiration Cyst (simple/minor) No

List of Procedures
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Have a List of Procedures

145

146

Need for all surgeries 

Exception is emergencies

All inpatients and outpatients

For all procedures specified as per the 
hospital policy

Generally a consent is required for an invasion 
procedure

Especially one with reasonable known risks

Informed Consent Forms

147

Needs to reflect a process
This is important to both CMS and TJC

Form must follow policies

Must include state or federal requirements
Emphasis on must include and follow state law consent 

laws

Must contain the six minimum requirements 
which are mandatory by CMS
CAH CMS requirements see Tag 304 and 320

Informed Consent Forms
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Medical record must contain an informed 
consent for procedures and treatments 
specified as requiring one

Medical staff by-laws should address this

Consider state laws requiring informed 
consent such as for invasive procedures

Consider any federal laws such as informed 
consent for research, and state laws on 
informed consent

Medical Records

149

Name of the practitioner who conducted the 
informed consent discussion with the patient 
or the patient’s representative

Date, time, and signature of witness

Indication or listing of the material risks of the 
procedure or treatment that were discussed 
with the patient or the patient’s 
representative

Well Designed  or Optional

150

Statement, if applicable, that physicians other than 
the operating practitioner, including but not limited 
to residents, will be performing important tasks 
related to the surgery, in accordance with the 
hospital’s policies and, in the case of residents, 
based on their skill set and under the supervision of 
the responsible practitioner

Still have to inform patient if someone is doing 
important parts of the surgery but having it in writing 
is optional

Except mandatory for CAH hospitals

Well Designed or Optional
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Verify hospital has assured MS has list of 
procedures and treatments that require 
consent

Verify informed consent forms six mandatory 
elements 

Compare the hospital standard informed 
consent form to the P&Ps to make sure  
consistent

Make sure any state law requirements are 
included

Survey Procedure

152

Resources
 A site for consent forms that list the risks, and 

complications, and alternatives of many 
procedures (provided by the Queensland 
Government.)1

 They have forms for pediatrics, orthopedics, 
vascular, urology, surgical, renal, plastic surgery, 
psychiatry, ophthalmology, maxillofacial, medical 
imaging, neurosurgery, ear, nose and throat and 
many more.2

1 http://www.health.qld.gov.au/informedconsent/ConsentForms/14025.pdf

2 http://www.health.qld.gov.au/informedconsent/formsindex.asp

153
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155

156

www.mnpatientsafety.org/index.php?option=com_conten
t&task=view&id=85&Itemid=69
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157

158

Medical record must contain all orders, 
nursing notes, reports, medication records, 
radiology, lab reports, and vital signs

Orders must be authenticated or signed off

All reports of treatment which includes 
complications

Any other information used to monitor the 
patient’s condition

Chart Must Contain 467

159

Hospitals may consider redesigning the 
discharge process in light of federal law if higher 
than average rate of readmission will be 
financially penalized

Remember the CMS discharge worksheet

All medical records must have a discharge summary

With outcome of hospitalization

Disposition of the patient

Provisions for follow up care

Discharge Summary 468
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Discharge Summary 468
NQF has 34 Safe Practices for Better Healthcare 

that has a section on discharge summaries

Many hospitals may consider dictating the discharge 
summary immediately when the patient is 
discharged

Hospital then needs to document that it got the 
discharge summary to the primary care physician 
timely

 78% of the time the PCP did not have a copy of the 
discharge summary when the patient came for the 
first visit after hospitalization

160

161

Follow-up care includes post hospital 
appointments, how care needs will be met, 
and any plans for home health care, LTC, 
hospice or assisted living

Can delegate to NP or PA if allowed by state 
law but physician must authenticate and date 
it and time it

Document that list of LTC or home health 
agencies is given to the patient

Discharge Summary 468

Transfer Form Documentation Requirements

162
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Discharge Planning Tracers
 If patient discharged home is their initial 

implementation of the discharge plan?

Did staff provide training to patient including 
recognized methods such as teach back?

Were the written discharge instructions legible and 
use non-technical language (low health literacy)

Was a list of all medication patient will take after 
discharge given with a clear indication of any 
changes?

 TJC revised their 5 EPs on medication reconciliation July 
1, 2011

163

Discharge Planning Final Worksheet

164

165
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Discharge Planning Worksheet
 If transferred to another inpatient facility was the 

discharge summary ready and sent with patient?

Was discharge summary sent before first post-
discharge appointment or within 7 days of 
discharge?

Was follow up appointment scheduled?

Was there documentation in the medical record of 
results of tests pending at the time of discharge 
both to the patient and the post hospital provider?

Was patient readmitted within 30 days?
167

168

Every medical record has to have a final 
diagnosis

Medical records must be completed within 30 
days
Taking 30 days to dictate the discharge summary is not 

going to work as hospitals reengineer the discharge 
process

Want to document medical necessity to avoid RAC denial 
of claims

Includes inpatient and outpatient charts

Final Diagnosis 469
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Other Important Sections
There are other important sections that pertain to 

health information management that are found in 
other sections of the CoP hospital manual,

There should be documentation in the medical 
record for the following;

Restraint and seclusion (50 pages of standards)

Medications

Pre and post-anesthesia evaluations
– Revised by CMS December 11, 2009, February 5, 2010, May 21, 

2010 and January14, 2011 and final transmittal December 2011

170

Documentation in the MR 
Notification of the OPO in all deaths
 Make sure the one call rule on all deaths or imminent 

deaths is documented in the medical record

Organ donation documentation

Grievances (118)

 Interpreters 
 Be sure to document use of interpreters during critical 

parts of the care

Patient rights (129)

171

Documentation in the MR
Plan of care (129)

Documentation safe opioid use (405 and 
409)

Advance directives (132)

Abuse and neglect assessment (145)

Disclosure of financial interest (131)

Disclosure if no physician on duty 24 hours 
a day (131)
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www.ahima.org/infocenter/documents/AmendmentsCorrectionToolkit.pdf

EMR Copy & Paste    Fraud by OIG

174
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Policies and Procedures
Hospitals need a policy and procedure (P&P) to 

ensure compliance with standards such as those 
required by CMS and TJC

Staff should be aware that surveyors may often pull 
and P&P

P&P need to be consistent with regulations and the 
standards of care

Surveyors will also hold the hospital to the 
standards contained in your P&P

So make sure they are current and up to date
175

Hospital Policies and Procedures

176

177

This presentation is intended solely to provide general 
information and does not constitute legal advice. Attendance at 
the presentation or later review of these printed materials does 
not create an attorney-client relationship with the presenter(s). 
You should not take any action based upon any information in 
this presentation without first consulting legal counsel familiar 

with your particular circumstances.
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Thanks for attending!  Questions??
Sue Dill Calloway RN, Esq. 

CPHRM, CCMSCP

AD, BA, BSN, MSN, JD

President of Patient Safety and 
Education

 5447 Fawnbrook Lane

 Dublin, Ohio 43017

 614 791-1468 (Call with questions, No emails)

 sdill1@columbus.rr.com
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