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”KEY PERFORMANCE 
INDICATORS GAVE 
OUR DEPARTMENT 

THE DATA IT NEEDED 
TO MAKE STRATEGIC 

OPERATIONAL 
DECISIONS.”

— MICHELLE FOX, 
HEALTH FIRST, 

ROCKLEDGE, FL

Patient Access Saves $3 Million 
Targeting Front-end Data 
Benchmarks
Data support operational changes

Patient access saved nearly 
$3 million in one year at 
Winston-Salem, NC-based 

Novant Health. They 
did it by using two Key 
Performance Indicators 
(KPIs) measuring 
productivity.

“Benchmarking 
is important in any 
industry. But in patient 
access, there has been 
a lack of standards 
beyond collections 
metrics,” says Danielle 
Andujar, assistant 
director of onsite 
patient access at Novant 
Health.

The patient access 
department began using 
the National Association 
of Healthcare Access Management’s 
(NAHAM) newly developed 
AccessKeys in 2016. 

Previously, there were no KPIs 
available specific to patient access. 

The KPI data are “invaluable in 
understanding opportunities for 
improvement,” Andujar notes. 

Armed with data 
indicating what changes 
were needed, patient 
access set to work.

“We are moving 
forward with 
operational change to 
better position ourselves 
in the current healthcare 
landscape,” Andujar 
explains. Here is how 
the department put its 
newly discovered data 
to use:

• The “average
registrations per 
person per day” metric 
revealed the number 

of registrations a team 
member should complete per hour.

Patient access set a productivity 
expectation for the team of five 
registrations per hour. This allowed 
them to go to the next step: 
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EXECUTIVE SUMMARY

Patient access has always lacked benchmarking data and key performance 

indicators focused on the front end of the revenue cycle, but this is changing . 

Departments are:

• using registration metrics to set productivity expectations;

• identifying how many full-time employees are needed in registration areas;

• determining the hourly cost of a registration . 

Comparing volume per hour to 
determine how many full-time 
employees were needed in each 
registration area. 

“The results were surprising. 
At some facilities, we were 
overstaffed,” Andujar recalls. 
“We adjusted our staffing plans 
accordingly.”

• The cost per registration 
metric determined the hourly 
cost of registration at each non-
emergency registration point.

“This revealed areas that had 
very high cost,” Andujar says.

The most shocking finding 
involved decentralized registration 
points. It became apparent that it 
was far more expensive to complete 
a registration in those areas.

The compelling data enabled 
patient access to persuade facility 
leaders to consolidate registration 
points. This was something they’d 
tried before without success. 

“We previously tried to 
persuade facility leaders to 
consolidate due to the challenges 
in staffing multiple areas, and were 
unable to,” Andujar notes. “The 
data [were] instrumental.”

Patient access proposed 
consolidating some registration 
points. They also suggested 
changes in hours of operation 
at other registration areas if the 
volume did not support remaining 
open. Radiology and general 
admitting were consolidated. This 

change resulted in significant cost 
savings. “Due to the desire to have 
a boutique-like mammography 
area, we have not consolidated 
the mammography registration 
point at this time,” Andujar says. 
However, hours were changed at 
several facilities. “The majority 
close an hour or two earlier, based 
on volume,” Andujar adds.

• Collection expectations were 
categorized by facility, based on 
geographic and socioeconomic 
factors.

The collection goal for a facility 
with higher elective services was 
set to “best,” (2% of net revenue). 
In contrast, the goal for an urban 
trauma facility was set at “good” 
(1% of net revenue).

Previously, all facilities set the 
same goals. “2017 was the first 
time we varied goals by facility,” 
Andujar says. 

“We have gone even further in 
varying these goals in 2018.”

Setting clear, attainable 
expectations for each facility 
allowed for the capture of 
significant additional revenue. 

“We were able to increase 
our average monthly upfront 
collections 21% over the prior 
year,” Andujar reports.

Historically, revenue cycle-
related KPIs focused mainly on 
the “back end,” also referred to 
as billing and collections. “Only 
in the past 10 years has the focus 
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really begun to shift to the front 
end,” says Michelle Fox, DBA, 
MHA, CHAM, director of revenue 
operations/patient access at Health 
First in Rockledge, FL.

The new focus on sending bills 
quickly and accurately to receive 
appropriate reimbursement for 
services called for new KPIs focused 
on the front end of the revenue 
cycle. 

“It is vital to a healthcare 
organization’s bottom line that 
the patient access department be 
able to measure and benchmark its 
performance,” Fox underscores.

Hospitals have always closely 
tracked the “clean” claim rate, A/R 
days, denials as a percentage of net 
revenue, charity dollars, and total 
cash collections. Until recently, 
though, the role of patient access 
in these important revenue cycle 
metrics has been largely overlooked. 

“KPIs gave our department the 
data it needed to make strategic 
operational decisions,” Fox says.

NAHAM’s AccessKeys focus 
solely on front-end functions of 
the revenue cycle. These include 
demographic information obtained 
from a patient, verification of 
insurance eligibility and benefits, 
and upfront collection of patients’ 
financial responsibility. 

“These are all critical steps to 
aid in the process of sending a clean 
bill out in a timely manner — and, 
ultimately, improving cash flow,” 
Fox says.

The AccessKeys allow a hospital 
to benchmark against their 
peers in the areas of collections, 
conversions, patient experience, 
critical processes, productivity, 
and accuracy. Based on the KPIs, 
Health First’s patient access staff 
were reorganized based on their 
individual strengths. The goal was 
to increase both upfront collections 

“IT IS VITAL TO 
A HEALTHCARE 

ORGANIZATION’S 
BOTTOM LINE 

THAT THE 
PATIENT ACCESS 

DEPARTMENT 
BE ABLE TO 

MEASURE AND 
BENCHMARK ITS 
PERFORMANCE.”

and productivity. “We used to have 
all pre-registration staff creating 
accounts, verifying benefits and 
authorizations, creating estimates, 
and calling patients to collect,” Fox 
explains.

The pre-registration team was 
split into two groups. “Account 
creators” are responsible for 
creating the account, verifying 
benefits and authorizations, and 

creating estimates. “Account 
collectors” are responsible for 
calling patients with financial 
responsibilities and asking for 
payment. “We have four collectors 
that are collecting, on average, 
about $525,000 a month over 
the phone,” Fox says. Point-of-
service collections as a percentage 
of net revenue is one of the KPIs 

that is monitored every day. “Best 
practice is 2%, and we are there,” 
Fox reports. “Now, our goal is to 
maintain at least 2% on a monthly 
basis.” During one month, the 
metric hit 2.8%. “This was a direct 
result of process improvements put 
in place,” Fox says. 

Most importantly, registrars 
are required to run estimates to be 
run for all patients. This initiative 
is called “100% Estimates, 100% 
Ask.” This means all patients 
receive an estimate, and all patients 
with a financial responsibility are 
asked to pay. 

 “Front-end staff not only 
collect the set copay amount. They 
also know what coinsurance and 
deductibles are remaining,” Fox 
says. Staff speak with confidence 
about patients’ benefits and 
financial responsibility. Patients 
can tell staff are well-versed in the 
matter, making them more likely 
to pay. “It really was a win-win for 
everyone,” Fox adds. “It has worked 
wonders for us.”  n

SOURCES
• Danielle Andujar, MBA, CHAM, 

Assistant Director, Onsite Patient 

Access, Novant Health, Winston-

Salem, NC . Phone: (704) 384-3077 . 

Email: dfisher@novanthealth .org .

• Michelle Fox, DBA, MHA, CHAM, 

Director, Revenue Operations/

Patient Access, Health First, 

Rockledge, FL . Phone: (321) 434-

6017 . Email: Michelle .fox@health-

first .org .

 nWhat laws on out-of-network bills 
mean for patient access

 n Create a survey to measure 
satisfaction in patient access

 n Directly observe how registrars 
treat patients and family

 n How to tell if registrar is a good fit 
for ED setting

COMING IN FUTURE MONTHS

mailto:dfisher@novanthealth.org
mailto:Michelle.fox@health-first.org
mailto:Michelle.fox@health-first.org
mailto:Michelle.fox@health-first.org


28   |   HOSPITAL ACCESS MANAGEMENTTM / March 2018

Action Plans Lead to Productivity Increase
Benchmarks and case assignments create ‘ownership’ of cases

Internal benchmarking data allow 
the patient access department 

at Ronald Reagan Medical 
Center in Los Angeles to improve 
continuously.

“It assists us in creating action 
plans with the greatest impact on 
outcomes,” says Drew D. Totten, 
principal administrative analyst for 
patient access services.

One of the most impressive 
examples is how the data identified 
collection trends by employee over 
time. 

“Collections have doubled based 
off of best practices which stemmed 
from benchmark data,” Totten 
reports. “In the pre-registration 
department, revenue increased by 
140%.” Important productivity 
gains were achieved. “We have 
several key staff members out 
on various types of leave status,” 
Totten says. Surprisingly, certain 
registration areas are seeing an 
increase in productivity, even with 
fewer employees. 

“We identified opportunities for 
those employees to take on more 
responsibility and tasks,” Totten 
notes. “It’s not that they were 
overstaffed, but underutilized.”

Basic metrics, such as how long 
a typical case takes to clear, or how 

many cases can be worked per hour, 
came into play. “Based on that data, 
we set achievable goals for each 
employee daily,” Totten adds.

Another change involved 
employees who work cases from 
work queues. Previously, employees 
had no real ownership of the cases.

“Employees worked cases one 
day, and had different cases the next. 
Unresolved cases from the previous 
day were worked by someone 
else,” Totten explains. Staff spent 
much of their time reviewing the 
previous employees’ work to become 
familiar with the case. Most cases 
required repeat calls to the insurance 

company to obtain authorizations. 
“When the employee is familiar 
with the case, they will remember 
it from day to day,” Totten offers. 
Employees can pick up where they 
left off by simply reading the last 
note in the patient’s records. In 
contrast, an employee unfamiliar 
with the case has to research the 
entire case, reviewing all previous 
notes to understand the next step.

“By having each employee work 
their caseload by date of service, 
we have seen a 25% increase in 
productivity,” Totten reports.

Employees are assigned a date 
of service, which they follow 
until the day prior to the patient’s 
appointment. There is no lengthy 
prep work needed, because the 
employee stays with the case until its 
completion.

“We now have ownership for 
each case,” Totten says. “Employees 
can be more productive and clear 
more cases than before.”  n

SOURCE
• Drew D. Totten, Principal 

Administrative Analyst, Patient 

Access Services, Ronald Reagan 

Medical Center, Los Angeles . Phone: 

(310) 481-9759 . Email: DTotten@

mednet .ucla .edu .
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Striving for Perfect Registration Accuracy Sends 
Strong Message
Quality assurance decreased average registration time to five minutes

At Greater Baltimore (MD)  
 Medical Center, patient access 

leaders confidently report that their 
department operates at a “99% or 
better” accuracy rate.

“We’ve shared this in meetings 
with other departments. We do find 
it helps instill confidence in patient 
access,” says Cherie Patterson, 
CHAA, CHAM, patient access 
operations manager.

The Power of Data

The patient access department 
ensures quality in these ways:

• Data on registration accuracy 
ensure insurance information is 
entered correctly.

“This type of QA is crucial to 
preventing claim denials or delays 
in claim payment,” Patterson 
explains. 

Recently, some registrars were 
entering self-funded insurance 
plans incorrectly. This is because 
the cards looked almost exactly 
the same as HMOs or commercial 
plans.

“To prevent these errors, we 
presented reeducation on self-
funded insurance plan entry to all 
staff at a recent meeting,” Patterson 
says.

• Data on registration timing 
resulted in a seven-minute goal.

Previously, the department used 
QA software that provided data on 
registration accuracy. 

“But it was not very accurate 
for timing,” Patterson laments. 
Recently, the department used 

benchmarking data from other 
facilities using the same electronic 
health record system to set a 
10-minute goal for registrations. 
“We quickly surpassed that goal 
within a month,” Patterson boasts. 
“Our average [registration] time 
now is five minutes, four seconds.” 

The department set a seven-
minute goal. If it’s not met, 
managers look closely at the 
employee’s practices. 

“We see if there is any additional 
training needed to improve speed,” 
Patterson notes.

Some staff were taking too long 
with the registration interview 
because they were verifying all the 
information with the patient. This 
was necessary with the previous 
registration system, which didn’t 
show the last time the information 
was verified. The new system does 
show this, but staff hadn’t gotten 
used to the change.

“We provided training to change 
our staff ’s behavior from asking all 
questions, every time, to verifying 
only key information,” Patterson 
says. 

Staff always confirm the patient’s 
address, phone, and insurance 
information. They don’t confirm 
data that change infrequently 
or not at all, such as primary 
language, country of origin, or 
patient contacts. “Changing the 
reps’ mindset and behavior helped 
improve registration timing,” 
Patterson adds.

• Data on patient volume levels 
ensure that registration areas are 
staffed appropriately.

This is especially important for 
high-volume areas such as the ED. 
To comply with federal EMTALA 
regulations, patients are not 
registered until after a physician 
performs a medical screening exam. 

“As a result, the registration 
interview can be pushed back to 
hours after the patient has arrived 
in the ED,” Patterson explains.

Many patients were arriving in 
the late evening. However, many 
weren’t actually registered until the 
early morning, causing a surge in 
volume for the two registrars who 
worked the night shift. 

“We found that we definitely 
needed to add a third person to 
accommodate the patient volumes 
we were seeing in the early 
morning,” Patterson notes.

The department even found a 
budget-neutral way to add the third 
registrar to the ED.

“This change was part of a major 
schedule overhaul that addressed 
staffing difficulties,” Patterson 
explains. 

Previously, all full-time patient 
access employees rotated weekends. 
Part-time employees were hired to 
work only on weekends. 

“This freed up the [full-time 
employee who] we needed for the 
ED night shift,” Patterson says.  n

SOURCE
• Cherie Patterson, CHAA, CHAM, 

Patient Access Operations Manager, 

Greater Baltimore (MD) Medical 

Center . Phone: (443) 849-6543 . Email: 

cpatterson@gbmc .org .
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EXECUTIVE SUMMARY

Patient complaints and claims denials stemmed from discrepancies between 

their preferred and legal names at Ochsner Health System . To address this:

• a separate field was created for the patient’s preferred name;

• staff and clinicians know how patients want to be addressed;

• the correct name goes on the claim without disturbing the integrity of the 

medical record .

Simple Fix if Legal Name Differs From the One 
Patient Gives to Registrar
Change puts stop to frequent complaints

The name on a patient’s ID 
often differs from the name 

they give to the registrar. This can 
happen due to a recent marriage 
or divorce or some other reason. 
Regardless of the reason, it was a 
common cause of dissatisfaction 
in registration areas at Ochsner 
Health System in New Orleans. 
One patient complained that her 
medical record listed her previous 
last name and that she recently 
re-married, but her driver’s license 
still contained the last name of her 
former husband. She stated that 
being referred to by her previous 
last name brought back memories 
that she preferred to forget, and 
wanted her information in the 
system changed to reflect her new 
last name.

“This is a frequent complaint 
that I am happy to say is no longer 
an issue,” says Mary Neal, MBA, 
CHAM, director of patient access 
services.

Registration’s policy is to use 
the name on the patient’s legal 
ID for the medical record. This is 
important for patient safety and 
identity protection. 

“However, frequently, patients 
do not go by their legal name, 
and, for whatever reason, have not 
updated their documents,” Neal 
notes.

Some patients want to be called 
by their middle name or use a long-
standing nickname.

“Whatever the reason, this 
seemed to always be a source of 
frustration on the part of the 
patient, even when given a clear 
explanation by a leader,” Neal says.

Correct Name on Claim

Some claims were denied, 
stating “Member Not Found” 
because the name listed on the 
claim did not match the name the 
insurance company had on file. 
“Many patients argued that their 
legal name is not the name that 
appears on their insurance policy,” 
says Lakeshia Lewis, manager of 
patient access services.

The discrepancies in patients’ 
names caused hours of reworking 
claims. The back-end team submits 
the claim, the payer denies the 

claim, and the team then has to 
investigate the denial, obtain the 
correct information, and resubmit 
the claim. 

“This takes time that can be 
better utilized for other tasks. The 
hours used can turn into days,” 
Lewis laments. Once the name 
was corrected, the claim had to 
resubmitted. “Luckily, we were 
still within the time period to 
meet ‘timely filing,’” Lewis notes. 
“However, this does have an effect 
on our accounts receivable days.”

To address this, patient access 
created a separate field in the 
registration workflow for “Name 
on the Card.” Registrars place the 
patient’s name and date of birth in 
this field, exactly as it’s listed by the 
insurance payer. “This is the name 
and date of birth that is populated 
on the claims, and, therefore, will 
match with what’s on the file with 
the payer,” Lewis explains.

Previously, claims were denied 
because the patient’s name on their 
driver’s license contained the new 
or former last name of the patient, 
which didn’t match what the payer 
had on file. With the new system, 
the correct name goes on the claim 
without disturbing the integrity 
of the medical record. “But even 
with this fix in place, we still had 
complaints,” Neal adds.

Popular With Patients

Last year, the department made 
another change. They implemented 
a “preferred name” system for all 
patients. New patients are asked for 
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Was Coverage Lost Due to Illness?  
Patient Access Can Help
Financial navigation stops lost revenue

“SINCE 
IMPLEMENTING 
THIS, WE HAVE 
NOT HAD ANY 
COMPLAINTS 
RELATED TO 

LEGAL NAME,” 
NEAL REPORTS. 
“IT HAS BEEN 

QUITE A 
SUCCESS.”

their “preferred name” so everyone 
knows how the patient wants to be 
addressed.

“Since implementing this, 
we have not had any complaints 
related to legal name,” Neal reports. 
“It has been quite a success.”

All team members use the 
patient’s preferred name when 
addressing the patient. 

“This allows us to register the 
patient under their legal name. But 
we also list the name or nickname 
the patient prefers,” Lewis explains. 
The new system has been especially 
popular for patients in these 
registration areas:

• The pediatrics clinic.
Calling children by their 

nicknames creates a calmer 
environment for both patients 
and parents. Lewis recalls that the 
first day the new field had been 
implemented in the registration 
system, a child was visibly afraid. 

“But when the nurse and doctor 
spoke with the child using their 
nickname, you could see the 

anxiety and nervousness leave,” 
Lewis says.

• The endocrinology clinic.
The preferred name option 

allows registrars to address 
patients who are transitioning to 
a different gender with the name 
and pronouns they prefer. Recently, 
a patient provided feedback 
indicating that this made a big 
difference. “She shared that it made 
her feel we gave her the compassion 
and respect that she deserved,” 
Lewis says.  n

SOURCES
• Lakeshia Lewis, Manager, Patient 

Access Services, Ochsner Health 

System, New Orleans . Phone: (504) 
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• Mary Neal, MBA, CHAM, Director, 

Patient Access Services, Ochsner 
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Recently, a patient receiving 
infusion treatments at Nyack 

(NY) Hospital lost coverage in 
the middle of the year — and in 
the middle of his treatment. The 
patient had lost his job because of 
his medical condition.

Due to a novel financial 
navigation program for hematology 
and oncology patients, the man was 
able to obtain ongoing coverage 
and continue treatment as planned.

“We confirmed the patient 
would have Medicaid coverage to 
minimize the coverage gap period,” 

says Patient Access Manager Jason 
Guardado. 

No Lapses in Care

The patient started treatment 
when insured by a commercial plan 
through his employer.

“Mid-year, we were alerted by 
the patient of their discontinuance 
of employment due to their medical 
condition,” Guardado explains.

Patient access immediately began 
a Medicaid eligibility application 

through the New York State of 
Health Marketplace.

“We were able to acquire 
Medicaid coverage,” Guardado 
notes. “In addition, we 
simultaneously screened the patient 
for charity care.”

One of the patient’s cycles of 
treatment fell within a period prior 
to the approval of the Medicaid.

“We conducted a charity care 
screening as a back measure for 
any unforeseen gap coverages or 
out-of-pocket patient expenses as 
a result of non-covered services,” 
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EXECUTIVE SUMMARY

A financial navigation program for hematology and oncology patients ensures 

ongoing coverage, even if patients become unemployed due to their medical 

condition . Patient access:

• meets with patients right after their initial consultation with the physician;

• obtains Medicaid coverage for the patient, if possible;

• screens patients for charity care before accounts go to collections or bad 

debt .

Guardado says. Charity care 
assistance was provided before the 
account went to collections or 
bad debt status. This allowed the 
patient to continue as planned with 
the treatment plan. There were 
no lapses in any infusion services, 
other medical procedures, or 
ancillary services at the hospital.

“Throughout all this, we kept in 
constant contact with the patient,” 
Guardado recalls. 

Patient access employees gave 
ongoing status reports so the 
patient would not have to worry 
about the cost of treatment.

“We ensured that the financial 
burden did not impact the patient’s 
level of care or quality of life,” 
Guardado says.

Very Early Discussions

Patients meet with the clinical 
team and financial clearance team 
the day after their diagnosis and 
initial consult with the physician. 

“We conduct a ‘New Patient 
Orientation Day,’” Guardado notes. 
“All the interdisciplinary teams 
meet with the patient on the same 
day for face-to-face introductions.” 

Patients learn about all 
the components involved in 
their care: clinical, nutritional, 
pharmaceutical, social work, and 
financial. 

“We have a patient-focused 
conversation, providing the patient 
with an overview of our role in 
their financial navigation during 
their treatment,” Guardado says.

The emphasis is always on the 
patient’s well-being. 

“We assure the patient we are 
taking on their financial burden, so 
they can solely concentrate on their 
clinical care,” Guardado adds.

This means quickly responding 
to any financial-related concerns 
the patient might have in the 
future. “We ensure there is 
continued financial support, 

regardless of changes to insurance 
or life events,” Guardado says.

Financial Clearance 

Specialists

Financial clearance specialists 
even make themselves available in 
person during the patient’s infusion 
visits or other hospital visits. 

“Some patients come to our 
office on the day of their medical 
visits,” Guardado says. “They can 
walk in without scheduling an 
appointment.”

When necessary, financial 
clearance specialists work with a 
local program for cancer patients. 
“We may be able to obtain 
additional financial assistance when 
we are unable to do any more on 
our end,” Guardado notes.

A growing body of research 
suggests that financial burden 
negatively affects quality of life 
for cancer patients.1 The financial 
navigators’ goal is to minimize this 
burden so patients can focus on 
their clinical well-being.

“We want to provide a patient 
experience that is inclusive of 
exemplary financial education and 
assistance, as well as exemplary 
clinical care,” Guardado says.  n
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Nyack Financial Navigators Answer Frequently 
Asked Questions

Payers Want Evidence That Patient Already Tried 
First-line Therapy
Keep patient access ‘as transparent as possible’

Increasingly, payers require 
clinical proof that patients 

already tried less costly “first-line” 
treatments before approving more 
expensive treatments. Without this 
documentation, they’ll deny the 
claims.

“Plan-specific medical necessity 
criteria often require documentation 
showing that the patient has tried 
and failed first line of therapy or 
treatments,” says Junko I. Fowles, 
CHAM, supervisor of patient access 
and financial counseling at the 
Huntsman Cancer Institute in Salt 

Lake City. Typically, payers approve 
the more expensive treatments if the 
patient has failed the first line of 
therapy.

“As for commercial insurance, 
if the first line of therapy hasn’t 
tried or failed, we almost always 
receive a first denial,” Fowles notes. 
A different process is used for 
Medicare patients.

“In the case of Medicare, we 
don’t get pre-approval. Instead, 
we will make sure it meets CMS 
medical necessity criteria,” Fowles 
explains. 

This would mean the treatment is 
covered.

Off-label Drugs

The same problem occurs if 
providers order drugs for off-label 
use. These include Rituxan infusion 
for idiopathic thrombocytopaenic 
purpura and olaratumab infusion for 
pancreatic cancer.

“If it’s determined that the 
treatment is off-label and, therefore, 
non-covered, the patient is given 

Financial navigators at Nyack 
(NY) Hospital have committed 

to respond to questions from 
patients immediately, if possible, 
or within 24 hours. Below are 
some common questions and the 
navigators’ responses:

Q: I have a copay for my 
infusion treatment visits. Am I to 
pay this each time I am scheduled 
for infusion?

A: You are required to pay the 
copay or any form of coinsurance 
(if applicable) for all infusion visits 
if your insurance plan/product 
requires this patient responsibility. 
If you are concerned with making 
these payments, we can discuss 
payment plans or other financial 
assistance options that may be 
available to you.

Q: I received a bill from the 
hospital that shows a large patient 
balance owed. Am I responsible 
for this?

A: We will review the account 
to verify if the invoice sent is 
an accurate reflection of your 
current balance. If so, we will 
discuss financial assistance options 
previously mentioned during your 
orientation day to assess what 
additional financial resources will 
be available to you. We will do our 
best to get back to you within the 
next three to five business days with 
an initial response to your concern.

Q: Are you sure my infusion 
drugs are covered?

A: We work in collaboration 
with your physician to ensure 
the drug(s) required for your 

treatment plan will be covered 
by your insurance. We verify that 
authorization is obtained and 
confirmed to minimize any non-
covered services or denial of services 
by your insurance provider. In 
the event a service is not covered, 
we will appeal the decision, and 
continue to obtain reimbursement 
from your insurance. 

If all internal resources are 
unsuccessful, we explore external 
funding opportunities for which 
you may be eligible. If there is 
concern regarding a non-covered 
service, we will discuss this with 
you immediately. We will provide 
you with updates on all of the alter-
native actions underway on our end 
to alleviate this cost concern.  n
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Patient Access Now Dealing With Vendors 
Instead of Payers
Already-confusing authorization process outsourced

Some payers are now 
outsourcing the authorization 

process to third-party vendors for 
high-tech radiology, infusion, or 
radiation oncology. This further 
complicates an already-difficult task 
for patient access.

“The transition process is 
usually painful,” says Viviana 
Mahon, manager of the financial 
clearance unit at Moffitt Cancer 
Center in Tampa, FL. 

The department has seen 
these problems when payers 
first outsource the authorization 
process:

1. There is contradicting 
information between insurance 
and the third party;

2. Patients are not loaded in 
the vendor’s system when the 
change takes place;

3. The vendors do not have 
direction on which tests and 

drugs are authorized by the 
vendor, and which go through the 
insurance plan.

“The worst part is when the 
approval resides in the vendor 
and it is not transmitted to the 
insurance,” Mahon laments. “Once 
the claim processes, it is denied for 
no authorization, in error.”

Vendor-outsourced 
authorizations can result in 
inappropriate claims denials. 

EXECUTIVE SUMMARY

Increasingly, payers require patients to try and fail “first-line” treatments 

before payers approve more costly treatments . Some strategies are listed 

below:

• Include supporting articles from the literature supporting off-label use .

• Ask physicians to supply statements on why the first-line therapy is not 

appropriate .

• Request that patients pay a deposit, which can be refunded if the appeal is 

successful .

an Advanced Beneficiary Notice 
making them aware of the possible 
financial liability,” Fowles adds. 
Once the claim is denied, the 
following actions occur:

1. Patient access staff notifies 
the treating provider to initiate an 
appeal process. 

“Some providers argue that the 
treatment recommended is more 
cost-effective than the first-line 
therapy,” Fowles says. Also, there 
may be a valid reason why the first-
line therapy is not appropriate for a 
certain patient. This documentation 
is included in the appeal.

2. Patient access submits a 
letter of medical necessity with 
additional documents.

This typically includes articles 
and literature supporting the use of 
off-label therapy, or the use of the 
“second line” of therapy without 
failing the first line of therapy. If a 
second denial is received, patient 
access is undeterred, and files the 
second level of appeal. About half 
the appeals are successful.

3. Financial counselors explain 
the situation to patients.

Staff use this scripting: 
“Unfortunately, the recommended 

treatments do not meet your 
insurance’s medical necessity criteria, 
and it may end up not being covered 
at all. We are proceeding with the 
appeal process. However, I would 
like you to be informed of the 
‘non-covered/denied’ status. We 
would like to know if you can make 
a deposit of $______ prior to the 
service. There will be a financial 
assistance program available to assist 
pay the remaining balance. If the 
appeal is successful, we will refund 
the full deposit and any payments 
made toward the treatments.”

Cancer treatments are time-
sensitive. Delaying treatments 
because of issues with insurance 
coverage usually isn’t an option.

“Financial counselors meet with 
the patient to discuss payment 
plans,” Fowles says. “We are as 
transparent as possible.”  n
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EXECUTIVE SUMMARY

Payers are increasingly outsourcing the authorization process to third-party 

vendors . This causes these issues for patient access:

• The insurance company and vendor sometimes give conflicting information 

on requirements;

• Approvals by vendors aren’t always transmitted to the payer, causing denials;

• There is confusion on which tests and drugs get authorized by the vendor as 

opposed to the insurance plan .

This means the accounts must be 
reworked to avoid lost revenue.

“The cynic within me 
suspects that a payer’s decision to 
outsource may be driven in part 
to complicate, delay, and possibly 
influence the denial rate in the 
payer’s favor,” says Peter Kraus, 
CHAM, CPAR, FHAM, business 
analyst for revenue cycle operations 
at Atlanta-based Emory Healthcare.

While there may be legitimate 
reasons to outsource, there’s no 
question that the change can 
adversely affect revenue and 
satisfaction. 

“It may not be fair to imply 
these are deliberate shenanigans,” 
Kraus acknowledges. “But it 
certainly can have negative effects 
— for both access staff and the 
patient experience.”

Typically, parameters for 
authorization are outlined in 
hospital-payer contracts. If patient 
access plays an advisory role in 
contract negotiations, it helps to 
ensure that all front-end payer-
related expectations are realistic. 
Kraus advises the following tactics.

• Patient access get involved 
to be sure authorization 
requirements are manageable, 
both by their own department 
and also by other hospital staff, 
such as care coordination. 
Timing, follow-up, provision for 
emergency care, and other factors 
should be considered carefully.

• Hospitals strive to standard-
ize the requirements for contracts.

Ideally, patient access doesn’t 
have to apply different rules for 
different payers. How realistic 
this is depends on several factors. 
Other contractual provisions, such 
as reimbursement rates, come into 
play. Also important: How eager 
each of the parties is to engage in a 
business relationship.

“Standardized requirements may 
not happen. But it should be one of 
the goals of contract negotiation,” 
Kraus says.

To make it more likely, patient 
access should bring data to the 
table.

“Work to convince the 
hospital’s contract negotiators 
that such consistency leads to a 
higher percentage of successful 
authorizations, fewer denials, and a 
better bottom line for the hospital,” 
Kraus adds.

Good Financial 

Outcomes

What if outsourcing the 
authorization process prevents 
contractual standards from being 
met?

“The payer should be called 
out for being in violation, not the 
vendor,” Kraus offers. “Prevailing 
sanctions resulting from contract 
violation should apply in this case.”

Standard contract language 
likely holds a payer’s vendors to the 
same standard of adherence as the 
payer itself.

“If the vendor deviates from 
contractual provisions, the payer is 
in violation and subject to whatever 
contractual terms apply,” Kraus 
says. If the requirements are met, 

says Kraus, it should not make a 
difference whether authorization 
comes from the payer or a 
contracted vendor.

“Realistically, when you add a 
third party to the authorization 
process, you invite a lot of finger-
pointing when things go wonky,” 
Kraus adds. 

If denials are made unfairly, it 
helps to be able to point to the 
contract language during the appeal 
process. Historically, patient access 
was not included in discussions on 
contract negotiations. 

“Even patient accounts staff, 
who had to manage collections 
based on contractual provisions, 
were sometimes excluded,” Kraus 
notes.

Assuming patient accounts 
departments do have input, the 
argument for patient access to be 
there too is easy to make.

“Simply acknowledge today’s 
reliance on front-end staff 
performance to ensure successful 
financial outcomes,” Kraus says.

 This doesn’t mean patient 
access will take part in face-to-
face negotiations with payers. It 
means maintaining an ongoing 
collaborative relationship with 
the contract management team. 
Without insight from patient 
access, unrealistic requirements can 
find their way into contracts. “They 
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need education to understand 
what access staff can and cannot 
do with respect to authorization,” 
Kraus adds.

Start the Conversation

Patient access can start the 
conversation with contract 
management by explaining what 
works and doesn’t work in their 
department — and why. For 
instance, it’s just not possible 
to wait up to 14 days for an 
authorization if a procedure needs 
to happen within a week.

“Access leadership in most 
hospitals know exactly which 
requirements are unrealistic,” 
Kraus says. This varies depending 
on the resources available.

“Articulating and explaining 
those provisions to a department 
possibly in a position to do 
something about them is an 
immediate goal,” Kraus notes.

However, it works both ways. 
Patient access is likely unaware 
of the realities of contract 
negotiation.

“Patient access must learn 
what works and doesn’t work for 
contract management staff in their 
negotiations,” Kraus says.

Some requirements are more 
difficult to manage than patient 
access would prefer, but are 
unavoidable from the contract 
management perspective. For 
instance, payers might refuse to 
budge on certain time frames.

“Many provisions we’d like 
to see in payer contracts are 
‘asks,’” Kraus says. “We don’t 
get everything we want, which 
means that the hospital can’t 
necessarily point to contractual 
provisions when a payer or vendor 
misbehaves.” Kraus says that the 
mindset should be on ensuring 

that verification provisions are 
realistic and manageable, and that 
the payers or vendors can be held 
accountable when they deny a 
claim inappropriately.

“The shared learning process is 
important to both parties,” Kraus 
says. 

The overall goal is for patient 
access to be taken seriously, and to 
build a relationship with contract 
management staff. Some good 
topics for discussion:

• Time frames for obtaining 
authorization;

• Mutually agreed 
documentation that 
authorization has occurred;

• Making in-network and out-
of-network eligibility clear to 
patient access staff;

• How to handle patient 
challenges when authorization 
isn’t going well;

• Provisions for remedying 
errors and lapses by patient 
access staff in obtaining 
authorization.

“Clear, consistent data and 
authorization instructions on 
patient insurance ID cards have 
been points of contention for 
decades,” Kraus notes. “Why 
not include expectations in the 
contract?”  n
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HIPAA Allows Choice in Password Security,  
But Use Caution

Password security for electronic protected health 
information (ePHI) is a fundamental part of any 
HIPAA compliance program, but there is no one 

right way. HIPAA allows a great deal of choice in how to 
secure data with passwords, but one must choose carefully to 
ensure the information is protected from both casual snoop-
ing and sophisticated hacking.

HIPAA password management requirements are quite 
open-ended, only specifying that one must institute “proce-
dures for creating, changing, and safeguarding passwords,” 
notes Gary Nelson, healthcare practice leader with Schell-
man & Company, a security and privacy compliance assessor 
based in Tampa, FL.

To properly determine sufficiency for password protec-
tion, organizations should perform risk assessments for the 
systems or services that use or house ePHI, Nelson says. 
While HIPAA itself does not specify minimally defined 
requirements, the risk assessment could be paired with pass-
word or authentication requirements from standards such 
as NIST, PCI, or HITRUST to help address the HIPAA 
safeguard and also define what would serve as optimal for 
the organization.

The idea of what makes a good password is shifting, says 
Kenneth K. Dort, JD, partner with the law firm of Drinker 
Biddle in Chicago. Security experts used to promote the idea 
of a long string of random letters, numbers, and symbols, 
with the password changed every 60 or 90 days. Now, it is 
more common to use a sentence the user can memorize and 
take the first letter of each word as the password, perhaps 
throwing in one or two numbers, too.

“The reason is that through that method you actually 
come up with a password that is more random and harder 
for someone to break than if you just select a few letters and 
numbers that don’t mean anything to you,” Dort says. “A 
supercomputer can break any password, but most people 

trying to get into your system are going to take a try and 
move on if they can’t get it quickly. The method of using a 
sentence gives you a more secure password, and one that the 
user can remember without writing it on a note taped to the 
desk.”

Different Security Options

There are technical and non-technical options, says John 
Hellickson, managing director of strategy and governance 
at Kudelski Security, headquartered in Phoenix. The techni-
cal solutions range from single sign on and privileged access 
management to password management tools.

“I believe this really comes down to usability by the 
persons impacted by the requirement, which goes beyond 
just technology. With the goal of managing access to PHI, it 
is key for an organization to understand the requirements of 
the business and its users, in addition to the technical secu-
rity requirements, and balancing that with the organization’s 
risk appetite prior to investing in any solutions.”

Many organizations have enacted strict password poli-
cies, from forcing password changes on all users between 
30-90 days to enforcing specific complexity requirements 
that make it difficult to remember. However, Hellickson says 
that can ultimately increase the risk that the users will engage 
in practices that undermine the goal of protecting access to 
PHI.

“What I’ve seen work well is encouraging users to come 
up with a password scheme that meets complexity require-
ments where they change three or more characters to make it 
unique for each place they log into, allowing them to easily 
remember and maintain good password hygiene,” Hellickson 
offers. “This, combined with single sign-on and a simple-to-
use multifactor authentication solution, is a good way for the 
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security organization to relax require-
ments on forcing password changes on 
such a short schedule, such as anything 
less than a year.”

Although more complex and costly, 
implementing a single sign-on solution 
can help reduce the burden on the end 
user and reduce the need to remember 
multiple passwords in an organization, 
he says. These projects usually require a 
lot of coordination and time to imple-
ment, Hellickson says, but the more 
systems and associated access that can 
be integrated into a single sign-on 
solution, the less chance the end users 
will fall to poor password practices.

“Knowing traditional password 
policies aren’t working, with the more 
complex and rigid policies having the 
opposite effect on protecting those 
passwords, single sign-on and multi-
factor technologies have come a long 
way and provide a better user experi-
ence while also mitigating some of 
the issues from relying on passwords 
alone,” Hellickson notes.

Dual Authentication 

Adds Security

Two-factor authentication, also 
known as dual authentication, is one 
of the best ways to greatly enhance 
the access control to sensitive data, 
Hellickson says. With two-factor 
authentication, users performing a sen-
sitive function, such as accessing PHI, 
enter a username and password, and 
then receive an authorization request 
on a mobile device that they tap to ap-
prove. This provides users access with 
minimal effort.

Two-factor authentication would 
be considered an alternative security 
measure to the HIPAA password 
requirement, helping accomplish the 
same purpose but with enhanced 
security, Hellickson explains. Dort 
also supports using two-factor 

authentication, saying it allows the 
user to use a simple password to get 
into the system and then a more 
complex one that is sent to user’s 
phone and is valid only for a short 
time.

“That means that even if someone 
gets into your system with a user’s 
password, they still can’t access PHI 
unless they also have that person’s 
phone, which is very unlikely,” Dort 
says. “Most places require you to have 
your phone password-protected as well 
if you use it at work, so you have that 
additional layer of security also.”

Two-factor authentication is not 
explicitly stated as necessary to address 
HIPAA safeguards, Nelson notes.

“However, organizations should 
definitely consider two-factor authen-
tication for systems that contain ePHI 
due to the inherent risks associated 
with inappropriate access to data or 
medical records that contain ePHI,” he 
says. “If an organization is considering 
the pursuit of HITRUST to address 
HIPAA compliance, then two-factor 
authentication may become necessary 
as a HITRUST requirement.”

State University of New York 
Downstate Medical Center in Brook-
lyn is considering two-factor authen-
tication, says David W. Loewy, PhD, 
chief information security officer with 
the hospital. The change would address 
the human tendencies that can foil a 
simple password system, he says.

“I can go through the hospital 
and out of a thousand work stations, 
10% of them have the password 
pasted to the bottom of the keyboard,” 
Loewy explains. “Unfortunately, the 
healthcare community has not taught 
practitioners the importance of keep-
ing passwords secure and the value of 
that kind of data on the dark web. We 
try to impress this on them, but still, 
people are lazy and don’t understand 
why this is so important.” Loewy notes 
that the most flagrant violators of pass-

word security rules are hospital candy 
stripers and similar volunteers.

Constant Reminders

Healthcare organizations should 
create a vigorous cybersecurity aware-
ness program, Loewy says. His hospital 
recently developed a program that 
includes a logo with a fist punching 
through a screen and the words “You 
are a target!”

“People put that on their monitors 
to remind them that they are targets to 
the bad guys and that is why we’re so 
concerned about passwords,” Loewy 
says. “You need to be in front of 
people all the time reminding them.”

A robust password policy is neces-
sary, but Loewy cautions against 
writing the policy and procedures as 
one document. It is better to maintain 
a policy that requires passwords but 
separate procedures for how to use and 
protect them. That way, the procedures 
can be updated to conform to evolv-
ing technology and trends without the 
need to revise the policy behind them, 
he says.

A common mistake by organiza-
tions is simply not assessing the true 
or accurate level of risk associated with 
systems that house ePHI, Nelson says. 
Based on what it defines as the risk 
level associated with accessing ePHI, 
the organization may find that it has 
either created insufficient password 
access or parameters to protect their 
data or, to a lesser degree, that it has 
implemented excessive layers of au-
thentication and password parameters 
that create unnecessary costs for the 
organization, he says.

Whatever strategies are employed, 
they must be tailored to the organiza-
tion’s particular needs, Hellickson 
adds. “Moving forward with an access 
control program that doesn’t con-
sider the business and how end users 
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conduct their duties is a recipe for 
disaster,” Hellickson warns. “The key 
to success is to engage the business 
stakeholders early, and make them 
part of the initiative to identify and 
select the set of policies, processes, 
and technologies to comply with this 
requirement.”  n
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HIPAA Restricts Some Photography, but Not All

Photography in healthcare set-
tings is difficult to control but 

could lead to HIPAA violations if not 
monitored. How much one should try 
to control people taking pictures and 
video can be difficult to determine.

Any photo or video that could 
identify the patient may be subject 
to HIPAA restrictions, says Trish 
Markus, JD, a partner in the Raleigh, 
NC, office of law firm Nelson Mullins 
Riley & Scarborough. This includes 
full-face photographs but also pho-
tographs of distinctive tattoos, birth-
marks, and other identifying features. 
Those all constitute PHI, she says, and 
therefore must be used and disclosed 
only for permitted purposes.

“There are legitimate reasons for 
healthcare providers to take pictures 
of patients, including to photograph 
rashes for inclusion in the patient’s 
medical record, to submit before-
and-after photos of plastic surgery 
patients to a specialty board as part 
of a physician’s board certification 
process, and for use within the facility 
in educating students or clinicians,” 
Markus explains. “Providers even may 
use patient-identifying images for 
research studies, if patients agree to 
this use of their PHI.”

Additionally, before using photos 
or video of a patient for a healthcare 
provider’s marketing or fundraising 
purposes, the provider must obtain the 

patient’s written authorization outlin-
ing the manner and extent to which 
the images may be used, Markus adds.

Photographs that are used for treat-
ment, payment, or healthcare opera-
tions purposes do not require patients’ 
written authorization, Markus says. 
However, obtaining written consent 
still can be a good idea, says Jennifer 
Romig, JD, an associate with the law 
firm of Ropes & Gray in Chicago.

“I advise explaining in very clear 
terms the purpose of the photography 
and how it will be used, including who 
will see it and how it will be stored. 
That’s best practice even though it 
is not strictly required for HIPAA 
compliance,” Romig says. “Any use of 
patient photos for something other 
than the patient’s care, like putting 
photos on your website, absolutely 
requires consent from the patient. You 
also have to make clear to them that 
they are free to say no.”

To limit the disclosure of such 
images outside the organization, 
providers should consider permitting 
photographs for legitimate clinical or 
operational use to be taken only using 
facility-owned or facility-approved 
equipment, not clinicians’ individual 
cellphones. “Providers should adopt 
a policy clarifying that any autho-
rized photographs or videos are the 
sole property of the facility,” Markus 
says. “The policy also should prohibit 

distribution of photographs or other 
images involving patients to any per-
son outside the facility without written 
authorization from the patient for a 
permissible use.”

Staff should be trained on the 
organization’s policy regarding pho-
tography and the consequences of 
violating it. Staff also should be trained 
to require individuals observed in 
violation of the policy to stop the pho-
tographic or video recording activity. 
Controlling photography by employ-
ees is one thing, but how much should 
healthcare organizations control what 
patients, family, and visitors do with 
photography? Given the ubiquity of 
cellphones and their enhanced photog-
raphy and video recording capabilities, 
it’s important for healthcare providers 
to consider implementing a policy that 
addresses whether and how patients, 
their family members, and their friends 
may use photography and video 
while on the premises of the provider, 
Markus says. Most facilities find that 
policing non-staff use of photography 
is too difficult and don’t implement 
detailed restrictions, Romig says. 

“Personal photography by patients, 
family, and visitors is very difficult to 
control. If people are taking pictures 
of relatives or people they know, 
hospitals generally are getting in the 
way of that,” Romig says. “But there 
are facilities in which if staff see people 
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taking pictures of an unconscious 
person, or other patients they may not 
know, the staff will intervene and ask 
them to stop. Practically speaking, that 
is a difficult thing to catch because 
people have their phone out all the 
time and sometimes you don’t even 
know when they’re taking pictures.”

However, some restrictions may 
be necessary. Markus provides these 
examples to demonstrate different 
reasons for proactively addressing pa-
tients’ use of cameras in the healthcare 
setting:

• In 2008, at the University of Cali-
fornia, Los Angeles’ Resnick Neuropsy-
chiatric Hospital (Resnick Hospital), 
a patient violated the privacy of other 
patients by taking photographs during 
a group therapy session and posting 
the photos to a social networking 
website. The patient who posted the 
photos claimed that other patients 
consented to the photographs, but 
hospital administrators rejected this as-
sertion and expressed concern that, due 
to the nature of the group session, the 
patients involved may not have been 
fully competent to give their consent.

• Patients sometimes take pictures 
of their loved ones in the hospital and 
share those images on social media 
sites. However, if the patient is not in a 
private room and the patient’s room-
mate is in the picture, or if the picture 
of the patient includes other patients 
participating in a physical therapy 
session, the taking and sharing of such 
photos without the other patients’ 
consent creates privacy headaches for 
providers.

• Family members sometimes wish 
to document physical conditions of 
healthcare facilities or the quality 
of the care their loved ones are 
receiving in a facility. They may take 
photographs of the patient’s room or 
other parts of the building. In some 
cases, family members set up hidden 
cameras to videotape the patient’s care 

or surreptitiously record discussions 
with clinicians or staff. These family 
members then use the photos or video 
recordings as leverage in litigation over 
patient care concerns. HIPAA clearly 
does not permit healthcare providers 
to use and disclose photos that contain 
PHI for purposes such as a staff 
member’s curiosity or prurient interest, 
Markus says. Unfortunately, this kind 
of privacy violation happens. Markus 
offers these examples:

• In a particularly egregious case, 
doctors and nurses at the University 
of Pittsburgh Medical Center Bed-
ford used their personal cellphones to 
photograph and videotape the genitals 
of a man under anesthesia who was un-
dergoing surgery to remove a foreign 
body that had caused a genital injury. 
These staffers shared the pictures with 
other personnel at the hospital who 
were not involved in the patient’s care. 
This occurred despite the hospital’s 
policy prohibiting photography that is 
not intended for educational use or for 
the benefit of the patient.

• An EMT student who photo-
graphed an emergency room patient 
suffering from a severe facial gunshot 
wound with her personal cellphone; 
the student then shared that photo 
with friends and colleagues in her 
training class, ostensibly in part for 
educational purposes. The facility 
determined that emergency room 
clinicians and staff present while the 
student was taking photos, including 
one of the student’s instructors, should 
have advised the student to refrain 
from taking the photos, and the facility 
instituted disciplinary action against 
those present and reviewed its arrange-
ment with the institution providing 
the instruction.

Additionally, some obstetric 
practices are taking down their “baby 
walls,” bulletin boards covered with 
pictures of smiling babies, in response 
to concerns that posting such pictures 

violates HIPAA unless the patient (or, 
in an infant’s case, the patient’s par-
ent or guardian) has signed a written 
HIPAA authorization permitting the 
posting. Although the article noted 
that some physicians believe that 
babies’ faces are anonymous, fertility 
physicians acknowledge that posting 
photos of babies with their birth moth-
ers could violate the privacy of the 
adoptive mothers.

Healthcare facility policies limiting 
photography and video recording vary 
widely, Markus says, but they should 
address both staff and patient/family 
member activities. Healthcare provid-
ers should conspicuously post signs 
that clearly state the nature and extent 
of the limitation on camera and video 
use within the facility so that volun-
teers, visitors, patients, employees, and 
practitioners all understand what is 
permitted. 

Following the group therapy inci-
dent, Markus says, Resnick Hospital 
instated a complete ban on the use 
of any cellphones or laptops within 
the facility, regardless of whether such 
phones or laptops included a camera. 
The hospital took this measure in lieu 
of requiring staff to check whether cell-
phones or laptops contained cameras.

“Ten years later, the idea of com-
pletely banning the use of cellphones 
or laptops in any healthcare provider 
environment seems unworkable,” 
Markus says. “However, it is realistic 
and appropriate to set some limits 
by reminding patients and visitors to 
respect other patients’ and visitors’ 
privacy by refraining from photograph-
ing or videotaping anyone other than 
the patient.”  n
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