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When Insurers Will Not Pay for 
Service Performed at a Hospital

It is not enough anymore to 
demonstrate that a surgery or 
imaging test is medically necessary. 

To receive reimbursement from health 
plans, patient access staff also must 
prove it is necessary for the procedure to 
happen at a hospital.

“This is not a new practice. But it is 
a rapidly expanding one,” says Kevin 
Thilborger, managing director for value-
based care, strategy, and transformation at 
Chicago-based Huron. 

Increasingly, health plans are refusing 
to pay for claims simply because a service 
was performed at the hospital instead of at 
a cheaper outpatient setting.1-4 “We have 
seen radiology, outpatient surgery, lab, and 
other ‘site of service’ payment policies now 
being enacted, expanded, or implemented 
in new geographies,” Thilborger reports.

At Edward-Elmhurst Health in 
Naperville, IL, “we are beginning to see site 
of service denials,” says Jim Economou, 
system director of patient access and the 
pre-service center. The health plan gives a 
prior authorization to patient access staff. 
Yet the claim is denied anyway because the 
service happened at a hospital location as 
opposed to a free-standing facility. 

Site of service denials are likely to 
occur more often. “We are starting to see 
insurance companies publishing policies 

that may result in additional denials 
for this reason,” says Brittney Brinker, 
senior consultant at Alpharetta, GA-based 
nThrive.

The best example is knee replacement. 
Medicare removed knee arthroplasty from 
their inpatient list in 2018, but has not yet 
added the procedure to their ambulatory 
surgery list. That means Medicare still will 
pay for the procedure as an inpatient status, 
but only if patient access staff establish the 
hospital setting was medically necessary. 
However, as part of the Calendar Year 2020 
physician fee schedule final rule, Medicare 
took the first steps toward adding knee 
arthroplasty to the ambulatory surgery 
list.5,6

It is possible CMS also will add knee 
arthroplasty to the ambulatory surgery 
list. If this happens, it means more site of 
service denials. “If and when Medicare 
adds knee replacements to the ambulatory 
surgery list, CMS would be saying that 
Medicare and Medicaid patients can get 
their knee replacements in an outpatient 
setting,” Brinker says.

Providers are used to documenting 
medical necessity for knee arthroplasty. 
“But they’re not used to documenting 
medical necessity regarding where the 
procedures are being completed,” Brinker 
notes.
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Physicians have to justify the 
hospital setting by documenting 
comorbid conditions (such as obesity) 
or post-surgery needs that cannot be 
met on an outpatient basis. There are 
some common issues patient access 
departments are seeing regarding site of 
service claims denials:

• Some health plans are going 
straight to patients in the hopes of 
diverting the hospital appointment 
altogether. “We have experienced 
this direct patient contact in some 
geographies for more than 10 years,” 
Thilborger says.

It first started in the radiology 
service line. Recently, it has expanded 
into therapies and surgery. “Look for 
denials in endoscopies, colonoscopies, 
podiatric surgeries, as well as other more 
complex surgeries,” Thilborger reports.

For all these services, health plans are 
steering patients to specific ambulatory 
surgery centers instead of hospitals. The 
health plan (or a subcontracted third-
party company acting on the health 
plan’s behalf) contacts the patient 
right after the referral or authorization 
request is received. “During the 
outreach call, the representative 
encourages the member to seek care 
at lower-cost, non-hospital locations,” 
Thilborger adds.

• When diagnostic tests are 
planned in a hospital setting, health 
plans are making it more difficult to 
secure authorization. For hospitals, 
“obtaining prior authorization is more 
challenging than for a freestanding 
imaging center,” Brinker observes.

• Health plans are steering 
patients to facilities in greater 
metropolitan areas (rather than 
their local healthcare facilities) for 
diagnostic tests. “This is due to cost-
based reimbursement, and perceived 
higher cost, at critical access hospitals,” 
Brinker says.

Patients in rural areas end up 
traveling long distances for a CT 

scan or MRI. “This lowers patient 
satisfaction. It jeopardizes the 
financial stability of healthcare in rural 
communities,” Brinker says.

At Edward-Elmhurst Health, 
“patients are informing us that they 
have been called by Humana, via 
US Imaging, directing them to 
freestanding facilities,” Economou 
reports. The department also is seeing 
UnitedHealthcare (UHC) deny CT 
and MRI claims for site of service.7 

Currently, Economou says staff are 
creating a workflow process within its 
registration system to alert ordering 
physicians if patients fall into this 
category. “Ideally, the physician will 
refer the patient to our freestanding 
facility in order to minimize any loss in 
revenue,” he says.

Cigna also uses site of service criteria 
for CTs and MRIs, but has placed this 
policy on hold until further notice.8,9 
The patient access department is 
ready for it. “Their policy appears to 
align very closely with UHC’s policy. 
Therefore, we should have something 
in place once they release their hold,” 
Economou adds.

• Health plans are adding virtual 
patient encounters to the site of 
service denials. With the dramatic 
surge in telehealth visits, site of service 
denials have become “a lot more 
complex,” says Neville Zar, managing 
director at Deloitte. 

Hospitals used to worry about 
whether health plans would pay for 
the service if it was performed in the 
hospital as opposed to an outpatient 
setting. Now, the reimbursement 
dispute concerns whether it should be 
offered in a hospital, at an outpatient 
setting, or virtually. “That is a new 
dynamic. It has created a lot of 
ambiguity for patient access leaders in 
terms of getting services authorized and 
paid for,” Zar reports.

Departments need a different 
approach for every health plan because 

mailto:customerservice@reliasmedia.com
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all offer different requirements for site 
of service. “A blanket approach doesn’t 
work. It has to be done by payer,” Zar 
says.

Authorization denials based on 
location of service have been happening 
for several years at St. Luke’s Health 
System in Boise, ID. These happen 
mostly with high-cost drug infusions 
and some surgical procedures. The 
department has pushed back against 
these denials. “We don’t have a 
high volume of claims being denied 
for location of service due to our 
authorization work upfront,” says 
Michael Bennett, MBA, MHA, senior 
director of the revenue cycle. His 
department follows these practices:

• Consistent processes for 
authorization, which catch site of 
service requirements early. “This 
eliminates the surprise and ‘scrambling’ 
that inevitably lead to services 
performed before authorization is 
resolved,” Bennett explains.

• Training employees who are re-
sponsible for authorization. “These are 

some of our most knowledgeable and 
empowered employees,” Bennett says.

• Close collaboration with other 
hospital departments in dealing with 
payers. “Many of our challenges in 
working through site of service denials 
have been improved through a tighter 
alignment with our payer relations and 
contracting teams,” Bennett adds.  n
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Use Personalized Calls, Transport Services  
to End No-Shows

Schedulers book a time for a patient, 
and remind him or her of the ap-

pointment by phone, text, email — only 
to end up with a no-show. This causes 
lots of lost revenue for hospitals.

“We are actively looking at our 
no-show rates, and looking for any op-
portunities to reduce the numbers,” says 
Robyn Berg, patient access manager at 
Olmsted Medical Center in Rochester, 
MN. 

Berg says the no-show rate at 
Olmstead is a steady 6%. Patient access 
departments are stopping no-shows in a 
few ways:

• Patient access staff find out the 
reason for no-shows. At Seattle Chil-
dren’s, patient access leaders audited 589 

no-show families. Of this group, 46% 
said they forgot the appointment, 20% 
said they had a family emergency or fell 
ill, and 12% thought they had canceled 
the visit. 

“I would certainly categorize the top 
reason for no-shows to be lack of good 
communication that works for our 
families,” says Megan Brazil, manager of 
registration. 

• Patients are offered all types of 
automated reminders. At Olmsted 
Medical Center, most patients receive 
automated reminder calls or texts seven 
days before the appointment, and again 
two days prior. Quick reminders (text 
or email) are sent two hours before the 
appointment, if patients agree to receive 

these. Most families at Seattle Children’s 
receive reminders by phone, text, and 
MyChart, as well as the rare paper letter 
that some families request. “Currently, 
nearly all reminder communication is 
only in English, but we will expand to 
include Spanish,” Brazil reports.

• Departments have created pro-
cesses to address frequent no-shows. 
Everyone forgets an appointment now 
and then, but some make a habit of it. 

If someone is a frequent no-show at 
Seattle Children’s, the registration system 
flags it. Schedulers can remind them 
of expectations to cancel appointments 
if needed. Some patients are offered 
only walk-in visits at clinics instead of 
prescheduled appointments.

https://n.pr/3jSBsWx
https://bit.ly/3kZRcsd
https://bit.ly/38bZTfG
https://bit.ly/3kXgmrx
https://bit.ly/3jW8160
https://bit.ly/2JETdMV
https://bit.ly/3eqc35p
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• Staff make manual phone calls for 
clinics where no-shows are a particular 
problem. Some of Olmsted Medical 
Center’s departments give patients re-
minder calls the old-fashioned way — by 
a person.  “This is done in areas that have 
higher no-show rates and the automated 
reminders don’t seem to be helping,” 
Berg says. “Certain clinics identified the 
need for personalized phone call remind-
ers,” Brazil says. “That seemed to help 
greatly with decreasing no-show rates 
for these departments.” For example, the 

ophthalmology clinic schedules around 
six months in advance. “Those families 
found a reminder call at two weeks prior 
was helpful,” Brazil adds.

• Staff find a way to provide trans-
portation, if needed. If families need 
transportation to Seattle Children’s, the 
hospital’s guest service team works with 
a local transportation agency to shuttle 
them to and from the appointment. 

• Departments make it easy to 
cancel. “It is unfortunate that even with 
technology in place to offer our patients 

the opportunity to cancel, we still 
struggle with no shows,” Berg laments.

Previously, families at Seattle 
Children’s had to call to cancel the 
appointment. The department offered 
a few other new ways to cancel outside 
of business hours. Families can call the 
hospital operator any time, and also can 
cancel online through MyChart. Most 
recently, patients are now allowed to 
cancel via text. “That has made a huge 
improvement to our no-show rate,” 
Brazil adds.  n

Basic Coding Knowledge Allows Patient Access 
to Stop Denials

When Norfolk, VA-based Sentara 
Healthcare’s patient access staff 

secures authorization for a scheduled ser-
vice, it is not always the end of the story. 

“The hospital runs the risk of the 
physician office supplying the incorrect 
procedure code,” says Gail Toney, man-
ager of coding audit and recovery audit 
contractor (RAC) program.

This could be because the provider 
used an outdated code that has been 
updated with a new, more specific ICD-
10 code. In other cases, the problem is 
clinical: After the procedure is underway, 
someone discovers a different procedure 
is needed. 

“A procedure might start out 
endoscopic surgery, but might have to 
convert to open surgery due to disease or 
anatomy,” Toney explains. 

Regardless of the reason, incorrect 
codes result in denied claims. “If the 
wrong CPT code is gathered for precer-
tification, you run the risk of not having 
the appropriate diagnosis code to cover 
the test,” Toney cautions.

Coding is not the main role of pa-
tient access. “But gathering good data up 
front always leads to less rework on the 
back end,” Toney notes. Patient access 
staff should know these basics:

• An unlisted procedure code. Most 
unlisted procedures are not covered, or 
require additional documentation (like 
an operative note) for claims processing. 

If patient access staff sees an unlisted 
procedure and it is the only code they 
have, says Toney, “they can use their 
questioning attitude to see if there is 
something more specific that can be 
done, or document in the comments 
section why the unlisted procedure is 
valid as per the physician.”

• The range of codes used for differ-
ent types of procedures. For example, 
70000-79999 for radiology services. 

• Add-on codes. These are eligible 
for payment only if reported along 
with the primary procedure. “If this is 
the only CPT code staff are given, they 
know they have to reach out for the 
primary code,” Toney reports.

• National Correct Coding Ini-
tiative (NCCI) and Local Coverage 
Determination (LCD) edits. “If staff 
has access to a scrubber where they are 
can put the diagnosis code as well as the 
CPT code, they will know up front if the 
claim may be denied due to an CCI or 
LCD edit,” Toney notes. 

Incorrect codes end up on claims for 
all kinds of reasons. Deborah Vancleave, 

senior vice president of revenue cycle 
services at MediRevv, says these are the 
most common issues:

• The provider selects the incorrect 
codes. For example, the provider selects 
an E&M code based on the level of 
service he intended to provide to the pa-
tient. However, that code is not reflected 
in the service or the documentation.

• Staff select the wrong codes because 
they misinterpret clinical documenta-
tion, or because the documentation is 
not specific enough.

• Order sets are predetermined to 
include a designated number of services. 
In reality, a portion of those services were 
not provided, or another service was 
provided. “Then, erroneous codes could 
end up on the claim,” Vancleave adds.

Inaccurate coding causes compli-
ance issues, more denials, lost revenue, 
and negative patient experiences, says 
Meghan McKee, MediRevv’s vice 
president of coding. “Coding training 
should also be provided to ancillary staff 
supporting the physician,” McKee says.

It starts with the scheduling system, 
which needs to reflect the appropriate 
appointment types. Some hospitals try to 
limit the number of appointment types, 
but this can result in someone using 



92   |   HOSPITAL ACCESS MANAGEMENTTM / December 2020               ReliasMedia .com         ReliasMedia .com      HOSPITAL ACCESS MANAGEMENTTM / December 2020   |   93

incorrect codes. “The better and more 
precise the information is from the onset, 
the better,” Vancleave offers. 

Accuracy of physician orders sets the 
stage for correct billing, cleaner claims, 
and fewer denials.  “This also will allow 
coding to follow suit, and code appropri-
ately,” Vancleave notes. Ideally, automa-
tion takes most of the guesswork out of 

coding. “Patient access representatives 
are overloaded with information and 
manual processes that require them to be 
all things and know all things,” Van-
cleave observes.

For example, if a scheduler selects 
a regular mammogram appointment 
type, but the patient is presenting for a 
3D mammogram, it causes an error. “It 

may or may not be caught further up 
the revenue cycle chain, possibly leading 
to incorrect billing and loss of revenue,” 
Vancleave explains. Patient access also 
needs the ability to spot which codes or 
procedures are not covered by the payer. 
If they cannot, says Vancleave, “that 
could impede the facility’s ability to col-
lect for noncovered services.”  n

Most Insured Adults Know Little About  
Their Coverage
What is covered? How much will 

it cost? Is the service affordable? 
These are questions registrars field daily. 
The answers can carry serious implica-
tions for both patients and hospitals.

“Concerns about not knowing 
how to use health insurance may lead 
people to delay or forgo healthcare,” 
says Kathleen Call, PhD, professor at 
the University of Minnesota School of 
Public Health.

Only about one-fourth of insured 
adults really understand their coverage, 
according to a recent study.1 “The health 
insurance system in the U.S. is compli-
cated and continuously evolving. At the 
same time, costs are rising, and more 
is at stake if people do not understand 
how to use their insurance,” Call says.

Call and colleagues surveyed 5,378 
insured adults to learn if health coverage 
literacy affects how people access 
care. “This understanding may reveal 
solutions to the disconnect between 
having insurance and feeling protected 
by insurance,” Call offers.

Researchers compared two different 
measures of health insurance literacy. 
The first asks how likely a person is to 
look to member services to find out 
what services are covered and whether 
a doctor is in network before seeking 
care. The second asks how confident a 
person is he or she can find a provider in 
network, figure out whether a service is 
covered and how much it will cost, and 
determine which healthcare costs count 
toward the plan’s deductible. 

Only those reporting high likelihood 
or high confidence on all items were 
coded as highly literate about health 
insurance. Those with high literacy were 
more likely to maintain a relationship 
with a usual source of care and were 
more confident about seeking needed 
care. 

Participants most at risk for low 
health insurance literacy were those 
of Hispanic ethnicity, people with 
less than a high school education, 
unmarried individuals, and those with 
poor mental health. Patient access staff 

can safely assume that almost everyone 
needs an explanation of their coverage. 
That starts with the basics of terms like 
“co-insurance,” “provider network,” and 
“deductible.” 

“That said, we are skeptical that we 
can educate consumers out of this health 
insurance literacy predicament,” Call 
says.

Instead, Call suggests health 
insurance really just needs to be 
simplified. “Equitable access to care 
for all is needed, not just for those who 
understand their insurance, and not just 
those who can afford to make a mistake 
using their insurance,” Call says.  n
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New Best Practices for Resolving Patients’  
Medical Bills

Some hospitals “resolve” bills in 
the worst possible way — by 

turning to collection agencies and even 
litigation. For the patient, it means 

financial worries; for hospitals, it 
means bad publicity and little chance 
of reimbursement. Now, there are 
new best practices for departments 

to help handle medical bills.1 The 
guidance, created by the Healthcare 
Financial Management Association 
(HFMA) and the Association of 
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Patient Access Makes Progress Toward Fully  
Automated Auths

Hospitals that want to automate the 
authorization process face obstacles. 

“Currently, there are many payers who 
do not have a portal or website for 
electronic submission now, let alone au-
tomation,” says Pamela Carlisle, MHA, 
FHAM, CHAM, director of revenue 
cycle management at Genesis Health-
Care System.

Criteria for securing an authorization 
is complex and varies by payer and em-
ployer. “Securing CPT codes that need 
approval with the correct diagnosis codes 
is often a challenge in today’s environ-
ment,” Carlisle reports.

Right now, payers use different crite-
ria for the amount of time “conservative” 
treatment has to be tried before paying 
for more costly surgery. Third-party enti-
ties that serve as middlemen for payers 
add to the complexity. “Currently, some 
of the portals struggle with that commu-
nication,” Carlisle laments.

Patient access staff obtain the 
authorization from the third party, but, 
somehow, the health plan never receives 
this. There is no communication back 
and forth. Another large obstacle is the 
inability to track that the auth request 
was transmitted. Payer systems are not 
integrated with the hospital’s. “This is 

quite a challenge for our IT folks,” Carl-
isle explains. 

The department started looking at 
automated authorizations several years 
ago. “It was fairly new at that time, and 
many payers were not ready,” Carlisle 
recalls.

Even for the handful of payers that 
could receive electronic requests, it was 
more trouble than it was worth. Dupli-
cate responses to requests caused confu-
sion and rework. “It took twice as much 
time to sort through it all and complete 
the auth than it did just completing it 
manually,” Carlisle says.

The department is using all available 
portals to expedite authorizations. About 
70% of payers have some sort of online 
option. “But we are running into timing 
delays with payers and third-party inter-
mediaries,” Carlisle notes.

Some payers require a 14-day 
turnaround time. “That is really not 
good service, from a patient perspective. 
Delayed care leads to increased anxiety,” 
Carlisle offers.

If auths really could be automated, “it 
would most definitely save time and im-
prove patient care,” Carlisle adds. “Cost 
of care would decrease as well.” About 
half of authorization requests to health 

plans are now automated at Aurora, CO-
based UCHealth, but it was not easy to 
achieve this. “Our journey started several 
years ago,” says Kerre Valtierra, senior 
director for patient line. 

The department started by optimiz-
ing the functionality within its existing 
registration system. “We were trying to 
figure out how to do this without adding 
cost to our budget,” Valtierra explains.

By doing that, the department 
automated about one-third of authoriza-
tions. It saved staff a great deal of time, 
but it was not enough. The department 
was handling many more authorization 
requests. “We were growing like crazy, 
and we needed to figure out how to do 
this better,” Valtierra recalls. 

The issue became even more press-
ing during the COVID-19 pandemic. 
“Because of the financial climate that so 
many organizations are in, this is not the 
time to be adding FTEs to throw at a 
problem,” Valtierra offers. 

The department had to find 
creative ways to increase the number 
of automated auths. First, leadership 
combed through a list of all services 
where an authorization had been 
obtained but the health plan actually 
did not really require an authorization. 

Credit and Collection Professionals, 
includes a checklist of steps to take 
before resorting to “extraordinary” 
collection actions (defined by the IRS 
as liens, credit reporting, lawsuits, or 
wage garnishments). “The economy 
has changed with COVID. It’s a good 
time to remind people about the best 
practices for collections,” says Richard 
L. Gundling, FHFMA, CMA, HFMA’s 
vice president of healthcare financial 
practices.  Many have lost their jobs 
and coverage. They need the expertise 

of patient access staff. “It’s great when 
revenue cycle staff are seen as an advocate 
for the patient. It should not be a 
contentious relationship,” Gundling says.

When patients first learn about a hos-
pital bill, the reaction often is avoidance. 
“People may not be thinking clearly and 
are just reacting,” Gundling observes.

Transparency on the cost of care 
is the only way to avoid drastic steps 
like collection agencies. Providers and 
hospitals need to realize what third-
party collection agencies are doing on 

their behalf. “They may think it’s just 
additional phone calls and letters,” 
Gundling says.

Hospitals that disregard unethical 
or illegal practices are going to face 
consequences. “They are the hospitals 
that will start sticking out like a sore 
thumb,” Gundling adds.  n
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The list included outpatient procedures, 
clinic consultations, mammograms, 
and ultrasounds for various payers. The 
goal was to find a way to flag all those 
services so staff would not be wasting 
time obtaining authorizations that were 
not required.

Different locations within the health 
system held varying contracts with health 
plans. This meant criteria were not con-
sistent on what required an authoriza-
tion, even for the same health plan. The 
department came up with this test: “If a 
referral could not auto-authorize across 
the entire system — if that statement 
was not true at every location, then it 
simply could not be true,” Valtierra says. 

If all payer contracts were the same, 
if all did not require an authorization 
for a particular service at any location, 
only then was it considered a “no auth 
required” service. “The second that order 
gets into the system and it’s signed, it 
auto-authorizes, and my team never 
sees it. It never hits the work queue for 
processing,” Valtierra says.

This dramatically reduced the num-
ber of orders that hit the work queues. 
Still, the volume of authorizations kept 
increasing. “We were continuously play-
ing catch up. We could not hit our Key 
Performance Indicators, and our service 
level was suffering,” Valtierra reports. 

Staff struggled to secure authoriza-
tions in time for the patient’s appoint-
ment. “We had to get innovative,” 
Valtierra says. “We asked, ‘Who’s doing 
this better?’ and ‘Does the technology 
exist?’”

The department searched for a ven-
dor that had some type of automation 
for authorization. “We came up with a 
list of ‘must-haves’ that we weren’t willing 
to settle for,” Valtierra says.

First, the department wanted to stay 
within its EHR. There was no interest in 
a vendor that required staff to log into a 
separate portal or platform to submit an 
authorization request. “We were already 
logging into all of the different payers’ 
portals,” Valtierra says. 

The department eventually found a 
tool that allowed authorization requests 
to be submitted through the work 
queues in Epic that staff was using 
already. “When we hit ‘launch,’ it goes 
into the payer portal from there, and in-
puts all the information from the order. 
We don’t have to manually put it in. It 
may sound minimal, but that was huge 
for us,” Valtierra explains.

Staff no longer have to enter the 
demographics, location, and CPT codes, 
reducing the number of data errors. “At 
the end of it, we either end up with an 
authorization and reference number or a 
denial,” Valtierra says.

Fifty-three percent of auths are 
automated. Previously, staff spent about 
70% of their time following up on the 
endless auth requests. “It left us very little 
time to get to new submissions. We were 
functioning just a couple days out from 
day of service,” Valtierra says. 

Now, staff are working seven to 10 
days from date of service. The system 
automatically checks on the status of 
authorization requests at 5 a.m. and 

2 p.m. If there is a reference number, 
indicating the request was approved, staff 
do not have to take any action. This frees 
up staff to handle only the authoriza-
tions they need to do something about. 
“We want to know what is happening so 
we can let the clinic know, and they can 
notify the patient,” Valtierra says.

Sometimes, the health plan wants 
clinical documentation before mak-
ing a decision. Since staff are following 
up only on problematic authorization 
requests, the department can handle 
more accounts. “We onboarded dozens 
of specialty and primary care clinics to 
our department, solely because of the 
FTE offsets that we were able to realize 
because of this,” Valtierra notes.

Two new facilities and a surgery 
center were created without adding any 
extra staff. Still, not all “no auth” denials 
are caught. A denials review committee 
meets biweekly to discuss the few that 
do occur. “We review them, and we pay 
attention to that,” says Brent Rikhoff, 
UCHealth’s director for patient access. 

The committee determines if staff 
marked it as “no auth required” inac-
curately. Other times, they find out the 
health plan issued the denial in error. 
“The tool is only as good as the portal 
itself,” Valtierra says.

If there are technical difficulties with 
a health plan portal, the tool cannot 
help. Staff have to revert to their old pro-
cess of calling the payer. “It’s not going 
to fix all frustrations. But it has helped 
us tremendously from a productivity 
standpoint,” Valtierra says.  n

Keep Onsite and Remote Patient Access  
Staff Connected
Most patient access staff at Portland-

based MaineHealth now work 
remotely. Of 71 employees, 31 work on 
site and 44 work at home. 

Since the department is mostly 
paperless, remote staff handle their jobs 

mostly as they did on site. What both 
groups miss is face-to-face interaction, 
says Stacey Swim, director of patient 
access preservices. Managers devised 
these ways to keep all patient access 
employees connected:

• Team huddles via Zoom. “This 
is a chance for any questions, rumors, 
or speculations to be addressed,” Swim 
reports. 

Staff express worry over whether 
they can return to work on site, new 
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childcare policies, and the possibility of 
furloughs. 

• Supervisors send “Would you 
rather” polls sporadically throughout 
the day. “We utilized voting buttons in 
Outlook so all team members are able 
to vote,” Swim says.

• At the end of the week, 
supervisors send a note to encourage 
staff to go outside. On the following 
Monday, staff share a photo of 
something they came across in their 
travels (for instance, a heart-shaped 
rock or ocean scene). “We do a collage 
of everyone’s pics. We are now in the 
process of framing them,” Swim says. 
Photos of the display are emailed to 
remote staff. 

• Supervisors randomly send 
“ice-breaker” questions. Staff enjoy 
learning interesting facts about one 
another, Swim reports. Employees 
share their musical tastes, three people 
they would love to invite to dinner, 
which TV show family best represents 
their own, and high school yearbook 
pictures.

• Supervisors announce contests 
(e.g., Who can make the most calls in 
the next hour?). The winner earns an 
extra 10 minutes for lunch or a break.

• Staff earn a cape to wear if they 
are named superhero of the day. This 
is given out each day from the person 
who received the cape the day before 
(remote workers earn a virtual cape). 
“The cape is not given by the manager 
or leads. It is something that the team 
circulates to one another,” Swim 
explains.

The award is not about 
performance metrics. It is handed to 
someone who brightens the day for 
coworkers, is always making the team 
laugh, or is helping someone with a 
question. “At the end of the day, it’s all 
about communication, support, and 
well-being,” Swim adds.

At Jackson North Medical Center 
in North Miami Beach, FL, remote 

workers and the on site team meet 
once a week. “Staff discuss any patient 
concerns or challenges,” says Carolyn 
Brooks-Edgecombe, director of 
eligibility and patient access. 

A meeting is scheduled with the on 
site team, a laptop is put in the center 
of the room, and the remote workers 
connect via Zoom. 

“They are able to speak to 
each other, which keeps a sense of 
connection,” Brooks-Edgecombe says.

Both groups are offered flexibility 
for better work/life balance. Remote 
workers really appreciated that they 
were included in this. 

“This is something that can get 
lost with the expectations of working 
remotely,” Brooks-Edgecombe notes.

Family members are more 
distracting than expected. Staff soon 
find themselves working well beyond 
their normal shift. To guard against 
poor morale, the remote team is 
encouraged to use a separate room for 
work, if possible. 

“We all need time to completely 
disconnect and maintain a separation 
between our work and home life,” 
Brooks-Edgecombe observes. 

At Stanford Children’s Health, 
patient access staff receive a midweek 
motivation email with an inspirational 
saying. Weekly “huddles” (now 
held via WebEx so all staff can join) 
focus specifically on trust, integrity, 
teamwork, and honesty. 

“We pick a topic that resonates 
with the team members,” says 
Namrata Rathore, director of referral 
and scheduling. 

Remote staff said they missed 
conversing with peers. To keep 
coworkers in touch on a personal level, 
a virtual “coffee talk” happens each 
Friday. 

“This is a way for all team 
members, remote or on site, to 
converse outside of work hours,” 
Rathore says.  n

mailto:reliasmedia1@gmail.com
mailto:groups@reliasmedia.com
mailto:Info@Copyright.com


HIPAA REGULATORY ALERT / December 2020   |   1

MUCH 
CONFUSION 

REMAINS 
ABOUT WHEN 
HEALTHCARE 
ENTITIES CAN 
AND CANNOT 

RELEASE 
INFORMATION 
UNDER HIPAA.

Right of Access Initiative Yields Major 
Settlements with OCR

The HHS Office for Civil Rights (OCR) announced 
that it has settled five more investigations in its 
HIPAA Right of Access Initiative, an enforcement 

priority intended to support the right to timely access to 
health records at an affordable price.1

All the settlements stemmed from patients or family 
members complaining a healthcare organization had not 
responded appropriately to requests for patient records. 
OCR issued guidance on access rights in 2016, advising 
hospitals and other HIPAA-regulated 
entities regarding the expectations and 
requirements inherent in the patient’s 
right to access of his or her PHI in the 
designated record set (DRS).2

The DRS is the body of information 
used to make decisions about the 
patient’s care or payment for care. In 
2019, OCR launched the enforcement 
initiative that resulted in these most 
recent settlements.

“The OCR means business,” says 
Sarah E. Coyne, JD, partner with the 
Quarles & Brady law firm in Madison, 
WI. “Rumor has it that additional 
guidance or regulations will be issued 
imminently in light of the Ciox decision 
relating to third party requests for electronic PHI and 
appropriate parameters including fees, which changed the 
access landscape.”3

Coyne notes the HIPAA Right of Access Initiative 
may receive a boost from the concurrent requirements 
under the Office of the National Coordinator for Health 
Information Technology (ONC) information blocking 
rules.4 Both provide a basis for legal action against those 
who stand between patients and their medical records.

Much confusion remains about when healthcare 
entities can and cannot release information under HIPAA, 
says Kim Stanger, JD, partner with Holland & Hart in 
Boise, ID. The confusion is most common among smaller 
physician practices and similar healthcare operations, 
he says. “Part of the risk manager’s job is to identify and 
correct those misunderstandings,” Stanger says. “Some 
people still think that if a patient requests information 
that was obtained from another hospital or provider, the 

hospital can’t provide that information to the 
patient. That’s not true under HIPAA.”

Similarly, healthcare workers may 
think HIPAA prevents providing lab 
results because they must be provided 
directly from the lab, or that parents 
may not obtain patient information even 
if they are the personal representative 
under HIPAA.

“It’s very easy for the medical records 
offices to adopt these false beliefs. They 
get lax and don’t follow up on anything 
they’re not sure about,” Stanger says. 
“OCR is demonstrating that this is 
not acceptable and that healthcare 
organizations must provide the proper 

training and support for the people in your 
organization who make these decisions.”

Coyne says there are some lessons to be learned from 
the enforcement initiative and how the enforcement 
initiative has played out to date:

• The patient has the right to all the PHI in his or her
DRS, no matter how old it is, where it is stored, or where 
it originated.

• There are few circumstances in which OCR will
decide it was justified for a hospital to provide access to a 
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patient who requests it. For example, 
if the basis is the information was not 
used for making decisions about the 
patient, the hospital must be able to 
support that justification.

• The hospital can require the 
request to be in writing but cannot 
create an unreasonable barrier. 
For example, it cannot require the 
person to come to the hospital health 
information management department 
in person.

• Patient complaints matter. The 
settlements have been prompted by 
patients complaining to OCR that 
they could not access their medical 
information in a timely fashion.

• Timing matters. Hospitals 
that take longer than the prescribed 
30-day timeline (plus a 30-day 
extension) risk penalties. The period 
may be more restrictive under state 
law. Hospitals should rigidly adhere 
to these timing parameters. The 
settlements show OCR is willing to 
penalize even short delays beyond 
those timelines.

• It is a good time for hospitals to 
review and update their right to access 
policies, although new guidance may 
be imminent and will need to be 
incorporated quickly upon release.

• Covered entities should ensure 
their business associates are aware 
of the access enforcement initiatives 
and are up to speed in the associated 
requirements.

• Hospitals must not charge 
excessive fees. HIPAA allows a 

reasonable cost-based fee, subject to 
state law, and no search or retrieval 
fees, regardless of state law.

• Cooperating with OCR is 
required — and a good way to try 
to mitigate the size of the penalty/
settlement.

The settlements from this initiative 
should not be surprising, says Alisa L. 
Chestler, JD, CIPP/US, shareholder 
with Baker Donelson in Nashville. 
The process includes many moving 
parts, so healthcare organizations 
sometimes stumble when responding 
to records requests, she says. 

“In our mobile world, people are 
used to having information at their 
fingertips. They see no reason that 
their medical information should 
be any different. Patients know the 
information exists electronically 
and, therefore, want to have what 
they need,” Chestler says. “Frankly, 
this is also more a matter of who 
is complaining, as many of the 
complaints come from the patient’s 
lawyers looking for the information 
on the patient’s behalf. They know 
that many times the providers, 
especially the smaller providers, are 
not equipped to handle such requests 
quickly or efficiently.”

Still, most cases are a lesson in 
what not to do, Chestler says. Many 
initially were contacted by OCR and 
given “technical advice” with an in-
tention to close the matter, she notes. 
However, the providers did not send 
the records even after the technical 

advice, and the OCR likely was frus-
trated with their inaction and non-
compliance. Aside from the monetary 
penalties, each has either a one- or 
two-year monitoring period, which is 
an expensive and onerous process.

“What was most interesting about 
many of the cases is that they ap-
pear to be in specific areas in which 
there might have been more com-
plex issues, including mental health, 
substance abuse, and minor records,” 
Chestler says. “Providers should know 
in advance their understanding of the 
state laws and be able to react quickly 
and appropriately. The laws sur-
rounding minors, custodial parents, 
and related issues can be particularly 
complicated. Providers should have at 
least a baseline understanding of the 
issues so they are prepared.”  n
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Ongoing Noncompliance Leads to Serious 
Settlement for Small Clinic

An orthopedic clinic in Georgia  
 has agreed to pay $1.5 million 

to OCR and to adopt a corrective 
action plan to settle potential 
HIPAA violations the government 
said amounted to systemic 
noncompliance.1 The clinic serves 
about 138,000 patients per year, and 
it is significant that OCR came down 
hard on a relatively small player.

A reporter contacted the clinic to 
inform staff that a database of patient 
records may have been placed online 
for sale. Shortly thereafter, a hacker 
contacted the clinic demanding 
ransom in exchange for a complete 
copy of the stolen records. Clinic 
staff learned the hacker used a 
vendor’s credentials to steal the 
information. In its breach report, 
the clinic noted more than 208,000 
patients were affected.

“OCR’s investigation 
discovered longstanding, systemic 
noncompliance with the HIPAA 
Privacy and Security Rules,” OCR 
reported. Those included “failures to 
conduct a risk analysis, implement 
risk management and audit controls, 
maintain HIPAA policies and 
procedures, secure business associate 
agreements with multiple business 
associates, and provide HIPAA 
Privacy Rule training to workforce 
members.”

The growing risk of cyberattacks 
may have caught up with the clinic, 
says Matthew R. Fisher, JD, partner 
with Mirick O’Connell in Worcester, 
MA. The original incident occurred 
in 2016, but the parties settled this 
year.

“This case goes back a few years, 
so maybe scope of the risk from an 
outside cyberattack wasn’t quite as 
appreciated as it would be now,” 

Fisher offers. “Nevertheless, this 
is consistent with cases where we 
see an incident that gets OCR’s 
attention, and then there is broader 
noncompliance in the background. 
No risk analysis is very bad from 
the government’s perspective, given 
all the clear guidance provided. If 
you’re not doing that, there is going 
to be a lot of unhappiness with your 
operations.”

It also is important to take 
cyberattacks seriously and respond 
quickly. It appears the Georgia clinic 
may not have acted swiftly. The clinic 
also may not have been monitoring 
online sites for data stolen from its 
system, since a reporter alerted the 
clinic to the problem.

“The lesson is you always have 
to be monitoring your systems 
and doing what you can to figure 
out what’s been going on,” Fisher 
stresses. “You don’t want to be in 
that scenario where you’re relying on 
someone else to tell you your system 
has been compromised.”

This case demonstrates how 
HIPAA is one of the rare laws where 
one earns credit just for trying, says 
Mark R. Ustin, JD, partner with 
Farrell Fritz in Albany, NY. It is the 
failure to make that minimum effort 
that lands covered entities in trouble, 
he says. 

“The things that got them in 
trouble are all the very basic things, 
whereas in a lot of other legal 
situations you can run afoul of 
complicated requirements that can 
trip up anyone,” Ustin explains. “This 
was all extremely avoidable. Someone 
might ask how OCR is holding them 
responsible for someone hacking into 
their system and stealing data. When 
you look at their obligations and 

what they failed to do, it becomes 
clearer why this penalty was applied.”

Systemic noncompliance only 
comes into play when a covered 
entity has failed to take the most 
basic measures to comply with 
HIPAA, usually over time. It is not 
a charge that comes from merely 
overlooking one detail of the 
requirements.

Unfortunately, systemic 
noncompliance is not uncommon, 
Ustin says. In some cases, entities do 
not realize their data are subject to 
HIPAA requirements, such as when 
business associates fail to protect PHI. 

“Once that happens, that is when 
you’ve opened the door to having a 
systemic problem,” Ustin adds.

The central OCR finding 
regarding the clinic’s breach 
was “longstanding systemic 
noncompliance,” notes Sarah E. 
Coyne, JD, partner with Quarles 
& Brady in Madison, WI. The 
term “systemic noncompliance” 
has become something of an OCR 
buzzword, she says. 

The entity had violated multiple 
parameters of HIPAA for a long time, 
including those that are focus areas 
for OCR (e.g., the requirements 
for risk analysis, audit controls, and 
business associate agreements).

“Although there is enforcement 
discretion currently in play regarding 
telehealth-related disclosures until 
the end of the national public health 
emergency, OCR is not hesitating 
to bring down the hammer in other 
circumstances,” Coyne says. “In 
addition to its vigorous enforcement 
of the right to access standard, 
OCR has had it with longstanding 
widespread noncompliance. This 
case shows us that the penalties are 
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not reserved for large health systems 
only.”

When OCR receives a breach 
report involving 500 or more 
individuals, the agency is obligated to 
investigate, Coyne says. It looked into 
the breach that was reported, but this 
case illustrates how OCR also will 
explore the past, regardless of whether 
that is directly related to the current 
breach.

“The [Georgia] case also teaches 
us that OCR views hacking through 
a lens of whether the covered entity 
did enough to guard against it,” 
Coyne says. “Specifically, if an 
entity is hacked, it should be able to 
demonstrate compliance with the 
privacy and security rules through 
audits, risk analyses, updated policies, 
and training.”

To guard against enforcement 
actions, hospitals should evaluate 
their policies to ensure they are up to 
date. Perhaps even more importantly, 
hospitals should examine all their 
vendor contracts and ensure there are 
business associate agreements in place. 
Business associates must be aware of 
their own direct responsibility under 
HIPAA, and they must put their own 
policies and training in place.

“The risk analysis is not 
theoretical. It is required, and it is 
a big deal for OCR,” Coyne says. 
“Hospitals should ensure they 
are doing regular and proper risk 
analyses, which may require third-

party contractors to do a full gap 
analysis, and then it is vital to address 
the deficiencies identified.”

The settlement with the clinic was 
the ninth settlement of an alleged 
HIPAA violation this year, and the 
OCR has since settled four more 
investigations, notes Erin Dunlap, 
JD, an attorney with Coppersmith 
Brockelman in Phoenix. This one 
is particularly noteworthy, she says, 
because patient records were made 
publicly available online for sale, 
a journalist discovered the issue, 
and the records contained sensitive 
information, including Social Security 
numbers, medical procedures, and 
test results.

“No doubt this made for a bad 
combination in the eyes of OCR. 
Like many other providers subject 
to an OCR investigation, the clinic 
didn’t fare well, particularly on the 
security side,” Dunlap says. “The 
HIPAA Security Rule has been 
around for almost 20 years and is 
intended to be flexible based on the 
size of the organization. However, 
healthcare providers, particularly 
smaller ones, are still lagging and 
lacking from a security standpoint, as 
cyber risks are on the rise.”

The risk analysis, which can 
be conducted internally or by an 
outside vendor, is the critical first 
step in meeting the HIPAA security 
requirements, Dunlap says. If an 
organization is subject to HIPAA and 

has never performed and documented 
a risk analysis, it is important to 
complete one.

If resources are limited, Dunlap 
advises using the Security Risk 
Assessment tool provided by 
OCR.2 Prepare a corresponding risk 
management plan for correcting 
or mitigating the risks that were 
identified in the risk analysis.

“Those two steps, even if 
imperfect, will help any organization 
if they are hit with an OCR 
investigation. In fact, OCR almost 
always requests those two documents 
... even if the incident that triggered 
the review did not involve a security 
issue,” Dunlap says. 

Dunlap notes the Georgia clinic is 
now subject to a two-year corrective 
action plan (CAP) as part of its 
resolution agreement with OCR. 

“Not surprisingly, one of the first 
tasks under the CAP is to perform a 
risk analysis, and OCR is overseeing 
that process,” she says. “It’s certainly 
better to get it done before the 
government comes knocking.”  n
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