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Give special attention to the ED,
or face signifi cant liability

It can happen in any hospital: A 
patient comes to the emergency 
department (ED) and is determined 

to need psychiatric care, so a bed is 
requested. Th e patient waits, and 
waits, and waits. Th ree days later, the 
patient is still in the ED, and staff  
members realize he has a blood clot 
and pulmonary embolism that were 
prompted by immobility 
during the long wait.

 Th e patient 
suff ers, the hospital 
incurs more costs for 
care, and a lawsuit is 
likely. Th at incident 
happened at one 
prominent hospital, 
and it is just one 
example of how 
liability risks in the 
ED can be more 
challenging than 
those in the rest of 
the facility. Th e ED 
requires a more intensive 
look and a specifi c strategy targeted to 
this area’s unique risks, and treating the 

ED the same as any other clinical area 
will leave huge liability exposures, say 
ED experts and risk managers.

 Part of what makes risk manage-
ment in the ED so tricky is the 
unpredictability of patient care, says 
Roneet Lev, MD, FACEP, director of 
operations at Scripps Mercy Hospital 
in San Diego and president of the 

Independent Emergency 
Physicians Consortium, 
which facilitates practice 
improvement for EDs in 
California. In most other 
clinical areas, the type 
of patient and treatment 
can be predicted and the 
attending risks addressed, 
she says, but not in the 
ED.

“Each patient is a land 
mine of risk. We don’t 
know what’s walking 
in the door,” Lev says. 
“A simple wound can 

end up being necrotizing 
fasciitis. I once had a patient come in 
with fi nger pain, and it turned out to 

”EACH PATIENT
 IS A LAND MINE

OF RISK.”
—  RONEET LEV, MD, 

FACEP, SCRIPPS MERCY 
HOSPITAL
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EDITORIAL QUESTIONS
Questions or comments?  

Call Editor Greg Freeman,  
(770) 998-8455. EXECUTIVE SUMMARY

Emergency medicine poses liability risks that are unique to the field and 

require a targeted risk management strategy. Applying a general risk 

management approach will overlook potential problems.

• The unpredictability of emergency patients creates more risk than in most 

other clinical areas.

• Protocols for specific conditions such as heart attack should be followed 

closely.

• Physician extenders can improve patient flow but create unexpected risks.

be appendicitis, so you can’t assume 
anything is what it seems to be.”

 The Doctors Company, a 
malpractice insurer based in Napa, 
CA, conducted a study of 332 
emergency medicine claims that 
closed from 2007-2013 and found 
that the top patient allegation, which 
accounted for 57% of claims, was 
diagnosis-related, including failure 
to diagnose, delay in diagnosis, and 
wrong diagnosis. Similarly, physician 
experts who looked into the data 
determined that the top factor 
contributing to patient injury (52% 
of claims) was patient assessment 
issues, such as failure to establish 
a differential diagnosis and failure 
to order diagnostic tests. (The study 
is available at www.thedoctors.com/
emergencymedicinestudy.)

 Patient safety challenges and 
liability risks have increased in the 
ED over time, Lev says. For example, 
the unpredictability of patients 
creates more risk from the use of 
electronic health records (EHRs), 
Lev says. Although she acknowledges 
the benefits of EHRs, Lev says the 
temptation to cut and paste or use 
boilerplate text runs counter to the 
need to be skeptical and never make 
assumptions in the ED. Her 20 years 
in the field also has shown that ED 
patients have more complicated 
medication regimens than previously.

 More medications, and less 

common medications, increase 
the chance of drug interactions 
and other medication errors, Lev 
notes. “Twenty years ago, patients 
would come in and tell me what 
medications they were on, and I 
would know all of them. Now they 
tell me this long list of medications, 
and a lot of them I don’t know and 
have to look up,” she says.

Psych waits create risks

 Lev also is concerned with how 
EDs see many more psychiatric 
patients and those patients stay in 
the ED longer than previously as 
they wait for placement in another 
unit or facility. To avoid potential 
problems caused by long delays while 
psychiatric patients wait for a bed, 
her hospital has instituted a protocol 
for psychiatric patients waiting in 
the ED to make sure they receive 
food and water, have the opportunity 
to walk around, and receive their 
regular medications.

 Physician extenders provided 
by outside agencies also can 
pose liability risks because their 
management can be inconsistent 
with the hospital’s own policies and 
procedures, and they sometimes 
can make treatment too speedy and 
efficient, she says. For example, the 
use of physician extenders can make 
wound closure much faster, but that 
situation poses the risk of missing 
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tendon injuries. The solution to 
that problem is to have a protocol 
requiring a physician to examine the 
wound for any further injury before 
the physician extender is allowed to 
close it, she suggests.

 Strict adherence to protocols 
for “time to EKG” and “time to 
antibiotics,” for example, can 
significantly reduce some of the 
risks in the ED, Lev adds. Handoff 
protocols also should be followed 
closely, and discharge instructions 
should emphasize what changes or 
symptoms require a return to the ED.

 ED risk also is exacerbated by the 
increasing usage of hospital EDs, says 
Peter D. Steckl, MD, a practicing 
ED physician and the risk manager 
for EmergiNet, an emergency 
medical staffing and management 
company based in Atlanta. Years of 
mergers and hospital closures have 
led to the remaining EDs treating 
more patients, and more recently 
the Affordable Care Act has led to 
more ED volume, Steckl says. That 
increased volume poses a challenge to 
patient flow in the ED, which always 
has been one of the greatest liability 
risks.

 In addition, there are bed 
shortages and nursing shortages 
that can slow the placement of ED 
patients, which creates backup that 
exacerbates all the existing liability 
risks in the department, Steckl says. 

 “So we have this bottleneck 
with patients backing up in our 
department, and we’re still accepting 
critically ill patients. Those patients 
we’ll make room for, but it’s the 
patients who are not critically ill, or 
at least we don’t know they are, that 
suffer because we can’t bring them 
back. The inn is full, so they sit there 
in the waiting room,” Steckl says. 
“They’re evaluated by a triage nurse, 
but they can sit for hours before 
they’re seen by a doctor. Sometimes 

serious illnesses don’t present in a way 
that’s obvious, so there’s a definite 
risk of someone sitting there until 
suddenly you have a cardiac arrest in 
the waiting room.”

Protocols for bed waits

The issue of throughput in the 
ED must be addressed with policies 
and procedures that ensure patients 
are not neglected while waiting for 
a bed, says Dona Constantine, 
RN, a former ED nurse and senior 
risk management and patient safety 
specialist with the Cooperative of 

American Physicians in Los Angeles. 
The hospital must have a clear policy 
that addresses questions such as who 
is in charge of a patient discharged 
from the ED but waiting for a bed. Is 
it the physician the patient has been 
admitted to, or is it still the physician 
in the ED?

 “There have to be real boundaries 
there for when that transition takes 
place,” Constantine says. “Com-
munication throughout the whole 
continuum of patient care is very 
important, because communication 
failures are involved in a majority of 
malpractice claims in the ED.”

 Related to communication, 
handoffs also are a high-risk moment 
in the ED and should be carried 
out according to a specific protocol, 
Constantine says. With the pressures 
of high volume and emergent 

conditions, a proper handoff can be 
challenging in the ED, she notes, but 
it should be face to face between the 
physicians whenever possible. 

 Staff members’ turnover and 
mobility also create additional risk. 
When Steckl enters the ED to begin 
his shift, the first thing he does is to 
look around and see if he recognizes 
any faces. “I want to know if there’s 
someone I can trust in a crunch,” 
he says. “Many days there are nurses 
I’ve never seen before, either registry 
nurses filling in or new nurses just out 
of school.”

 Those problems can’t be solved by 
a risk manager, but they should be 
recognized as special circumstances 
that demand increased attention 
and resources, Steckl says. The risk 
manager can help ensure that hospital 
administrators understand the special 
liability risks in the ED and urge 
that overcrowding, staffing problems, 
and other problems be addressed in 
the most effective way possible, he 
suggests.

 “We can’t expect a risk manager 
to solve these problems that have 
existed in EDs for years, but it can 
be beneficial to have someone besides 
the head of emergency medicine 
going to administration and asking 
for help,” Steckl says. “The potential 
liability risks can be an impetus for 
getting more resources in the ED.”
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“I WANT TO 
 KNOW IF 
THERE’S 

SOMEONE 
I CAN TRUST 

IN A CRUNCH.”
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Hospital revamps its security
after psychiatric patient kills tech

A California state psychiatric 
hospital has improved the 

personal security systems for its 
staff members and revamped how it 
assesses potentially violent patients, 
with the changes coming five years 
after a technician was killed on the 
hospital grounds by a patient.

Napa State Hospital is a 
psychiatric hospital managed by 
California’s Department of State 
Hospitals and the destination for the 
state’s mentally ill patients referred 
by the criminal justice system. More 
than 80% of the hospital’s patients 
were ordered to the hospital by a 
court after being found incompetent 
to stand trial or not guilty by reason 
of insanity. Napa State reports that its 
patients committed more than 1,800 
physical assaults at the 1,197-bed 
hospital in the past year.

The hospital has had elevated 
security for many years, with an 
extensive system of locked gates and 
doors, as well as metal detectors 
and personal alarm systems for the 
staff. But it wasn’t enough on Oct. 
23, 2010, when a patient dragged 
psychiatric technician Donna Gross 
to a secluded spot outside and 
strangled her to death. Like all staff 

members then, Gross had a personal 
alarm she could activate for help. The 
alarm, however, did not function fully 
outside the hospital building. (More 
information about the murder can 
be found online at http://tinyurl.com/
gq2bbob.)

The employee’s death was 
devastating to the hospital staff and 
prompted a thorough assessment 
of how security could be improved, 
says Ken August, assistant director 
of the Office of Communications at 
the Department of State Hospitals 
(DSH) in Sacramento. The first 
major improvement was to introduce 
a new personal alarm system with 
GPS capabilities that works on the 
entire hospital campus and can direct 
hospital police to the precise location 
of the emergency. 

The personal alarm system was 
developed specifically for California’s 
DSH, at a cost of $56 million. Called 
the Personal Duress Alarm System 
(PDAS), it was the first of its kind in 
the nation.

It was introduced first at Napa 
State, and California has since 
installed the system at three other 
hospitals and is activating it at a 
fifth hospital this year. The system 

provides immediate notification 
and location during incidents. The 
PDAS is specific to the California 
hospital system, but similar products 
are available from manufacturers 
such as Capture Technologies in 
Oakland, CA, and TTI Guardian in 
Sayreville, NJ. (More information on 
the California PDAS is available online 
at http://tinyurl.com/gpetsmv.)

Better assessment

The Department formalized the 
creation of a Violence Risk Steering 
Committee that develops evidence-
based treatment proposals for the 
various types of aggression in the 
hospital system. To reduce violence, 
the department has developed the 
California State Hospital Violence 
Assessment and Treatment Guidelines 
(Cal-VAT). (An abstract of the journal 
article describing the guidelines is 
available online at http://tinyurl.com/
zoelwvp.)

Annually, this committee holds 
a violence reduction summit that is 
attended by Department executives 
and executives from each hospital.

Also, the Department has 
improved the treatment of violent 
patients, August explains. Some of 
these activities have required new 
legislation. Laws approved in 2014 
included several that will increase 
safety at California hospitals, he 
says. One law improves safety and 
security by allowing department 
clinicians to access the criminal 
history of all patients. Another allows 
for building enhanced treatment 
facilities where the most aggressive 
patients will receive specialized 
treatment. A new law also streamlines 
involuntary medication orders 
and court procedures to help staff 

EXECUTIVE SUMMARY

A state psychiatric hospital made significant improvements to staff members’ 

security and safety after a psychiatric patient killed a staff member. A key 

improvement was providing staff with better personal panic alarms.

• The tech had a personal alarm, but it did not work outside the building, 

where she was killed.

• The hospital also developed a committee to develop ways to better 

assess and treat violent patients.

• Staff members were made more available and visible in treatment areas 

where violence could occur.
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treat the fastest growing segment 
of their population: those who are 
incompetent to stand trial.

New staff teams also were 
organized to create a consistent 
physical presence around the grounds 
and at special events, August says. 
This move was intended to address 
the scenario in which Gross was 
killed: supervising a patient outdoors 
and in transition from one place to 
another.

“This effort has increased the 
availability and visibility of staff on 
the campus and augmented the staff 
assigned to the residential units when 
patients were involved in activities off 
the residential units throughout the 
grounds. The Grounds Presence Team 
was expanded to create more strategic 
campus supervision and support to 
off-unit treatment sites,” he explains. 
“These staff were assigned to ensure 
that off-unit activities were monitored 
and that movement between activities 
happened efficiently and with 
accountability so that patients would 
be successful in attending treatment 
services and medical appointments as 
scheduled.”

Police substation added

In January 2012, the hospital 
police department’s community 
policing model was expanded to 
include a substation within the 
Secured Treatment Area, the area of 
the hospital that is locked at all times 
and requires a pass card to enter or 
exit.

August says that this expansion 
allowed for quicker response from 
hospital police officers for incidents 
within the Secured Treatment Area 
and also fostered better relationships 
between staff members, patients, 
and police officers. Having officers 
present during special events on the 
campus increased their visibility and 
involvement in campus activities 

versus only being engaged with 
patients or staff during adverse 
incidents. Increased visibility 
of officers also increased overall 
surveillance and monitoring of safety 
and security protocols throughout the 
campus, he says. 

Better communication

Another improvement at 
Napa State is an increase in 
communications with staff regarding 
incidents. When staff members are 
off work due to injuries as a result 
of patient aggression, hospital-wide 
notification is made and posted at the 
two main entrances to treatment sites. 
This process is intended to alert staff 
members to the current risk level of 
treatment units before reporting to 
duty, August explains.

Periodic all-staff meetings, 
referred to as town hall meetings, are 
held to review the activities of staff 
committees dedicated to safety and 
violence reduction, and those meeting 
notes are posted on the hospital’s 
intranet for staff to reference. 

“Six times a year, the hospital’s 
executive director and key leadership 
staff meet with the Safety Now 
Coalition, an employee group 
which includes labor representatives 
across several bargaining units. The 
purpose of these meetings is to 
review safety concerns and issues and 
collaboratively identify resolutions 
and updates,” August says. “In 
addition, the hospital’s leadership 
attends regular meetings with the 
Medical Executive Committee, 
Cooperative Advisory Council — 
patient participants representing the 
unit patient governance model — and 
the Family Support Group.”

Other changes were on a larger 
scale. In 2012, Gov. Jerry Brown 
and the California Legislature 
created the DSH, which now uses 
much more of an enterprise risk 

management strategy than the 
previous administration structure, 
August notes. The DSH director 
and the executive team have strong 
relationships and experience with the 
hospital management teams, he says. 

DSH leadership has made 
preventing violence and increasing 
safety its top priority, August says, 
and there is a shared commitment 
to identifying enterprise methods 
to keep staff and patients safe by 
maximizing the people and tools 
available. The state’s Occupational 
Safety and Health Standards Board 
recently revised its General Industry 
Safety Orders with additional 
requirements for preventing 
workplace violence in healthcare 
settings. (The new rule is available 
online at http://tinyurl.com/jopxge3.) 
DSH also publishes an annual 
Violence Report that analyzes trends 
in hospital violence. (The most recent 
report is available online at http://
tinyurl.com/gp5sn8s.)

 The Department works with 
employee union representatives, 
patient rights advocate groups, and 
legislators in making changes such 
as these. Placing the county-run 
mental health programs under the 
supervision of the Department of 
Health Care Services in 2012 also 
proved to be a significant move. 

“This was a key development 
as it allowed our hospitals to come 
together and operate as a hospital 
system for the first time,” August says. 
“Since that time, we have continued 
to progress with hospital executives 
serving on the executive team that sets 
the directions for the department.”
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Most healthcare facilities risk
HIPAA violations with messaging apps 

Only 8% of healthcare institutions 
prohibit consumer messaging 

apps for employee communication, 
which risks potential violations of 
the Health Insurance Portability 
and Accountability Act (HIPAA), 
according to a recent study conducted 
by a mobile messaging company. 

In addition, only a quarter 
of healthcare institutions that 
have an official mobile messaging 
platform are using an internal, 
company-authorized app. The 
rest are recommending or using 
consumer-oriented messaging apps 
and services that don’t provide the 
enterprise-grade security needed to 
comply with regulations, such as 
HIPAA, explains Anurag Lal, CEO 
of Infinite Convergence Solutions, a 
Chicago-based company that provides 
messaging technology and conducted 
the study. (The study results are 
available online at http://tinyurl.com/
hdelajn.)

“The global healthcare industry 
is under strict privacy and security 
regulations to protect patient 
information, but our study finds 
that the vast majority of healthcare 
institutions are not using mobile 
messaging services that are compliant 
with these regulations,” Lal says. 

“Healthcare employees communicate 
inherently sensitive information, 
like patient prescriptions, medical 
information, etc., yet their employers 
do not have the proper mobile 
messaging security infrastructure in 
place to adhere to HIPAA or other 
regulatory requirements.”

The study also found that 
employees in the healthcare industry 
use mobile messaging more frequently 
than voice calling for their business 
communication, where they most 
frequently communicate with 
colleagues. The immediacy of the 
information employees need to 
communicate matters most when 
they are deciding whether to use 
phone, email, or mobile messaging to 
reach someone.

However, 51% of healthcare 
employees say their company doesn’t 
have an official mobile messaging 
platform, despite the fact that 92% 
of these employees would use a 
company-wide mobile messaging 
platform if their employer decided to 
implement one. Sixty-four percent 
said it would make communication at 
their job easier, as well.

“We are seeing a rapid adoption of 
mobile messaging in healthcare as the 
industry looks to work faster, improve 

patient care and reduce wasteful 
spending,” Lal says. “The problem 
is that many healthcare institutions 
are not aware that the messaging 
apps and services that are popular for 
daily personal use do not follow the 
administrative, physical, and technical 
safeguards that HIPAA requires.”

Of the 49% of healthcare 
employees who say their employer 
has an official mobile messaging 
platform, 16% say that platform 
is GChat and 11% percent say 
it’s WhatsApp. What’s more, even 
without an official mobile messaging 
platform, healthcare institutions 
recommend employees use consumer 
mobile messaging apps. None of 
these messaging apps or services 
typically follow HIPAA guidelines for 
messaging security.

“We’ve found that 91% of 
healthcare employees use mobile 
messaging at least a few times per 
week for business communication,” 
Lal says. “Healthcare institutions 
need to get serious about meeting 
their employees’ needs and providing 
a secure, internal messaging platform 
that not only allows HIPAA 
compliance, but also replaces 
outdated communication systems, 
like pagers, in order to increase 
productivity and serve patients faster.”

Like most other people, healthcare 
employees clearly are fond of the 
speed and ease that mobile messaging 
apps bring to communication, Lal 
says. And it is effective. Research has 
shown that most people receiving a 
mobile message respond within 15 
minutes, which is much faster than 
voicemail and email communication, 
Lal notes.

As messaging becomes increasingly 
popular for personal communication, 

EXECUTIVE SUMMARY

Few healthcare organizations restrict the use of messaging apps by 

employees. This lack of restrictions could pose a risk of violating the Health 

Insurance Portability and Accountability Act (HIPAA).

• More than half of employees say their company does not have an official 

mobile messaging platform.

• Almost all employees would use a company-wide mobile messaging 

platform if their employer decided to implement one.

• The most commonly used messaging apps are not HIPAA-compliant.



18   |   HEALTHCARE RISK MANAGEMENTTM / February 2016 HEALTHCARE RISK MANAGEMENTTM / February 2016   |   19

Fear of repercussions different
among nurses and doctors, report says

Efforts to encourage error reporting 
and voicing concerns about 

patient safety always have faced 
the hurdle of staff and physicians 
fearing there will be repercussions. 
Risk managers and patient safety 
officers have tried to address that fear 
in various ways, but new research 
suggests a “one-size-fits-all” approach 
won’t work because doctors and 
nurses have significantly different 
fears.

The disparity in how physicians 
and nurses fear repercussions from 
speaking up about errors or safety 
concerns is so significant that it 
should dictate major changes in 
how risk managers address the 
issue, says Evan Castel, a PhD 
candidate in the Department of 
Geography’s Collaborative Program 
in Public Health Policy at the 
University of Toronto. He and his 
colleagues studied 2,319 nurse and 

386 physician responders from 
three Canadian provinces. They 
concluded that age, gender, tenure, 
teaching status, and province were 
not significantly associated with the 
perception of fear from repercussions. 
They also found that strong 
organization and unit leadership 
support for safety explained the most 
variance in fear for both groups. (The 

full report is available online at http://
tinyurl.com/zwvxvnu.)

Some of the results were surprising 
and troubling, Castel says. Many 
organizational behaviors change with 
age and time on the job, he notes. 
Staff members can become more 
secure and confident, so they might 
speak out more. Another option is 
that they can become more invested 

it is only natural that it creeps into 
business because people want the 
same convenience and effectiveness 
for work matters. They pay little 
attention to the security of the app 
they’re using, Lal says, and they 
don’t realize that they are subverting 
the extensive safety measures the 
employer has implemented for safe 
communication.

“This is not malicious or 
intentional, but inevitably patient 
information is sent between a nurse 
and physician, or between other 
physicians and staff. The protected 
information is transmitted without 
protection, but people may assume 
that these popular messaging 
apps are somehow a one-to-one 
communication that can’t be 

breached,” Lal says. “That is not true 
at all. Using these apps to transmit 
patient information would violate 
HIPAA.”

 Lal’s advice to risk managers first 
is to accept that mobile messaging is 
here to stay. People love using it, and 
a ban on mobile messaging in the 
workplace will be met with resistance 
and little success, he says. The better 
approach is to develop a policy on use 
in the workplace that requires staff 
to use a specified mobile app that is 
HIPAA-compliant, he suggests.

HIPAA-compliant mobile apps 
are available from vendors including 
Netsfere from Infinite Convergence 
Solutions, TigerText, Spok, and 
qliqCONNECT from qliqSoft.

“Seek an app that provides 

simplicity but also the richness that 
end users are looking for. Present 
that to the end users so they can 
continue to be productive and use the 
advantages of mobile messaging, but 
in a way that does not compromise 
their regulatory obligations,” Lal says. 
“About 20% or 25% of healthcare 
organizations are aware of this issue 
and beginning to address it, but 
the large majority of the healthcare 
industry is not responding. The level 
of awareness has not gotten to the 
point that they believe action has to 
be taken.”

SOURCE

• Anurag Lal, CEO, Infinite 

Convergence Solutions, Chicago. 

Telephone: (224) 764-3400.  n

EXECUTIVE SUMMARY

New research suggests that physicians’ and nurses’ fears of repercussions 

from error reporting are quite different. This difference means that “speak 

up” campaigns might need to be tailored to each group.

• Discipline-specific “speaking-up” training should be balanced with 

learning in inter-professional teams.

• Tailored patient safety strategies might be needed for different care 

settings.

• The study confirms that leadership support for safety has a powerful 

influence on positive nurses’ and physicians’ perceptions.
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in organizational policies, and 
become more protective of workplace 
reputation and the status quo.

“To our surprise, neither age 
nor time in the organization was 
associated with fear of reporting 
errors, nor was working in a teaching 
hospital, where staff are in contact 
with new curricula and emerging best 
practices,” Castel says. “Instead, the 
role of supportive safety leadership 
stood out as pivotal. Whether this 
leadership came from the unit or 
organization mattered too, with 
organization-level leadership having 
over twice the effect on fear for nurses 
than physicians, while the role of unit 
leadership was similar for both groups 
and far smaller.”

The researchers also saw a 
surprising variation in fear of 
repercussions across care settings, with 
mental health nurses and community 
care physicians being particularly 
afraid of reporting.

“At the same time, we expected 
areas with both high risk and 
specialist staff like ED, OR, and 
CCU units to score particularly well, 
but this wasn’t observed. So we hope 
our work spurs further inquiry into 
how different care settings can work 
to encourage open communication.”

No change works for all

The authors concluded that the 
differences between nurses’ and 
physicians’ perceptions of fear of 
error reporting mean no single 
change is likely to produce universal 
improvements in patient safety in 
both groups.

They suggest that it might be 
advantageous to tailor some “speaking 
up” improvement strategies for each 
discipline. Additionally, they note 
that physicians don’t seem to benefit 
from some of the same supportive 
processes that help nurses avoid fear 
of repercussions.

“Accordingly, any discipline-
specific ‘speaking up’ training should 
be balanced with learning in inter-
professional teams to ensure that 
beneficial practices developing in 
one discipline are shared across the 
care team and to ensure ‘speaking up’ 
strategies address any barriers that 
stem from cross-disciplinary authority 
gradients,” they wrote.

Tailored strategies

They also suggest that tailored 
patient safety strategies might be 
needed for different care settings such 
as mental health and community 
care. Castel says a key lesson for 
risk managers is that good safety 
leadership really does matter. 

“It had the largest influence on 
whether clinicians felt unafraid 
to report medical errors — far 
outweighing the role of individual 
characteristics — and it matters to 
nurses and physicians regardless 
of age, tenure, and gender,” Castel 
says. “But nurses and physicians also 
behaved differently with regard to fear 
of speaking up, as did different care 
settings, so organizations shouldn’t 
rely on a one-size-fits-all approach to 
building a positive reporting climate.”

The research can be useful for risk 
managers trying to prioritize safety 
initiatives, and it demonstrates what 
efforts will have the highest return on 
investment, Castel suggests. He and 
his colleagues observed that leadership 
factors are pivotal: The large effect of 
organization-level leadership on fear, 
especially for nurses, will emphasize 
to risk managers how much strong 
safety signals from higher leadership 
matter. After all, staff perceptions 
of organization priorities are core 
to safety climate, Castel notes, so 
when leaders demonstrate that safety 
is a key priority through their own 
actions, real change can happen. 

“And leadership style can really 

matter here,” he says. “Helping 
educate these leaders to move from 
bureaucratic to more participative 
leadership styles may allow them to 
better hear about frontline staff safety 
concerns and bring back solutions 
to integrate into decision-making 
processes.”

Secrecy and silence

Castel also thinks the study adds 
momentum to the movement away 
from the “blame the individual” 
punitive approach to errors, which 
can have the effect of encouraging 
secrecy and silence.

Factors such as clinician age, 
gender, and tenure had little or 
no association with their fear of 
repercussions, so he says individual-
level factors might be the wrong levers 
to consider in isolation to change 
safety perceptions and behaviors. A 
better strategy is to consider how the 
individual works within the unit and 
organization, he says. 

“We also identified several lower-
scoring care settings where targeted 
risk management interventions may 
prove very effective, and we noted 
differences between nurses’ and 
physicians’ fear behaviors,” Castel 
notes. “This latter finding suggests 
that any discipline-specific ‘speaking 
up’ training should be balanced with 
learning in inter-professional teams. 
This encourages beneficial practices 
developing in one discipline being 
shared across the larger care team 
and also across any potential cross-
disciplinary authority gradients.”

SOURCE

• Evan Castel, PhD candidate, 

Department of Geography 

(Collaborative Program in Public 

Health Policy), Department of 

Geography, University of Toronto. 

Web: http://geography.utoronto.ca/

profiles/evancastel.  n
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OIG’s 2016 Work Plan includes HIPAA
and provider-based clinics

The 2016 Work Plan from the 
Office of Inspector General 

(OIG) of the Department of Health 
and Human Services (HHS) offers 
risk managers insight into what areas 
of compliance and potential liability 
will be the hot topics this year, and 
there are concerns in several arenas.

 The Work Plan is broken down 
into many sections, so risk managers 
can focus most on the part of the 
plan that directly affects their type of 
healthcare organization, explains Bart 
Walker, JD, a partner with the law 
firm of McGuireWoods in Charlotte, 
NC. Much of the Work Plan applies 
to any health system that has a range 
of facilities and types of patient care, 
he notes. 

 “OIG looks at what’s going on in 
healthcare each year and comes up 
with this plan that says ‘here are a 
hundred or so areas where we think 
there’s some smoke, if not fire,’” he 
explains. “This is the leading edge in 
terms of what they’re looking at.”

 Among the most noteworthy parts 
of the plan is the OIG’s emphasis 
on the Health Insurance Portability 
and Accountability Act (HIPAA), 
Walker says. This year OIG will 
have a heightened focus on the 
HIPAA Security Rule (45 CFR Part 
160 and Subparts A and C of Part 
164), which delineates how covered 
entities must protect data. “I think 
the HIPAA material is actionable for 
risk managers, particularly where it 
concerns secure devices and network 
with those devices,” Walker says. 
“Contingency planning is another 
focus that risk managers should 
look at. There are some specific 
requirements in the rule that require 
providers to have contingency plans 
in place and conduct audits of their 

security system.”
Walker explains that the Work 

Plan calls for increased scrutiny of 
protections of electronic protected 
health information (ePHI) with 
respect to “networked medical 
devices.” The Work Plan also calls for 
regulators to determine the “extent 
to which hospitals comply with 
contingency planning requirements” 
of HIPAA regarding their use of 
electronic health records (EHR) 
systems. More specifically, OIG will 
examine whether the Food and Drug 
Administration (FDA) is providing 
sufficient oversight of networked 
medical devices in hospitals, Walker 
says. (The Work Plan is available online 
at http://tinyurl.com/ohc962j. See the 
story in this issue for a summary of the 
plan.)

The OIG specifically mentioned 
dialysis machines, radiology systems, 
and medication dispensing systems 
that are integrated with electronic 
medical records (EMRs) and the 
larger health network. “Medical 
device manufacturers provide 
Manufacturer Disclosure Statement 
for Medical Device Security (MDS2) 
forms to assist health care providers 

in assessing the vulnerability and 
risks associated with ePHI that is 
transmitted or maintained by a 
medical device,” the Work Plan notes. 
Walker says this language means that 
covered entities that use networked 
medical devices should document the 
ways in which they have considered 
the disclosure statements for such 
devices as part of their HIPAA 
security risk assessments and overall 
HIPAA compliance plans.

The Work Plan also notes a focus 
on HIPAA EHR contingency plans. 
It emphasizes that “the HIPAA 
Security Rule requires covered entities 
to have a contingency plan that 
establishes policies and procedures 
for responding to an emergency 
or other occurrence that damages 
systems that contain protected health 
information.” Walker expects that will 
lead to OIG using government- and 
industry-recommended practices 
to gauge a healthcare organization’s 
performance with regard to contin-
gency plans.

Provider-based clinics

Medicare dental claims in hospitals 
are another area of interest, with 

EXECUTIVE SUMMARY

The 2016 Work Plan from the Office of Inspector General (OIG) of the 

Department of Health and Human Services offers insight into how healthcare 

providers will be scrutinized this year. The Health Insurance Portability and 

Accountability Act (HIPAA) Security Rule is one major concern.

• OIG will check for contingency plans related to HIPAA and electronic health 

records.

• The Work Plan also discusses provider-based facilities and their 

reimbursement rates.

• Compliance is still a concern as provider-based facilities lose their 

reimbursement advantage.
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 nErrors caused by technology 
overrides

 nSafety errors can begin in 
registration

 nAre RNs better at spotting 
medication errors?

 nBetter background screening 
for staff

COMING IN FUTURE MONTHS

OIG planning to determine whether 
payments were made in accordance 
with Medicare requirements. 

Walker notes that OIG audits have 
suggested that hospitals are receiving 
Medicare reimbursement for non-
covered dental services, resulting in 
significant overpayments. He suggests 
that hospitals institute a system for 
double checking any Medicare dental 
claim to verify compliance. 

“Provider-based facilities” also 
are targeted in the Work Plan. Those 
are facilities that are operated and 
reimbursed as if they were part of the 
affiliated hospital.

For example, a hospital might 
open an outpatient facility across 
town but still be able to bill 
Medicare for the outpatient care at 
the hospital’s Medicare rate, Walker 
explains. Service at a provider-based 
facility is reimbursed for both a 
technical fee billed for the hospital 
and a professional fee billed for the 
physician. That provider-based facility 
fee can be much more profitable than 
billing for that care at an ambulatory 
surgery center rate or similar rate, 
which gives the provider-based facility 
an edge over competitors that might 
be identical aside from ownership. 

Additionally, the provider-based 
facilities increase Medicare beneficiary 
coinsurance liability and increase 
costs to the program, the Work Plan 
notes. “That has long been a bone 
of contention between hospitals 
and other providers, because those 
facilities are able to collect a higher 
rate from Medicare, and that makes 
them stronger economically when 
it comes to competing with other 
facilities,” Walker says. “Increasingly 
in recent years, hospitals have been 
accumulating other assets that are not 
within the hospital but treating them 
as provider-based. They’re not doing 
anything wrong because the rules are 
there, and if you comply with the 
provider-based rules, you’re eligible 
for provider-based reimbursement.”

OIG has scrutinized these 
provider-based arrangements for at 
least two years now because of this 
discrepancy in reimbursement based 
only on who owns the facility, Walker 
says. That scrutiny will increase this 
year as a result of the Bipartisan 
Budget Act of 2015, which, with 
some exceptions, excludes off-campus 
facilities from receiving enhanced 
reimbursement starting Jan. 1, 2017. 
As provider-based facilities prepare for 

the loss of revenue and competitive 
edge, OIG plans to closely monitor 
how they try to compensate.

Walker cautions that the OIG’s 
interest in compliance will not wane 
this year just because the enhanced 
reimbursement will end soon. 
Hospitals operating provider-based 
facilities should ensure that they 
comply with provider-based rules and 
not let their guard down, he says.

“A lot of hospitals and health 
systems will have a look at their 
strategies and determine whether 
those facilities remain economically 
viable,” Walker says. “This change 
had been considered in past budget 
legislation, but actually ending the 
enhanced reimbursement this soon 
was not on anyone’s radar. It pretty 
much came out of the blue. Now 
hospitals are suddenly faced with a 
loss of revenue or lobbying for some 
other way to bill for these services 
that is site-neutral. That’s always been 
the holy grail of Medicare reform.”

SOURCE

•  Bart Walker, JD, Partner, 

McGuireWoods, Charlotte, NC. 

Telephone: (704) 373-8923. Email: 

bwalker@mcguirewoods.com.  n

ASCs, lab billing also in OIG’s sights

Ambulatory surgical centers 
(ASCs) and clinical laboratories 

are among the many healthcare 
operations targeted for close oversight 
in the 2016 Work Plan from the 
Office of Inspector General (OIG) 
of the Department of Health and 
Human Services.

 The focus on ASCs is new to 
the Work Plan this year, notes 
Bart Walker, JD, a partner with 
McGuireWoods in Charlotte, NC. 
The Work Plan indicates that OIG 
will focus on oversight of the state 

agencies that handle Medicare surveys 
and ASC accreditation organizations, 
with the agency expressing concern 
with the infrequency of Medicare 
certification surveys of ASC facilities. 

Although most private accreditation 
organizations traditionally required  
unannounced surveys every three 
years, OIG has found that many 
ASCs have gone for five years, and 
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CNE OBJECTIVES

Upon completion of this educational activity, participants should be able to:

1. describe the legal, clinical, financial, and managerial issues pertinent to risk management;

2. explain the impact of risk management issues on patients, physicians, nurses, legal counsel, 
and management;

3. identify solutions to risk management problems in healthcare for hospital personnel to use 
in overcoming the challenges they encounter in daily practice.

some for even longer, between 
surveys. The Work Plan also expresses 
concern about the lack of public 
information on the quality of ASCs, 
Walker notes.

Medicare billing and payment 
issues related to independent 
clinical laboratories also are on 
OIG’s radar. It is planning to 
identify laboratories that routinely 
submit improper claims and any 
diagnostic tests for which Medicare 
pays more than private insurers. 
Histocompatibility laboratories 
will be scrutinized because of 
a recent review of cost reports 
indicating that histocompatibility 
laboratories received $131 million in 
reimbursement between March 31, 
2013, and Sept. 30, 2014, Walker 

says. 
In addition to those concerns, 

Walker points to other important 
parts of the 2016 Work Plan:

• Home health prospective 
payment system (PPS) require-
ments. 

OIG will conduct a compliance 
review related to home health 
Medicare program payments and 
check that claims included the 
required documentation. OIG has 
found that 25% of home health 
agencies had questionable billing 
under the home health PPS, so 
Walker predicts the compliance 
review will be a top priority.

• Skilled nursing facility (SNF) 
PPS requirements.

OIG also will conduct compliance 

reviews of Medicare program 
payments made under the SNF 
PPS. Walker says the reviews are 
most likely to assess whether therapy 
provided at SNFs is documented as 
being “reasonable and necessary.” 
The Work Plan notes that OIG has 
previously found that Medicare 
payments for SNF therapy “greatly 
exceed” the SNF’s actual costs.

• Hospice care.
The Work Plan says OIG intends 

to review the appropriateness of 
hospices’ general inpatient care 
claims, as well as election statements 
for hospice beneficiaries. One concern 
is whether the level of service for 
hospice beneficiaries is being billed 
when such services are not medically 
necessary.  n

University of Rochester Medical Center
settles after HIPAA breaches

A fter a data breach, the University 
of Rochester Medical Center 

(URMC) announced a settlement, 
New York Attorney General Eric 
T. Schneiderman, JD, announced 
recently. The settlement includes the 
following

• It requires the medical center 
to train its workforce on policies 
and procedures related to protected 
patient health information.

• It requires the hospital to 
notify the attorney general of future 
breaches.

• The hospital must pay a $15,000 
penalty.

The settlement is in response 
to a data breach that occurred in 
the spring of 2015, when a nurse 
practitioner gave a list containing 
3,403 patient names, addresses, and 
diagnoses to her future employer, 
Greater Rochester Neurology, 
without first obtaining authorization 

from the patients, Schneiderman 
explained in a statement released after 
the settlement. On April 21, 2015, 
Greater Rochester Neurology used 
the information to mail letters to the 
patients on the list informing them 
that the nurse practitioner would 
be joining the practice and advising 
them of how to switch to that facility.

URMC learned of the breach 
three days later, when calls began 
coming in from patients who were 
upset about the letter. The nurse 
practitioner subsequently was 
terminated, notification letters were 

sent to the affected patients, and the 
media was alerted. Greater Rochester 
Neurology has attested that all health 
information transmitted by URMC 
has been returned or deleted.

In 2009, state attorneys general 
were empowered under the Health 
Information Technology for 
Economic and Clinical Health 
(HITECH) Act to enforce HIPAA 
rules by permitting civil actions 
against violators. 

A copy of the settlement can 
be read here: http://tinyurl.com/
h4qxq3p.  n
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CE/CME QUESTIONS

1. In the study of 332 emergency 

medicine claims that closed 

from 2007-2013, conducted by 

The Doctors Company, what 

was the top patient allegation 

that accounted for 57% of 

claims?

A. Diagnosis-related allegations 

B. Improper medication 

administration

C. Failure to act on recognized 

symptoms

2. What does Roneet Lev, MD, 

FACEP, director of operations 

at Scripps Mercy Hospital and 

president of Independent 

Emergency Physicians 

Consortium, recommend as one 

way to reduce the risks posed 

by physician extenders in the 

ED?

A. Prohibit the use of physician 

extenders.

B. Limit the use of physician 

extenders to only the busiest 

times in the ED.

C. Pair each physician extender 

with an experienced nurse.

D. Require a physician to examine 

a wound before the extender 

closes it.

3. In the death of a staff member 

at Napa State Hospital in 

California, what was one reason 

help did not arrive in time to 

save her?

A. Staff members were not 

provided personal panic alarms.

B. Panic alarms were provided, 

but she did not have hers at the 

time.

C. Panic alarms were not fully 

functional outside the building on 

the campus. 

4. What was one finding in the 

research led by Evan Castel, 

a PhD candidate in the 

Department of Geography’s 

Collaborative Program in Public 

Health Policy at the University 

of Toronto?

A. The differences between 

nurses’ and physicians’ 

perceptions of fear of error 

reporting mean no single change 

is likely to produce universal 

improvements in patient safety in 

both groups. 

B. Nurses’ and physicians’ 

perceptions of fear of error 

reporting are essentially the 

same. 
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Undiagnosed bacterial meningitis in infant results
in brain damage, verdict in excess of $10 million
By Damian D. Capozzola, Esq.
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News: In 2009, an 11-month-old 
male went to the emergency depart-
ment of a children’s hospital showing 
symptoms of a fever and a respiratory 
infection. The attending physician 
diagnosed the infection and sent him 
home. The infant returned to the 
same hospital the following day with 
an increased fever and an abnormal 
respiratory rate and heartbeat. The hospital treated the 
infant for bronchitis, and his condition improved before 
he was released the same day. The infant returned to the 
hospital a third day in a row and waited 90 minutes before 
he was seen by a physician. The physician ordered tests that 
revealed the boy was suffering from bacterial meningitis. 
Three hours after the test was ordered, the infant was 
administered antibiotics to treat the meningitis. However, 
by the time the bacterial meningitis was under control, the 
infant had suffered brain damage.

On behalf of her son, the infant’s mother filed a medical 

malpractice suit against the hospital and the physicians 
who treated the infant over the three days he went to the 
hospital. She claimed that the infant’s bacterial meningitis 
went undiagnosed too long and caused his brain damage. 
The brain damage, by the time of trial five years later, 
had resulted in loss of speech function, deafness, and the 
language development of a child half his age. The hospital 
argued that the infant’s symptoms were consistent with 

bronchitis and that his care was reasonable 
because he responded to the treatment. 
The jury determined that the physician 
the infant saw the second day was 40% 
responsible for failing to run relevant tests 
to uncover the meningitis in light of the 
infant’s symptoms worsening from the 
preceding day. The jury also found the 
physician and other staff members the 
infant saw on day three 60% liable for not 
seeing the infant and for not diagnosing 
or treating the bacterial meningitis in a 
more timely manner. Because all physicians 
involved with the infant’s treatment 

were agents or employees of the hospital, 
the hospital is being held fully responsible for the $10.1 
million jury award, which consisted of $1.6 million in 
future medical costs, $1.1 million for loss of earnings, and 
$7.4 million in noneconomic damages. 

Background: On Dec. 21, 2009, an 11-month-
old male was taken to the emergency department of a 
children’s hospital with a fever and breathing problems. 
The attending physician diagnosed him with an 
upper respiratory infection and sent him home with 
recommendations to his mother to administer pain 
medication infant drops. The infant was brought back 

THE INFANT  
RETURNED TO THE 
HOSPITAL A THIRD 

DAY IN A ROW 
AND WAITED 90 

MINUTES BEFORE 
HE WAS SEEN BY A 

PHYSICIAN.
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to the same hospital the following 
day with an increased fever that 
reached between 103 and 104 
degrees Fahrenheit, increased trouble 
breathing, and a rapid heartbeat. The 
treating physician ordered a chest 
X-ray, which was unremarkable. The 
physician then treated the infant 
for bronchitis, and his condition 
improved before he was released the 
same day. 

The infant was brought back 
to the hospital by his mother for a 
third consecutive day. According 
to court documents, the infant 
arrived at the emergency department 
at approximately 8:30 p.m. with 
indications of worsening symptoms. 
About 90 minutes later, the infant 
was examined and then admitted 
to the hospital. A lumbar puncture 
was administered, and the results 
indicated the infant was suffering 
from bacterial meningitis. At 
approximately 3 a.m., the infant 
was given the antibiotics to treat the 
meningitis. By this time, the infant 
already had suffered severe brain 
injury. 

The mother filed a medical 
malpractice suit against the hospital 
and the physicians the infant saw 
over the three days he visited the 
emergency department. By the time 
of the trial in 2015, the 6-year-old 
boy was mostly deaf, had the language 
abilities of a 3-year-old, and required 
a hearing aid and medical care for the 
rest of his life. 

 The boy’s attorney alleged that he 
should have been tested for bacterial 
meningitis during the trip to the 
hospital on the second day, that 
he should have been treated more 
quickly on the third visit, and that 
the delayed diagnosis and treatment 
caused the boy’s brain damage. The 
hospital and physicians argued that 
their care was not negligent because 
the infant’s symptoms were consistent 

with bronchitis and that he responded 
well to the treatment. 

The jury found that the hospital 
was negligent and the delayed 
diagnosis caused the infant’s brain 
injury. More specifically, the jury 
found that the physician the infant 
saw on his second visit was 40% liable 
for negligently failing to administer 
additional tests when presented with 
the infant’s worsening symptoms, 
and the third physician and other 
staff members were 60% liable for 
not treating and diagnosing the 
infant’s condition quicker on his 
third visit. Because the physician 
from the infant’s second trip to the 
emergency department was an agent 
of the hospital and the physician and 
all staff members involved in the third 
visit were employees of the hospital, 
the hospital was held liable for the 
entire $10.1 million jury award. The 
jury award included $1.6 million in 
future medical costs; $1.12 million 
for loss of earnings; and $7.4 million 
for past and future pain and suffering, 
embarrassment and humiliation, 
disfigurement, and loss of enjoyment 
of life and life’s pleasures. 

What this means to you: This 
case illustrates that a patient’s 
condition and external circumstances 
can dictate the standard of care a 
physician is expected to administer. 
In this case, the 11-month-old had 
a fever and breathing problems in 
all three of his visits. However, the 
physicians from the first visit were 
not held liable for negligence, while 
the physicians from the second and 
third visit were determined to have 
provided care that fell below the 
appropriate standard of care. This 
liability indicates that the context of 
the visit and severity of conditions 
are relevant factors to consider when 
attempting to provide appropriate 
care. 

The jury determined that, despite 
the patient’s condition improving 
during his second visit, additional 
tests should have been conducted in 
light of the infant’s prolonged and 
increased fever. Liability was found 
for the physicians who failed to 
timely diagnose and treat the bacterial 
meningitis during the second visit 
but not for the physicians who failed 
to diagnose or treat it during the first 
visit.

This liability suggests a heightened 
expectation in the mind of jurors 
to run additional tests and discover 
and treat the prolonged condition 
during follow-up visits for the same 
ailment. As such, a prudent physician 
or hospital would be sure to take extra 
steps to rule out alternative causes 
for the symptoms when dealing with 
a patient returning for treatment on 
consecutive days. 

Another lesson from this case 
comes from negligence being 
charged against the hospital staff 
during the third visit. An almost 
5-hour wait to be admitted and 
administered antibiotics after seeing 
a physician is not unreasonable for 
a patient entering a busy emergency 
department. However, because it 
was the infant’s third trip in three 
consecutive days and his conditions 
were worsening, the 5-hour wait 
time led to liability and allegedly 
caused the brain injury. Bearing 
in mind that the circumstances in 
which a patient enters the emergency 
department can have an impact on a 
jury’s determination, consideration of 
the patient’s history should be given 
when administering immediate care. 
Furthermore, a patient returning for 
a second or third consecutive day to 
the same hospital also provides the 
hospital and physicians a unique 
opportunity to discover and treat 
ailments that might have been 
overlooked by hospital staff during an 
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initial visit. This subsequent visit is 
an additional opportunity to help the 
patient and mitigate potential liability 
arising from an earlier visit. 

This case is clearly one of failure 
to rescue. Children generally recover 
quickly from the usual upper 
respiratory infections that plague 
ages 0-48 months. When an infant 
is brought back to a busy emergency 

department — always a less than 
desirable outing, especially for the 
parents — physicians must proceed 
with caution. While they do deal 
with hypersensitive patents and even 
Munchausen-like phenomena, the 
prudent physician has no choice 
but to confirm his or her assumed 
diagnoses. Taking the easy path 
because it is high volume can turn 

one’s back on what is high risk, as 
shown in this case in which the 
patient ultimately was suffering from 
a bacterial infection of the lining of 
the brain.

REFERENCE

County Court of Common Pleas of 

Pennsylvania, Case No. 1112002168 

(Nov. 14, 2015).  n

Failure to clear airway in a timely manner leads
to permanent brain damage, $20 million plus verdict

N ews: In 2005, a woman entered 
a hospital with an existing 

infection in her mouth. Physicians 
determined that the woman needed 
an emergency tracheostomy to 
ensure no blockage to her airway 
would occur during treatment. The 
tracheostomy was successful, and her 
infection was treated with antibiotics. 
On the sixth day of her hospital stay, 
after her infection had subsided, her 
sister, a visiting guest, called for help 
because the tracheostomy location 
was bleeding and the breathing tube 
and blood were blocking the patient’s 
airway. The nurses did not have 
experience with tracheostomy tubes,  
and eventually an anesthesiologist 
cleared her airway, but the patient 
suffered brain damage from the lack 
of oxygen to her brain during the 
time her airway was obstructed. The 
brain damage resulted in the woman 
being disabled, unable to control 
the muscle functions of her body, 
confined to a wheelchair, and being in 
need of the care of others for the rest 
of her life. The woman filed a medical 
negligence claim against the hospital, 
and she alleged the hospital was 
negligent for the acts of employees 
that resulted in the tracheostomy tube 
obstructing her breathing and the 

employees’ failure to clear her airway 
in a timely manner. The hospital 
argued that the sister manipulated 
the tracheostomy tube, which caused 
the tracheostomy tube to be out of 
position and thus caused the ensuing 
injuries. The jury agreed with the 
woman and found the hospital was 
negligent for allowing the woman’s 
airway to be blocked and thus causing 
the brain injury that occurred before 
her airway was unobstructed. The 
jury awarded the woman more 
than $20 million in damages. It 
was determined the woman was 
entitled to approximately $1.7 
million for past emotional distress 
and medical expenses; $4.5 million 
for disfigurement and loss of normal 
life; and more than $14 million for 
future medical expenses, emotional 
distress, and pain and suffering. In a 
lawsuit that lasted nearly a decade, 
the woman died the day prior to 
the jury verdict being reached in her 
favor, and her estate will receive the 
proceeds of the award. 

Background: In February 
2005, a woman suffering from 
a dental abscess that resulted in 
condition known as Ludwig’s 
angina, which is an infection of 

the floor of the mouth, went to the 
hospital seeking treatment for the 
infection. To treat the infection 
that threatened to obstruct her 
airway, the patient underwent an 
emergency tracheotomy. After the 
successful procedure, the patient 
remained in the hospital and was 
given antibiotics to treat the infection 
for the next few days. However, on 
the sixth day, she began bleeding 
from the tracheostomy site. Her 
sister asked nurses for help. At this 
point, the breathing tube and blood 
were mostly blocking the patient’s 
airways. The nurses on staff did not 
have experience with tracheostomy 
tubes, so a nearby anesthesiologist was 
summoned to successfully clear her 
airway.

By the time her airway was 
unblocked, the patient had suffered 
from a hypoxic brain injury from 
the extended period of time without 
adequate airflow to her brain. The 
lack of adequate oxygen caused the 
woman to suffer permanent brain 
damage. For the nine years following 
the incident, she was physically 
disabled, unable to control her muscle 
functions, confined to a wheelchair, 
and needed to be taken care of by 
medical professionals or her family 
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on a daily basis. As a result, the 
woman filed a medical negligence 
claim against the hospital that alleged 
the hospital negligently allowed 
her airway to become obstructed 
and failed to clear her airway in a 
reasonable amount of time. The 
hospital maintained that the woman’s 
sister manipulated the tube, which 
caused the obstruction of her airway 
and led to the lack of oxygen to her 
brain and subsequent brain damage.

A jury verdict was rendered nearly 
a decade after the suit initially was 
filed, and it happened to be released 
the day after the woman died. The 
jury found the hospital was negligent 
for allowing the woman’s airway to be 
blocked and failing to get her airway 
unobstructed in a timely manner. 
The jury awarded the woman more 
than $20 million in damages, which 
consisted of approximately $1.7 
million for past emotional distress 
and medical expenses; $4.5 million 
for disfigurement and loss of normal 
life; and more than $14 million for 
future medical expenses, emotional 
distress, and pain and suffering. Due 
to the woman’s passing, her estate will 
receive the proceeds of the award.

What this means to you: While 
the facts are in conflict regarding how 
the tracheostomy tube came to be 
blocking the patient’s airway, this case 
demonstrates how the act of a third 
party, not related to the healthcare 
of the patient, can lead to liability 
for the hospital (and physicians, 
depending on your venue) treating a 
patient. The hospital subject to the 
above-described litigation maintains 
that it was the patient’s sister who 
manipulated the tracheostomy tube 
when the area began to bleed and the 
patient complained of discomfort. 
Nevertheless, the facts that the patient 
was under the care of the hospital, 
had her airway obstructed, and the 

staff members were unable to clear 
the patient’s airway in a timely 
manner led to more than $22 million 
of liability and a traumatic injury 
for the hospital’s patient. Given the 
magnitude of the consequences that 
can arise from a simple action of a 
hospital guest, such as manipulating 
a tracheostomy tube, hospitals and 

physicians should take steps to 
ensure that the care they provide 
is not hindered by any third party. 
Possible steps to prevent this type of 
liability could include monitoring 
guest visits, limiting guest access for 
patients during sensitive times of their 
treatments, and providing explicit 
instructions to guests not to interfere 
with any medical treatments.  

Note that every hospital is licensed 
under the Conditions of Participation 
in the Medicare and Medicaid 
programs. Those Conditions require 
that members of the nursing staff are 
assigned to patients for whom they 
have proven competencies to provide 
care. The hospital must provide nurses 
competent to handle tracheostomy 

tubes. Staff members must be able to 
recognize irregularities and respond 
emergently. Anything less is below 
the standard of care and raises the 
risk of harm to the patient and 
liability to the hospital. Physicians, as 
members of hospital medical staffs, 
can and should insist that hospital 
leaders provide experienced nursing 
staff members able to provide for the 
needs of their patients and the ability 
to teach family members and other 
visitors about precautions related to a 
patient’s particular medical need, as in 
this case.

This case also illustrates the need 
to proactively address the needs 
of patients before an emergency 
situation results. The patient in 
this case claimed that, while in the 
presence of her sister, she informed 
her nurse and attending physician 
that her tracheostomy tube was 
causing her discomfort, yet nothing 
was done until the tracheostomy tube 
was blocking the patient’s airway. 

Had the patient’s tube been 
adjusted earlier by staff members or 
had an explanation been provided 
to the patient and her guest that 
the tracheostomy tube was to be 
removed shortly and was not to be 
manipulated in the meantime, the 
injury and resulting legal liability 
might have been avoided.

Liability in this case was imposed 
despite the hospital’s assertion 
that the patient’s guest created the 
circumstance that led to the patient’s 
injuries. As such, staff membesr 
should seek to proactively address 
the needs of uncomfortable patients 
before the situation is made worse 
by the patient or the patient’s guests 
attempting to address the issue 
themselves. 

REFERENCE

 Circuit Court of Cook County, IL, Case 

No. 06 L 5913 (Dec. 4, 2015).  n

THE JURY FOUND 
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Careful: HIPAA mental health change
is limited, and not a free-for-all

President Obama’s recent 
announcement that he is 
changing the Health Insurance 

Portability and Accountability Act 
(HIPAA) to allow reporting of 
patients with mental health issues 
drew acclaim from gun control 
advocates, but the effect on healthcare 
providers was not clear. Some legal 
experts caution that, despite how 
the rule change is being reported 
in the general media, it is not a 
broad HIPAA modification and will 
apply only to a subset of healthcare 
providers.

Don’t let your physicians and 
staff misunderstand the rule change 
and think they have carte blanche to 
report patients whom they fear could 
be violent at some point. In most 
cases, that reporting still would be a 
HIPAA violation.

Most healthcare organizations 
don’t report mentally ill patients to 
the Federal Bureau of Investigation’s 
National Instant Criminal Back-
ground Check System (NICS), the 
federal database used to conduct 
background searches on people who 
want to buy guns. The database 
is intended to prevent guns from 
being sold to prohibited individuals, 
primarily felons, but also anyone 
deemed “mentally defective” or who 

has been involuntarily committed 
to a mental institution. The Justice 
Department reports that the database 
has prevented more than 2 million 
guns from getting into the wrong 
hands since it was created in 1998, 
with most of the data coming from 
state civil court systems. 

Previously, the Department of 
Health and Human Services didn’t 
allow reporting to NICS under 
the HIPAA exemption when law 
enforcement agencies inquired about 
a person, even if the person posed 
a serious threat to health or safety. 
Some state agencies could report 
those individuals by separating 
patient healthcare information 
from other state data, but for the 
most part, the NICS received little 
such information. A 2012 General 

Accountability Office report stated 
that 17 states had submitted fewer 
than 10 records of people prohibited, 
for mental health reasons, from legally 
buying guns.

Intending to improve the 
reporting, the Department of Health 
and Human Services (HHS) Office 
for Civil Rights (OCR) issued a final 
rule, which took effect this month. 
That rule clearly states that, for some 
covered entities, there is no HIPAA 
prohibition on reporting patients 
with mental health issues to the 
NICS. (The rule is available online at 
http://tinyurl.com/h5526mc.) The new 
rule states that HHS is modifying 
HIPAA “to expressly permit certain 
HIPAA covered entities to disclose 
to the National Instant Criminal 
Background Check System (NICS) 
the identities of individuals who 
are subject to a Federal ‘mental 
health prohibitor’ that disqualifies 
them from shipping, transporting, 
possessing, or receiving a firearm.” 
Note that OCR addressed the change 
only to “certain” covered entities. 

The rule also specifies some 
limitations: “Under this final rule, 
only covered entities with lawful 
authority to make the adjudications 
or commitment decisions that make 
individuals subject to the Federal 

“THE WAY IT’S 
BEEN REPORTED IN  

THE MEDIA
 AND WHAT IT IS 
ARE ACTUALLY 

TWO DIFFERENT 
THINGS.”
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mental health prohibitor, or that 
serve as repositories of information 
for NICS reporting purposes, are 
permitted to disclose the information 
needed for these purposes. The disclo- 
sure is restricted to limited demogra- 
phic and certain other information 
needed for NICS purposes. The rule 
specifically prohibits the disclosure 
of diagnostic or clinical information, 
from medical records or other 
sources, and any mental health 
information beyond the indication 
that the individual is subject to the 
Federal mental health prohibitor.”

Clarifying existing law

Essentially, OCR is affirming what 
already was the law under HIPAA, 
explains Abner E. Weintraub, a 
HIPAA consultant in Oregon City, 
OR.

HIPAA already allowed certain 
healthcare providers and the state 
agencies to report mental health 
issues to NICS without violating 
HIPAA, but the complexity of the 
law and the potential for substantial 
fines and other consequences caused 
many of them to hesitate and play 
it safe by deciding not to report, he 
explains. In the modified rule, OCR 
explains that those providers and 
agencies already had ways to report, 

but that they often required setting 
up separate entities and databases 
to keep information separate. That 
requirement was a burden and, 
as OCR describes, “despite these 
avenues for disclosure, many States 
still were not reporting to the NICS 
essential information on persons 
prohibited from possessing firearms 
for reasons related to mental health; 
concerns were raised that the 
HIPAA Privacy Rule’s restrictions on 
covered entities’ disclosures of PHI 
[protected health information] might 
be preventing certain States from 
reporting the relevant information to 
the NICS.”

Healthcare providers can easily 
misinterpret the rule change, 
Weintraub cautions. The change 
— or more appropriately, the 
confirmation or clarification — 
applies only to state agencies or 
any other entity that is designated 
by a state to report information to 
the NICS. This group can include 
healthcare providers that operate 
within one of those agencies, such as 
state mental health facility.

“This is a very, very narrow 
change that affects a narrow group of 
providers. It does not affect 95% of 
healthcare providers, and it does not 
make any change to the requirements 

or prohibitions regarding health 
information for most medical 
providers,” Weintraub says. “Because 
of the news reports going around, 
people think this affects all medical 
providers, but it does not. This is 
a huge misunderstanding in the 
making.”

The healthcare providers most 
likely to fall under this part of HIPAA 
are those that have a contract to 
provide mental health assessments 
to courts, Weintraub explains. The 
new rule is an amendment to section 
164.5 12 by adding a paragraph 
stating unequivocally that HIPAA 
does not prohibit those covered 
entities from disclosing PHI, he says. 

“There has been a lot of discussion 
in that small circle that there is 
a conflict with HIPAA over the 
reporting that they have already 
been doing,” Weintraub says. “OCR 
had been privately advising these 
folks that there is no conflict with 
HIPAA. But with gun violence in the 
news so much lately, OCR decided 
it was necessary to provide written 
clarification that HIPAA does not 
conflict with their ability to do this 
reporting.”

Most still can’t release PHI

Other healthcare providers still 
are bound by HIPAA restrictions that 
prohibit the release of PHI, including 
a person’s mental status.

That restriction means the typical 
acute care hospital still cannot 
report to NICS that a patient has a 
mental illness and could be violent, 
Weintraub explains. However, 
healthcare providers have always 
been allowed, even obligated, to 
report to law enforcement when 
patients pose a threat of imminent 
harm to themselves or others, he 
notes. HIPAA has never prohibited 
that reporting, and it still doesn’t, 
Weintraub says.

EXECUTIVE SUMMARY

President Obama recently announced a change to the Health Insurance 

Portability and Accountability Act (HIPAA) that allows healthcare providers to 

report patients with mental health issues to a national criminal background 

database. The move is intended to prohibit gun sales to mentally ill people 

with a potential for violence.

• Some healthcare providers have debated whether HIPAA previously 

prohibited such reports.

• The rule change only affirms that a subset of healthcare providers can 

report patients with mental illness.

• HIPAA still prohibits most healthcare providers from reporting such 

concerns.
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“This was a clarifying change to 
a single section of HIPAA aimed 
at a very narrow segment of courts 
and agencies, and a very few medical 
providers involved with those courts 
and agencies, that were already 
allowed to report to NICS,” he says.

Risk managers should be on the 
lookout for physicians and staff 
who misinterpret this HIPAA rule, 
says R. Stephen Trosty, JD, MHA, 
ARM, CPHRM, president of Risk 
Management Consulting in Haslett, 
MI, and a past president of the 
American Society for Healthcare Risk 
Management (ASHRM) in Chicago.

“The way it’s been reported in the 
media and what it is are actually two 
different things. It’s very confusing,” 
Trosty says. “I hope risk managers 
will look into the actual regulation 
and not just go on what the media 
reports. They will find that, in most 

cases, it doesn’t affect them and 
nothing has changed.”

Trosty is more concerned about 
physicians. If they are removed from 
the hospital’s education pipeline, 
where the risk manager should 
educate staff about what the rule 
change means, physicians and their 
practice staff might rely on media 
reports that give the impression that 
they can report patients with mental 
issues, he says. Many physician offices 
don’t keep up with HIPAA details on 
a day-to-day basis, he notes.

 “Given what’s been happening 
with the shootings lately, all the 
concern over that, they may decide 
that it’s better to be safe than sorry. 
They want to do the right thing, so 
they try to report the patient to the 
database,” Trosty says. “Of course, 
that’s going to get them in trouble.”

Risk managers should ensure 

that education about the HIPAA 
rule includes not just hospital staff 
but also physicians and their staffs 
who are affiliated with the hospital 
or health system, Trosty advises. Too 
often, he says, physicians are left 
out of the loop when risk managers 
provide education.

“The liability is going to be on 
the hospital or health system if 
the physicians in that system do 
something wrong,” Trosty says. 
“This is a potential liability issue that 
can have very substantial financial 
consequences.”
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Data analysis reveals most common HIPAA violators

S everal large pharmacy chains 
and health systems are among 

the most frequent violators of 
the Health Insurance Portability 
and Accountability Act (HIPAA), 
according to a recent report from 
ProPublica. 

 Among healthcare providers 
nationwide that repeatedly violated 
HIPAA between 2011 and 2014, 
some of the top offenders were the  
following:

• Department of Veterans Affairs;
• CVS;
 • Walgreens;
• Kaiser Permanente;
• Wal-Mart.
Interestingly, however, these repeat 

offenders were not punished by the 
Department of Health and Human 
Services (HHS) Office for Civil 
Rights (OCR).

ProPublica, which describes 

itself as an independent, non-profit 
newsroom that produces investigative 
journalism in the public interest, 
found that in more than 200 
instances of HIPAA violations during 
those four years, OCR only reminded 
CVS of its obligations under the law 
or accepted its pledges to improve 
privacy protections. ProPublica 
acknowledges that the organizations 
with the most HIPAA violations are 
all large healthcare providers with 
many locations that serve millions 
of patients each year, increasing the 
likelihood of HIPAA violations. 
ProPublica counted as violations 
those complaints that resulted in 
corrective-action plans submitted 
by a health provider or “technical 
assistance” provided by the Office for 
Civil Rights on how to comply with 
the law.

Offenses by the top violator, the 

Department of Veterans Affairs, 
included incidents of employees 
accessing patient files of co-workers 
and patients they were not treating.

ProPublica reports that one 
employee accessed her ex-husband’s 
medical record more than 260 times, 
while another accessed the records of 
a patient 61 times and posted details 
on Facebook. A third provided a 
patient’s health information to his 
parole officer, ProPublica reports.

ProPublica also is using the 
HIPAA violation data to launch 
a new tool called HIPAA Helper, 
which allows searching for reports of 
privacy violations by provider, which 
is apparently the first such resource 
offered to the public. (HIPAA 
Helper can be accessed at https://
projects.propublica.org/hipaa. The full 
ProPublica report is available online at 
http://tinyurl.com/gu2vfep.) n
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HHS offers guidance to patients
on accessing their protected health information

R esponding to complaints that 
the Health Insurance Portability 

and Accountability Act (HIPAA) 
sometimes makes it difficult for 
patients to obtain their own medical 
records, the Department of Health 
and Human Services (HHS) Office 
for Civil Rights (OCR) recently 
issued guidance to help people 
better exercise their existing rights 
for accessing that information. The 
guidance also might prove useful to 
healthcare providers when patients 
make unreasonable demands for 
information.

 HIPAA always has allowed 
patients to access and obtain a copy 
of their personal health information 
under the HIPAA Privacy Rule, 
explains OCR Director Jocelyn 
Samuels in a blog post announcing 
the guidelines. (Her blog is available 
online at http://tinyurl.com/gptzh6m.)

Samuels says the guidance 
explains the scope of information 
covered by HIPAA’s access right; the 
narrow exceptions to the right and 
other mandated elements, including 
timeliness; the form and format 
for providing access; and how the 
HIPAA access right intersects with 
patient access requirements under the 
electronic health record meaningful 
use and incentive program.

 “The HIPAA Privacy Rule has 
always provided individuals with 
the right to access and receive a 
copy of their health information 
from their doctors, hospitals and 
health insurance plans,” Samuels 
writes in her blog. “Unfortunately, 
based on recent studies and our own 
enforcement experience, far too often 
individuals face obstacles to accessing 
their health information, even from 
entities required to comply with 

the HIPAA Privacy Rule. This must 
change.”

Samuels announced the release 
of a fact sheet and the first in a 
series of topical Frequently Asked 
Questions (FAQs) to further clarify 
individuals’ right under HIPAA to 
access and obtain a copy of their 
health information. The set of FAQs 
addresses the scope of information 
covered by HIPAA’s access right, 
the very limited exceptions to 
this right, the form and format in 

which information is provided to 
individuals, the requirement to 
provide access to individuals in a 
timely manner, and the intersection 
of HIPAA’s right of access with the 
requirements for patient access under 
the HITECH Act’s Electronic Health 
Record (EHR) Incentive Program. 

A key explanation in the guidance 
addresses how individuals have a right 
to access protected health information 
(PHI) in a “designated record set.” 
It also delineates the limits of what 

healthcare providers are required 
to provide. OCR explains that a 
designated record set is defined at 45 
CFR 164.501 as a group of records 
maintained by or for a covered entity 
that includes these documents:

• medical records and billing 
records about individuals maintained 
by or for a covered healthcare 
provider;

• enrollment, payment, claims 
adjudication, and case or medical 
management record systems 
maintained by or for a health plan; 

• or other records that are used, 
in whole or in part, by or for the 
covered entity to make decisions 
about individuals. This last category 
includes records that are used to 
make decisions about any individuals, 
whether or not the records have 
been used to make a decision about 
the particular individual requesting 
access. 

“Thus, individuals have a right to 
a broad array of health information 
about themselves maintained by 
or for covered entities, including: 
medical records; billing and payment 
records; insurance information; 
clinical laboratory test results; medical 
images, such as X-rays; wellness and 
disease management program files; 
and clinical case notes; among other 
information used to make decisions 
about individuals,” the guidance 
notes. “In responding to a request 
for access, a covered entity is not, 
however, required to create new 
information, such as explanatory 
materials or analyses, that does not 
already exist in the designated record 
set.”

The OCR fact sheet and FAQs are 
available online at http://tinyurl.com/
gsu7zao.  n
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PATIENTS MAKE 
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DEMANDS FOR 
INFORMATION.


