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ELEVATED 
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PROFILE PATIENTS.

Prince Lawsuit Shows Risks of 
‘Star Treatment’ for Celebrity 
Patients

The hospital that treated musician 
Prince a week before his fatal 
drug overdose in 2016 is facing a 

lawsuit that claims the facility, its parent 
companies, a physician, and a pharmacy 
professional are liable in his death. 
Regardless of the merit of the allegations, 
the lawsuit shows the 
elevated liability risk 
that can come with 
treating celebrities 
and other high-
profile patients.

Hospitals often 
welcome celebrity 
patients because they 
give prestige to the 
organization and im-
ply a high quality of 
care, since the famous 
and wealthy presum-
ably could be treated 
anywhere they like, notes 
Benjamin J. Fenton, JD, 
partner with the Fenton Law Group in 
Los Angeles. That could change, he says.

“I imagine this will cause hospitals 
to think more carefully about taking 
some of these high-profile patients 
because of the potential exposure for 
really substantial damages. This is a 
malpractice case, but the unique aspect 
is the potential size of the damages,” 

Fenton says. “Prince’s kin 
can credibly argue that 
the malpractice cost 
him and his family 
hundreds of millions 
of dollars. Probably the 
most important part 
of these cases is what 
you can contend the 
damages are, and with 
a celebrity like this, 
the damages can be 
enormous.”

Prince’s family is 
suing Trinity Medical 

Center, the Moine, IL, 
hospital where Prince was 

treated, along with its parent companies. 
The lawsuit also names Nicole F. 
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EDITORIAL QUESTIONS 
Call Editor Jill Drachenberg,  

(404) 262-5508

EXECUTIVE SUMMARY

The family of the late singer Prince is suing a hospital that treated him for 

his drug overdose two years ago . The case highlights the risks healthcare 

providers face from treating high-profile patients .

• Celebrity status can lead healthcare providers to change the standard of 

care, often unwittingly .

• Risk managers should emphasize this risk to all caregivers .

• The potential earning power of a celebrity often drives resulting malpractice 

allegations .

Mancha, MD, a doctor who treated 
Prince at the hospital, as well as an 
unidentified pharmacist or pharmacy 
employee whom the lawsuit says 
“consulted” in the care. The family 
also is suing the Walgreens pharmacy 
where Prince filled prescriptions.1

The lawsuit was filed a few days 
after authorities in Minnesota 
announced that no one would be 
criminally charged in the opioid 
overdose death. The lawsuit claims 
that Prince received improper 
medical care at the hospital after his 
private plane made an emergency 
landing in Moline following a show 
in Atlanta on April 15, 2016. He 
was on the way to his home in 
Minneapolis.

The legendary singer’s death was 
a “direct and proximate cause” of 
the hospital failing to appropriately 
diagnose and treat the opioid 
overdose, as well as its failure to 
investigate the cause and provide 
proper counseling, the lawsuit claims.

Carver County, MN, law 
enforcement authorities investigated 
the death and released their 
conclusions that Prince most likely 
overdosed that night on opioids that 
the singer thought were prescription 
medicines like Vicodin, but were 
black market versions containing 
fentanyl, a much more powerful 
drug. The investigators determined 
that six days after his treatment at 

Trinity Medical Center, Prince took a 
counterfeit drug containing fentanyl 
that led to his death at 57.2

The authorities did not determine 
where the tainted drugs came from 
and decided not to charge anyone in 
the death.2

The law firm representing Prince’s 
family issued a statement saying 
Prince’s death was another caused 
by the opioid epidemic. “What 
happened to Prince is happening to 
families across America,” the firm 
said. “The family wishes through its 
investigation to shed light on this 
epidemic and how to better the fight 
to save lives. If Prince’s death helps 
save lives, then all was not lost.”1

The hospital issued a statement 
saying it does not comment on 
pending litigation.

Fentanyl also was the drug 
responsible for singer Michael 
Jackson’s death in 2009, and singer 
Tom Petty’s death in 2017 was 
attributed to an accidental drug 
overdose as a result of mixing 
medications that included fentanyl, 
oxycodone, temazepam, alprazolam, 
citalopram, acetyl fentanyl and 
despropionyl fentanyl.3

When actor Heath Ledger died in 
2008, authorities cited the cause as 
a “prescription drug overdose,” later 
determined to include oxycodone, 
hydrocodone, diazepam, and 
alprazolam.



62   |   HEALTHCARE RISK MANAGEMENTTM / June 2018 HEALTHCARE RISK MANAGEMENTTM / June 2018   |   63

Another celebrity death, this 
one not related to a drug overdose, 
also holds insight into the potential 
risks of treating patients with 
extraordinary earning potential. The 
family of actor Bill Paxton filed a 
wrongful death lawsuit in February 
2018 against Cedars-Sinai Medical 
Center in Los Angeles, also naming 
the surgeon who performed the 
actor’s heart surgery shortly before he 
died.4

The complaint alleges that the 
actor died because the surgeon 
unnecessarily chose to use a “high-
risk and unconventional surgical 
approach” that he lacked the 
experience to perform. The actor’s 
family also claims that surgeon Ali 
Khoynezhad, MD, downplayed 
the procedure’s risks. In addition, 
the hospital knew the surgeon 
engaged in “maverick surgeries” and 
used “suboptimal judgment,” the 
lawsuit claims. Cedars-Sinai issued 
a statement saying it could not 
comment on pending litigation.

These recent celebrity-related 
lawsuits should prompt risk 
managers to reassess how high-profile 
patients are recruited to the hospital 
and how they are treated, Fenton 
says. They cannot be turned away 
simply because of celebrity status, 
of course, but surgeons and hospital 
leaders do not have to actively solicit 
their business in search of prestige, 
either, he notes.

“This is now something that 
hospitals and other providers are 
going to be thinking about. With 
these high earners, what is their 
financial liability if something goes 
wrong?” he says.

In the Prince case, the hospital 
could be found liable even if 
the artist did not die from the 
medication actually provided at the 
facility that day, Fenton notes. If he 
was prescribed a course of treatment 

that included the medications 
ultimately responsible for his death, 
it is possible for the hospital and the 
other defendants to be held liable, 
he says.

The Prince case and others 
related to opioids also highlight 
the potential risk of providing “star 
treatment” to celebrity patients, 
Fenton says. The Prince estate 

alleges that the opioid prescriptions 
were not appropriate, and Fenton 
says there always is the danger of 
clinicians being star-struck, eager 
to accommodate and please a 
celebrity, and they may lower the 
standard of care either consciously 
or unconsciously. For instance, that 
could result in a physician being 
too generous with prescriptions 
for addictive opioids and other 
medications.

“With these huge celebrities, 
I’m sure it’s hard not to prescribe 
an opioid when the client wants it. 
Physicians are human like the rest 
of us and they can feel the pressure 
of trying to please someone like 
that and they want that positive 
association with someone famous,” 
he says. “Clinicians have to resist 

that temptation, and that requires 
first acknowledging that they can 
be subject to those feelings just 
like anyone else. They have to 
consciously work to provide the 
same level of care they would to 
anyone else, not caving to the wishes 
of a high-profile client.”

Risk managers should remind 
physicians of the risk and encourage 
them to resist any inclination to 
provide star treatment, and to not 
be intimidated by a patient trying to 
use his or her celebrity status to get 
what they want, Fenton says.

“Being dazzled by the celebrity 
and letting that influence your care 
decisions can only get you in trouble,” 
Fenton says. “It is incumbent on 
physicians, with the support of risk 
managers and the hospital, to put 
aside any pressure they may feel to 
treat celebrity clients any differently 
than other patients.”  n
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EXECUTIVE SUMMARY

Healthcare workers are at increased risk of injury, compared to other industries . 

Controlling the associated costs requires a multipronged effort .

• The incidence and costs of workplace injuries may be underreported in the 

healthcare industry .

• Proper lifting and other safe practices must be not only taught, but enforced .

• Timely reporting of injuries is important to reducing long-term costs .

Minimize Workers’ Compensation Costs  
With the Right Approach

Workers’ compensation claims 
are a major concern for 

healthcare risk managers and can 
create tremendous liability for the 
healthcare organization, but careful 
attention to injury prevention and 
proper handling of claims can keep 
the costs to a minimum.

Most workplace injuries in 
healthcare facilities result in a formal 
complaint petition for workers’ comp, 
at least in New Jersey, says Matthew 
Gitterman, JD, partner with the 
Biancamano & Di Stefano law firm 
in Edison, NJ. He defends workers’ 
comp cases for hospitals, nursing 
homes, and rehabilitation facilities.

“Particularly in hospitals and 
nursing homes, I’m seeing a lot of 
claims involving nurses or nurse’s 
aides helping lift patients and 
sustaining back injuries,” Gitterman 
says. “I’d say over 50% of the cases 
I see are that specific fact pattern. 
There also are slip-and-fall injuries, 
repetitive motion, and occasionally 
something falling on someone, or a 
violent patient.”

Risk managers should focus much 
of their resources on preventing 
those back injuries, Gitterman says. 
That will involve formal training 
and ensuring that there are enough 
staff members available to help lift a 
patient, he says.

“Very often these organizations just 
don’t have enough staff to put three 
or four aides on task for moving a 
patient, and I think that can be a very 
big mistake. You should err on the side 
of more and not less when assigning 
aides to move a patient,” he says. “I 
see descriptions of a 110-lb. employee 
moving a 260-lb. patient, and that’s 
just a recipe for disaster. I’m sure most 
providers have policies in place but I 
would guess that on a day-to-day basis, 
due to staffing issues, they try to cut 
corners. That’s where injuries occur.”

Hold Staff Accountable 

for Policies

That observation is seconded by 
Paul S. Mazeski, JD, shareholder with 
the law firm of Buchanan Ingersoll & 
Rooney in Pittsburgh. He encourages 
healthcare clients to establish policies 
that require a minimum two-person 
lift.

“The best thing you can do is 
provide good training for supervisors 
in the company’s policies, and then 
train the frontline staff as well,” he 
says. “If they are not complying 
with those policies, they have to be 
disciplined because otherwise you are 
going to run into problems down the 
road.”

Remember that it is not just nurses 
and aides who get hurt. Physicians 
can be injured as well, and that can 
expose the hospital to much greater 
liability for loss of income. (See the 
story on page 66 for more on that risk 
and the perspective of an attorney 
representing injured workers.)

Once an injury occurs, proper 
documentation can be the key to 
limiting future liability, Gitterman 
says. Fully and carefully document 
what happened, why the injury 
occurred, and, most importantly, 
exactly what injuries were sustained, 
he says.

“I see cases all the time where you 
had someone injure their back and 
then six months later, all of a sudden, 
the neck or shoulder comes into 
play,” he says. “If the documentation 
was what it should be from day one, 
it’s very easy for me to have that 
documentation reviewed by a medical 
expert who can write an opinion 
that limits the extent of the claim to 
just what was initially involved. If 
you don’t have that documentation, 
it becomes difficult to defend the 
additional body parts.”

Gitterman also encourages risk 
managers to investigate suspicious 
claims, ensuring that disabled 
workers are not employed elsewhere 
or taking part in activities they 
supposedly cannot perform because 
of their injuries. Also, be sure to 
check a claimant’s health background 
thoroughly for previous conditions 
that were not divulged in the workers’ 
comp claim.

Be careful to include staff who 
work outside the facility, such as 
therapists or aides who visit patients 
in their homes, in any risk reduction 
policies, Mazeski says.
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“It is imperative that the 
employers maintain control over the 
work performed in those homes, and 
also the travel between the homes. 
They should be trained in safe lifting 
and other techniques to reduce 
injuries, and they should be held 
accountable for complying with those 
procedures,” he says. “There also is 
a significant issue of when they are 
in the course of their employment 
— whether it begins when they get 
to the house, or whether they are in 
employment throughout the day — 
that might be decided on a state-by-
state basis.”

Larger hospitals and health 
systems tend to use a more proactive 
approach to handling workers’ comp 
claims, sending injured workers to 
well-qualified physician panels for 
treatment and making work available 
to claimants, Mazeski says.

“Getting people back to work 
sometimes means you can avoid lost 
time claims. Healthcare providers 
can be more astute in this area with 
getting people to the appropriate 
treatment and back to work, better 
than what we see in some other 
industries,” he says. “We’ll see a lot of 
situations where people get with the 
wrong healthcare provider, don’t get 
the right treatment, and they’re out 
of work longer than they have to be. 
Healthcare providers tend to be better 
with that when their own people are 
injured.”

Claims Increasing  

With Industry

The incidence of workers’ comp 
injuries, and the associated costs, are 
growing with the healthcare industry, 
notes Christopher L. Pizzo, JD, an 
attorney with the LeClairRyan law 
firm in Newark, NJ. The healthcare 
industry is projected to grow 

substantially faster than the average 
rate compared to all occupations, 
with the Bureau of Labor Statistics 
(BLS) estimating that there will be 
2.3 million new jobs in healthcare 
added between 2014 and 2024, 
which represents a 19% increase.

“With growth comes the added 
potential for work-related injuries 
and illnesses. Healthcare and social 
assistance employees already account 
for very high statistical rates of 
injury and illness in private industry, 
so growth will only add to that 
exposure,” Pizzo says.

He points to a recent BLS study 
showing that, due to the physical 
nature of hospital jobs, those 
employees face a higher incidence of 
injury and illness — six cases per 100 
full-time workers — than employees 
working in other industries such as 
constructions and manufacturing, 
which are usually considered 
dangerous occupations. (That study 
is available online at: https://bit.
ly/2KWyXT0.)

In 2014, workers in the hospital 
sector sustained 294,000 nonfatal 
work-related injuries from the more 
than 5.1 million employees in that 
category. The leading type of work-
related injuries in healthcare are 
strains and sprains, which account for 
35% of all workplace injuries, Pizzo 
notes.

Approximately one in five 
injury and illness cases reported by 
private industry employers in 2016 
occurred in healthcare and social 
assistance industries. About half of 
all nonfatal injury and illness cases 
reported among private industry 
establishments in 2016 occurred in 
just three industry sectors: healthcare 
and social assistance, manufacturing, 
and retail trade.

“Healthcare workers involved in 
patient care have a specific exposure 
to injury in that manual lifting can 

injure caregivers and put them as well 
as patients at risk of falls, fractures, 
and bruises. A related risk that is 
not direct workers’ compensation 
exposure but can cross over from 
liability into workers’ compensation 
due to its impact on workers is that 
caregiver fatigue, injury, and stress 
are tied to a higher risk of medication 
errors and patient infections,” Pizzo 
says.

High Risk for Injury

BLS data show that 48% of 
injuries resulting in days away from 
work are caused by overexertion or 
bodily reaction, including motions 
such as lifting, bending, reaching, 
or slipping without falling, and 
these motions often relate to patient 
handling, he notes. Sprains and 
strains account for 54% of injuries 
that result in days away from work 
and account for the largest share of 
workers’ compensation claim costs for 
hospitals, Pizzo says.

“The very nature of the healthcare 
environment creates a large exposure 
for injury and an array of potential 
dangers. The occupation can be very 
physical, requiring moving large 
and heavy patients into positions for 
proper care,” Pizzo says. “There is the 
possibility of encountering a patient 
who poses a physical threat of harm, 
whether they are affected by drugs 
or alcohol or mental and physical 
disorders. There are exposures to 
viral and bacterial substances which 
can cause unseen injury with latent 
manifestation. There are also many 
healthcare workers who are in the 
field and private homes, rendering 
care on a singular basis which creates 
the opportunity for situations to arise 
that cause injury and illness.”

Workers in hospitals, nursing 
homes, and other healthcare settings 
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also face significant risks of workplace 
violence, Pizzo notes, and resulting 
injuries can become workers’ comp 
claims. Many factors contribute to 
this risk, including working directly 
with people who have a history of 
violence or who may be delirious or 
under the influence of drugs. (See the 
related story on page 68 for more on 
addressing workplace violence.)

Workers’ comp claims related to 
workplace violence may involve more 
serious injuries and higher costs for 
the employer. From 2002 to 2013, 
the rate of serious workplace violence 
incidents (those requiring days off for 

an injured worker to recuperate) was, 
on average, more than four times 
greater in healthcare than in private 
industry, Pizzo notes.

“In fact, healthcare accounts 
for nearly as many serious violent 
injuries as all other industries 
combined. Many more assaults or 
threats go unreported,” he says.

Costs May Be 

Underestimated

The cost of medical treatment for 
healthcare workers’ compensation 

claims may be underestimated 
because unlike other industries, 
hospitals can treat their own 
injured workers onsite and hospital 
employees often are given an 
“employee discount” for treatment, 
Pizzo says. Many hospitals also are 
self-insured, so they bear the entire 
cost of workers’ compensation losses 
directly.

“From the healthcare risk 
management perspective, given the 
predicted growth in all healthcare 
sectors and the risks and exposures 
particular to that industry, there 
are numerous risk factors that can 

Physician Injuries Can Create Even Higher  
 Workers’ Comp Costs

Workers’ comp injuries in healthcare most commonly affect nurses and aides, who are more often involved with 
high-risk activities like moving patients, but physicians also can be injured on the job. The potential cost from 

loss of income can skyrocket, says Brian M. Mittman, JD, managing partner and owner of Markhoff & Mittman, The 
Disability Guys, a New York law firm that represents people with workers’ comp claims.

“You have a highly skilled individual who’s trying to get back to work because the hospital wants him to be at full 
capacity,” Mittman explains. “You might have a trauma surgeon who was injured in a slip and fall in the ED, with 
legitimate and severe injuries, but wants to come back and work just on paperwork or performing rounds. The hospital 
says no and won’t accommodate them within their limitations because of bureaucratic rules.”

The excuse typically is that there is no “light duty” function for such a highly skilled professional, but Mittman says 
that is a bad strategy that can lead the injured party to put all their energy into aggressively pursuing workers’ comp 
rather than the job they’d rather be doing in a limited capacity.

“There is a way to develop return-to-work protocols for skilled professionals, and it’s worth it to your organization,” 
he says. “When you lose a physician or a skilled nurse or a phlebotomist, you can go out and find another — but look 
at the cost of onboarding a new professional like that. You end up with higher workers’ comp costs from the injury and 
then higher costs in terms of resources to bring in someone else, train them in your ways, and the costs in quality of 
care while that person gets up to speed.”

Mittman says he routinely sees workers’ comp cases in which the healthcare employer could have handled the case 
better, with a more satisfactory outcome for both the employer and the patient.

“I’d love to have risk managers reaching out to me more often to work out a return-to-work plan that is acceptable 
to everyone, because that is what most injured workers want and need. They want to return to work if it can be done 
under the right conditions,” he says. “Now it doesn’t work if you have them assigned to light duty, but when they get 
there they’re told to push this bed and move that patient because the work has to get done. It’s all about finding the 
solution that works best for both parties.”  n
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cause not only injuries but also 
cause increased costs of workers’ 
compensation claims when injuries 
do occur,” Pizzo says. “Some of the 
leading factors to be considered 
and strategies for reducing or even 
eliminating the exposure are cause of 
injury, age of the worker, health of 
the worker, and timely reporting of 
the claim.”

Regarding the cause of injury, 
Pizzo notes that heavy lifting is 
required for many healthcare workers 
because they are assisting patients 
who are unable to lift or move 
themselves. Sprains and strains can 
be minimized by proper and safe 
patient lifting techniques. Overall 
education is needed to improve loss 
prevention, but so is enforcement of 
use of proper techniques, he says.

“Too many times in the course 
of litigation defense, counsel is told 
by the injured worker and their co-
workers that there were proper lifting 
techniques given by the employer, 
but that they were rarely enforced,” 
Pizzo says.

Strategies to  

Reduce Risk

He urges risk managers to 
implement the following strategies:

• Train healthcare workers on 
safe patient handling guidelines. 
Safe Patient Handling and Mobility 
(SPHM) programs that set guidelines 
and promote best practices are critical 
to ensuring the safety of employees as 
well as patients.

• Provide education and training 
in using mobility equipment and 
assistive devices.

• Closely examine employee skill 
sets for proper job placement and 
assignment.

• Provide proper employee breaks.
• Consider equipment 

modifications, environmental 
improvements, and tools that can 
reduce injury.

• Enforce safe patient handling 
guidelines.

The relative age of workers is 
important because by the year 2020, 
many workplaces will have five 
generations of employees working 
alongside each other, Pizzo notes. 
Healthcare workers such as nurses are 
no exception, as research indicates 
nearly half of all currently registered 
nurses will reach retirement age by 
2020, he says.

“Thus, this is a risk to the 
healthcare industry that exceeds the 
general aging population everywhere. 
Care must be given to avoid even the 
appearance of age discrimination, 
but the reality is that the workforce 
is aging and employers must be 
ready to cope with the needs of their 
workforce,” he says.

To address the age-related risk, 
Pizzo recommends implementing 
technology and tools that assist 
older workers, as well as designing 
ergonomic workplaces that reduce 
physical demands and eliminating 
trip, slip, and fall risks. He also 
recommends offering, or even 
requiring where permissible, 
participation in physical wellness 
programs to strengthen workers, 
including body mechanics, 
stretching, and team-building to 
help older workers teach younger 
employees and facilitate connection 
with the job.

Experienced employees also can 
act as mentors to younger healthcare 
workers, teaching them about the 
risk of injury and how to stay safe on 
the job, he says.

The health of the worker 
is another factor to consider. 
Research indicates that compared 
to 20 other industries, the U.S. 
healthcare industry has the second-

highest rate of obesity, Pizzo notes. 
Although there are many factors 
that contribute to a worker’s overall 
personal health, there is statistically 
a direct relationship between body 
mass index (BMI) and workers’ 
compensation claims resulting in 
costs and lost workdays.

To address the risk factor related 
to worker health, Pizzo advises 
providing an onsite fitness center 
with instruction on proper mechanics 
and stretching. If this is not feasible 
due to size and/or cost, then access 
to offsite fitness programs and 
tie-ins with other incentives for 
participation can be effective, he says.

Healthcare employers also can 
offer nutritional guidance and 
promote healthier eating practices, 
with incentives for a healthier 
lifestyle and regular medical 
checkups, he says. The employer also 
can foster an environment of team-
building with events like corporate 
fun runs and other group activities.

Report Claims Promptly

Timely claim reporting is 
important to reducing costs, Pizzo 
says. Because healthcare workers can 
be working inside an institution or 
in the field, it is important for all 
employees to be counseled by human 
resources and familiar with proper 
and timely accident reporting.

“It is absolutely necessary for 
employers to timely report claims 
to their administrators and/or 
carriers. Attempts by employers 
to handle claims themselves is an 
alarming recent trend, and often 
ends in loss of control of things 
like medical treatment within 
workers’ compensation rules — 
not to mention is a crime in many 
jurisdictions,” he says. “Regardless 
of the potential for fraud, however, 
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it just makes sense to report all 
claims timely, and let the workers’ 
compensation-specific professionals 
engage and mitigate the exposure. 
Attempts to handle claims without 
reporting them often end in 
protracted claims and litigation — 
and more expensive medical care 
without the safeguards and defenses 
in place such as networks, fee 
schedules, and utilization review.”

Pizzo advises conducting annual 
training on rules and reporting time 
requirements, and the employee 
should acknowledge having received 
such training. Employees should 
know whom they need to notify 
when an injury occurs.

Healthcare employers also should 
consider a drug-free workplace 
program that includes, at a 
minimum, a post-injury drug-testing 
protocol with proper procedures on 
administering the correct tests and 

documenting chain of custody for 
legal purposes.

Risk managers also must 
understand the law and rules of the 
state in which the institution does 
business regarding “first aid” claims 
vs. true medical and/or lost time 
claims, he says. This distinction can 
dramatically reduce claim exposure 
and loss experience, he says.

The institution should be 
committed to a return-to-work 
program that is structured and allows 
for modified work restrictions during 
an employee’s recovery phase, Pizzo 
advises. Consider use of a third-party 
administrator to streamline claims 
efficiency and case management, he 
says.

“It may be an understatement to 
say managing workers’ compensation 
claims in the healthcare setting can 
be a costly and challenging process. 
However, with proper procedures, 

training, equipment, and engaging 
the employee in a team approach, 
these exposures can be mitigated 
or, in some cases, even eliminated,” 
Pizzo says. “And most importantly, 
in order for any of these strategies to 
work in the whole, employers and 
risk managers must engage and take 
ownership for their own roles in the 
process.”  n
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EXECUTIVE SUMMARY

Workplace violence is a serious problem in the healthcare industry . Three-

fourths of all workplace violence occurs in a healthcare or social service setting .

• Consider both the likelihood of certain violent acts and the potential impact .

• Review internal records and industry reports for the most common types of 

violence .

• Train staff in how to handle violent patients and visitors .

Higher Risk of Workplace Violence in Healthcare 
Requires Attention

A recent Sentinel Event Alert  
 from The Joint Commission 

(TJC) emphasizes the need to 
address workplace violence in 
healthcare settings, noting that the 
Occupational Safety and Health 
Administration (OSHA) reports 
approximately 75% of nearly 25,000 
workplace assaults reported annually 

occur in healthcare and social service 
settings.

Workers in healthcare settings 
are four times more likely to be 
victimized than workers in private 
industry, TJC notes, with a 20% 
higher chance of being the victim 
of workplace violence than other 
workers.

“Alarmingly, the actual number 
of violent incidents involving 
healthcare workers is likely 
much higher because reporting is 
voluntary,” according to the alert. 
“Researchers at Michigan State 
University estimated that the actual 
number of reportable injuries caused 
by workplace violence, according 
to Michigan state databases, was as 
much as three times the number 
reported by the [Bureau of Labor 
Statistics], which does not record 
verbal incidents.” (The Sentinel Event 
Alert is available online at:  
https://bit.ly/2KPVSzf. See the 
story on page 69 for a summary of 
recommendations from TJC.)

TJC has several standards 
that relate directly or indirectly 
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to workplace violence, including 
Leadership (LD) and Rights and 
Responsibilities of the Individual 
(RI) standards that establish the 
framework for safety and security 
of all persons in the organization. 
Provision of Care, Treatment, and 
Services (PC) standards provide 
guidance addressing patient 
assessment and interventions, and 
Environment of Care (EC) standards 
address the physical environment 
and practices that enhance safety.

Consider Likelihood  

and Impact

Determining the risk of 
violence in a healthcare setting 
requires looking at two factors: the 
likelihood of occurrence and the 

significance of impact, says Jodi D. 
Taylor, JD, shareholder with the 
Baker Donelson law firm in Atlanta.

“It is less likely that an active 
shooter situation will occur. 
However, if it does, the significance 
of that impact is great. It is more 
likely in a hospital setting that 
violence will occur from patients, 
but the impact of that violence 
is less significant,” she says. “The 
more likely scenarios — patients 
with mental illness and cognitive 
deficiencies, and family members 
placed in stressful situations, 
exacerbated by unfavorable 
outcomes — pose the greatest 
threats of workplace violence, 
such as pushing, hitting, spitting, 
throwing objects, and verbal 
assaults.”

The most likely risks of 

workplace violence can be 
determined by discussions with 
employees or reviewing OSHA 
incident logs, and policies should 
address the most frequent types of 
violence. 

The less likely/big impact 
scenarios such as an active shooter 
also must be addressed, she says. 
Healthcare facilities should have an 
active shooter plan, train employees 
on the plan, and hold drills for all 
employees, she says.

Policies and procedures also 
must address issues such as weapon 
carry policies and employee codes 
of conduct, she says. The hospital 
also can consider employee 
assistance programs and wellness 
programming that focuses on stress 
relief such as walking programs, 
healthy lunch incentives, and 
perhaps even offering chair massages 
at the office. Efforts like that can 
help relieve employee stress and 
reduce the likelihood an employee 
will engage in a violent act at work.

“It also is critical to train office 
staff on how to handle patient 
or visitor aggression, recognizing 
when the situation is escalating, 
and implement policies for 
handling response,” she says. “That 
may include notifying security 
and calling law enforcement as 
necessary.”

More Potentially 

Violent Patients

Research indicates that the most 
common characteristic exhibited by 
perpetrators of workplace violence 
is altered mental status associated 
with dementia, delirium, substance 
intoxication, or decompensated 
mental illness, says Barbara E. 
Hoey, JD, partner with the law firm 
of Kelley Drye in New York City. 

Good Reporting, Data Usage  
 Can Curb Workplace Violence

The Joint Commission recommends these seven steps to address violence 
in healthcare settings:

1. Clearly define workplace violence and put systems into place across 
the organization that enable staff to report instances of workplace violence, 
including verbal abuse.

2. Recognizing that data come from several sources, capture, track, 
and trend all reports of workplace violence — including verbal abuse and 
attempted assaults when no harm occurred.

3. Provide appropriate follow-up and support to victims, witnesses, and 
others affected by workplace violence, including psychological counseling 
and trauma-informed care if necessary.

4. Review each case of workplace violence to determine contributing 
factors. Analyze data related to workplace violence and worksite conditions 
to determine priority situations for intervention.

5. Develop quality improvement initiatives to reduce incidents of 
workplace violence.

6. Train all staff, including security, in de-escalation, self-defense, and 
response to emergency codes.

7. Evaluate workplace violence reduction initiatives.
More detailed descriptions of these recommendations are available online 

at: https://bit.ly/2KPVSzf.  n
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One study showed that 29% of 
shootings in EDs involved patients 
in police custody, with 11% 
occurring during escape attempts.

Those numbers are important 
because hospitals increasingly 
are providing care for potentially 
violent individuals, Hoey notes. 
Resulting injuries often are 
addressed through the workers’ 
compensation system rather than 
lawsuits against the hospital, she 
says, but the facility still can suffer 
related losses.

Prevent, Report, React

“We often see employees leaving 
the facilities after being injured 
through workplace violence, which 
carries a significant cost in terms of 
replacing that skilled employee and 
bringing that new person into the 
system,” she says. “These incidents 
also can turn into union grievances. 
We represent inner city hospitals, 
and we see these things all the time 
because of the population they 
serve.”

Violence is an unavoidable 
part of providing healthcare to the 
public, Hoey says, because many 
segments of the patient population 
are prone to violence for various 
reasons. 

Completely avoiding violence 
in a healthcare setting may be 
impossible, but organizations can 
minimize the impact with a three-
pronged approach that addresses 
prevention, reporting, and reaction, 
she says.

“A risk manager cannot prevent a 
drug-crazed individual from coming 
into the hospital and jumping off 
a stretcher to punch a nurse,” she 
says. “But you can take preventive 
steps that lower that risk and 
lower the potential impact if that 
event does happen, such as having 
security guards whose presence 
either discourages that activity or 
helps end it before serious harm can 
occur.”

Male aides in the ED psychiatric 
unit are another example of how 
the impact of such events can 
be minimized, she says. Other 
precautions include self-locking 

mechanisms on psychiatric units, 
and even the ED.

“There are some hospital EDs 
where they lock the doors after a 
certain hour and if you show up not 
looking particularly ill, they’re going 
to call security before they buzz you 
in. The security guard might talk to 
you outside before they let you in,” 
Hoey says. “There are other controls 
like security cameras that allow the 
security department to respond in 
a timely manner. Even if an act of 
violence can’t be avoided, you can 
take the steps to minimize how 
much your employees are hurt.”

Opportunities to Learn

Encourage employees to report 
all acts of violence and threats of 
violence, Hoey says. Every instance 
of violence is an opportunity to 
learn what could have been done 
better, she says.

“Every time someone gets hurt, 
there are going to be multiple 
points where people failed,” she 
says. “When you report it and do a 
full analysis of what happened, it’s 
the same as doing an analysis after 
an adverse event. Who didn’t lock 
the door? Who wasn’t looking at the 
security monitor? Why? What else 
were they doing when they should 
have been on the monitor and 
responding to the threat?”

The reaction after the event is the 
third prong, acting on the reports 
and analysis to implement changes 
that could prevent a repeat of the 
same type of violence, Hoey says. 
This could involve changes in policy 
and procedures, environmental 
upgrades such as new door locks or 
metal detectors, or even dismissing 
employees.

Be sure to seek input from 
employees on the best ways to 

Resources for Reducing  
 Workplace Violence Injuries

There are many resources risk managers can use when implementing a 
comprehensive workplace violence program in a healthcare facility. These are 
two to consider:

• The Occupational Safety and Health Administration (OSHA) 
maintains a webpage with strategies and tools for combating workplace 
violence in healthcare settings. It is part of the agency’s Worker Safety in 
Hospitals website (https://bit.ly/2rQqxE7), and includes examples from 
organizations that have launched successful workplace violence prevention 
programs.

• OSHA’s Guidelines for Preventing Workplace Violence for Healthcare 
and Social Service Workers are available for download at:  
https://bit.ly/2IKrzM6. The guidelines includes information on workplace 
hazard prevention and analysis, training, and recordkeeping.  n
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improve security, not just from 
security guards or consultants, 
because the nurses and others 
most vulnerable to assault are 
the ones who often can suggest 
the most practical and effective 
interventions, Hoey says.

“Like anything, a lot of this 
comes down to money. Some 
hospitals have more funding for 
implementing security strategies 

than others, but I think any 
hospital should invest as much 
as they can in security for their 
employees and patients,” Hoey 
says. “Any incidence of violence is a 
horrible blemish on the reputation 
of a hospital. The impact of 
violence in the hospital can be far-
reaching, much beyond the initial 
trauma and financial costs, because 
doctors and patients have so much 

choice now in where people get 
treated.”  n
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Healthcare Slow to Patch Software, Creating 
Vulnerability

The healthcare and 
pharmaceutical industries are 

not adequately patching software, 
leaving their systems vulnerable to 
attack, according to a recent survey 
conducted by the Ponemon Institute 
in Traverse City, MI.

The survey involved 3,000 
security professionals from a range 
of industry sectors and countries. It 
revealed that 57% of respondents 
had experienced at least one 
data breach where access to the 
network was gained by exploiting a 
vulnerability for which a patch had 
previously been released.

However, one-third said that 
they were aware of the vulnerability 
before the breach and knew that a 
patch was available to fix it. Two-
thirds of those surveyed did not 
know they were vulnerable to attack.

Not Enough Companies 

Scan for Vulnerabilities

“Even though there is a 
considerable risk of vulnerabilities 
being exploited, 37% of 
respondents said they do not scan 
for vulnerabilities and therefore 
cannot be sure all vulnerabilities 

are identified and addressed,” 
according to the report. “The 
healthcare and pharmaceutical 
industries were slightly better than 
average, although 28% of IT security 
professionals from those industries 
said vulnerability scanning was not 
performed.”

“Sixty-five percent of 
cybersecurity professionals said they 
find it difficult to prioritize patching 
and determine what software should 
be patched first,” the report authors 
added. “Sixty-one percent said 
manual processes were putting them 
at a disadvantage when patching 
vulnerabilities, and an average of 12 
days were being lost coordinating 
patching activities across teams.”

Delays in Patching

Of the security professionals who 
knew there was a patch available, 

75% said the delay in patching 
vulnerabilities was due to a shortage 
of staff. Even with an average 321 
hours a week spent on vulnerability 
management, medium- to low-
priority patches still take eight weeks 
or longer to be applied, the survey 
found.

“Companies that avoided 
breaches rated their ability to patch 
vulnerabilities in a timely manner 
41% higher than those that had 
been breached, and they rated their 
ability to detect vulnerabilities 19% 
higher,” the report says. “Patching is 
the most significant characteristic of 
companies that were not breached in 
the last two years.”

Sixty percent of the survey 
respondents said they were planning 
to hire more IT specialists to address 
vulnerabilities.

The report is available online at: 
https://bit.ly/2q4MwGi.  n
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CME/CE INSTRUCTIONS

CME/CE QUESTIONS

1. According to Benjamin J. 

Fenton, JD, partner with the 

Fenton Law Group in Los 

Angeles, what is one liability 

risk posed by celebrity 

patients?

a . They have a high earning 

potential, therefore the amount of 

liability can be substantial .

b . Juries will tend to find in favor 

of celebrities .

c . They often have more complex 

medical conditions .

d . They sometimes withhold 

information necessary for proper 

medical care .

2. What are the leading work-

related injuries in healthcare, 

accounting for 35% of all 

workplace injuries?

a . Strains and sprains

b . Neurological conditions

c . Bloodborne infections

d . Traumatic injuries

3. OSHA reports approximately 

what percentage of nearly 

25,000 workplace assaults 

reported annually occur in 

healthcare and social service 

settings?

a . 25%

b . 45%

c . 60%

d . 75%

4. According to Jodi D. Taylor, 

JD, shareholder with the Baker 

Donelson law firm in Atlanta, 

what should a workplace 

violence program address?

a . Only incidents with a big 

impact, such as an active shooter .

b . Only incidents with smaller 

effects, but which occur 

frequently .

c . Both incidents with big impact 

and smaller ones that occur 

frequently .

d . Only incidents that are 

identified as likely by local law 

enforcement .
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News: In April 2012, a man 
sought medical care for his 
ascending aortic aneurysm. 

He underwent open-heart surgery, 
during which the physician performed 
an unexpected right coronary artery 
reimplantation. Before the patient’s 
chest was closed and while he was 
still bleeding, the physician exited 
the operating room, leaving a physician 
assistant to complete the surgery. The patient did not 
consent to a physician assistant performing any portion of 
his surgery. The loss of blood from the surgery caused the 
patient to enter a coma, resulting in his placement on life 
support.

The patient’s wife and son had no knowledge of the 
botched surgery until they received an anonymous phone 
call. They filed suit against several medical professionals, 
the hospital, and several professional medical organizations. 
After a lengthy trial, the plaintiffs received a $68 million 
verdict against the physician who exited the operating 
room.

Background: On April 1, 2012, a man consulted with 
a physician and other healthcare professionals at a medical 

group and medical center regarding his ascending aortic 
aneurysm. The following day, the physician performed 
open-heart surgery on the patient. At some point before 
the patient’s chest was closed, and while the patient was still 
in an unstable condition, the physician left the room. As a 
result, the surgery was completed by a physician assistant 
while the patient was still bleeding. Also, the physician 
performed an unanticipated and unexplained right coronary 

artery reimplantation.
The patient suffered severe blood loss 

and cardiac arrest, and was placed on 
life support. The patient remains on life 
support as of the writing of this article. 
The patient did not consult with the 
physician assistant prior to the surgery 
and never consented to the performance 
of the surgery by a physician assistant. 
No person acting on behalf of any parties 
involved disclosed who finished the 
surgery. The plaintiffs were informed of 
this by an anonymous phone call to the 
patient’s son on Oct. 26, 2013.
The patient’s wife and son filed a 

complaint on Dec. 23, 2013, in the California Superior 
Court against the medical center, the physician, and 
the medical group. The claims included negligence, 
corporate negligence, negligence per se, breach of 
fiduciary duty, battery, loss of consortium, fraud/
intentional misrepresentation, concealment, negligent 
misrepresentation, and aiding and abetting.

Two additional physicians and an anesthesia group were 
added as defendants. Those parties filed an answer with 
affirmative defenses that included the statute of limitations, 
assumption of risk, comparative negligence, and statutory 
damage limitations. The physician and medical center 
claimed in a summary judgment motion that there had 
been no fraud, concealment, or misrepresentations. The 
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judge granted summary judgment 
on those specific issues, resulting in a 
settlement between those parties and 
the medical center.

A three-month jury trial proceeded 
only against the physician. The trial 
took place in three phases to deter-
mine liability, damages, and punitive 
damages. The jury determined that 
the physician was negligent, that the 
negligence was a substantial factor in 
causing harm to the patient, and that 
the physician acted with malice. The 
plaintiffs were awarded a total of $68 
million, comprising $5.6 million for 
medical expenses, $50 million for pain 
and suffering, and $12.4 million for 
punitive damages.

What this means to you: While 
this case is extreme in its facts — a 
physician walking out unexpectedly 
prior to completion of surgery — 
it reveals lessons applicable to all 
medical professionals. Physicians 
and hospitals are responsible for 
patients at all points in their care, 
whether the patient is preoperation, 
mid-operation, or postoperation. It 
goes without saying that the level of 
attendance and monitoring necessary 
at these various stages of care vary, 
yet physicians may have differing 
viewpoints as to the specific amount 
of monitoring needed for a specific 
patient. Ultimately, this becomes an 
analysis of the standard of care: what 
a reasonable, careful practitioner 
would use in the same or similar 
circumstances. When it is obvious 
that a reasonably careful practitioner 
would not walk out mid-operation, 
a physician’s decision to do so is 
patently negligent.

For employers and hospitals, this 
issue becomes more of training and 
policy since an entity’s liability often 
is derivative of its employees. Holding 
trainings on walking out on patients 
would seemingly accomplish little, 
as the professionals who would take 

the training seriously would already 
be unlikely to walk out on patients. 
Nevertheless, entities may protect 
themselves by implementing policies 
against leaving patients unattended 
mid-operation. Such a policy permits 
hospitals to shift the focus back onto 
physicians, who should know not 
to leave a patient in the hands of a 
physician assistant, regardless of his or 
her capabilities.

In this case, there were other glar-
ing issues that were not addressed. 
One issue is whether the surgeon was 
credentialed to perform the reim-
plantation. If properly trained, the 
knowledge of when it is appropriate 
to perform the procedure should have 
prevented the physician from making 
that choice. Additionally, open-heart 
surgery is a major procedure that 
requires more than one surgeon in the 
room. A physician assistant is not a 
licensed physician or surgeon and not 
credentialed to perform the surgery. 
The circulating nurse, anesthesiologist, 
scrub technicians, and others in the 
room should have immediately called 
for a backup surgeon or, at the very 
least, attempted to bring the surgeon 
back. If the hospital has been granted 
privileges from the state to perform 
cardiovascular surgeries, there would 
be additional resources within reach 
to step in if the primary surgeon 
becomes incapacitated during the pro-
cedure. Surgery should have stopped 
and hemostasis maintained until the 
appropriate level of help arrived on 
scene.

Another issue pertains to a patient’s 
receipt of information and provision 
of informed consent. Absent a medical 
emergency, a patient must consent 
to a medical procedure and must 
be informed of the treatment, its 
likelihood of success, and associated 
risks. In this case, the physician 
performed an unexpected and 
unplanned right coronary artery 

reimplantation. The reimplantation is 
used to treat anomalous aortic origin 
of a coronary artery, a rare cardiac 
condition that the patient in this 
case did not have. Various techniques 
exist to accomplish a coronary 
artery reimplantation, and all share 
a common thread in that they are 
technically challenging; performing 
any such complex technique without 
reason or patient consent may 
constitute negligence. Hospitals 
should make it clear to professionals 
that performing unnecessary 
procedures on patients is to be 
avoided, especially when the patient 
is anesthetized and has not provided 
informed consent.

This also raises the issue of report-
ing and documentation, which were 
egregiously deficient in this case. 
Intentionally leaving critical informa-
tion, such as the professional perform-
ing an operation or developments dur-
ing the operation, out of the patient’s 
medical record is problematic and 
may constitute an independent breach 
of a physician’s duty if such actions are 
below the standard of care. As applied 
to this case, apparently none of the 
parties involved in the surgery dis-
closed the critical information, which 
was only subsequently revealed by an 
anonymous phone call. Such actions 
should not be necessary as medical 
providers should be encouraged to be 
forthcoming with information. Hos-
pitals and other entities must imple-
ment and actively encourage policies 
whereby employees and staff feel 
comfortable raising concerns about a 
patient’s care and that their concerns 
will be evaluated absent judgment or 
fear of reprisal.  n

REFERENCE
 Decided on Feb. 28, 2018, in 

the California Superior Court, 

Fresno County; Case Number 

13CECG03906.
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$18 Million Verdict Returned After Infection 
Misdiagnosis, Paraplegia

News: A patient was admitted 
to a hospital with a bacterial 

bloodstream infection and was 
prescribed antibiotics. Unknown to 
the physicians, the patient developed 
an abscess that affected her thoracic 
spine. Because of the delay in 
the diagnosis, the abscess placed 
sufficient pressure on the patient’s 
spine to cause paraplegia, requiring 
frequent physical therapy sessions. 
Also, because of the patient’s inability 
to move, she developed bedsores that 
required hundreds of debridements.

The patient sued the physician, 
the physician’s employer, and the 
hospital, but the hospital was 
dismissed from the case prior to 
trial. The case proceeded to a jury 
trial against the physician and 
the physician’s employer. After a 
weeklong trial, the jury returned a 
verdict in the patient’s favor for $18 
million.

Background: On July 28, 2014, 
a 58-year-old female accountant 
presented to a hospital in an altered 
state. She experienced severe back 
pain for approximately eight days and 
sought medical care in an ED on July 
20, 2014, and again at an urgent care 
facility on July 23. The woman was 
admitted to the hospital, diagnosed 
with an infection of her bloodstream, 
and placed on antibiotics. Despite 
the patient’s history of back pain, the 
treating physician did not order an 
MRI or CAT scan.

On Aug. 5, 2014, the patient 
claimed she could no longer 
move her legs and was rendered a 
paraplegic. The infection migrated 
to her spine, a complication 
called vertebral osteomyelitis. She 
claimed that the infection then 
caused a spinal epidural abscess, 

which grew and put pressure on 
the spinal cord, ultimately causing 
paralysis. If an MRI or CAT scan 
had been performed, the physicians 
could have monitored her for the 
development of abscess and removed 
the abscess before it caused any 
damage, although this also would 
have required an earlier vertebral 
osteomyelitis diagnosis.

The next day, the patient 
underwent surgery to drain the 
epidural abscess — but by then, it 
had already put enough pressure 
on her spinal cord to render her a 
paraplegic. The patient suffered from 
additional injuries and complications, 
including a neurogenic bowel and 
bladder secondary to the paraplegia, 
and has required temporary catheters 
inserted with consideration of a more 
permanent colostomy and placement 
of a suprapubic catheter. The patient 
remained in the hospital for a month 
after surgery, and when she was 
discharged to rehab she developed 
a decubitus ulcer (bed sore) on 
her buttocks. The ulcer required 
hundreds of debridements over the 
next few years.

The patient spent about a year 
in rehabilitation and continues 
regular appointments with a spinal 
cord physician to prevent further 
deterioration. She also receives 
physical therapy for her upper 
body and has her legs stretched out 
regularly for more flexibility. Because 
of her injury, the patient can no 
longer work and requires assistance 
with transportation.

The patient filed suit in June 
2016 against the hospital, the 
physician, and the physician’s 
medical group employer. The patient 
alleged that the physician committed 

malpractice in failing to timely 
diagnose the spinal abscess, which 
led to her paraplegia. The patient’s 
claims against the hospital included 
nursing negligence and vicarious 
liability. The hospital was dismissed 
prior to trial, and the case proceeded 
solely against the physician and the 
medical group. The patient sought 
medical expenses, lost wages, the 
cost of a life care plan, and damages 
for pain and suffering.

At trial, the defense argued that 
the patient showed no signs or 
symptoms of a spinal infection, and 
that the patient failed to complain 
of back pain during her stay at 
the hospital. It also claimed that 
the patient’s back pain resulted 
from a lumbar strain unrelated to 
the abscess. The defense argued 
that the organism that caused the 
bloodstream infection rarely causes 
spinal infections.

The defense agreed that the 
patient had an infection in her 
epidural space, which can be called 
an abscess; however, the defense 
disputed whether the patient had 
a walled-off abscess. Instead, the 
defense claimed, the patient was 
paralyzed due to a spinal cord 
infarction, which the physician 
could not have prevented. The 
jury deliberated for two hours and 
awarded the plaintiff $18 million, 
the largest medical malpractice 
verdict in the county’s history. The 
jury found that the physician and 
the employer were 90% liable for 
the injuries and that the hospital was 
10% at fault.

What this means to you: The 
diagnostic process is an exercise 
in judgment based on the facts 
presented, and there is always 
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a possibility of misdiagnosis. A 
medical professional should endeavor 
to be as accurate as possible with 
diagnoses, but also protect against 
false or delayed diagnoses in an effort 
to provide patients with the standard 
of care. When a physician doubts a 
diagnosis, it may be helpful to seek a 
second opinion by a colleague.

Another useful and necessary 
part of providing care within the 
appropriate standard is remaining 
abreast of trends in the medical 
community with respect to 
diagnostic and treatment methods. 
Given technological advancements, 
it is plausible that the diagnosis 
process in the foreseeable future may 
include artificial intelligence. With 
that said, nothing can or will replace 
the judgment of a human being, and 
the final decision with respect to 
any medical care must be made by a 
human being. Medical professionals 
cannot rely solely upon external 
sources, particularly a single source, 
and then blame that source when 
malpractice is alleged.

Hospitals face difficulties 
in delicately balancing making 
intelligent business decisions and 
maximizing patient care and medical 
resources. In this case, when the 
patient was diagnosed with an 
infection, the source should have 
been considered. Often, dental or 
other minimally invasive medical 
procedures are the source. In seeking 
the source of an infection, physicians 
must pay attention to a patient’s 
complaints and symptoms.

Abscesses within the spinal 
column are neither common nor 
unheard of, and can be caused by a 
tiny blister on the skin. Back pain 
would be the presenting symptom 
before the infection developed. 
This patient sought treatment for 
back pain twice before the infection 
spread, and the physicians should 

have closely considered this data 
point. If a CAT scan or MRI was 
performed, the abscess could have 
been drained before damage to the 
spinal cord occurred. During the 
patient’s last visit to the hospital, 
the physician dismissed the patient’s 
complaints of pain and chose to 
treat one symptom of the abscess 
(the infection) while ignoring the 
second symptom (the back pain). 
This problem reveals how diagnosis 
and treatment must be thorough; if 
a physician decides to intentionally 
disregard a patient’s specific 
complaints, it may be justified as 
long as such a decision remains 
within the standard of care.

Another lesson from this case 
pertains to the decubitus ulcer, 
which is largely preventable. This 
responsibility falls more upon 
hospitals who must ensure that 
staff are appropriately trained in 
identifying patients at risk for bed 
sores, and for providing sufficient 
monitoring to prevent sores from 
developing. For a paraplegic patient, 
the risk increases as the patient is 
unable to independently inform staff 
of developing issues. In this case, 
the patient suffered from significant 
injury as a result of the ulcer and 
the patient required an extreme 
amount of debridement, which likely 
influenced the jury’s view of the 
patient’s general treatment by the 
care providers.

Causation is a frequent issue in 
medical malpractice cases: Patients 
argue that injuries were caused 
by one medical issue, while care 
providers argue that the injuries 
were pre-existing, untreatable, 
or otherwise unconnected. In 
the typical course of litigation, 
this involves a complex and 
unpredictable battle of the experts, 
with laypersons on a jury evaluating 
competing medical experts in an 

effort to determine which evaluation 
they believe. The defense in this 
matter argued that the patient’s 
paraplegia was caused by a spinal 
infarction, and thus the physician’s 
delayed diagnosis did not result 
in any injury. The symptoms of a 
spinal infarction, which typically 
are present very shortly after the 
infarction occurs, include sharp or 
burning pain in the back, aching 
pain or weakness in the legs, loss of 
tendon reflexiveness, loss of pain and 
temperature sensation, incontinence, 
and, most relevantly, paralysis. Given 
the fact that the patient’s back pain 
began substantially prior to her 
paralysis, the likelihood of infarction 
causing the paralysis was low.

Conversely, a spinal cord abscess 
may take longer to develop since 
it often begins in the bone of the 
spine. Spinal abscesses are generally 
an accumulation of pus caused 
by an infection that puts pressure 
on the spinal cord. Typically, the 
infection is bacterial, although it 
is possible for the infection to be 
fungal. The most common infection 
responsible for spinal abscesses 
is a Staphylococcus infection that 
spreads through the spine. Generally 
speaking, spinal cord abscesses 
are rare. However, when they do 
occur, they are frequently life-
threatening or life-altering, as in 
this case. It is important for medical 
professionals to affirmatively rule out 
such an abscess before completely 
discounting it, and to document 
such decisions thoroughly and 
contemporaneously in the event 
that a medical malpractice action 
eventually occurs.  n

REFERENCE
 Decided on June 21, 2016, in 

the Chatham County Superior 

Court, Georgia; Case Number 

STCV1600837.
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OCR Concerned About HIPAA Contingency Plans

Developing a good HIPAA contingency plan is criti-
cal to ensuring a facility can access data during a 
disaster or cyberattack, and it also is required for 

HIPAA compliance. Creating that plan may require more 
assessment and planning than one might imagine, and it’s 
the kind of thing that can be lacking in an otherwise good 
HIPAA program.

The HHS Office for Civil Rights (OCR) recently urged 
healthcare organizations to develop contingency plans for 
crises that could compromise protected health information 
(PHI) covered under HIPAA.

“Contingency plans are critical to protecting the avail-
ability, integrity, and security of data during unexpected 
adverse events. Contingency plans should consider not only 
how to respond to disasters such as fires and floods, but also 
how to respond to cyberattacks,” OCR said. “Cyberattacks 
using malicious software such as ransomware may render 
an organization’s data unreadable or unusable. In the event 
data is compromised due to a cyberattack, restoring the data 
from backups may be the only option to recover the data 
and restore normal business operations.”

The OCR reminder, along with multiple sources for 
guidance in developing contingency plans, is available at: 
https://bit.ly/2uF0ap4.

A contingency plan is required under 45 CFR Section 
164.308(a)(7), which established HIPAA. Covered entities 
must establish and appropriately implement policies and 
procedures for responding to an emergency or other occur-
rence that damages systems containing electronic protected 
health information, notes Lucie F. Huger, JD, an officer, 
attorney, and member of the healthcare practice group at 
Greensfelder, Hemker & Gale in St. Louis.

An emergency or other occurrence includes an unfore-
seen event, such as a natural disaster or a cyberattack, she 
says. Huger explains the necessary elements of a HIPAA-
compliant contingency plan should include:

1. Data backup: Figure out how to create and main-
tain retrievable, exact copies of protected electronic health 
information;

2. Disaster recovery: Create procedures to restore any 
data that are lost;

3. Emergency mode operation: Produce procedures to 
enable the continuation of critical business processes to 
protect the security of protected electronic health data while 
operating in an emergency mode.

Other items to address in a contingency plan include 
procedures for periodic testing and revision of contingency 
plans, and assessing the relative criticality of specific ap-
plications and data in support of other contingency plan 
components.

“You need to first start with performing a risk analysis to 
identify your organization’s risks and vulnerabilities. In de-
veloping a risk analysis, the organization should identify the 
potential threats to their data, identify the associated risk 
to the data, and note preventive controls,” she says. “The 
[OCR] has provided guidance to entities suggesting that en-
tities prioritize their critical systems and critical information 
to help them to focus on developing a contingency plan.”

Different organizations face different risks because they 
maintain varying systems and implement contrasting con-
trols, Huger notes. What may be a risk for a hospital system 
may not be the same for a small physician’s office, she says.

“An effective contingency plan can be a game changer 
in the event of a ransomware attack because if an entity can 
use its backup data to get its operations back up and run-
ning, it minimizes the impact of the attack,” she explains.

The clear identification of plan objectives is critical to 
the success of any contingency plan, along with ensuring 
those objectives include measurable and purposeful pro-
cesses designed to achieve those goals, says Ryan Buckner, 
JD, principal with Schellman & Company, an independent 
security, privacy, and standards compliance assessor.
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“Simple and clear objectives tend 
to be more effective at enhancing 
compliance and controls over time vs. 
designing a plan that does everything 
on day one. Many organizations fall 
victim to overly complicating their 
contingency plans,” he says. “While it 
is important to ensure your organiza-
tion achieves meaningful and desirable 
outcomes, oftentimes, organizations 
simply get in their own way by pri-
marily focusing directly on process or 
IT solutions without first addressing 
the key questions regarding the plan’s 
objectives.”

Often, this requires a level of 
discipline and planning from those 
who are used to accomplishing tasks 
quickly, Buckner says. 

“Focus on a risk-based set of con-
tingency plan objectives, establish the 
measurable processes designed to meet 
those objectives, test the plan against 
those objectives, and improve the plan 
based on those results over time,” he 
advises.

The requirement for contin-
gency plans is broad, notes Elizabeth 
Davidson, PhD, professor of infor-
mation technology management at 
the Shidler College of Business at 
the University of Hawaii at Manoa. 
All HIPAA-covered entities, such as 
hospitals, physician practices, health 
insurers, and home health services 
providers, as well as their business 
associates such as cloud-based elec-
tronic health record (EHR) vendors, 
must maintain a contingency plan for 
protecting, recovering, and restoring 
protected health data in the event of a 
business disruption.

A contingency plan begins with a 
risk assessment that identifies all infor-
mation systems that handle protected 
health data, including computers, 
laptops, mobile devices, software, and 
databases, she says.

“This survey must be comprehen-
sive, because not all PHI are contained 

in one EHR,” she says. “Many health 
services providers big and small still 
have vital PHI in paper records, spe-
cialized computerized systems, or even 
Excel spreadsheets.”

The risk assessment classifies the 
sources, probability, and implications 
of adverse events, such as hardware 
malfunctions or natural disasters. This 
allows the organization to prioritize 
and focus its plan based on the prob-
ability and cost of an adverse event.

“For instance, brief power outages 
may happen several times a year, but 
the impact on PHI is generally not 
high. Conversely, a once-in-a-100-year 
weather catastrophe has low prob-
ability of occurring, but could lead 
to wide-scale loss of protected health 
data,” Davidson says. “In Hurricane 
Katrina in 2005, many medical 
facilities and physician offices in New 
Orleans were flooded, and patient 
health records were destroyed and 
permanently lost.”

Based on the risk assessment, the 
contingency plan includes a data 
backup procedure for all electronic 
PHI, a disaster recovery guide speci-
fying how lost or damaged PHI and 
associated information systems will 
be restored, and an emergency mode 
operation policy detailing how the 
organization will function during an 
emergency while also protecting PHI, 
Davidson explains.

“The plan should specify proce-
dures to periodically assess and update 
the contingency plan and to test the 
plan occasionally,” she says. “An un-
tested, out-of-date contingency plan 
is like driving around with a flat spare 
tire in the trunk. It won’t help if you 
have a tire blowout on the highway.”

Contingency planning begins 
with understanding PHI manage-
ment regulations and the organiza-
tion’s objectives and priorities, she 
says. Fortunately, risk assessment and 
contingency planning steps are well-

understood processes, which most 
large organizations can undertake with 
their own IT and clinical staff.

Small-to-medium-sized organi-
zations may need to contract with 
consultants who are experts in data 
security and contingency planning to 
work with the managers and clinical 
staff.

“Finally, the plan should include 
training and education of all staff 
members, who will carry out the plan 
should the need arise,” Davidson says. 
“If you don’t know how to change 
that flat tire, having a spare in the 
trunk won’t be of much help when a 
tire blows.”

The complexity and scope of a 
contingency plan will reflect the com-
plexity and size of the organization, 
Davidson says. The plan for a multi-
location healthcare services network 
will necessitate orders of magnitude 
more complex than for a small physi-
cian practice. However, a well-devel-
oped plan is just as important for a 
small organization, she notes.

“Imagine a solo physician practice 
that has all its patient medical records 
in an EHR on a computer server in 
the back office. Now, imagine that 
the server is stolen or lost in a fire or 
flood,” she says. “Without a plan in 
place, this small practice would be 
out of business and also legally liable 
for having lost the medical records. 
A contingency plan would ensure 
the PHI data were backed up off-
site, specify how to restore data, and 
instruct staff how to deal with patients 
until the EHR and data are restored.”

Many organizations find it hard to 
justify spending resources to prepare 
for adverse events that may never 
happen, Davidson says. However, not 
creating an adequate plan means hop-
ing that risks won’t happen and that if 
they do, things won’t be all that bad.

“The reality is that failure to plan 
for disruptions that can impact PHI 
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puts patients’ safety and well-being at 
risk. The organization may face fines 
for lack of compliance and be held fi-
nancially liable to patients whose PHI 
are lost,” she says. “If the loss is severe, 
the organization may lose patients 
whose trust in the organization’s abil-
ity to keep their PHI data safe is lost.” 

Typically, developing a contingency 
plan will require forming a committee 
of stakeholders, says Alaap B. Shah, 
JD, an attorney with Epstein Becker 
& Green in Washington, DC. 
That committee should include, 
but is not limited to, individuals 
with responsibilities related to 
compliance, information technology, 
facilities management, finance and 
administration, human resources, and 
communications.

“This committee will need to 
work together to define recovery 
requirements relative to key business 
functions; document the impact of 
an extended loss to operations and 
key business functions; and evaluate 
options for disaster prevention, 
impact minimization, and orderly 
recovery,” he says. “It ultimately will 
develop a written contingency plan 

that is understandable, easy to use, 
and easy to maintain, with clearly 
defined triggers and response roles and 
responsibilities.”

Shah also emphasizes that a con-
tingency plan should not sit on a shelf 
and collect dust, but rather should be 
tested and improved over time.

The recent message from OCR 
shows that contingency plans are on 
the table when the office looks at any 
organization’s HIPAA compliance, 
notes Nick Merkin, CEO of Com-
pliagent, a company in Los Angeles 
that advises healthcare companies on 
compliance and data security issues. 
OCR hasn’t created any new require-
ments, but it is making known its 
concerns that covered entities may be 
giving short shrift to this one.

Merkin also notes that contingency 
plans should cover a wide range of 
potential ways PHI access could be 
compromised, from the catastrophic 
natural disaster to more mundane 
problems.

“It could be something high-tech 
and dramatic like a ransomware at-
tack, or it could be something as sim-
ple as a leaky roof that damages your 

servers, and your servers go down,” 
he says. “The OCR was specific about 
that, reiterating that you need a disas-
ter recovery plan that will tell you how 
to restore or access that data no matter 
what the cause of the problem.”

The goal is to ensure that you can 
continue to provide quality care even 
when PHI is compromised in some 
way, he says. 

“One of the problems I see is that 
a lot of organizations are still newly 
adopting things like EHRs and mak-
ing the transition from a paper record. 
There is sort of a slow realization that 
protecting that data is important and 
how you protect it may be different 
from how you protected data when 
it was stored in a file cabinet in your 
storage room,” he says. “A lot of 
organizations make the mistake of just 
downloading something off the web 
or depending on an employee who 
used to work in an organization sort 
of like yours. What you end up with 
are templates and not policies and 
procedures tailored to your organiza-
tion, which can make a big difference 
in a breach or an emergency.”  n

Legal Case Shows Risk of Improper Patient  
Info Disclosure

An ongoing legal case illustrates 
the risk healthcare providers face 

when they do not properly safeguard 
patient data and make it available to 
third parties without consent, even 
when complying with a subpoena.

A recent legal ruling allows 
patients in Connecticut to sue any 
healthcare entity for damages related 
to a HIPAA violation, and the same 
theory would hold in many other 
states.

The Connecticut Supreme Court 
recently ruled that patients in the 

state can sue doctors and other 
healthcare providers for the disclosure 
of their confidential medical records 
without the patient’s consent. The 
ruling involved a client represented by 
Bruce Elstein, JD, an attorney with 
the law firm of Goldman Gruder & 
Woods, who explains that Byrne v. 
Avery Center for Obstetrics & Gynecol-
ogy has been in litigation for 12 years.

Elstein’s client, Emily Byrne, re-
ceived prenatal care at the OB/GYN 
practice in Westport, CT. In 2004, 
she specifically told the practice not 

to release her records to her former 
partner, Andro Mendoza. The follow-
ing year, she moved to Vermont.

“She had broken off that relation-
ship with the father of the child and 
informed the office to provide to him 
no information,” Elstein says.

Mendoza filed paternity actions 
against Byrne in Connecticut in 
May 2005 and sent the OB/GYN 
practice a subpoena requesting all of 
Byrne’s medical records. The practice 
mailed the records to the New Haven 
Regional Children’s Probate Court, 
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which made them available to the 
public as part of the legal record.

“The subpoena demanded the 
office produce the entirety of her 
file. HIPAA regulations have specific 
regulations for what to do when 
there is a civil subpoena, which first 
requires notifying the patient and also 
obtaining satisfactory assurance from 
the party issuing the subpoena that 
the patient has been notified,” Elstein 
explains. “Then, they are to show up 
in court with the documents and pro-
vide the minimum amount necessary 
for the issue at hand.”

The OB/GYN practice did not call 
a lawyer, a consultant, or even con-
sult its own HIPAA manual before 
responding to the subpoena, Elstein 
says. Instead, someone at the practice 
called the lawyer issuing the subpoena 
and asked how to comply with the 
request, he says.

“The lawyer said, ‘why don’t you 
stick them in an envelope and mail 
them to the court?’ So, that’s what 
they did,” Elstein says. “The entirety 
of the patient’s record was copied, 
cover to cover, and mailed to the 
court. The clerk received the envelope 
and stuck it in the file.”

Byrne’s lawsuit claims that after 
seeing the records, Mendoza began 
to harass Byrne and tried to extort 
money from her. Byrne was successful 
in her request to the court to seal her 
medical records in September 2005.

“He read her records cover to 
cover and then went on a campaign 
to inflict some serious emotional 
distress upon her, using the informa-
tion to embarrass her, extort her, and 
to extort others, namely her employer, 
the chief of police, and the town in 
which he lived,” Elstein says. 

Byrne sued the OB/GYN practice 
for negligence, claiming it violated 
HIPAA by releasing her medical 
records. The superior court rejected 
the claim, saying such private suits 

involving HIPAA were prevented by 
federal law.

The state supreme court upheld 
the lower court’s ruling, and further 
wrangling continued at the trial 
level. But recently, the Connecticut 
Supreme Court reversed its earlier 
position and ruled that a physician-
patient relationship creates a “duty 
of confidentiality” and that a covered 
entity’s “unauthorized disclosure of 
confidential (medical) information 
… gives rise to a cause of action 
sounding in tort against the health-
care provider, unless the disclosure is 
otherwise allowed by law.”

Justice Dennis G. Eveleigh, JD, 
wrote the court’s opinion, which was 
based on reviews of relevant laws 
from South Carolina, Massachusetts, 
Missouri, and other states. The opin-
ion noted that liability for breaches 
of confidentiality is consistent with 
sound medical practice under both 
state and federal law.

Elstein says the case illustrates the 
need for more than just superficial 
efforts to comply with HIPAA. When 
the law first became effective, physi-
cian practices typically sent an office 
manager or another representative 
to a seminar hosted by a consulting 
company. Typically, they were left 
with a manual for how to comply 
with HIPAA, he says. That likely is 
not enough of a HIPAA compliance 
program for any covered entity; how-
ever, at a minimum, Elstein says, read 
that manual.

“The lesson of this case is that 
HIPAA means what it says. You 
can’t make up your own private 
method of answering a subpoena 
and complying with HIPAA,” he 
says. “HIPAA spells out the right 
way to respond. It requires making 
sure the patient has been notified, 
and it requires going to court, not 
putting everything in an envelope and 
sending it off, unless there have been 

specific authorizations. Even when all 
parties agree to how the records will 
be provided, HIPAA still requires that 
you produce the minimum necessary 
to address the issue at hand.”

In this case, the paternity of the 
child was the only issue pertinent 
to the paternity case for which the 
subpoena was issued, Elstein explains. 
The patient’s complete OB/GYN his-
tory was not relevant and should not 
have been provided.

“The medical office is still arguing 
that this is what they do whenever 
there is a subpoena, and it was prop-
er,” Elstein says. “Our supreme court 
has said it is not the proper way to 
respond, but they continue bringing 
in experts to say there are lots of ways 
to respond to a subpoena and mailing 
it all in to the court is one way you 
do it. I think medical providers who 
consult with lawyers and experts in 
HIPAA would completely disagree.”

Elstein notes this legal reasoning 
is not unique to Connecticut. Other 
state supreme courts have issued 
similar rulings. While it is true that 
there is a pre-emption of private 
causes of action under HIPAA, mean-
ing a plaintiff cannot sue in federal 
court for a HIPAA violation, there 
is a strong trend among states that 
HIPAA can establish the standard of 
care for a state cause of action alleging 
negligence, Elstein explains.

“The Connecticut Supreme 
Court ultimately decided that there 
is a private remedy for violating that 
standard of care, and you are exposed 
to damages for the harm you caused 
by breaching medical confidentiality. 
That is the majority trend across the 
United States, although it is not abso-
lute,” Elstein says. “If a surgeon severs 
the spinal cord, he or she can expect 
to pay for damages if it was negligent. 
The same is now true for the medical 
information we provide our doctors, 
hospitals — all medical providers.”  n
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