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When it comes to proving their worth to
administration, compliance officers often

face a steep uphill climb because, unlike most
management functions, they can’t point to bot-
tom-line cost-savings or other obvious sorts of
outcomes as a measure of their success. But
now, several important players in the compliance
industry are seeking to change that by establish-
ing an empirical set of benchmarks that hospi-
tals and other health care providers can use to
identify business risks and evaluate internal
compliance controls.

Last week, PricewaterhouseCoopers (PWC)
and faculty from the University of California-Los
Angeles (UCLA) School of Public Health’s
department of health sciences unveiled what
they call “groundbreaking” techniques to identify
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best practices in compliance programs. These
practices will be used to assess the effective-
ness of a compliance program as a function of
billing accuracy and employee awareness.

The goal, according to Lori Richardson-
Pelliccioni, a former federal prosecutor and
PWC’s principal investigator, is nothing short of
an “industry standard” for measuring compliance.
The architects of the new model want it not only
to become a useful tool for institutions, but an

Ten steps to effective 
HIPAA implementation

Now that the Bush administration has dashed
hopes of a further delay in implementing the

final privacy regulations, the question for hospitals
is what steps they can take to comply with the
Health Insurance Portability and Accountability Act
(HIPAA) of 1996 in its current form. A team of
attorneys from the national firm Davis Wright
Tremaine (DWT) suggest a 10-point implementa-
tion program.

The DWT attorneys warn that hospitals must
view HIPAA in its entirety. Unless the final trans-
action standards released last summer are modi-
fied or delayed, most health care providers will be
required to use these standards beginning
October 2002. “The transaction standards are at
the heart of HIPAA’s administration simplification
provisions,” says DWT attorney Richard Marks.
From a practical viewpoint, these standards can
be implemented without the supporting privacy
and security regulations, he adds.

OIG approves physician
recruitment scheme

The HHS Office of Inspector General (OIG)
recently approved a hospital’s plan to recruit a

medical resident after graduation by promising to
pay off his student loan. But health care attorneys
say the OIG’s advisory opinion does little more
than confirm the legality of what is already a com-
mon practice.

“This confirms everybody’s intuitive sense
regarding physician recruitment arrangements,”
says Dan Mulholland, a partner with Horty
Springer in Pittsburgh.

“It’s a bit of a no-brainer,” agrees Daniel
Settlemyer, a health care attorney with Latham
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instrument the U.S. Department of Justice (DOJ)
will rely on to help determine criteria for prosecut-
ing and sentencing.

Existing criteria used to detect fraud are weak,
some experts say. Stuart Schweitzer, professor
of health services at UCLA, says the “very crude”
model compliance program developed by DOJ is
not only “vague” but also “thoroughly untested.”
According to Schweitzer, a former researcher for
the National Institutes of Health and the Health
Care Financing Administration, there is “no evi-
dence” that a compliance program consistent

Benchmarking compliance
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with DOJ guidelines is any less likely to have
fraudulent billings than an organization with no
such program in place.

Nobody doubts the importance of a tool that all
sides have confidence in. “A good validation tool
is something that would be of enormous use,”
says Joseph Truhe Jr., corporate counsel at
Children’s National Medical Center in
Washington, DC. He says demonstrating compli-
ance program effectiveness internally is the
paramount objective. “You want to know that you
are closing the barn door before the horse has
left and not afterward,” he explains.

Bret Bissey, chief compliance officer at
Deborah Heart and Lung in Browns Mill, NJ,
takes a similar view. “We have to report to the
board on a regular basis and validate our compli-
ance efforts,” he explains. Bissey says his organ-
ization attacks that challenge from several
angles. In addition to an active educational pro-
gram that is followed by open- and closed-ended
questions, Deborah maintains scorecards on dif-
ferent types of audits and tries to compare per-
formance by provider and department. The
organization also is initiating a random survey
process that will be administered by the compli-
ance department or human resources.

The aim of the PWC/UCLA model is to formal-
ize those types of measures in a consistent and
thorough fashion. (See box, left.) Pelliccioni
says the study now is finalized and available for
hospitals to begin using. She says the next step
is for the industry to use this model to establish
compliance effectiveness standards.

To accomplish that, the developers of the new
model are turning to the Philadelphia-based
Health Care Compliance Association (HCCA),
which is now in the process of establishing a
steering committee that will develop parameters

(Continued on page 3)

How the model came about 

The PWC/UCLA project began two years ago with
a standard research protocol that included a lit-

erature review of 18,381 current articles relating to
compliance. The review covered both health care

and nonhealth care industries and yielded 593 com-
pliance principles that two expert panels then devel-

oped into 137 indicators of effectiveness. 
Then, data-collection instruments were created: 
! The Indicator Questionnaire. Face-to-face

interviews with up to seven senior management rep-
resentatives were used to determine the existence of
defined attr ibutes prescribed by the Federal
Sentencing Guidelines.

! The Employee and Physician Awareness
Questionnaire. Self-administered question sets
were used to gauge the level of employee and physi-
cian knowledge about his or her organization's com-
pliance program and his or her substantive knowl-
edge about compliance.

! The Billing Accuracy Review database.
Coders conducted a retrospective billing review of
100 inpatient and 100 outpatient claims for selected
Medicare and Medicaid services. Both types of visits
were evaluated for coding appropriateness and
claims accuracy. "
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The same cannot be said of the security regula-
tions, however. Those regulations originally were
expected to be released along with the privacy
regulations. If final security regulations do not
emerge shortly, that could delay implementation of
the privacy standards because the sets of stan-
dards are so intertwined, says Marks.

Regardless of that timetable, Marks and his col-
leagues say hospitals should take the following
basic steps to become HIPAA-compliant:

1.Envision what your security systems will
be like after the transition to electronic

data interchange. DWT attorney Kathy Fritz
points out that there already is abundant detail
about the security requirement in the statute itself.
“Regardless of the implementation date for the
regulations, the statute addresses security issues
more than it does privacy,” she explains.

2.Make policy elections. Fritz says hospitals
must decide whether to operate as a single

covered entity, organized health care arrange-
ment, or hybrid organization. Conversely, they can
establish business associate contracts for certain
tasks. (Continued on page 4)

to examine the research. “HCCA will be the
keepers of this research in the real world,”
explains Pelliccioni. 

Numerous subcommittees representing a
potential assortment of interests also will be
established under the direction of HCCA second
vice president Michael Hemsley. The committee
will then prepare a report that makes recommen-
dations about a possible effectiveness standard.
According to Hemsley, vice president of corpo-
rate compliance and legal services at Catholic
Health East, HCCA plans to invite participants to
an organizing meeting shortly.

The next objective will be to gain the endorse-
ment of at least two federal governing bodies,
the Department of Health and Human Services
(HHS) and the U.S. Sentencing Commission.
Pelliccioni reports that informal discussions
already have occurred. The HHS Office of
Inspector General declined to comment on the
new venture. "

According to Fritz, it is often difficult to deter-
mine if certain entities should be considered a
health care clearinghouse or a business associ-
ate. “In some instances, there are third-party
administrators that could potentially fall under both
[definitions],” she explains. Business associate
agreements may turn out to be more common
among smaller hospitals that do not include cer-
tain entities as part of their system, such as a
billing component, she adds.

3.Begin initial security analyses including
“gap analyses,” where appropriate. Fritz

says a gap analysis basically is an audit of process-
es and procedures that helps focus the hospital’s
overall effort. Some hospitals may perform an
analysis and find that it already meets the regula-
tions for security or privacy and confidentiality of
medical records. “It may be that you don’t need to
change that system,” she explains, “but it is a due-
diligence process that helps to focus resources.”

4.Begin clinical and business process
redesign and draft security and privacy

policies. According to DWT attorney Rebecca
Williams, these legal and operational documents
will prominently feature in any litigation concerning
security or privacy lapses. While it may be human
nature to deal with one portion of HIPAA at a time,
she says hospitals must view all of HIPAA as well
as state laws and other laws designated by HHS
together. “Federal laws with continue to apply,”
she warns. “When you are drafting your policies,
you must look at that full universe.”

5.Begin audit trail design. Williams says hos-
pitals should avoid audit trail systems that

create too much information for timely review. “Get
to know your own organization and start following
the information flow,” she explains. Williams says
some hospitals have found this a very “eye-open-
ing” process because initially they were confident
that they understood the information flow. What
they often found, she says, is that everything from
a doctor’s laptop computer to dictation services
and sign-in sheets at physician offices can violate
the new rules.

6.Think about training needs. Plan ahead to
involve people at the beginning so they can

help establish the system and identify training
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and Watkins in San Francisco. In practice,
Settlemyer says most hospitals already have gone
well beyond the arrangement outlined in the advi-
sory opinion, which was issued May 10.

The opinion establishes four principles that
would be reviewed by the Inspector General:

! Whether there is documented evidence of an
objective need for the practitioner’s services. 

! Whether the practitioner has an existing
stream of referrals with the recruiting entity’s serv-
ice area. 

! Whether the benefit is narrowly tailored so that
it does not exceed that which is reasonably neces-
sary to recruit a practitioner. 

! Whether the remuneration directly or indirectly
benefits other referral sources. "

Supreme Court decision
could spell FCA relief

Last week, the Supreme Court issued a decision
that could spell relief for defendants facing the

possible imposition of “punitive” False Claims Act
(FCA) damages, says FCA expert John Boese.
Basically, the Court held that courts of appeals
must make an independent review when assess-
ing the constitutionality of punitive damages
imposed by the lower court.

By contrast, under the “abuse of discretion”
standard of review, an appellate court may reverse
a district court’s findings only if it concludes that
the court has committed a clear error of law,
explains Boese, a former federal prosecutor now
with Fried Frank in Washington, DC.

When the Supreme Court ruled last summer
that civil FCA damages are “essentially punitive in
nature” rather than “remedial,” it launched what is
proving to be “a monumental shift” in the way the
FCA is viewed, Boese says.

Since then, at least three courts have held that
local governmental entities are immune from FCA
damages and penalties because of the punitive
nature of the FCA, he notes. In addition, the Ninth
Circuit recently held that because FCA damages
are punitive, an inquiry must be made as to
whether they are unconstitutionally excessive. "

Advisory opinion
Continued from page 1

needs, Fritz recommends. Do this in accordance
with the size of the organization and the complexi-
ty of the structure. Getting buy-in from employees
who use the system every day is the key, she
argues. While HIPAA allows smaller institutions to
have less-formalized programs, some type of
structure to document compliance is required.

7.Consider the impact of other laws, such as
those concerning electronic signatures and

electronic transactions. “Different states have dif-
ferent rules,” says DWT attorney Tom Jeffry, not-
ing by way of example that California’s extensive
privacy rules are far more stringent than HIPAA.
Providers must determine which laws will be pre-
empted on a state-by-state basis. “A lot of states
have gone on the medical privacy bandwagon,” he
warns. Several of them, including Texas, recently
passed more rigorous laws.

8.Include appropriate HIPAA considerations
in vendor negotiations. Jeffry says con-

tracts must go through the appropriate review
process to make sure nothing violates existing
regulations. Part of that contract review must
address appropriate safeguards for receiving or
transmitting private health information.

9.Assess the budget impact of HIPAA-man-
dated changes early. Jeffry warns that only

a minority of hospitals have budgeted money for
HIPAA compliance. He adds that many hospitals
now are working on their budget process for FY
2002. “You must have the attention of the CFO to
make certain there is something in that budget to
begin implementation,” he asserts.

10.Initiate the basic steps to start your
organization’s thinking about how it will

become HIPAA-compliant. Williams says there are
numerous steps that can be taken immediately.
“HIPAA is only going to work if it is top-down,” she
warns. “You have to get management buy-in
because it is not only an information systems
issue.” She says hospitals should develop a
HIPAA committee task force that includes repre-
sentatives from all departments that have access
to individually identifiable information.

All of these steps can be accomplished eco-
nomically, Marks says, and they should remain
useful even if some of the HIPAA compliance
deadlines are extended or the privacy rules are
modified. "


