
Don’t make a mistake when 
asking for technology dollars 
Know your facts before you commit 

If you are being inundated with sales pitches from technology ven-
dors these days, it’s not too surprising. A number of solutions are
aimed at improving patient access processes, such as compliance

with new admission/registration requirements. 
You can either invest in technology to manage regulatory require-

ments, improve accuracy, increase collections, reduce precertification
denials, improve throughput, and reduce wait times — or you will fall
behind your competitors. Without electronic solutions, you run the risk
of having to hire scarce resources able to correct problems that are lead-
ing to precertification denials, for example. 

“We’ve got so many gizmos on the road map for patient access,” says
Katherine Murphy, CHAM, director of access services for Nebo Sys-
tems, a subsidiary of Passport Health Communications in Oakbrook
Terrace, IL. Murphy is also a delegate to the National Association of
Healthcare Access Management (NAHAM) and the president of the Illi-
nois Access Association. “Everything you read about is for the front
end.

“We are being called upon to create a new, better way of doing
business,” says Murphy. “Consumer-driven health care and consumer
demographics are also driving the urgency for these changes.” 

Without electronic solutions, you won’t be able to correct problems
that are causing precertification denials, for example. “The only other
way to do it is manually, and if you do that, you will be so far behind
the trends,” says Tim Carney, manager of outpatient financial arrange-
ments at Shands at the University of Florida in Gainesville. “By the
time you have gotten 1,000 charts together and find out where your
denials are coming from, you’ve got six months more of bad data com-
ing in.” 

If you don’t know where your denials are coming from and
you’re trying to figure it out on paper, “you’d better be the only
game in town,” says Carney. “Otherwise, your competition is going
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to squash you.”
But making the wrong move with technology

could cause you other problems. You risk a finan-
cial disaster if you are too far removed from the
problems you are trying to solve. 

“When you are trying to sell administration on
a $300,000 project and you’re doing it on the
backs of an FTE savings or an ROI promised by a
vendor, it’s time to get your hands dirty and be
sure you really understand what you’re trying to
fix,” says Carney. “If you don’t, you really better
trust the people that are giving you the data.
Because if it goes bad, they’re not going after
those people, they’re going after you!”

When lobbying for a new technology purchase,
do these things first: 

• Make sure your numbers are correct.
“One of the things I recognized early in my

career was that if you make any kind of claim,
you better have something to back it up.
Because somebody is going to challenge it,” says
Murphy. 

When selling your CFO on a technology tool,
Carney says “make it a money deal.” “If you say,
you give me $300,000 and I’ll get you a million,
why wouldn’t he do that deal?”

But you’ve got to be sure of a few things before
you make a promise like that. First, be certain
that the implementation’s total cost isn’t more
than you claim. To verify this, you’ll need to
bring in your IT department. 

“Don’t listen to the salesman — you need your
IT in there,” says Carney. “You may find out that
he hasn’t told you you’ve got to hook it up to a
LAN, or a server, or whatever, which will cost
you another $30,000 or so. Bring everybody in. If
you do this in a silo, the silo is going to fall on
you.”

Your case should be “all about numbers” says
Carney, without getting personal. “Know the
data inside and out. And make sure that your
hospital-based HIS system and your IT depart-
ment can support this,” he adds. 

Shands has a 150-person IT department, but if
your hospital will need high-priced consultants
for the implementation, all your figures will go
out the window. 

“If all of a sudden they are are going to bring
in consultants at $150 an hour, plus airfare and
room and board, and they’re going to be there for
months, your $300,000 project went over a mil-
lion dollars real quick,” says Carney. 

Your CFO won’t comprehend the day-to-day
operations of patient access, but he or she will
know about the bottom line. “If you keep it to
figures, they understand that better than any-
thing,” says Carney. “But if you come in there
and say, ‘If you give me $300,000, I can make you
$700,000,’ you just better be right. And if you are
right, the next time you come you will be ques-
tioned less.”

The next step, he says, is that you’ll be getting
calls from your CFO asking you to recommend
patient access technology solutions to improve
the hospital’s bottom line.

Shands is currently examining the ROI that
would result from recording phone calls between
patient access staff and payers, something that
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insurance companies routinely do. Carney esti-
mates the cost at about $50,000 to $75,000 and is
trying to determine how much would be saved if
patient access could prove that a call was made,
or an amount specified by a payer, and also, the
reduction in staff errors as a result of being
recorded. 

“But they are going to give me this money only
if I can make that money back or more. So I’m
seeing right now how much true dollars I can get
back,” he says.

During the last fiscal year, Shands lost more
than $150,000 in pre-certification denials due to
payers stating services exceeded authorization,
the date of service did not match date of autho-
rization, the CPT codes differed from what was
authorized, and incorrect authorization for facil-

ity. “Our records show those errors did not
occur, but then it was our word against their
word,” says Carney. “With the recording device,
we’ll be able to see if it’s our error or theirs and
get paid.”

• Talk to patient access professionals who
have recently implemented the same system.

When Shands was looking for a bedboard sys-
tem, they were approached by Navicare. Carney
asked for a list of hospitals using it and of the
four he was given, he contacted the patient access
department that was most similar to Shands, and
went to see it. Carney asked them:

• What do you like about it?
• What don’t you like about it?
• What would you improve if you were doing

this all over again? 
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When the time is right,
make your business case

Asolid business case can move your request
for technology to the “top of the pile,” says
Kathryn Stevens, PhD, MBA, CHAM, man-

ager of the Epic ADT Project at UW Medicine in
Seattle. 

“Most of my career, I’ve been required to provide a
business case to get funds for new programs or to
purchase and implement technology solutions,” says
Stevens. “I know from experience that presenting a
strong ROI can make a difference when competing
for limited capital resources during budget time.”

It is not easy work, especially the first time you do
a business case, says Stevens, but it does get eas-
ier. More often than not, vendors will provide you with
ROI and testimonials from other clients and calcula-
tor tools you can use to populate with your volumes
and prices to get bottom-line results specific to your
institution. 

“It is important to pay attention to the details,” says
Stevens. “This is an investment of time that pays off
by eliminating resistance and facilitating the conver-
sation when called by the budget committee to
defend your request.”

Several years ago, Stevens implemented an auto-
mated error tracking tool, tracking 100% of the
20,000 registrations completed every month. “It was
a real-time system, so errors could be redirected and
corrected immediately by the user who made the
error,” says Stevens. “We reported accuracy rates

each week to department supervisors, which facili-
tated targeted training and error remediation
actions.”

Initially, there were few nationwide users of this
system, so the ROI for this system implementation
was based on a “sophisticated guess,” says Stevens.
“We developed baseline data regarding mail returns
and bad debt,” she says. “When we compared the
actual to the baseline, we reported a significant
improvement over our estimate. Mail returns were
reduced from 11% to 4%.”

ID a bad investment

Data provided by an error tracking technology sys-
tem helped Stevens avoid a waste of resources. “You
want to focus process improvement initiatives on the
right problem,” says Stevens.

In early 2007, a senior leadership group commis-
sioned a performance improvement project to
increase the accuracy of registration. At the time,
however, the accuracy rate was already between
98% and 99%, as demonstrated by the automated
system reports.

“They were unaware of this improvement, which
was up from 85% reported from the manually cre-
ated sample report,” Stevens says. “Their percep-
tion of errors was fueled by anecdotal accounts, and
their reaction was emotional. By providing them cur-
rent data and demonstrating the high-level accuracy
rate we had achieved, I was able to redirect their
energy to focus on some real problems, rather than
spend resources on so small a return for our
efforts.”  ■



After getting these answers, Shands made the
decision to purchase the system, which is now in
use housewide at two facilities. “We got down to,
‘Did you like your installer? What was his name?’
If they like him, then we’ll probably like him and
we want that guy,” he says. 

Buying technology is like buying a car, says
Carney — you can’t buy into what the sales-
man says without looking at all the consumer
reviews. “You’ve got to listen to people using it.
They’re going to tell you the good, bad, and the
ugly,” says Carney. “They might say, ‘It’s not as
good as they’re saying, but it’s so much better
than nothing.’”

• Make sure that you really understand what
you’re trying to fix.

“If you let some vendor sell you on ROI or staff
reduction, and you don’t really know what your
problem is, you’re going to be in trouble,” says
Carney.

Get input from patient access staff and the
departments they serve before you make a deci-
sion on a solution. “I have been the victim myself
of having to implement something without any
input, and I have seen the backwards processes
that it produced,” says Murphy. 

Murphy recalls that someone once decided to
have a cost estimate pop up in the middle of reg-
istration. “Well, all that did was upset the regis-
trar,” she says. “It got the person unfocused and
instead of data gathering, they were collecting
balances. It didn’t allow a positive relationship to
come to a closure, and created chaos in through-
put.” 

On the other hand, taking the time to truly
comprehend the processes that you want to
improve pays off. “If good processes are put in
place and then automated, the results are
astounding,” says Murphy. “Both staff and
patients recognize and appreciate great processes.
This builds loyalty, respect, and confidence all
around.”

When Carney dug into the data on precertifica-
tion denials, he was surprised to find that only
31% were due to patient access staff. Another 31%
involved radiology. After the doctor ordered one
view of a magnetic resonance imaging scan or
computerized tomography scan, patient access
staff would obtain the precertification. But the
radiologist would realize that to show the doctor
what he wanted to see, two views were needed.
“So guess what? It comes back as a precert denial,
because we ordered one view, not two views,”
says Carney. 

Another reason for denials involved divorced
parents giving the wrong insurance for their child
to patient access staff. “The parent might come in
and say the kid has Blue Cross, but the problem
is that the dad is the primary — but we didn’t
know that because the mom just gave us her
insurance card,” says Carney. “She gets the bill
and it’s denied, and by contract if we bill it, then
we fall under those rules.”

Knowing these underlying reasons for pre-
certification denials becomes very important if
you are looking for a technology tool to reduce
these. “If someone comes down and says, ‘Tim,
if I get your team this great precertification
tool, can you reduce denials by 50%?’ and I
say, ‘Sure I can,’ and they buy me this, the
problem is, I wasn’t responsible for all the
denials.”

In a situation like this, the promised results
won’t happen and the patient access manager
likely will be blamed. 

“The problem is that you weren’t even aware
there was a broken process in your radiology
department,” Carney says. “Stay connected to
your day-to-day operations. I’m not saying
you’ve to go down there and register, but you’ve
got to understand your problem before you make
a commitment.”  ■
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Take these 7 steps 
before you commit

When making your case for a technology
investment, use these seven tips from
Kathryn Stevens, PhD, MBA, CHAM,

manager of the Epic ADT Project at UW Medicine in
Seattle:
• Be specific about your goal and how it benefits 

the organization.
• Be conservative. Cut any vendors’ estimates by 

three-quarters.
• Don’t overestimate ROI or overinflate benefits, as 

is the tendency of most vendors. 
• Do research with local or regional clients. Tell their

stories about benefits and lessons learned.  
• Get solid baseline data on your current process. 
• Be able to defend your numbers. 
• Find out if there are other similar or conflicting 

initiatives by other departments in your 
organization.  ■



Be ‘in the know’ on
patient access tools

“Unfortunately, not all access profes-
sionals take advantage of the oppor-
tunities to learn what’s outside their

world and the technological tools available,” says
Kathryn Stevens, PhD, MBA, CHAM, manager
of the Epic ADT Project at UW Medicine in Seat-
tle. Attending conferences, for example, may be
cost-prohibitive, your boss may not value exter-
nal learning, or you may get caught up in “fight-
ing fires” instead of looking for more long-term
solutions.

Here are some ways to find out the latest and
greatest technology offerings:

• Attend local, affordable workshops. 
These may be offered by vendors or national

professional associations. “In addition to jour-
nals, these workshops and webinars are prime
sources of information about the technology tools
and the efforts under way to support access
improvement,” says Stevens. “While this takes
me away from the job, the investment in time and
the amount paid by my employer has been value-
added.”

Stevens says she attends at least four profes-
sional association sessions a year, but as a
national board member of the National Associa-
tion of Healthcare Access Management
(NAHAM), most of her sessions are free, espe-
cially when she volunteers to be a speaker. 

“I used to attend a lot more national events,
but time away is costly in terms of workload, and
flight costs have increased substantially,” says
Stevens. “It has been cheaper and more effective
to arrange for vendors to come to my organiza-
tion and demonstrate new products.”

• Meet with vendors at conferences.
Carney says he attends the National Associa-

tion of Healthcare Access Management confer-
ences every year, and listens to what the vendors
have to say, but then goes to the hospitals where
the solution has been implemented for “the true
story.”

• Participate in user groups for your hospi-
tal’s HIS system.

“I’m on a Siemens system, so I like to go to a
Siemens user group with other hospitals that are
using my system. It doesn’t help if they’ve got
McKesson, because they are different,” says Tim
Carney, manager of outpatient financial arrange-

ments at Shands at the University of Florida in
Gainesville.

• Contact your patient access counterparts at
other hospitals.

Carney says he finds hospitals with patient
access departments similar to his own to compare
notes with. These include Vanderbilt University
Medical Center, Ohio State, and University of
Alabama at Birmingham. “These are people that
are doing my job with the same kind of concerns.
I look at myself against them, and ask, Are these
people having the exact same problem that I’m
having?’” he says. 

Carney says he couldn’t go talk to patient
access at a local hospital since they’re a competi-
tor but that other hospitals will openly share their
problems. “I’m not going to divulge my inner-
most secrets to the hospital that’s two blocks
over,” he says. “But Baylor will tell me anything I
want to know because I’m not 20 feet away from
them trying to steal their business.” 

• Compare yourself only with similar depart-
ments.

What patient access does on the front end
varies widely, and so do technology needs. 

“For some people, their job is to make sure
there is an account out there, get the signature,
armband the patient, and do proper ID and that’s
it,” says Carney. “But where I’m at, I have to ver-
ify the insurance, obtain the precerts, collect the
cash, and work the denials. I do everything but
put the bill out the door.”

If a denial comes back, the billing department
has it on its denial database and it goes back to
the front end to resolve. “They figure that if the
back end is working your denials, then the front
end doesn’t know what it’s doing wrong,” says
Carney. “Since we obtain precerts, we also do the
follow up.”

In contrast, patient access staff at a community
hospital in the Shands health care system verify
insurance and confirm the precertification, but
don’t actually obtain it. “You’ve got to watch
when you are trying to compare an apple to an
orange, even though we all call ourselves
‘access,’” says Carney.

[For more information, contact:
Tim Carney, manager, outpatient financial

arrangements, Shands at the University of Florida,
1600 SW Archer Road, Gainesville FL 32610. Phone:
(352) 265-3673. E-mail: carnete@shands.ufl.edu.

Katherine Murphy, CHAM, director of access 
services, Nebo Systems, 1 South 376 Summit Ave.,
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Court B, Oakbrook Terrace, IL 60181-3985. Phone:
(630) 916-8818. Phone: (630) 916-8818 ext. 34. E-
mail: katherine@Nebo.com.

Kathryn Stevens, PhD, MBA, CHAM, 
manager, Epic ADT Project, Northgate Executive
Center II, Box 359101, 9725 3rd Avenue NE, 
Suite 509, Seattle, WA 98115. Phone: (206) 598-
0797. E-mail: stevek12@u.washington.edu.]  ■

Rounding means payer
requirements are met
Staff get their questions answered

Patient access staff often overlook or misinter-
pret payer requirements, which can cost the

hospital thousands of dollars. Yet keeping staff
current with all the various rules is a full-time job
in itself.

“Keeping up with payer requirements is a
daily challenge,” says Gayle Dickerson, patient
access director at Baptist Hospital East. 

Part of the problem is that many companies
change precertification and notification proce-
dures within a contract period. “They also write
contracts to be employer-specific, so even with
the same payer, the rules may be different
depending on the employer’s wishes,” says Dick-
erson. 

To address this problem, patient access man-
agers now do regular rounds to answer the ques-
tions of employees in the emergency department,
ambulatory surgery, outpatient surgery, radiol-
ogy, and endoscopy. “We visit each work area
where we have registration staff and talk about
the issues of the day,” says Vicki Lyons, the hos-
pital’s patient access manager.

For example, staff might have process ques-
tions related to a particular insurance or need
answers to questions raised by patients. “One
question related to signatures in Medicare’s
Important Message and how to obtain acknowl-
edgement of receipt if the patient was unable to
sign,” says Lyons.

Rounding also is a chance to give staff tips on
customer service and patient interactions. “Many
patients are in highly stressful physical condi-
tions on entry into the hospital. Remaining calm
while acquiring all the necessary information for
care, treatment, and billing is important,” says
Lyons. 

In addition to rounding, patient access at Bap-
tist has made these changes:

• A formal trainer was hired.
This is a full-time position responsible for both

the initial training process and ongoing updates
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Here is what a patient
access trainer does 

Below is a description of the responsibilities
of a full-time patient access trainer posi-
tion at Baptist Hospital East:

Job Summary: Provides registration training
specific to each staff member’s duties in all reg-
istration areas and responsible for auditing all
staff performance to ensure competency in the
registration process. Will share feedback with
appropriate managers regarding additional train-
ing needs as well as conduct the additional
training.

Principal duties and responsibilities:
• Demonstrates working knowledge of 

daily/weekly/monthly reports.
• Develops and reinforces ongoing competency 

with staff, utilizing results of tracking.
• MSP.
• Insurance.
• COB issues.
• Guarantor.
• Maintains database for tracking staff 

competency.
• Presents at least one in-service quarterly related

to areas of high financial impact or high error 
volume causing patient dissatisfaction or billing
errors/rework.

• Develops training manual and keep updated 
with system upgrades.

• Develops orientation schedules and precept 
new employees for all registration areas in 
hospital.

• Assists with data collection for registration 
function.

• Assists with project development as directed 
by management.

• Ongoing auditing of registration outcomes to 
develop process improvement recommenda-
tions (monthly – rotate schedule by 
department).

• Flexibility in shift worked to accomplish training.



given to patient access staff. (See job description
on p. 126.)

“The trainer is an experienced full-time staff
member who also has good interactive skills,”
says Dickerson. Staff are taught using scenarios
with fictitious patients, such as labor and deliv-
ery patients and Medicare patients who require
additional completion of the MSP form. 

Staff are taught how to use the computer sys-
tem for registration, and how to use other
resources built into the system, the differences in
inpatient vs. outpatient registration, understand-
ing insurance plans and codes, and how to read
insurance cards. 

“Updates are given whenever there are
changes to any of the above, new plans added 
by managed care in contracting or plans termed,”
says Dickerson. “Our goal is for claims to be
clean, so electronic submission is fast and 
accurate.”

Since patient access staff also are responsible
for up-front collections, the staff are taught how
to explain co-pays and deductibles, and how to
take payments by phone through the automated
payment processing system.

• Payer-specific requirements are kept online
through the hospital’s intranet, so they are
always available for staff reference. 

“We have a staff member who is responsible
for keeping the intranet resource up to date,”
says Dickerson. “Payers have newsletters and
regular transmittals to the hospital, which are
reviewed and updated on the intranet.”

• Edits are placed within the hospital’s infor-
mation systems. 

These flag cases that may represent errors in
staff interpretation of guidelines to allow both
correction prior to billing and ongoing staff
education. For example, a policy number
might be missing or incorrect, or an out-of-
state Blue Cross plan might have been entered
incorrectly. “Sometimes if it is a miscellaneous
insurance, the insurance address will be left
off. These are all opportunities to correct
billing,” says Lyons. 

[For more information, contact:
Gayle Dickerson, patient access director, Baptist

Hospital East, 4000 Kresge Way, Louisville, KY
40207. E-mail: Gdickerson@BHSI.com.

Vicki Lyons, patient access manager, Baptist Hospi-
tal East, 4000 Kresge Way, Louisville, KY 40207.
Phone: (502) 897-8159. E-mail: Vlyons@BHSI.com.]  ■

Staff are first to use palm
scanners to ID patients
Misuse is virtually impossible 

Instead of asking a patient to show you a
driver’s license, how about identifying patients

by the unique vein patterns in their hands? A
new palm scanning device is used by patient
access staff at Carolinas HealthCare System, the
first health care provider in the United States to
implement this technology.

The palm scanning device, manufactured by
Fujitsu, is used with a software system designed
by the hospital that enables the scanner to inter-
face with the hospital’s patient registration
database.   

The scanners use near-infrared light to map
the vein patterns in a patient’s palm, which are
considered more unique than a finger print.
The digital image is converted into a number
that correlates with the patient’s medical
records. 

Before choosing the palm scanner, Carolinas
looked at retinal scanners, but thought they
would be too invasive for patients. Finger
printing was considered, but wasn’t chosen
because of the wear and tear on the equipment
caused by repeated cleanings, and the fact that
actual fingerprint images are stored in those
systems. Since a number, not an image, is
stored with the palm scanner, there is no
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chance an image could be stolen and illegally
reproduced.

The palm scanner is currently used at admit-
ting, the emergency department, one-day surgery,
and all inpatient and outpatient registration
points. “Most recently, we have begun a rollout to
physician practice settings for our physicians net-
work,” says Steve Burr, vice president of patient
financial services. 

This is the process: First, registration staff ask if
patients have been scanned previously. If they
have, patients are asked for their date of birth
and their palm is re-scanned. Once patients are
pulled up, staff verify that this is the correct per-
son — thus far, it always has been — and make
any updates to the registration data. If patients
are not found, staff begin searching via normal
demographic data. 

If patients have not been scanned before, they
are directed to place their middle finger between
two metal prongs, to make sure their palm is
properly positioned, and the scan is taken. 

“Once the patient is located and verified, we
can then scan the palm and link it to the
record,” says Burr. “Or, we can create a new
registration and link the palm scan if the patient
is not found or if they have never been here
before.”

Patients are safer

Patient safety was the primary motivation for
this new technology. “With today’s increasing use
of electronic data in the delivery of health care,
the need for linking the correct patient to the cor-
rect medical record has never been more impor-
tant,” says Burr. 

Clinical decisions are being made through the
use of multiple electronic systems, and most of
them are dependent upon an accurate registra-
tion into the HIM system. “The use of the palm
vein scanner allows us to ensure that we have
selected the correct patient,” says Burr. “This
assists in alleviating patient overlays or use of
incorrect information.”

The system virtually eliminates the possibility
that a person’s personal information could be
misused during the patient registration process.
“Previously, we had no other validation process,
other than checking ID or asking for pertinent
demographic data, to ensure we had the correct
patient,” says Burr. In an emergency, a positive
identification can now be made even if the
patient is unconscious.

Another motivation for implementing this
product is to increase efficiency for patients on
return visits. “It is often commented that
patients have to fill out numerous documents of
the same information at any of our sites,” says
Burr. 

However, with palm vein scanning, the
patient’s information is accessed via a global
database on return visits. The patient only has to
review the information that’s already on file,
instead of filling out new documents.

For subsequent visits, patients give their birth
date and have their palm rescanned for a positive
identification. The new process makes it impossi-
ble for anyone to hear or see sensitive personal
information when it’s given to the registrar, and
prevents an individual from using someone else’s
Social Security number or health insurance card
to obtain services. 

Glitches were minor

It wasn’t difficult for patient access staff to get
used to the new device. “Patients have to be
instructed where to place their hand, and to
remain very still,” Burr says. “The registrar then
enacts the software at their desktop and if the
scan is acceptable, it is linked to the record, and
that is it.”

A bigger obstacle was getting the registration
staff to begin using the product at each registra-
tion. “Most of the push was due to it just being
different,” says Burr. “Once we began measuring
the use, we motivated staff by competition and
recognition.”

Use of the scanner also has become one of their
required functions that is measured and compen-
sated in the employees’ monthly goals.

As for patients, most didn’t have a problem
with the new system. “Some patients were scared
of the product at first, and many refused for fear
or religious beliefs,” says Burr. “However, most
patients have no issues with using the device
now and we have very few refuse.”

Initially, the percentage of patients scanned
was in the 20% range, and it is now more than
85%. “If patients refuse, we then re-educate about
the safety reasons for scanning. If they continue
to refuse, we do not force them,” says Burr. 

There were some technology glitches at first,
with the device coming unplugged and with the
weight of the device. However, later models have
been made much lighter and with better wiring
and have not posed any problems. 
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“All in all, the issues were very minor consid-
ering this was new technology being deployed
for widespread use at a hospital system of our
size and volume,” says Burr. “We have seen
increased efficiency on return visits and decrease
in potential overlays, which leads to increased
patient safety.” 

The scanner has made the registration process
much faster. In the past, registrars would input
information, and then select the correct patient
from a list of patients with similar names or birth-
days. The palm scanner zeroes in on the right
patient immediately.

Burr says that Carolinas is still working on the
best ways to measure improvement in terms of
efficiency, so no metrics are available yet to
demonstrate improvements. 

“The big win will be once the physician prac-
tices are online with the technology,” he says.
“Most of our referrals come from our physician’s
network, and the patients will already be scanned
and registered.”

[For more information, contact:
Steve Burr, vice president, patient financial 

services, Carolinas HealthCare System. 
Phone: (704) 512-4809. E-mail: Steve.Burr@caroli-
nashealthcare.org.]  ■

Morale boosts don’t need
to have a big price tag
Some of the best ideas cost nothing

Improving morale of patient access staff is
difficult, but it doesn’t have to be expensive.
“If you care about your staff and their work

environment and you are genuine in your
praises, morale takes care of itself,” says
Antionette Anderson, CHAA, CHAM, director
of patient access & centralized scheduling at
Skaggs Community Health Center in Branson,
MO. Here, Anderson shares some of her
secrets:

• Every day, she rounds on patient access
staff and the departments they serve.

“It takes about 30 minutes out of my day, but it
is well worth it,” she says. “I feel that rounding
with them shows them you care.” During the
rounds, she covers these five points: 

• What is working well today?

Staff tell Anderson things like “No one called
in sick,” “We are fully staffed,” “I love our new
insurance card scanners, they save so much
time,” or “IT came down and fixed our
printer.” 

• Are there any issues or concerns that I can
help you resolve today? 

Recently, a staff member told Anderson:
“Sally really needs some training in scripting for
collections, as well as insurance training. She
seems to be struggling.” Another staff member
told her, “Endoscopy keeps calling to see if the
patient has arrived. This is very disruptive to
our patient flow. Please let them know that we
send the patients directly up that have pre-regis-
tered and don’t owe any money. Only the ones
that need to pay their co-pay stop by registra-
tion, and we send them right up after we have
collected.”

• Do you have the appropriate equipment for
doing your job?

If you asked staff what equipment they would
like you to give them, you might expect them to
ask for the impossible, but Anderson says the
requests are surprisingly basic. 

“Sometimes their equipment needs are as
small as ‘We need pens’ or ‘My laptop won’t hold
a charge,’” she says. “I get them what they need.”

• Is there someone that should be recognized
today for a job well done?

• Tough questions.
“This covers anything that is out of your con-

trol, such as ‘I feel that we are underpaid,’ ‘We
need a raise,’ or ‘We need a bigger office,’” says
Anderson. “These are items that take time and
need to have others involved in resolving, or can-
not be resolved.” 

Every week, she follows up on the concerns
that were voiced during the rounds, and then
communicates back to staff to let them know
what she has done. 

• When staff tell her one of their co-workers
has done a good job, Anderson sends a thank
you card to that employee’s home.

She gets very specific about why the person is
being thanked. For example, she might write,
“Susan in the radiology department said that you
went out of your way on Monday when a patient
needed help with obtaining a ride home,” or
“Megan, your co-worker really appreciated that
you traded shifts with her so she could attend her
child’s school play.”

“By sending the thank you card to their home,
it means more to them,” she says. “They are
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proud to show it to their family.”
• When staff reach a goal, she buys the entire

department pizza.
A collection goal might be $50,000 per month

for a specific department, such as the emergency
department, outpatient or inpatient, or $150,000
combined for hospital collections per month. 

“I also celebrate reached goals such as 85% pre-
registration of all scheduled patients, or 95%
accuracy, either per individual or per depart-
ment,” says Anderson. “I will also buy lunch for
an individual when I know they went above and
beyond.”

• She compliments staff on good communica-
tion.

Anderson listens as staff interact with patients,
and if she likes what she hears, she says so. “I
immediately tell them, ‘Cathy, I overheard you
talking with your patient, you did a great job
resolving their problem,’ or ‘The way you han-
dled that situation was excellent.’ I do this in
front of other employees.”

• She gets rid of troublemakers in the group.
Anderson keeps an eye out for problem behav-

iors — turning one employee against another,
gossiping, constant complaining, or talking
behind a employee’s back. 

“That really brings the staff down,” says
Anderson. “Sometimes the troublemakers are
good workers, but they drag down the rest of the
group.”

[For more information, contact:
Antionette Anderson, CHAA, CHAM, director of

patient access & centralized scheduling, Skaggs Com-
munity Health Center, PO Box 650, Branson, MO
65616. Phone: (417) 335-7701. E-mail: AGAnder-
son@Skaggs.Net.]  ■

Is quick reg process 
best for transfers?
Transfer patients pose unique issues

Patient transfer admissions pose a “bitter-
sweet” issue for patient access managers, says

Terry D. Long, RN, BSN, MBA, NEA-BC, director
of the patient transfer center at Texas Health
Resources in Arlington.

With more facilities utilizing computer docu-
mentation systems, the need for rapid admit of

patients is paramount. “Clinical staff cannot
provide any services to the patient prior to this
patient access function,” says Long. “The
patient cannot receive diagnostic testing, sup-
plies or procedures urgently needed. Clinical
staff cannot document care performed or
patient condition.”

While transfer volume is needed to maintain
volume and revenue, transfer patients have some
specific issues not present in other patient popu-
lations. “Most patient transfers occur due to spe-
cific critical needs a patient experiences that
cannot be met at their current hospital. This
results in the need for a transfer,” says Long.
“These patients are usually critically ill and need
services the moment they arrive at the accepting
facility.”

The patient arrives via helicopter and is rushed
to surgery, the cardiac catheterization lab, or
neonatal intensive care unit. How does the
patient access staff admit this patient? 

One common approach is to utilize a central-
ized bed control or transfer center to pre-admit
the patient or utilize a reservation function 
in your admission/discharge/transfer (ADT) 
system.

“By having bed control or the transfer center
enter the information into your ADT system prior
to the patient leaving the sending facility, the
admission can be processed utilizing your quick
registration process,” says Long. “This process is
usually utilized in the emergency department. It
works equally well in this case.”

Other smaller facilities may have processes
that include all transfers entering the facility via
the emergency department, where access staff
are accustomed to time-sensitive admission pro-
cesses. “In hospital systems with one ADT sys-
tem, most patients can be admitted to only one
facility,” says Long. “If a transfer moves to a
second facility and is not discharged or trans-
ferred, then care may be affected at the second
facility. “

Clinical input is key

At the Cleveland Clinic, a “throughput team”
looks at the list of possible transfers to determine
the order in which patients are sent, for all
patients who don’t qualify as a “come on down”
for immediate placement. “We assess clinically
what is going on with the patient. If you know
the right clinical questions to ask, sometimes you
get more accurate information,” says Eileen
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Jamieson, RN, nurse manager of the throughput
team. 

“We look at that list constantly to judge and
triage who needs to get here first. We want to
get the sickest ones here sooner,” says
Jamieson. 

When the Cleveland Clinic’s nurse speaks to
the nurse from the referring institution, the plan
may change. “The nurse might say, ‘This patient
sounds really sick and needs to get here before
the other one.’ The clinical decision she makes
would trump the decision that registration has
made.”

For the “come on down” patients who get a
bed immediately, the financial clearance process
is bypassed. But for other patients the referring
facility calls about, the team makes sure that
they have the correct patient and medical record
number, and this is then faxed to the financial
counselors. 

“If the patient is out of network and has a
condition that can be treated in network — if
it’s not something we offer that they can’t get
somewhere else — then the financial counselor
tells them ‘We’ll be glad to take you, but you
will incur a bill that you will be responsible
for.’”

To ensure that transfer patients are placed in
the appropriate status — observation or inpa-
tient — nurses at Barnes-Jewish Hospital’s
patient placement center are trained to use an
established set of criteria for the severity of ill-
ness and intensity of service that is required for
hospitalization. 

“Because we are a large academic medical cen-
ter, we receive numerous referrals. Sometimes
you have to balance the customer service aspect
for the referring physicians over the payment
issues,” says Karen Gist, MSN, RN, ONC, direc-
tor of patient placement and access at Barnes-
Jewish Hospital in St. Louis, MO. “Sometimes we
need to accept patients quickly and work on the
care management issues on the back end.”

For example, if a call comes in from a referring
facility to transfer a patient to Barnes-Jewish, the
physicians accept the patient based on the clinical

picture. “And if they believe we are the place this
patient needs to receive care, there is never a
mention of the patient’s insurance coverage,”
says Gist. 

Once the transfer patient is admitted, case
managers work with insurance carriers to try
and ensure payment is received. “If they do not
have insurance, they try to link them into a
financial assistance program,” says Gist. “But all
of this takes place after the patient has been
transferred to our organization. Patients are
accepted based on their clinical need, not the
ability to pay or have their insurance company
pay.”

[For more information, contact: 
Karen Gist, MSN, RN, ONC, director, patient

placement and access, Barnes-Jewish Hospital, One
Barnes-Jewish Hospital Plaza, St. Louis, MO 63110.
E-mail: kag9525@bjc.org.

Eileen Jamieson, RN, nurse manager, throughput
team, Cleveland Clinic, 5350 Frantz Road, Dublin,
OH 43016-4259. Phone: (216) 445-7241. E-mail:
jamiese@ccf.org.

Terry D. Long, RN, BSN, MBA, NEA-BC, direc-
tor patient transfer center, Texas Health Resources,
1701 East Lamar Suite 200, Arlington, TX 76011.
Phone: (817) 404-1782. E-mail: TerryLong@Texas-
Health.org.] ■
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■ Proven approaches to
increase cash collections

■ Implementation tips for a
point-of-service pricing
system

■ How to get actionable data
on errors and accuracy rates

■ Demonstrate the value of
data obtained by patient
access
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Ahealth care organization might have in
place the best information technology
(IT) protections available, but compla-

cency can be a dangerous thing considering 
the gold mine of personal information stored 
by a hospital. 

Consider this: One Atlanta-based security ser-
vices provider says it’s blocking an average of
15,543 attempted hacker attacks a day per health
care client, compared to an average 1,581 attacks
per day per bank client. 

To thwart an information thief, and thus com-
ply with HIPAA requirements to protect personal
health information, SecureWorks information
security expert Jon Ramsey suggests thinking
like an information thief.

“Sit your two best IT guys down for a while,
and ask them how they’d break into your system,
where they’d [attempt access], what they’d look
for, and you’ll come up with a pretty good threat
model pretty quickly,” Ramsey says. “Threat
modeling means considering who is going to
attack you, how, and what are the assets they’re
going to go after,” says Ramsey.

Threat modeling has proved its value for a
long time in the banking industry, and now is
doing the same work in health care.

Threat modeling an ongoing process

While it would be nice to construct a mathe-
matically precise threat matrix that, once put into
place, would serve as a permanent threat model,
in real life, threats change daily, so preemptive
measures against those strikes have to change
daily, too, Ramsey says.

Implementing HIPAA includes preventing pri-
vacy breaches and reacting to ones that occur,
and since technology changes with each day —

and hackers’ knowledge broadens at the same
pace — staying ahead means constant vigilance
to anticipate potential problems.

When threat modeling for potential privacy
vulnerabilities, health care organizations should
consider some general questions:

• What’s the nature of potential threats? (Are
disclosures likely to be made accidentally, or is
information likely to be stolen for profit, or both?)

• Who is the source of the threat? (Employees,
visitors, vendors, outsider gaining access illegally.)

• How might access be gained? (Hacking into
a computer, stealing a laptop, breaking into an
office.)

• What data are vulnerable?
• How many data are vulnerable?
And now is a good time to think “threat

model,” as the stakes recently increased. The
Department of Health and Human Services
(HHS) sent a clear signal earlier this year that it
takes the safeguarding of patients’ personal infor-
mation very seriously when it took enforcement
action against Seattle’s Providence Health & Ser-
vices over the theft or loss of health information
of more than 386,000 patients. (See “HHS fines
health system for breach of privacy,” p. 2.)

Providence’s patient information was com-
promised because electronic media, such as
backup tapes and laptops that contained unen-
crypted information, were left unattended and
eventually lost or stolen. While HHS has
received more than 6,700 reports of breaches
under HIPAA, the Providence case was the first
time HHS imposed a fine ($100,000) for a data
breach, and industry observers have written that
it signals more to come.

Because “you can’t protect everything from
everyone,” Ramsey points out, no security plan
can monitor every single bit of data and every

Threat modeling to protect patient information

You can’t afford not to 



access point to those data; so it makes sense to
put your greatest efforts toward the greatest risk.

In other words, he added (quoting former
National Security Advisor McGeorge Bundy), “If
you guard your toothbrushes and diamonds with
equal zeal, you’ll probably lose fewer tooth-
brushes and more diamonds.”

Threat modeling allows a health care organiza-
tion to take its limited IT and security budgets
and use them to the greatest effect by narrowing
down the areas of greatest vulnerability.

“You want to spend each dollar in a way that
will make it more expensive for a threat to access
your information,” Ramsey adds.

Providers’ need for quick access adds risk

Coupled with the attractiveness (to hackers) of
the tremendous amount of personal identification
data that’s available from a health care patient
record system is the vulnerability that’s inherent
when that information has to be readily and
quickly accessible by those who legitimately need
it — physicians, nurses, account managers, etc.

“It’s the ubiquity of information; if you’re an
emergency room doctor and you need a patient’s
record, you get it right away,” Ramsey says. Mak-
ing that information easily administered and, at
the same time, secure is why the field of IT in the
health care setting has exploded in the last two
decades.

“It’s an organic thing; the threats change every
day, so our clients have new threat models every
day,” Ramsey says. “What you need to say is, ‘If I’m
secure today and not tomorrow, what has changed?’
and you have to ask yourself that every day.”

With each new technology, there are new vul-
nerabilities; those multiply when you consider
how many data systems within a hospital inte-
grate or “map” to one another.

“The ubiquity of information and the need to
integrate data across these systems leaves a lot of
openness,” Ramsey cautions.

And health care’s use of existing technology is
a boon to the “business” of information theft.

For example, Microsoft Windows has been
around for 25 years, giving hackers a generation
of time to learn its capabilities and vulnerabili-
ties; now that the operating system is used in
health care, “criminals have whole new business
models to invade,” Ramsey points out.

“We know from industries more advanced
[than health care] in information security that
threat modeling makes a whole bunch of sense,”

he concludes. “It’s proven itself in other indus-
tries — you can’t not do it.”

[For more information:
Jon Ramsey, Chief Technology Officer, Secure-

Works, Atlanta, GA. Phone (877) 905-6661. 
Department of Health and Human Services. Reso-

lution agreement between HHS and Providence
Health & Services; available online at
http://www.hhs.gov/ocr/privacy/enforcement/resolu-
tion.html.] ■

HHS fines health system
for breach of privacy

On July 15, 2008, the Department of Health
and Human Services (HHS) entered into an

agreement with Seattle-based Providence Health
& Services to settle potential violations of HIPAA
privacy rules.

Under the agreement — the first time HHS has
levied a fine for a data breach — Providence
agrees to pay $100,000 and implement a detailed
corrective action plan (CAP) to ensure that it will
safeguard identifiable electronic patient informa-
tion against theft or loss. Providence’s data
breach resulted from electronic record backups
and laptop computers being left unattended,
eventually leading to their loss or theft.

HHS says the breaches occurred when the
backups and laptops were removed from Provi-
dence premises (in Oregon and Washington) and
left unsecured; some thefts occurred when the
items were left in Providence employees’ cars.

While HIPAA does not specifically address
transportation of personal health information via
laptop (or car), the rule does require covered enti-
ties to safeguard portable media or devices, includ-
ing paper charts being moved between offices.

Under the resolution agreement — also the
first HHS has required from a covered entity —
Providence agrees to take remediation steps,
including:

• Revising its policies and procedures regard-
ing physical and technical safeguards (e.g.,
encryption);

• Governing off-site transport and storage of
electronic media containing patient information,
subject to HHS approval; 

• Training workforce members on the safe-
guards; 
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• Conducting audits and site visits of facilities. 
According to HHS, it has received more than

30 complaints related to the loss or theft of
patient information from Providence’s data sys-
tems. The resolution agreement alleges that pro-
tected information of more than 386,000 patients
was exposed by the breach.

(To read HHS guidance on  HIPAA’s security rule
pertaining to electronic devices, go to www.cms.hhs.gov/
SecurityStandard/Downloads/SecurityGuidanceforRe-
moteUseFinal122806.pdf.)  ■

HHS guidance emphasizes
what can be divulged 

The Department of Health and Human Ser-
vices (HHS) has issued new guidance for

providers on talking about patients’ health infor-
mation with and in the presence of other parties
— with an emphasis on what can be discussed. 

Even though HIPAA requires health care
providers to protect patient privacy, providers are
permitted, in most circumstances, to communi-
cate with the patient’s family, friends, or others
involved in their care or payment for care. 

The guidance is intended to clarify HIPAA pri-
vacy requirements so that health care providers
don’t unnecessarily withhold information from
those who are permitted to have it.

Among examples discussed in “A Health Care
Provider’s Guide to the HIPAA Privacy Rule:
Communicating with a Patient’s Family, Friends,
or Others Involved in the Patient’s Care,”
released in September 2008 by the HHS Office of
Civil Rights, are the following examples of per-
mitted discussions of health information:

• An emergency room doctor may discuss a
patient’s treatment in front of the patient’s friend
if the patient asks that her friend come into the
treatment room. 

• A doctor’s office may discuss a patient’s bill
with the patient’s adult daughter who is with the
patient at the patient’s medical appointment and
has questions about the charges.

• A doctor may discuss the drugs a patient
needs to take with the patient’s health aide who
has accompanied the patient to a medical
appointment. 

• A doctor may give information about a
patient’s mobility limitations to the patient’s sister

who is driving the patient home from the hospital. 
• A nurse may discuss a patient’s health status

with the patient’s brother if she informs the
patient she is going to do so and the patient does
not object. 

[“A Health Care Provider’s Guide to the
HIPAA Privacy Rule” is available free for down-
load at www.hhs.gov/ocr/hipaa/provider_
ffg.pdf.]  ■

Privacy hindered by not so
private hospital rooms

Despite increasing demand for privacy sur-
rounding health information, North Ameri-

can hospitals lag behind European counterparts
when it comes to one of the most visible impedi-
ments to privacy — multi-bed hospital rooms.

“Considerable attention is paid to the privacy
of health information, yet multi-bed rooms do not
provide such privacy,” write the authors of a
recent paper published in the Journal of the Ameri-
can Medical Association.1

According to Michael E. Detsky, MD, and
Edward Etchells, MD, both of the University of
Toronto, single-bed hospital rooms were recog-
nized as the ideal setting for patient care early in
the last century; however, while patient safety,
dignity, and privacy have gained attention in hos-
pital medicine, multi-bed rooms have remained.

Besides providing privacy, the authors suggest,
single-patient rooms inhibit the spread of nosoco-
mial infection and reduce the need for in-hospital
transfers; on the other hand, they point out, one
patient per room means more walking and time
for hospital staff, and new construction costs are
inherent in converting from multi-patient rooms
to single-patient rooms.

Nonetheless, the privacy protection afforded
by a private room is demanded by a health care
system that prizes patient privacy.

“Patients may not share sensitive medical his-
tory, such as sexual practices or illicit drug use, in
a room where strangers can listen,” Detsky and
Etchells write. “Discussions about life-sustaining
treatment or a serious diagnosis with a poor prog-
nosis are inappropriate with other parties present
when separated only by curtains.”

While North American hospitals lag behind,
for example, in French hospitals, which have
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designed single-patient rooms as standard for
hospitals for the last 20 years, single-patient
rooms are becoming standard in new construc-
tion of medical/surgical wards and obstetrical
units.

“Single-patient rooms are permanent physical
features that potentially could improve safety and
patient satisfaction without the need for ongoing
staff training, audits, or reminders,” the authors
conclude.

Reference

1. Detsky ME, Etchells E. Single-patient rooms for safe
patient-centered hospitals. JAMA 2008;300:954-956.  ■

HHS lacking in approach
to health info privacy

The Department of Health and Human Ser-
vices (HHS) may have given rise to — and

oversees — HIPAA privacy regulations, but
according to a report by the General Accounting
Office (GAO), the agency’s approach to ensuring
the privacy of health information still needs some
work.

A report released in September 2008 by the
GAO is a follow up to recommendations made by
GAO in 2007 on the status of efforts by HHS to
ensure the privacy of personal health information
exchanged within a health information network.
At the time of the 2007 report, the GAO recom-
mended that HHS define and implement an over-
all privacy approach for protecting information
that’s exchanged or stored electronically.

The GAO reported in its follow up that HHS
has taken steps toward meeting the recommenda-
tions, including identifying goals, ensuring key
privacy principles are addressed, and addressing
challenges associated with nationwide exchange
of health information. 

Still, while the GAO report credits HHS with
taking steps that “contribute to an overall privacy
approach,” it finds HHS has fallen short of imple-
mentation; in particular, the report finds that
HHS’s privacy approach doesn’t include a
defined process for assessing and prioritizing pri-
vacy initiatives, causing gaps in policies and
guidance needed by stakeholders to ensure ade-
quate privacy protection measures. 

The recommendation of the GAO is that HHS

needs to prioritize; it suggests that HHS ask the
national coordinator for health IT to include in
the HHS overall privacy approach a process for
assessing and prioritizing its privacy-related ini-
tiatives.  ■

New rule would update
rules for etransmissions

On Aug. 22, 2008, the Department of Health
and Human Services (HHS) published a pro-

posed rule that would adopt updated versions of
the standards for electronic transactions under
HIPAA. The rule also would adopt a transaction
standard for Medicaid pharmacy subrogation
and two standards for billing retail pharmacy
supplies and professional services, and would
clarify who the “senders” and “receivers” are in
the descriptions of certain transactions. Com-
ments on the proposed rule closed in October.

Updated versions of current HIPAA electronic
transaction standards require the use of the ICD-
10 code sets for claims, remittance advice, eligibil-
ity inquiries, referral authorization, and other
widely used transactions. The proposed version,
version 5010, adds the ability to designate certain
information as confidential and restrict access to
member information. This new function provides
privacy protection by safeguarding confidential
information, according to HHS.

Health care stakeholders,  including the Ameri-
can Hospital Association and Blue Cross/Blue
Shield, have asked HHS to forestall requiring
implementation of ICD-10 until HIPAA electronic
transaction standards have been modified to keep
up with the massive coding changes.

“Before the transition to ICD-10 can begin, the
industry must move to the next generation of
HIPAA transactions [Version 5010] because the
current version [4010] will not work with ICD-
10,” Blue Cross/Blue Shield stated in response to
the proposal. “Version 5010 is a major re-write of
the HIPAA transaction standards, with more than
850 individual changes. There is wide industry
consensus … that upgrading to version 5010 is
too significant to be done in conjunction with
ICD-10.”

The ICD-10 changes are scheduled to 
become effective Oct. 1, 2011. To read the entire pro-
posed rule regarding version 5010, go to
edocket.access.gpo.gov/2008/pdf/E8-19296.pdf.  ■
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