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more or less revenue for access?
Coverage changes already occurring

Will changes in patient coverage due to the Patient Protection and 
Affordable Care Act (PPACA) mean less revenue for your organiza-
tion, more opportunities for patient access, or both?

Although some aspects of healthcare reform still are being challenged in the 
courts, “no matter what avenue it takes, the impact to patient access cannot 
be underestimated,” says Gail Draper, director of clinic support services at 
University of Utah Hospitals & Clinics in Salt Lake City. “We need to be suc-
cessful at issues relating to service, technology, and cost-shifting for the new 
regulations that are already here, with more fast approaching.”

Already, the patient access department at University of California — Los 
Angeles Health System is seeing decreased reimbursement because many ED 
patients formerly covered by fee-for-service Medicaid plans are switching to 
managed care Medicaid plans, says Bernadette Lodge-Lemon, director of rev-
enue cycle. “With subsidized care, our reimbursement is compromised,” she 
says. “We only receive a small per diem, which doesn’t cover our costs.”

Many more patients will have coverage when the PPACA is fully imple-
mented in 2014, says Lodge-Lemon, so their out-of-pocket expenses will be 
less. “But I believe it will negatively impact our collection rate,” she adds. 
“Many healthy young people will enroll in the state-sponsored plans, which 
means less reimbursement for providers.”

Because the hospital is not contracted with the Medicaid HMOs, the 
patients are difficult to manage, financially and medically, says Helen Contre-
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raz, director of patient access services. Patients covered 
by Medicaid HMOs are not bound by the same rules 
as patients with federal Medicaid plans, Contreraz 
explains, and they can change their coverage every 
month. “Because the programs are fairly new, the fis-
cal intermediary has had a lot of system challenges,” 
she adds. “They have different medical groups that 
manage them. A multitude of areas are processing 
their claims.”

Because of this issue, “it takes a lot more time on 
the front end to financially secure the patient. You 
have to really dig deep and delve into all the details,” 
says Contreraz. 

At least one phone call typically has to be made 
during business hours, or the third party admin-

istrator (TPA) might need to be contacted during 
off-hours. “Anytime there is a TPA or division of 
financial responsibility, it takes more follow up and 
training of staff,” adds Contreraz. 

The patient’s primary care physician might not be 
familiar with the patient. “Many times, they defer to 
the HMO,” she says. “By the time the call is made on 
the first business day, the patient may have already 
been discharged.”

Lodge-Lemon says she expects the trend toward 
Medicaid HMOs to continue, with many more 
patients insured by state-sponsored plans in 2014. 
To maintain revenue in light of this, UCLA’s patient 
access areas have made these changes:

• Services are shifted to the appropriate facilities.  
“We have made changes in where we are treating 

patients,” says Lodge-Lemon. “We are doing some 
internal strategic handling of patient care, all being 
followed by the same set of physicians.”

Increased bed capacity and geriatric and orthope-
dic services were added at the organization’s Santa 
Monica UCLA Medical Center, and the number of 
intensive care unit (ICU) beds was increased at Ronald 
Reagan UCLA Medical Center, so patients not requir-
ing ICU-level care are shifted to Santa Monica. “We 
have centralized insurance verification and preadmis-
sion,” adds Lodge-Lemon. “That means that even 
though staff physically sit at Ronald Reagan, they are 
also working the Santa Monica cases.” 

• Additional case managers were added in the 
emergency department (ED).

About 40% of hospital admissions come through 
the ED, all of which are unscheduled. “That is 
another point where we can assess the patient and 
determine if they are better situated at the Santa 
Monica facility or whether we should keep them at 
Ronald Reagan,” says Lodge-Lemon. “Of course, 
the patient has to agree to go to Santa Monica if they 
enter through the ED at Ronald Reagan.”

• Staff work hard to provide the right information 
to the medicine department.  

“We conducted a lot of training, developed scripts, 
monitored by shift, and updated our registration 

EXECUTIVE SUMMARY
The Patient Protection and Affordable Care Act 
already has changed patient access processes, with 
some facilities reporting decreased reimbursement 
and delays in financially securing accounts. To avoid 
losing revenue, make these changes:
• Educate physicians on payer requirements. 
• Shift services to appropriate facilities.
• Add case managers in the emergency department. 
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screens,” says Contreraz. “We send out a day-end 
report to the coordinator for the service.”

The service coordinators want to know, for exam-
ple, whether the patient has a primary care physician 
in the UCLA network, because that will determine 
who is going to be seeing the patient. “They are our 
largest service, so we have to be aware of what their 
needs are,” says Contreraz. “We nee d to capture 
the right information that is going to help them with 
their patients.”

• Job descriptions of registrars were updated to 
reflect new skills, including financially securing cases.

“We are investing resources into our internal staff 
instead of looking externally,” says Lodge-Lemon, 
adding that job descriptions will be updated again 
later this year after the department implements a new 
hospital information system. 

Staff members are expected to know which medical 
groups the hospital is contracted with, says Contreraz. 
“Otherwise, the claim may be forced through, but 
we don’t have a payer agreement,” she says. “Those 
claims may prove problematic, so it’s really important 
that the staff understand who the contracted groups 
are.” (See related stories on how cost-shifting is 
changing patient access, below, and new skills needed 
for payer requirements, below right.)

SOURCES

For more information on the changes underway in patient access 
due to health care reform, contact:

• Helen Contreraz, Director, Patient Access Services, University of 
California — Los Angeles Medical Center. Phone: (310) 267-8005. 
E-mail:  HContreraz@mednet.ucla.edu.
• Gail Draper, Director, Clinic Support Services, Community Clin-
ics, University of Utah Hospitals & Clinics, Salt Lake City. Phone: 
(801) 213-9555. Fax: (801) 213-4761. E-mail: gail.draper@hsc.utah.
edu.
• Bernadette Lodge-Lemon, Director of Revenue Cycle, Univer-
sity of California — Los Angeles Health System. Phone: (310) 794-
8299. E-mail: blemon@mednet.ucla.edu.  n

Take steps now
to prevent revenue loss
Cost-shifting continues

Regardless of whether patients are covered by a 
commercial carrier, an employer group, or a com-

bination of both, new processes are needed for patient 
access areas, says Gail Draper, director of clinic sup-
port services at University of Utah Hospitals & Clinics 
in Salt Lake City.

“You’re already behind the eight ball if you haven’t 
begun,” she warns. “Even with technology, non-stan-
dardization of data from the payers can still be chal-
lenging.”

One plan might have no coinsurance for a ser-
vice, whereas the same plan provided by a different 
employer does. “The cost-shifting continues to fall to 
the patient. It becomes a nightmare to collect on ser-
vices,” says Draper. “It’s not just co-pays and deduct-
ibles. How do you capture co-insurance when the 
payer has so many variables, based on the plan and the 
employer?”

The provider of service is responsible if information 
on effective dates, termination dates, or co-pays for 
various services is incorrect, she adds, even if the error 
occurred because a system was updated late. “Health-
care reform will force many changes,” says Draper. 
“We need to design systems and processes to help us 
capture the varying benefit structure that will come at 
us.”

Collaboration needed

Registrars and financial counselors need to work 
as a team to handle point-of-service (POS) collections, 
according to Draper. “Merge the expertise of these 
two positions,” she advises. “The necessity of a clean 
registration and the need to capture complicated POS 
collections make this a likely pair.”

Staff members need to know the patient’s financial 
history to answer billing questions and establish pay-
ment plans effectively, she says. “POS becomes crucial, 
especially with the small balances that will become 
cost-prohibitive to chase, and loss to the bottom line,” 
adds Draper.

Technology can counter any potential revenue loss 
due to benefit variances and cost-sharing, adds Draper. 
“Information technology is vital to ensure systems are 
firing correctly,” she says. “It may determine how you 
will, or will not, get paid.”  n

Payer changes call
for new access skills
Otherwise, denials will result 

Patient access staff members at University of Califor-
nia — Los Angeles Health System are using several 

newly implemented automated tools to keep up with 
payer requirements. 

“It’s becoming even more important to verify eligibil-
ity and benefits,” says Bernadette Lodge-Lemon, director 
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of revenue cycle. Here are some recent changes:
• More often, health plans have different benefit levels 

within employer groups.
This change might mean the patient has different ben-

efits than what staff members see when claims are pro-
cessed. “Instead of doing this on a manual basis, we are 
looking for tools to do things in mass quantities,” says 
Lodge-Lemon. 

• Payers have more numerous requirements.
Members of the patient access staff use an eligibility 

tool that gives reminders if registration data is incom-
plete. “It’s hard for staff to remember so many different 
rules,” says Helen Contreraz, director of patient access 
services. “We have to rely a lot more on electronic tools 
for the staff, including building in some intuitive business 
logic.”

• Many payers have switched to 24/7 notification 
policies.

This change means that staff members are required to 
notify the payer of a patient’s admission even after hours 
or on weekends and holidays, when staffing is sparsest, 
says Contreraz.  Staff might be unsure who needs to be 
notified of the admission, or who the contracted facility 
is if the hospital doesn’t have a payer relationship with 
the insurer.  

“There are fewer resources to reach out to if there are 
questions,” she says. “If there is a problem, it may not 
get to auditing until the first business day, and then you 
are too late. The days when registration was ‘greet the 
patient and smile’ are long gone. Staff have to interpret 
the electronic responses from payers, to be sure they 
aren’t missing any critical data.” Different payers return 
information differently, she explains, and managed care 
contracts vary in their requirements. 

“It’s no longer on automatic pilot. You really have 
to understand the information you are receiving back 
from the payers,” Lodge-Lemon says. “A lot of it is judg-
ment and knowing what to do with the information you 
receive.”  n

changes already in place, p. 29.)
“Right now, we are very transactional and very vol-

ume-oriented. We register you, and you are in and out 
of the system very quickly,” he says. “I see that process 
changing, because there will be more to do.” Here are 
some ways patient access is changing: 

• Insurance verification will become more difficult.
“We have maximized the use of technology in 

determining eligibility and benefits,” reports Sciarabba. 
“We have also expanded hours of operation for insur-
ance verification to evenings and weekends.”

Sciarabba says that patient access areas will need 
better processes to verify benefits, due to the myriad of 
different plans that will be offered through the health 
insurance exchanges to be created by the states. “All 
of the states will be required to have a tool for con-
sumers to make decisions on what kind of healthcare 
insurance they want,” he says. “That will provide a 
lot more transparency to the patient. But it will make 
things more difficult for us in patient access.”

The reason? Patients will have more options and 
more flexibility in changing their plans, Sciarabba says. 
“Patients will be more educated, but insurance will be 
more portable and flexible,” he says. “There will be a 
lot more plan specifications than they have right now.”

• Patient access will need to work with the hospi-
tal’s information technology department to integrate 
physician and hospital databases.

Information on patients will need to flow more 
easily between physician groups and hospitals, says 
Sciarabba.

“There will be an expectation that we will have 
those structures in place, to improve the quality and 
transparency of care,” he says. “That is a good thing 
for patient access, because we depend on the physi-
cians for a lot of things.” 

Many patient access departments struggle to obtain 
basic information such as physician orders or other 
information on the patient, Sciarabba says. “In the 
system we are currently in, you have to start from 
scratch to find all of that,” he says. “Someone should 
have that information already, or if not, the insurance 
company should be able to provide it electronically for 

EXECUTIVE SUMMARY
Patient volume is expected to increase due to health 
care reform, and the patient access role will expand 
to include more counseling. Take these steps to 
prepare:
• Improve processes for verification of benefits.
• Work to integrate physician and hospital databases.
• Conduct audits to be sure no unintentional fraud is 
occurring.

Revamp patient access
now: Reform in 2014
Role will expand even more 

When the Patient Protection and Affordable Care 
Act (PPACA) is implemented in 2014, “not 

only is our patient volume going to expand, but our 
role in patient access is also going to expand,” pre-
dicts Michael F. Sciarabba, MPH, CHAM, director 
of patient access services at Advocate Illinois Masonic 
Medical Center in Chicago. (See related story on 
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you.”
The PPACA puts the onus on providers and phy-

sicians to make it easier for the patient to navigate 
through the system, he says. “They will have quality 
measures around that, not to mention it’s the right 
thing to do for the patient,” says Sciarabba. 

• Healthcare fraud prevention will continue to be an 
issue.

Advocate Illinois Masonic Medical Center is con-
ducting audits to be sure no unintentional fraud is 
being committed  such as patient access staff obtain-
ing inaccurate information on Medicare as secondary 
payer, failing to give inpatients the “Important Mes-
sage from Medicare,” or failing to follow guidelines on 
medical necessity, Sciarabba says. 

“There will be more scrutiny on identifying fraud 
in healthcare,” he says. “The government is going to 
be looking for it because they need the money to fund 
healthcare reform. We need to be proactive in follow-
ing the regulations.” 

SOURCE

For more information on changes in the patient access role, con-
tact: 
• Michael F. Sciarabba, MPH, CHAM, Director, Patient Access 
and Support Services, Advocate Illinois Masonic Medical Center, 
Chicago. Phone: (773) 296-5071. Fax: (773) 296-5101. E-mail: 
michael.sciarabba@advocatehealth.com.  n

These 4 changes
are already in place
Some changes are ‘good news’ 

Some of the requirements in the Patient Protec-
tion and Affordable Care Act (PPACA) already have 
been implemented and have changed patient access 
processes, notes Michael F. Sciarabba, MPH, CHAM, 
director of patient access services at Advocate Illinois 
Masonic Medical Center in Chicago. Here are four 
changes the department is seeing:

1. Increased numbers of young people up to age 26 
are covered under their parents’ insurance plans. 

“We are already seeing an expansion of insurance. 
If everything continues as planned with healthcare 
reform, that will be even more so,” says Sciarabba. He 
expects to see far fewer self-pay patients in 2014 who 
would not have been covered otherwise. 

The expansion of Medicaid will significantly 
decrease the hospital’s charity care population, he 
adds. “We have a high population of patients who 
don’t qualify for Medicaid and don’t have insurance, 

so they are self-pay,” says Sciarabba. “We end up 
making payment arrangements for them, but a lot of 
that is just lost dollars. So that is good news for us.”  

2. Pre-existing conditions can no longer be excluded 
by health plans.

This change already has benefited members of the 
patient access staff, says Sciarabba, “because before, 
we were the bearer of that bad news. There are no 
more lifetime limits and annual limits. All of that has 
gone away.” 

3. It takes longer to determine eligibility with com-
mercial and managed care plans. 

“All of this calls for a higher level of education and 
skill,” he says. “Staff have to know many more intrica-
cies of coverage. Even though we are using electronic 
systems, it takes more time than it did before.”

4. Financial counseling has become more important.
This counseling often is necessary, because patients 

with commercial insurance don’t understand their 
benefits. “With the ACA, we will have to provide even 
more counseling related to benefits and coverage,” Sci-
arabba says. 

Because patients will be able to change coverage 
more often, patient access will take on a “naviga-
tional” role to help patients understand the various 
options, he adds. 

“We will have to be a lot more helpful to patients,” 
Sciarabba says. “With all of the online tools, computer 
systems, and a myriad of different tasks, the diversity 
of our skill set is going to be greater than ever.”  n

Payer mix soon
will be more complex
Denials reduced by 30%

Within one year, the patient access department at 
Advocate Illinois Masonic Medical Center, a 

408-bed hospital in Chicago, reduced denials due to 
no benefit coverage and no authorization by 30%. 

“As carriers become more aggressive with their 
requirements, we had to look at many tactics to stay 
ahead of the game, while still reducing denials,” says 
Philip N. Quick, CHAM, manager of patient access 
and bed management. 

With healthcare reform on the horizon, says Quick, 
the department already has put new processes and 
technology in place. The goal, he explains, is for the 
department to handle not only increased volume, but 
also the complexities of the various payers and chang-
ing payer mix.  “More and more emphasis is put on 
the front-end revenue cycle processes,” says Quick. 
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“Our focus will continue to be on financial advocacy.”  
Quick is working with technology vendors to ensure 

his staff members receive complete and accurate ben-
efit information from payers. “We have great partner-
ships with our vendors,” he says. 

Patient access has standing monthly meetings with 
its integrated eligibility vendor to review any problem 
areas, status updates, and product enhancements, he 
adds. To reduce denials, the department made these 
changes:

• On the outpatient side, patient access educated 
physicians on the requirements for various payers. 

“We are able to be proactive much earlier, allow-
ing time to obtain verification and pre-certification if 
necessary,” says Quick. “This reduces the amount of 
re-work and increases the clean claim rate.”

• Bed management was merged with inpatient 
insurance verification, which allowed for real-time 
verification. 

This change allows for a seamless handoff between 
the previously segregated units and real-time verifica-
tion of benefits at the time of the admission order and 
status changes, says Quick. 

“In the previous environment, there was often a 
delay in verification or authorization of benefits,” 
says Quick. “We relied heavily on face sheets as the 
primary work driver. Merging these two units stream-
lined the whole inpatient process.”

Uninsured or underinsured patients are connected 
with financial counselors much earlier in their stay. 
“There are no surprises with their benefit coverage. 
Patients can concentrate on their clinical care,” Quick 
says. 

• An electronic workflow solution is used in inpa-
tient and outpatient verification areas. 

The tool receives data from the admissions/dis-
charge/transfer system and the scheduling system, 
which allows for transparency of information between 
patient accounts, utilization review, and case manage-
ment, says Quick. It also allows the verifiers to custom-
ize their patient work list by date of service, payer, or 
alphabetically. 

“Staff also have the ability to escalate problem 

EXECUTIVE SUMMARY
New processes are needed to prevent claims deni-
als, because payer requirements are becoming more 
complex and numerous. To reduce denials:
• Work with vendors to be sure staff get accurate 
information.
• Educate physicians on payer requirements.
• Quickly identify delays caused by barriers on the 
payer side.

accounts to their immediate supervisor,” says Quick. 
“Accounts that are delayed in obtaining authorization 
due to barriers on the payer side are quickly identified. 
We are able to quantify and isolate them.”

Supervisors are able to track productivity and 
quality more efficiently. “We can quickly drill down 
and provide this information to each associate,” says 
Quick. “As part of our department’s ‘green’ initiative, 
the reduction in paper costs have been significant. This 
allows us to shave off a considerable percentage in our 
controllable operating expenses.” (See related story, 
below, on how the department increased collections.)

SOURCES
For more information on payer requirements, contact: 

• Philip N. Quick, CHAM, Manager, Patient Access and Bed Man-
agement, Advocate Illinois Masonic Medical Center, Chicago. 
Phone: (773) 296-8303. Fax: (773) 296-8119. E-mail: philip.quick@
advocatehealth.com.  n

POS collections up
by 170% in 2 years

Total point-of-service (POS) collections went from 
$650,000 in 2009 to $1.5 million by the end of 

2011 at Advocate Illinois Masonic Medical Center in 
Chicago. 

“We are continuing our efforts on time-of-service 
collections for all services, while identifying missed 
opportunities,” Philip N. Quick, CHAM, manager of 
patient access and bed management.

The increase in POS collections is directly related 
to the department’s financial advocacy initiative that 
began in late 2009,  Quick says.  “Using LEAN 
principals, we were able to streamline our processes 
surrounding insurance verification,” he says. “This 
includes proper identification of any patient portion 
due.”

On the outpatient side, POS collections increased 
by 170% over the previous year, and on the inpatient 
side, these increased by nearly 30%. “We aren’t done 
yet,” Quick says. “We are just finishing up the emer-
gency room verification component. We are getting 
ready to move on to the inpatient side.”

As changes were implemented in one area, such as 
outpatient diagnostics, Quick says that any of those 
same processes “trickled down” to other areas. 

“This initiative has been going on simultaneously 
during the merger of bed management and insurance 
verification,” he adds. “As we continue our efforts in 
each area, the work gets easier in the next.”  n
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Verify insurance
without costly delays
Make it simple for staff

Registrars at UK HealthCare in Lexington, KY, 
have had great success using a real-time insurance 

verification tool, reports Courtney M. Higdon, direc-
tor of enterprise patient access services. 

“Over the past year, we have distributed this tool to 
all locations where appointment scheduling and check-
in or registration occurs,” she says. “100% of our 
accounts have real-time eligibility checks performed as 
patients are registered.”

The tool will better equip the patient access depart-
ment for the future, according to Higdon. “Insurance 
plan coverage and accessibility will change dramati-
cally over the coming years with the implementation 
of healthcare reform,” she says. 

The tool gives staff the ability to access the require-
ments of all payers, whereas previously they relied 
on individual payer web sites or failed to do verifica-
tions at all, she explains. “Additionally, this tool has 
improved our ability to know what the copay collec-
tions opportunity is for each patient as they arrive,” 
says Higdon. “Previously we were able to measure our 
actual collections, but were not always certain what 
the full opportunity was.” This change allows patient 
access leaders to measure the opportunity for collec-
tions, as opposed to just the actual collections. 

Collections at the organization’s two hospitals’ 
admitting offices and EDs have increased more than 
100% from 2010 to 2011 because of the tool and 
other initiatives aimed at improving upfront collec-
tions, she reports. Collections in these areas increased 
from $313,000 in 2010 to $663,000 in 2011. “We are 
expecting to see a positive impact on eligibility denials 
as a result of real-time insurance verification,” adds 
Higdon.

The biggest challenge was educating more than 100 
staff operating in a decentralized model who hadn’t 

previously performed eligibility verification about 
what it is and why it is important, says Higdon. “We 
are planning to assess each area in the upcoming year 
to measure the adoption rate of this tool across the 
organization,” she says. “As we find areas that have 
been slow to adopt the tool, we will work to support 
their training needs more aggressively.”

SOURCE
For more information on insurance verification processes, con-
tact:

• Courtney M. Higdon, Director, Enterprise Patient Access Ser-
vices, UK HealthCare, Lexington, KY. Phone: (859) 257-6780. Fax: 
(859) 257-8727. E-mail: Courtney.Higdon@uky.edu.  n

EXECUTIVE SUMMARY
Members of the patient access staff perform real-
time eligibility checks for 100% of accounts at UK 
HealthCare. These changes were made:
• Staff are given the ability to access all payer require-
ments electronically.
• Managers measure the opportunity for collections.
• Staff are educated on the importance of eligibility 
verification.

Utilize access staff
in multiple areas
Cross-training is required 

At Palmetto Health Richland in Columbia, SC, the 
admissions department’s career ladder program 

requires cross-training in four admissions areas, finan-
cial counseling, and patient accounts.  

“This has provided us with a pool of patient access 
representatives who are competent in multiple admis-
sions areas,” reports Ebony Seymour, CHAM, patient 
access manager. Seymour estimates that it costs about 
$1,000 for an employee to complete the cross-training. 
“Although it may seem like a large sum of money, the 
benefits of being able to utilize the staff in other areas is 
worth the expense,” Seymour says. 

A minimum of 20 hours of cross-training is required 
in each admissions area and financial counseling, which 
allows patient access representatives to provide cover-
age to short-staffed admissions areas.

“The career ladder process has increased our ability 
to flex employees between areas when we have call-ins, 
disasters, and holidays,” says Seymour. “For example, 
an employee from the third shift in the emergency 
department can open main admissions at 6 a.m. if there 
is a call-in.”

 
Standardize processes

Because admissions processes are standardized, 
it’s easier for patient access leaders to use access 
staff in other areas, says Seymour. Regardless of the 
admissions area in Palmetto Health’s two Columbia 
campuses, which are Palmetto Health Richland and 
Palmetto Health Baptist, the registration system, forms, 
and signature capture are the same.  
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“We have the ability to utilize the patient access 
representatives across campuses,” says Seymour. “The 
only information that they need to be able to perform 
their job responsibilities in another area is an under-
standing of the patient flow.” (See related story, below, 
on how the program has improved retention.)

SOURCE

For more information on cross-training patient access staff, con-
tact:
• Ebony Seymour, CHAM, Patient Access Manager, Admissions 
& Registration, Palmetto Health Richland, Columbia, SC. Phone: 
(803) 434-2244. Fax: (803) 434-7092. E-mail: Ebony.Seymour@
PalmettoHealth.org.  n

Preceptors decrease
overtime costs
Retention rate is 10% higher

A preceptor program implemented in 2010 at Pal-
metto Health Richland in Columbia, SC, “has 

impacted our employee retention tremendously,” reports 
Ebony Seymour, CHAM, patient access manager. The 
estimated cost for training a new hire is about $5,000, 
including the salary of the education and training special-
ist.  

“The goal of the program is to have the highest per-
formers in each area teach the new employee the appro-
priate way to perform the job responsibilities of a patient 
access representative,” says Seymour.  Here are the steps 
that occur:

• Each supervisor identifies one or two high-perform-
ing employees to participate.  

These high performers have rates of more than 97% 
accuracy and have consistently good collection rates. 
“By providing new employees with adequate training 
and support, we have found they want to make patient 
access their home,” Seymour says. “Our goal is transi-
tion patient access into a career and not an entry-level 

position.” 
High turnover means an increase in overtime usage 

and possibly delays in patient care due to longer waits at 
registration, says Seymour. “The increased use of over-
time may cause patient access departments to be over 
their allotted salary budget,” she says. “That will in turn 
affect the financial success of the organization.”

• Participants complete classes on billing and insur-
ance, the revenue cycle, and patient accounts, taught by 
education and training specialists. 

The classes are a continuation of the information 
taught in new employee orientation, says Seymour. 

• Once a new employee completes the training ses-
sions, he or she is paired with the preceptor of their 
assigned area for additional training.  

Preceptors show new employees how to use the docu-
ment imaging system, the electronic signature process, 
and the patient tracking system and help them to under-
stand the patient flow of the area, says Seymour.

• The preceptor is responsible for getting the new 
employee acclimated to the area and answering any 
questions. 

Often, employees need help organizing paperwork 
and answering insurance questions. “Preceptors are the 
‘go-to’ person for the new employees. They are always 
easily accessible during the first 90 days of employment,” 
says Seymour.

New employees have told Seymour that the preceptor 
program made them feel supported and welcomed. “It 
has helped us retain great people and create a positive 
first impression of the admissions department,” she says. 
“Our retention rate has increased by 10% within the 
first year.”  n

One person handles
all needs of patient
Callers deal with experts

 

If a patient was coming in for a scheduled procedure 
at Spectrum Health in Grand Rapids, MI, he or 

she would receive 2-5 calls on average from various 
employees.

“We had a typical pre-encounter experience,” says 
Jennifer Nichols, director of patient access. “That’s 
not to say it was bad in any way. We were consistently 
performing well against peer hospitals and industry 
standards.”

In 2011, a new process for scheduling was piloted 
with the hospital’s radiology department, based on 
an “expert pod” of individuals able to verify insur-

EXECUTIVE SUMMARY
Cross-training patient access staff and standardiz-
ing admissions processes provided Palmetto Health 
Richland in Columbia, SC, with a pool of individuals 
competent in multiple admissions areas. 
• Employees can fill in for short-staffed areas.
• Systems and forms are the same in all registration 
areas.
• The department has a higher retention rate.
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ance, schedule services, perform clinical pre-encounter 
services, pre-register patients, and offer financial assis-
tance.  In addition, the roles of “scheduler” and “regis-
trar” were combined.  

“We combined all of the pre-arrival resources, clini-
cal and nonclinical,” says Nichols. “That sounds so 
much easier than it actually is.” 

Nurses and a radiology technician are included 
in the pod, in additional to non-clinical staff.  “For 
certain services and modalities, nursing pre-arrival 
screening and support is essential,” says Nichols. “In 
addition, the benefit of having clinical resources imme-
diately available to schedulers has been key.”

Members of the pod team sits together so they can 
assist each other, and they cover for one another dur-
ing breaks and lunch. “The radiology department is 
physically separate from our scheduling department,” 
Nichols says. “At times, we would schedule something, 
but upon department review, we may find that they 
would have recommended a change or questioned the 
order.” 

Most pods consist of four scheduling/registra-
tion staff and a nurse, while some are a little larger, 
depending on the service line they serve. “To have 
instant access to that level of expertise and support has 
resulted in a far more efficient workflow and opportu-
nities to expand the scheduler’s knowledge,” says Sam 
Mulliken, senior process engineer at Spectrum Health.

 
Experts on the line

Nichols says, “Certain functions are either more 
appropriate or are required to be done by licensed 
clinical staff. We wanted to make sure that if a case 
required a conversation with a nurse, for example, that 
the nurse was also able to schedule the event.”

Patients can be preregistered by either a nurse or a 
scheduler, who are able to handle booking, reschedul-
ing, giving clinical instructions, and giving directions. 

“It’s not a massive call bank where you may be 
talking to any one of 200 people who may schedule 
oncology on one call and radiology on the next,” says 
Nichols. “The patient is talking to somebody who does 

EXECUTIVE SUMMARY
A new scheduling process at Spectrum Health has 
made patients and providers much more satisfied. 
• The patient is contacted by a single person with 
expertise in a specific service.
• Clinical and non-clinical resources are combined.
• Staff handle booking, rescheduling, and clinical 
instructions.

this day in and day out.”
The pod nurses were moved from the hospital to the 

business service center, and some found this transition 
difficult. “Even though they are doing the same kind of 
work, it feels different when you don’t go to work in a 
hospital every day,” says Nichols. Because the nurses 
were concerned about losing touch with patient care, 
they spend part of their time in clinical areas instead of 
working out of the business services center full-time.

“I was initially concerned that the nurses would not 
stay up with their expertise if we rotated them, because 
scheduling isn’t easy,” says Nichols. “But it has 
worked out exceptionally well. The nurses stay skilled 
in both the ongoing changes in their clinical areas, as 
well as those in scheduling.” (See related stories on 
how the new process improved patient satisfaction, 
below, and why providers are happier with it, p. 34.)

SOURCE
For more information on a patient-friendly scheduling process, 
contact: 

• Sam Mulliken, Senior Process Engineer, Spectrum Health, 
Grand Rapids, MI. Phone: (616) 486-2589. E-mail: sam.mulliken@
spectrumhealth.org.
• Jennifer Nichols, Director, Patient Access, Spectrum Health, 
Grand Rapids. Phone: (616) 308-4119. E-mail: jennifer.nichols@
spectrum-health.org.  n

Happier patients
drive future volume
Give them less anxiety

Previously, some scheduled surgery patients failed to 
return phone calls because they had just spoken to 

someone at Spectrum Health in Grand Rapids, MI.
“They thought that we must be confused because we 

had just called them,” says Jennifer Nichols, director of 
patient access. “The perception that we weren’t tightly 
coordinated on our end fueled any anxiety they may 
have had about an upcoming procedure.”

The problem was that many processes were “sepa-
rate and siloed,” and they were organized around the 
hospital’s needs and not the patient’s, according to 
Nichols. “We know that a coordinated and optimized 
pre-encounter experience has the potential to positively 
impact the patient,” she says. “We are better prepared 
for the patient, which makes the day of service more 
efficient.”  

Having a successful pre-encounter experience makes 
the patients more likely to return to the organization 
if they need care, Nichols adds. “This goes directly to 
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future volume growth,” she says. “We, in access, set 
the initial tone for how the patient perceives their entire 
encounter.”

Patients are far more satisfied with the depart-
ment’s newly implemented model allowing one person 
to handle all their needs, and this model also makes 
economic sense, says Nichols. “We want to provide a 
patient with the best possible personal touch,” she says. 
“That means eliminating redundancies and simplifying 
contacts.” 

For the service lines utilizing the new model, patient 
volume increased 6-10% over the previous year. “We 
have held staffing in the department flat or slightly 
decreased, even as we have brought new service lines 
into the department,” Nichols adds. “That is a signifi-
cant thing in this day and age.”  n

Process for orders
is patient friendly
Providers are happier

Provider’s offices are no longer the “middleman” 
between schedulers and patients at Spectrum Health 

in Grand Rapids, MI, due to a newly implemented pro-
cess. 

Previously, if a patient needed a diagnostic test, the 
provider’s office would call the scheduler at the hospi-
tal, who then contacted the patient. 

“The physician office was the middleman, translat-
ing information back and forth,” says Jennifer Nichols, 
director of patient access. “I don’t know why we never 
had this revolutionary idea before, that maybe we 
should just be talking directly to the patient.”

Referral coordinators at physician offices were 
unhappy with the process because they spent extra time 
making redundant phone calls to patients, says Nich-
ols. Patient access staff worked with physician offices 
to simplify order requests. “We switched from being 
primarily an inbound center, waiting for orders to be 
faxed or e-mailed to us, to being primarily outbound,” 
she says. “We still need an order like everybody else, 
but we can get the process started with just five pieces 
of information.” 

This information includes the time and number 
where the patient wants to be contacted. “If the patient 
wants us to call them at 6 p.m. on their cell phone on 
their drive home, we will do that,” says Nichols, adding 
that there is a 24-hour turnaround for all phone calls. 

The patient is given the name and phone number 
of a specific person in the Spectrum Health scheduling 
department to call with any additional questions or 

concerns. “It’s not, ‘Let me call the department and call 
you back.’ We answer the question right then,’” says 
Nichols. 

Moving to a patient-centric, outbound calling model 
“has dramatically decreased no-shows and cancella-
tions,” says Nichols. Previously, patients often later 
realized the date and time picked while at the doctor’s 
office would not work. 

Sam Mulliken, senior process engineer, says, “In the 
old process, we could have as high as 50% reschedule 
rates. With the new process of contacting the patient at 
home and when they have time to look at their calen-
dar, we find less than 5% reschedule rates.”

 
More flexibility

Some providers have stated that they will encourage 
patients to choose Spectrum Health for their radiology 
test because the scheduling process is so much easier, 
says Nichols.

“We went into this with the philosophy of ‘Never 
turn a patient away.’ We looked at every slot we had 
out there. The departments made a huge effort to 
revamp that and make it as open as they could,” she 
says.

This change gives schedulers more flexibility in 
scheduling urgent exams, says Nichols, and staff in 
provider’s offices spend more time with patients due 
to fewer incoming calls. “This has led to offices prefer-
ring to use us as a provider,” she says.  n

Train others
to fill in for access
Do more without adding staff

 

Obtaining an authorization for a patient’s series 
of chemotherapy visits is no longer enough, says 

Mollie Drake, corporate director of access at Scripps 
Health in San Diego.

“Now, you have to be aware of the payer’s medical 
rules and what drug will be used,” she says. “State and 
federal governments increase requirements without a 
commensurate increase in reimbursement.”

Drake’s department has been asked to do much 
more without any additional staffing, she says. “Meet-
ing the requirements for the delivery of the Important 
Message from Medicare is just one such example,” she 
says. “We have to figure out a way to get things done 
without added staff.”

Finding experienced staff members can be chal-
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COMING IN FUTURE MONTHS

lenging, in part because there aren’t any educational 
programs that cover hospital access roles, says Drake. 
“We hire people with general customer service and 
communication skills, and then train them in health 
care,” she says. Here are changes the department made 
to maximize its staffing resources:

• A structured, three-tiered training program was 
implemented for frontline and business office staff.  

The first tier provides the training needed to get the 
employee up to speed in a relatively short period of 
time, says Drake. “The next two tiers allow employ-
ees to self-promote,” she says. “This gives them some 
upward mobility, while still performing the functions 
for which they were hired.”

• Business office staff members fill in for access 
staff.

Because business office staff members also go 
through the first tier of training, this change means 
those individuals are already cross-trained in some 
access functions, says Drake. 

“This has allowed us to use business office staff 
to fill in on difficult night and weekend shifts in the 
EDs,” she says. “It prevented us from hiring additional 
staff to help during times of high employee absentee-
ism.”

This change has had an added benefit of allow-
ing the business office staff to experience registration. 
“Instead of complaining about registration errors, they 
now look for ways to help the front end,” says Drake.  

One biller created an extensive contact list for pay-
ers that is often found in business offices, but seldom 
available to the front end. An employee from the trans-
action area made small laminated cards with all the 
codes for point-of-service collection activities.  

“Now, staff can easily see the correct code with-
out referring to cheat sheets or other documents in a 
patient’s presence,” says Drake. “It’s saved the trans-
action department a great deal of time in correcting 
errors.” 

• The department centralized pre-registration func-
tions for many of its services.

EXECUTIVE SUMMARY
Members of the patient access staff continue to have 
expanded responsibilities, due to increased regula-
tory requirements and other factors. To maximize 
staffing resources, do the following:
• Have members of the business office staff fill in for 
access staff.
• Create payer contact lists and codes for point-of-
service collections.
• Centralize pre-registration functions.

Denial rates in outpatient areas were particularly 
high, says Drake.

“Looking closer at the process, we found that most 
were scheduled three or more days out, but seldom 
registered until the patient arrived,” she says. “Verify-
ing benefits and obtaining an authorization were sec-
ondary to speed.”

The centralized department ensures everything is in 
order before the date of service, and patients are con-
tacted if their out-of-pocket responsibility is high.

“The department averages over $100,000 a month 
in collections,” reports Drake. “The rate of denials has 
fallen steadily, to less that 1% of the total cash col-
lected.”  n

`One call does it
all’ for patients
Centralized registration saves money

In September 2011, the pre-registration, pre-autho-
rization and insurance verification functions were 

centralized for four of the seven facilities that are part 
of Peoria, IL-based OSF HealthCare, reports Stacey 
Boland, director of patient access. 

Previously, each facility had its own pre-service 
department for each of the three functions. “Our staff 
are trained to complete all of these pre-service func-
tions, in order to create a ‘one call does it all’ approach 
for our patients,” says Boland.   

The department was divided into two teams, for 
outpatient services and inpatients/surgeries. “Within 
those two teams, we have a scheduled and an unsched-
uled group,” says Boland. “Therefore, we have a group 
that is focused on all patient types that are scheduled, 
even within 24 hours. We are able to clear them for 
services prior to the patient arriving at the facility.” 
Here are some benefits the department has seen:

• All staff are able to handle any type of account, 
whether inpatient or outpatient, scheduled or unsched-
uled, and any type of incoming call from a patient or 

n Decrease denials for 
high-dollar procedures 
to near zero

n Give price quotes 
that are better than 
“guesstimates”

 

n Communicate with 
patients via e-mail and 
texting

n Update patient access 
job descriptions with 
new skills
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an insurance company.
“Our goal is to complete all necessary pre-service 

functions prior to the patient arriving at our door,” 
says Boland.  

• Patients spend less time in registration areas.
If the patient needs to sign an advanced beneficiary 

notice (ABN) or self-pay waiver, the account is flagged 
in the electronic medical record for the on-site registra-
tion staff.  “This assists the registration staff in expedit-
ing the registration process,” says Boland.  

• If a patient expresses a financial hardship, the 
account is flagged so the patient is directed to on-site 
financial counselors.  

“The financial counselor either contacts the patient 
before services or meets with them on-site during their 
visit to the facility,” says Boland.  

Everything is resolved
 
Previously, staff members performed just one func-

tion, such as pre-registration, insurance verification, or 
pre-authorization.

“There were multiple phone calls to the patient and/
or insurance company for the same service, from mul-
tiple representatives from the facility,” Boland says. 

Today, the representative looks at the entire 
account, she says, taking into consideration all of the 
components that need to be resolved to financially 
clear it. Cost savings haven’t yet been determined 
because the process is so new, says Boland, but time 
and money are saved due to multiple calls no longer 
being made on the same account.

“Since many pieces of financial clearance are tied 
together, it becomes a one-stop shop for staff com-
pleting the account,” she says. “We hope to reduce 
overtime and lean out our workflows with the new 
processes.”

SOURCE

For more information on centralizing registration processes, 

EXECUTIVE SUMMARY
Pre-registration, pre-authorization, and insurance 
verification were centralized at four OSF HealthCare 
facilities. Here are some of the benefits reported by 
patient access leaders:
• Staff can handle any type of account or incoming 
call.
• Accounts are flagged if a signature is required or 
financial counseling is needed.
• Staff can more easily financially clear an account

contact:

• Stacey Boland, Director, Patient Access, OSF HealthCare, 
Peoria, IL. Phone: (309) 683-6761. Fax: (309) 683-6792. E-mail: 
Stacey.E.Boland@osfhealthcare.org.  n
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Regulatory
Alert

Supplement to Healthcare Risk Management and Hospital Access Management

Three scenarios that no hospital security or 
privacy officer wants to experience:

• A hospital billing spreadsheet with 
details about patient identities and payment in-
formation posted on a public homework review 
web site for over a year (Stanford [CA] Hospital 
and Clinics);

• A computer 
maintenance ven-
dor who forgot 
to enable security 
controls, which 
enabled a virus to 
breach a database 
and transmit data 
to an unknown lo-
cation (Beth Israel 
Deaconess Medical 
Center, Boston);

• An unencrypted hard drive stolen from the 
back seat of an employee’s car that affected two 
health systems in two states (Saint Barnabas 
Health Care System in New Jersey and Cook 
County Health & Hospitals System in Chicago). 

All of the hospitals affected by these three 
situations in the past year were not responsible 
for these data breaches. Their business associates 
(BAs) were responsible. A study conducted by the 
Ponemon Institute in Traverse City, MI, shows 
that 46% of the data breaches that occurred at 
respondents’ organizations were the result of 
third parties, including BA, mistakes.1 (See story 
on p. 4 for more findings from the study.)

Although HITECH rules increase the business 
associate’s responsibility for protection of patient 
data and reporting breaches, these situations 
raise the question: To what extent should cov-
ered entities actively monitor their BA’s privacy 
and security programs?

Data breaches attributed
to business associates increase
Covered entities review responsibility for monitoring BAs

ExECuTIvE SuMMAry
With the number of data breaches that are the result 
of business associates’ actions increasing, covered 
entities are reviewing their responsibility for moni-
toring a business associate’s (BA’s) privacy and secu-
rity program. 
• The BA agreement should clearly define expecta-
tions for compliance with HIteCH regulations.
• The type of and extent to which a hospital monitors 
the business associate’s program can be determined 
by the level of risk that exists with that particular 
relationship.
• Limit the type and amount of protected health in-
formation shared with the business associate to limit 
the risk of a breach.
• Evaluate the business associates methods for shar-
ing, accessing, storing, and destroying data.

“Even if the data breach is the result of a busi-
ness associate’s action, the liability for the breach 
affects the covered entity because it affects the re-
lationship between the covered entity and the in-
dividual,” says Andrew Martin, an attorney with 
Scott & Scott, an intellectual and technology law 
firm in Southlake, Tx. Although the business as-

sociate agreement 
should require spe-
cific policies and 
activities related to 
privacy and secu-
rity of data, it is 
important that the 
covered entity also 
include a program 
to monitor the 
BA’s program, he 

recommends. (See p. 3 for privacy and security 
items you should require in a BA agreement.) 

“Even if the data breach is the result of a business 
associate’s action, the liability for the breach affects 
the covered entity because it affects the relationship 
between the covered entity and the individual.”

  Andrew Martin, Attorney
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If the BA is not in compliance with privacy and 
security regulations, it might face fines as a result 
of the breach, Martin points out. If the covered 
entity can demonstrate that it has taken steps 
to require and monitor compliance, it is not at 
risk for non-compliance fines, he adds. The BA 
and covered entity, however, are liable for other 
costs related to the breach, including notification 
costs, he warns.

Before determining how often and in what 
manner you’ll monitor a business associate’s 
privacy and security program as it relates to your 
data, start with a risk assessment that will help 
you determine the details you must address in the 
agreement, suggests Christine Leyden, rN, MSN, 
senior vice president of client services and chief 
accreditation officer 
at urAC, a Wash-
ington D.C.-based 
nonprofit accredita-
tion, education, and 
quality measurement 
organization. “un-
derstand the flow of 
protected health in-
formation from your organization to the business 
associate and from the business associate to oth-
ers,” Leyden says. “The risk assessment should 
also address physical safety of the data.”

Although data might be encrypted, or access 
to electronic data is limited to specific people, be 
sure you know if there are paper records handled 
by mail room personnel, fax machines that re-
ceive information in unsecured areas, or backup 
tapes or hard drives that are taken off site by 
employees, she suggests. By identifying all of the 
points at which a breach can occur, the covered 
entity and the business associate can take steps 
to reduce the risk of a breach and determine how 
often the covered entity should audit the pro-
gram, she adds.

The idea of monitoring or auditing business 
associates’ programs can seem overwhelming 
for hospitals and health systems due to the large 
number of business associates, admits Anupam 
Sahai, president of eGestalt Technologies, an in-
formation security company in Santa Clara, CA. 
A covered entity can ask some basic questions of 
every BA and use the responses to prioritize the 
list of associates that should be monitored, Sahai 
suggests. Evaluate the amount and type of data 
the BAs will handle as well as their development 
of policies that address privacy and security; 
training programs for employees; and methods of 
storing, accessing, and destroying data, he sug-

gests. “Business associates should also be asked 
if they conduct employee background checks, use 
subcontractors, require subcontractors to meet 
same privacy and security standards as the busi-
ness associate, and will agree to an onsite review 
of their privacy and security processes,” Sahai 
says.

Once a covered entity has reviewed the in-
formation about data that business associates 
handle and the answers to questions about the 
privacy and security program, a list of the busi-
ness associates that prioritizes the organizations 
that represent the highest risk can be developed. 
“These high risk relationships are the ones that 
a covered entity should monitor,” says Sahai. 
Because a covered entity should limit data shared 

with a business as-
sociate to only the 
information needed 
to perform the job 
for which they are 
contracted, organi-
zations that receive 
limited data or data 
that will be used for 

a short, specific timeframe subsequently pose less 
risk, he points out. Efforts to monitor and audit 
a BA’s privacy and security program should focus 
upon organizations that receive a high volume of 
protected patient information on a regular, ongo-
ing basis, he suggests. 

Monitoring a business associate can be han-
dled differently for each BA, says Martin. “The 
review can be yearly or quarterly and can be an 
onsite evaluation, a paper audit, or an evaluation 
by a third party evaluator,” he says. “It is a good 
idea to review all business associates’ policies 
and procedures related to privacy and security 
annually.” 

A quality management committee also can be 
used to monitor BAs’ performance, suggests Ley-
den. “The risk assessments of business associate 
relationships can be reviewed by the committee 
prior to signing a business associate agreement,” 
she says. “It helps to have an extra set of eyes 
that can look for vulnerabilities in the process.” 

The quality management committee also 
should receive quarterly updates on privacy 
and security indicators identified by the pri-
vacy and security officers of the covered entity, 
recommends Leyden. In addition to collecting 
information that is obviously related to privacy 
and security and business associates, be sure to 
include items such as patient complaints about 
not receiving bills, she says.

“Understand the flow of protected health  
information from your organization to the  

business associate and from the  
business associate to others.”

  Christine Leyden, RN, MSN
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“When patients don’t receive their bills, it may 
indicate that they are being sent to the wrong 
address, which means patient information is 
disclosed to someone who should not have it,” 
Leyden says.

rEfErENCE

1. Poneman Institute. 2011 Benchmark Study on Patient 
Privacy and Data Security. Traverse City, MI; 2011.
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For more information about monitoring business associates, 
contact:

• christine Leyden, RN, MSN, Senior Vice President of Client 
Services and Chief Accreditation officer, uRAC, 1220 l St. NW, 
Washington D.C. 20005. telephone: (202) 216-9010. 
• Andrew Martin, Attorney, Scott & Scott, 1256 Main St., Suite 
200, Southlake, tX 76092. telephone: (214) 999-2918. e-mail: 
amartin@scottandscottllp.com.
• Anupam Sahai, President, egestalt technologies, 3080 olcott 
St., Suite No. 200-B, Santa Clara, CA  95054. telephone: (408) 689-
2586.  n

BA `must haves’ 
for privacy, security
Agreements spell out CEs’ expectations

A hospital privacy and security compliance 
officer knows exactly what policies and 

programs within the organization are designed 
to protect patient information (PHI), but what 
should be expected of a business associate (BA)?

Cyber insurance coverage is one item that all 
BAs should have, recommends Andrew Martin, 
an attorney with Scott & Scott, an intellectual 
and technology law firm in Southlake, Tx. “The 
cost is not prohibitive, especially compared to 
the costs associated with a breach,” he says. 
“If a business associate refuses to obtain cyber 
insurance coverage to the appropriate limit for 
the protected health information for which they 
handle, the covered entity should stop negotia-
tions.”  

While cyber insurance can help cover the fi-
nancial aspects of a breach, it is a supplement to, 
not a replacement for solid privacy and security 
policies and procedures, Martin says. “A covered 
entity should also expect the ability to perform 
a non-intrusive audit of the business associate’s 
policies and technology,” he says. 

When auditing or monitoring a business as-

sociate’s program, look for the following:
• Policies that clearly define process for han-

dling PHI.
The policies should define the flow of infor-

mation, who is responsible for reporting a data 
breach back to the covered entity, the physical 
safeguards for information, and the employee 
training program, says Christine Leyden, rN, 
MSN, senior vice president of client services and 
chief accreditation officer at urAC, a Washing-
ton D.C.-based nonprofit accreditation, educa-
tion, and quality measurement organization.

• Names of the business associate’s privacy 
and security officials.

“Be sure you have all of their contact infor-
mation, as well as contact information for the 
people who serve as their backup in their ab-
sence,” says Leyden.

• Documentation of employee information.
Look for proof that the BA conducts back-

ground checks on new employees and that all 
new employees receive training on privacy and 
security policies and procedures, says Leyden.

“In addition to new employee training, all 
employees should undergo privacy and secu-
rity training annually,” she points out. Business 
associates should also include compliance with 
privacy and security protocols as part of an em-
ployee’s annual evaluation.

• Results of periodic risk assessments.
Make sure your business associates are rou-

tinely evaluating their procedures and how they 
handle or update your data, suggests Leyden.

“Patients change insurance and healthcare 
organizations merge or change, so your business 
associates need to make sure they are sending 
information to the appropriate people,” she says. 

A risk assessment also should address the type 
and amount of data shared with the business as-
sociate, suggests Martin. Although it is easier to 
share entire records, the data should be restricted 
to only what the BA needs, he points out. If too 
much data is shared, the BA and covered entity 
should work together to identify what is needed, 
he adds.

Be sure that the risk assessment addresses such 
as the use of mobile devices and how data is 
destroyed when no longer needed, adds Anupam 
Sahai, president of eGestalt Technologies, an in-
formation security company in Santa Clara, CA. 

• Use of subcontractors
If your BA will share your data with subcon-

tractors to perform contracted tasks, verify that 
the BA requires the subcontractors to protect the 
privacy and security of PHI, says Sahai.  n
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Study: Breaches
of data up 32%
Sloppy mistakes, unsecured devices cited 

The second annual benchmark study by 
Ponemon Institute in Traverse City, MI, 

sponsored by ID Experts, finds that the fre-
quency of data breaches in healthcare organi-
zations surveyed has increased by 32%. 

Employee negligence is the primary culprit. 
According to 41% 
of healthcare orga-
nizations surveyed, 
data breaches in-
volving protected 
health information 
(PHI) are caused 
by sloppy employee 
mistakes. Half of respondents do nothing to 
protect mobile devices that are in use in 80% 
of healthcare organizations. 

Based on the experience of the healthcare 
organizations surveyed, data breaches could be 
costing the u.S. healthcare industry an esti-
mated $4.2 billion to $8.1 billion annually. 

Key findings of the research:
• Data breaches at hospitals and healthcare 

providers are rising, due to employee mistakes.
— Compromised patient records in bench-

marked organizations increased an average of 
46%.

— fifty-five percent of healthcare organiza-
tions say they have little or no confidence they 
are able to detect all privacy incidents.

— Sixty-one percent of organizations are 
not confident they know where their patient 
data is physically located. 

— Third-party mistakes, including business 
associates, account for 46% of data breaches 
reported in the study. 

— According to 49% of respondents, lost or 
stolen computing or data devices are the rea-
son for healthcare data breach incidents.

• Widespread use of unsecured mobile de-
vices is at the core of hospital data breaches.

— More than 80% of healthcare organiza-
tions use mobile devices that collect, store, 
and/or transmit some form of PHI.

— fifty percent of all respondents do noth-
ing to protect these devices.

• Federal regulations and policies are not 
reducing data breaches.

— Twenty-two percent of organizations say 
their budgets are sufficient to minimize data 
breaches. 

— Eighty-three percent of hospitals have 
clearly written policies and procedures to 
notify authorities of a data breach, but 57% 
don’t believe their policies are effective. 

— The research indicates that the closer the 
personnel are to the data, such as billing and 
information technology, the higher the prob-

ability of not fol-
lowing policies and 
procedures. 

— forty-two per-
cent of respondents 
say administrative 
personnel in their 
organizations do 
not understand the 

importance of protecting patient data.
• More healthcare providers say data 

breaches are leading to medical identity theft.
— Twenty-nine percent of respondents say 

their data breaches led to cases of medical 
identity theft. 

— The number of cases of medical identity 
theft represents a 26% increase compared to 
2010. 

— Ninety percent of organizations say data 
breaches cause harm to patients, yet only 25% 
offer basic monitoring services following a 
breach. 

— Thirty-five percent of healthcare breaches 
are discovered by a patient complaint.

• Data breaches are likely to increase, given 
lack of resources.

— Seventy-three percent of respondents re-
ported lacking sufficient resources to prevent 
or detect unauthorized patient data access, 
loss, or theft. 

— fifty-three percent of organizations cite 
lack of budget as their biggest weakness in 
preventing data breaches.

— Sixty-nine percent of organizations say 
that they have little or no confidence in busi-
ness associates ability to secure patient data.

for a free copy of the 2011 Benchmark 
Study on Patient Privacy and Data Secu-
rity, go to http: www2.idexpertscorp.com/
ponemon-study-2011.  n

Based on the experience of the healthcare  
organizations surveyed, data breaches could be 

costing the U.S. healthcare industry an estimated 
$4.2 billion to $8.1 billion annually. 
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