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Stop losing out on revenue: ID 
costly gaps in POS collections 
Processes need revamping

Even if your registrars have expertise and comfort with collecting, there 
are probably missed opportunities for point-of-service (POS) collections 
that add up to a lot of missed revenue. 

“A significant amount of revenue is being missed due to our overall collec-
tions program being decentralized, fragmented, and with no way to provide 
an integrated estimate of a patient’s out-of-pocket cost,” reports Mela Gant, 
director of patient access services at Oregon Health & Science University in 
Portland. “We are falling well shy of industry [best practices] for upfront col-
lections.” 

Two years ago, New York City-based PricewaterhouseCoopers did a 
comprehensive assessment of the organization’s revenue cycle operations, 
Gant says. PricewaterhouseCoopers reported that best practice for acute care 
hospital POS collections and upfront patient payments is 1% to 2% of net 
patient revenue, and it identified POS collections as a key area of opportunity 
for the organization, she says. 

Because professional services and anesthesia services had POS collection 

EXECUTIVE SUMMARY
Patient access departments need to implement new strategies to stop 
missed opportunities for point-of-service (POS) collections. Preservice col-
lections increased by 28% after staff began collecting patient responsibility 
after insurance at University of Utah Health Care. Patient access leaders are: 
• Implementing a patient liability estimator that incorporates hospital, pro-
fessional, and anesthesia charges into one estimate.
• Changing criteria on work queues to include the service type and CPT 
codes related to outpatient procedures performed in clinics.
• Using price estimation software to give patients an accurate estimate of 
what insurance will pay and their total out-of-pocket cost.
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processes independent of the hospital’s, some patients 
heard from all three areas about making payments 
prior to or at the time of service. “This lack of coor-
dination created confusion for patients,” says Gant. 
“It caused breakdowns in our understanding of what 
amount, exactly, the patient needed to pay when being 
admitted for services.” 

The department recently purchased a patient 
liability estimator, which incorporates hospital, pro-
fessional, and anesthesia charges into one estimate. 
“The estimator uses our insurance contracts and fee 
schedules to determine allowable charges,” explains 
Gant. “It is in the final stages of being built and ready 
to move to the next phase of validation.” 

The tool incorporates patients insurance benefits 
via an interface that populates demographics and the 
individual patient’s benefits, including copay amount, 
the remaining deductible amount, coinsurance, and 
whether the out-of-pocket maximum was met. “Hav-
ing all three entities working independently put us at 
risk for overcollecting,” adds Gant. For example, if a 
patient has met $1,200 of an annual maximum out-of-
pocket cost of $1,500, and all three entities collect the 
remaining $300, the patient would be owed a $600 
refund.  

At the same time, a multidisciplinary team of stake-
holders from patient access, ambulatory services, and 
professional and hospital billing came together to 
reengineer the hospital’s POS collections workflow. 
Patients now work with one entity to make pre-service 
payments, payment arrangements, and apply for 
financial assistance if needed. The new process will be 
piloted in several large surgical practices, oncology ser-
vices, labor delivery, the emergency department, and 
high-dollar radiology services, says Gant. “We will 
no longer work independently of one another,” says 
Gant. “In our new workflow, the patient will be pro-
vided with the estimate for all services at once.” (See 
related stories on how the hospital obtained feedback 
on POS collections from patients, p. 15, and how it 
increased POS collections by $1.5 million, p. 16.)

Here are some other challenges patient access 
departments are facing with POS collections:

• Collecting for outpatient procedures performed in 
clinics.

“These sometimes slip through, such as IUD [intra-
uterine device] placement and LEEP [loop electrosurgi-
cal excision procedure] procedures,” acknowledges 
Katie Harwood, CHAM, admissions manager over 
financial advocates and ED registration at University 
of Utah Health Care in Salt Lake City. She estimates 
that $38,000 went uncollected for IUD placement in 
the past 12 months.

“We have expanded our collection efforts to include 
these types of procedures,” says Harwood. “After 
confirming support from the gynecology service line 
leadership, we changed criteria on our work queues 
to include the service type Gynecology and the CPT 
codes related to the procedures.” 

• Collecting patient responsibility after insurance.
At University of Utah Health Care, members of 

the patient access staff have expanded their collection 
efforts to patient responsibility after insurance, says 
Harwood. This patient responsibility amount is based 
on the insurance benefits quote, the facility’s contract 
with the payer, and the history of the procedures per-
formed over the past 12 months. 

“Patient benefits are verified. The information is 
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entered into our patient liability estimator -- an inter-
nal tool that was created for our use,” says Harwood. 
“Our team cash collection for preservice has increased 
by 28%, compared to the same timeframe last year.” 

• Collecting outstanding balances.
Stacy Calvaruso, CHAM, assistant vice president of 

patient management at Ochsner Health System in New 
Orleans, says, “This is our biggest missed opportunity 
for collections.” Registrars don’t collect outstanding 
balances at scheduling and/or registration, Calvaruso 
adds.

“We have residual balances carrying over close to 
40% of the potential that was to be collected on their 
outstanding balances,” she says. “Some patients bring 
their statements in with them and pay.”

The department is converting to a new system. 
Because there are outstanding balances in the legacy 
system and the new system, the time that it takes to 
pull this together during scheduling and/or at registra-
tion obstructs patient flow, she explains. “We have 
made a choice to postpone this until the first quarter of 
next year, so we have the opportunity to work through 
some of the legacy system items,” says Calvaruso.

Holly Hiryak, MNSc, RN, CHAM, director of hos-
pital admissions and access services at the University 
Hospital of Arkansas in Little Rock, says there is a 
recent emphasis on “pushing collections and financial 
counseling closer to the front, including outstanding 
balances.” The department is implementing an auto-
mated financial screening tool to facilitate collections, 
beginning in the emergency department and radiology. 

“Radiology registrars are screening for authoriza-
tions,” says Hiryak. “If these are not in place, the case 
is placed on hold and the scheduling department is 
contacted to complete the process.”

• Collecting when patients have “variable obliga-
tion” policies.

Clinics are seeing many more of these policies, 
which make it more difficult to estimate the patient’s 
out-of-pocket expenses, says Calvaruso.

If a patient schedules an office visit appointment for 
a medication refill and routine follow-up, for example, 
staff members typically would collect a co-payment at 
the time of check-in. “Depending on how the visit is 
coded, this could be considered a ‘well’ patient visit, 
which does not require a co-payment. In this instance, 
we must refund the co-payment,” says Calvaruso.

However, if the patient has a “limited” and/or 
“variable obligation” plan, the hospital might not be 
paid at all for that visit. The plan might only cover five 
office visits per year up to $100 and pay only $25 per 
diagnostic test up to $250 per year.

“The information from an auto verification service 
states that the patient is covered, with no indication of 

limitations,” says Calvaruso. “The only way that you 
can validate this is by talking to a representative.”

SOURCES

For more information on increasing point-of-service collec-
tions, contact:
• Stacy Calvaruso, CHAM, Assistant Vice President, Patient 
Management, Ochsner Health System, New Orleans. Phone: 
(504) 842-6092. Fax: (504) 842-9108. E-mail: scalvaruso@ 
ochsner.org.
• Mela Gant, Director, Patient Access Services, Oregon Health 
& Science University, Portland. Phone: (503) 494-6588. Fax: 
(503) 494-6366. Email: gantm@ohsu.edu.
• Richard L. Gundling, FHFMA, CMA, Vice President, Health-
care Financial Practices, Healthcare Financial Management 
Association, Washington, DC. Phone: (202) 296-2920 Ext. 605. 
Fax: (202) 238-3456. Email: rgundling@hfma.org.
• Katie Harwood, CHAM, Admissions Manager, Financial 
Advocates/ED Registration, University of Utah Health Care, 
Salt Lake City. Phone: (801) 585-5567. Email: Katie.Harwood@
hsc.utah.edu.
• Holly Hiryak, MNSc, RN, CHAM, Director, Hospital Admis-
sions/Access Services, University Hospital of Arkansas, Little 
Rock. Phone: (501) 686-8170. Fax: (501) 603-1243. E-mail: 
HiryakHollyM@uams.edu.  n

Ask your patients
about collection efforts
Terminology is important

Before a patient liability estimator tool was imple-
mented at Oregon Health & Science University in 

Portland, a focus group of patients offered some valu-
able opinions. 

At that time, inability to provide patients with the 
total picture of costs was the biggest obstacle to point-
of-service collections in the emergency department and 
for scheduled services, according to Mela Gant, direc-
tor of patient access services.

“We have had no way to provide patients with an 
accurate estimate of what the total charges will be, 
what their insurance benefits will pay for the service, 
and ultimately what their total out-of-pocket cost will 
be,” says Gant.

The department recently purchased price estimation 
software to provide patients with their out-of-pocket 
costs for hospital, professional, and anesthesia charges. 
“We have also re-engineered our front-end processes 
around delivery of the estimate to the patient, as well 
as pre-collection of the patient’s estimated amount 
due,” says Gant. 

Patients in a focus group were asked what they 
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thought about the letter they were provided, which 
gave an estimate of their out-of-pocket responsibility.

“They loved the fact that they could get an estimate 
of services prior to service delivery and be able to see 
what things cost,” says Gant. “They were impressed 
with the sophistication of the estimator we chose.”  

Patients suggest different terms

Patients suggested using the term “professional ser-
vices” instead of “clinic,” because patients assumed 
that “clinic” referred to the hospital. 

“The focus group felt like the terminology we use 
to discuss the estimate with the patient, and the abil-
ity to negotiate, were very important,” says Gant. For 
example, patients liked it when staff stated, “This is 
your estimate. If you can pay this now, great. If not, 
here are some other options for you.” 

“We do plan to provide scripting for the staff to 
use,” says Gant. “We will carefully select words that 
will help patients feel comfortable having an open 
discussion about their ability to meet payment obliga-
tions.”

The focus group told patient access leaders that 
asking for 100% of the amount due was too much. 
“Fifty percent of the amount due was felt to be more 
manageable, depending on the amount, and how 
much advance notice they would be given to pay,” 
says Gant. “We have adjusted our expectation that 
the patient pay 50% of the anticipated out-of-pocket 
charge prior to or the day of the service.”

Customer service

More than ever, patient access leaders are chal-
lenged to balance good customer service and still be 
effective collecting a patient’s financial obligation, 
according to Richard L. Gundling, FHFMA, CMA, 
vice president of healthcare financial practices for the 
Healthcare Financial Management Association. 

“Our Patient Friendly Billing Project Reports have 
shown that high-performing revenue cycle organiza-
tions have used focus groups to highlight areas of 
improvement in their access management,” Gundling 
notes. (To view case studies, go to: http://bit.ly/
UUjGRI.)

“Providers are under the microscope to ensure that 
they are providing community benefit, particularly 
through the emergency department,” he says. 

Many organizations are achieving high patient satis-
faction and high point-of-service collections, however, 
says Gundling. “We’ve found that patients want to 
know the amount they owe as soon as possible. In 
many ways, POS [point-of-service] collections help in 

that,” he explains.
Patient access leaders must ensure that revenue 

cycle professionals are notifying patients of the orga-
nization’s financial assistance policy and charity care 
requirements, emphasizes Gundling. (For more infor-
mation on this topic, see “Do you tell patients about 
charity care?” HAM, September 2012.)

Patient access employees need to be empathetic 
when discussing payments, especially in light of grow-
ing copays and deductibles, advises Gundling. “In 
many ways, the interaction between the registration 
and the patient is a lightning rod for media attention,” 
he says. “Aggressive POS collections can create a pub-
lic relations problem through negative stories by local 
and national media. It could leave patient access bear-
ing the brunt of this problem.”  n

Department achieves
$1.5 million increase

During the first year of a three-year project to 
increase point-of-service (POS) collections at Ore-

gon Health & Science University in Portland, patient 
access leaders set  and reached a goal of increasing pre-
service collections for scheduled inpatients and outpa-
tient surgeries to $2 million, starting from a baseline 
of $500,000 a year. 

Staff MEMBERS increased the amount of deduct-
ible and coinsurance they asked for prior to service 
delivery, reports Mela Gant, director of patient access 
services.

“We used to ask for the deductible, plus $100,” she 
says. “However, we did not tell the patient beforehand 
that we would be asking for any money at all. So they 
were unprepared to pay at the point of admission for 
surgery or an inpatient stay.”

Admissions staff typically asked patients, “Would 
you like to pay that now, or would you prefer to be 
billed?” 

“Most of the time, patients preferred to be billed,” 
says Gant. “We are now asking for varying amounts, 
depending on the patient’s insurance and the service 
being delivered, ranging from $300 to $600.” Here 
are other changes the department made to increase its 
POS collections:

• If the patient is not able to pay the full amount, 
staff members ask for half the amount, and if they are 
not able to pay that, staff members ask what they are 
able to pay today. 

If patients state they are unable to pay, this state-
ment opens up the conversation to talk about the 
hospital’s financial assistance program or the option 
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to make payment arrangements after they receive their 
bill.

“We take a very soft approach if patients are 
uncomfortable or unable to pay,” says Gant. “We 
start by asking for a lesser amount.” Then, staff mem-
bers give the patient options to contact the billing 
office after receiving the bill to discuss a payment plan 
or to inquire about the hospital’s financial assistance 
program.

• Staff members collect over the phone during the 
pre-registration process.

“That way, patients actually can leave their valu-
ables at home and not bring credit cards or a check-
book with them,” says Gant.

• Staff members convey the expectation for pay-
ment during a pre-registration phone call, which gives 
patients extra time to prepare to pay.

Staff members call patients up to two weeks out, 
and they call with less notice only if the service was 
scheduled with less than two weeks of lead time.

“Collections are much more challenging if the 
patient is unaware of our POS collections policies prior 
to arriving for service or if we were unable to connect 
with the patient and allow several days’ notice ahead 
of time,” says Gant. “Previously, we didn’t give the 
patient any notice at all.”  n

Give staff ability
to help with coverage
Make it a top priority

Ensuring all patients have access to affordable 
health insurance is one of our top priorities,” 

says Irma Becker, manager of patient access at Phoe-
nix (AZ) Children’s Hospital/Phoenix Children’s 
Medical Group. 

Nine full-time employees assist families with the 
Medicaid application process, including five financial 
counselors assigned to inpatients, three assigned to the 
physician group, one based in the emergency depart-
ment, and one assigned to the pre-access group. 

“In our experience, 50% to 60% of our patients are 
Medicaid-eligible. This number has dropped a little in 
the last few years due to Medicaid program changes,” 
says Becker.

Counselors are available seven days a week, and 
they are supported by a vendor when follow-up is 
required post-discharge. For families that are not 
eligible for Medicaid, the financial counseling team 
provides assistance with private insurance applica-
tions, other government assistance programs, and the 

EXECUTIVE SUMMARY
The role of patient access is expanding to ensure all 
patients have access to affordable health insurance. 
To help patients obtain coverage:
• Assist families with applications for private insur-
ance, Medicaid, and other government assistance 
programs. 
• Support counselors with a vendor when follow-up 
is required post-discharge.
• Use scripting to help staff master new financial 
counseling skills.

hospital’s financial assistance program. “We continu-
ously evaluate our processes and procedures to ensure 
we are providing the best service to our patients and 
their families,” says Becker. “The Affordable Health 
Care Act will take full effect in 2014. We have begun 
preparing for these changes so we are ready.” 

Expanded role

Patient access staff at Cadence Health in Winfield, 
IL, are becoming more involved with communicating 
the patient’s financial responsibility and, in some cases,  
the collection of that patient’s financial responsibility, 
whether it is a deductible, down payment, or co-insur-
ance, reports Debbie Milke-Wurster, RHIT, revenue 
cycle manager.  

“Flexibility is essential,” she says. “Additionally, 
productivity is a factor that is being monitored more 
closely. This will allow us to determine if additional 
counselors are needed to expand collections to addi-
tional areas in the future.”

Productivity is monitored electronically and manu-
ally, based on the task being performed. “For example, 
accounts for collection prior to the procedure are 
measured electronically through a work queue,” says 
Milke-Wurster. “We are working toward monitoring 
our financial assistance applications electronically in 
the upcoming year.”

Milke-Wurster says patient access is evolving into 
a combined financial counselor and registration role. 
“Staff will need more knowledge on benefits, eligibil-
ity, collection of money, and what registration ele-
ments are required for a clean bill,” she says. 

 To address this change, the department’s reg-
istration educator conducts classes and one-on-one 
training. “We also find it helpful for staff to learn 
how their job responsibilities affect other areas,” says 
Milke-Wurster. “I invite leadership from ancillary 
departments to speak at our monthly department 
meetings on topics that intertwine with our scope of 
work.”
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Milke-Wurster says that she uses scripting to help 
staff master new financial counseling skills. “The reg-
istration staff needs to be comfortable with discussing 
finances with the patient,” she says. “Not all are, and 
the patient can sense that.” 

Registrars use this scripting: “Hello, this is 
_____________, financial counselor from Cadence 
Health. I am calling in regard to your upcoming pro-
cedure on ________________. I have contacted your 
insurance company to confirm your eligibility and 
obtain your benefit information. Currently, you still 
have _______ remaining with your deductible. We 
would like to collect a down payment toward your 
deductible. We can either take a credit card payment 
over the phone or meet you at the time of service to 
collect.”

“We are currently working on scripting for collec-
tions on patients that do not have insurance,” says 
Milke-Wurster. “Providing the patients with informa-
tion on their financial responsibility ahead of time 
allows for them to make an educated decision.” (See 
related story, below, on one department’s process to 
identify a payer source for self-pay patients.)

SOURCES

For more information on helping patients obtain insurance 
coverage, contact:
• Irma Becker, Manager, Patient Access, Phoenix (AZ) Chil-
dren’s Hospital/Phoenix Children’s Medical Group. Phone: 
(602) 933-1911. Fax: (602) 933-1138. Email: ibecker@phoenix-
childrens.com.
• Debbie Milke-Wurster, RHIT, Revenue Cycle Manager, 
Cadence Health, Winfield, IL. Phone: (630) 933-3038. Fax: 
(630) 933-2628. E-mail: Debbie.Milke-Wurster@Cadence-
Health.org.
• Robb Wilburn, CHAM, MBA, Director, Patient Registration, 
Sarasota (FL) Memorial Health Care System. Phone: (941) 917-
2366. Fax: (941) 917- 1134. Email: robb-wilburn@smh.com.  n

Goal is to identify
payer source for self-pay
It’s crucial to reimbursement

Your patient access employees probably are accus-
tomed to fielding questions from patients about 

insurance coverage, but what about helping uninsured 
patients obtain coverage?

This skill is becoming become important due to 
the implementation of the Patient Protection and 
Affordable Care Act, advises Robb Wilburn, CHAM, 
MBA, director of patient registration at Sarasota (FL) 

Memorial Health Care System.  
“All healthcare facilities will have to do a better job 

identifying patients who may be eligible for Medic-
aid. It will be crucial to reimbursement,” he says.  
Patients who qualified for the hospital’s charity pro-
gram might become eligible for Medicaid as of 2014, 
notes Wilburn. 

“Our process is to find a payer source. If there is 
none, can the patient pay? If not, we screen for Med-
icaid and then charity as a last resort,” says Wilburn, 
adding that Medicaid comprises about 8% to 10% of 
the hospital’s total revenue. The department’s current 
process is the following:

• Registrars perform a check on all self-pay 
patients to see if they have existing Medicaid cover-
age. 

“If they do not have Medicaid, and they are a true 
self-pay, we screen the patient to see if they may qual-
ify for Medicaid or another government program.” 
says Wilburn.

• Registrars screen all emergency department 
patients after they are seen by a physician, and the 
patient is assigned a caseworker to complete the 
application process. 

• On the inpatient/outpatient side, patients are 
screened before presenting at the hospital or shortly 
after their visit. 

• An in-house Medicaid program screens patients 
for eligibility, and vendors are used for difficult cases 
and disability cases.  

“About a quarter of patients presenting to patient 
access employees as self-pay are actually eligible for 
Medicaid, not including disability patients,” says Wil-
burn.  n

Your registrars soon
will be telecommuting
Patient access is the ‘next frontier’

Would you consider having some of your regis-
trars work from home? Some organizations are 

successfully doing this, reports Keith Weatherman, 
CAM, MHA, associate director of service excellence 
for the corporate revenue cycle at Wake Forest Baptist 
Health in Winston-Salem, NC.

“Having pre-admitters work from their homes has 
reduced turnover, sick time, and increased the morale 
of those staff members,” he says. “Technology has 
made that possible.”

Working from home has many advantages for the 
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employee and the employer, and it might positively 
impact staff recruitment and retention, according to 
John Woerly, RHIA, CHAM, FHAM, senior principal 
at Accenture Health Practice in Indianapolis, IN.

“Although this may be commonplace in other 
industries and even within other healthcare disciplines 
including medical coding and transcription, it is rela-
tively ‘uncharted territory’ within patient access,” says 
Woerly. He estimates that less than 10% of patient 
access departments allow registrars to work from 
home. 

However, as the market for highly qualified staff 
becomes tighter, patient access leaders will need to 
consider offering this option to prospective hires, he 
predicts. Patient scheduling and financial clearance 
activities, including pre-registration, insurance eligibil-
ity/benefit verification, pre-certification/authorization, 
patient liability estimation, financial counseling, and 
pre-service collections, may be “the next frontier,” 
says Woerly.

“Various technologies would need to be in place 
to successfully support this endeavor,” he cautions. 
These include workflow management tools, online 
insurance eligibility/verification tools, patient liabil-
ity estimators, online credit care/payment processing 
tools, Wi-Fi and phone systems, and computer work 
stations, says Woerly. 

“HIPAA [Health Insurance Portability and 
Accountability Act] guidelines and other security mea-
sures should be reviewed to ensure full compliance,” 
adds Woerly. 

SOURCES

For more information on allowing patient access employees 
to telecommute, contact: 
• Keith Weatherman, CAM, MHA, Associate Director, Service 
Excellence, Corporate Revenue Cycle, Wake Forest Baptist 
Health, Winston-Salem, NC. Phone: (336) 713-4748. Fax: (336) 
716-3153. Email: kweather@wakehealth.edu.
• John Woerly, RHIA, CHAM, FHAM, Senior Principal, Accen-
ture Health Practice, Indianapolis, IN. Email: john.woerly@
accenture.com.  n

EXECUTIVE SUMMARY
A small but growing number of patient access de-
partments allow registrars to work from home, but 
this number is expected to increase significantly.
• Staff recruitment, morale, and retention can be 
improved.
• Various technologies need to be in place to support 
telecommuting.
• Compliance with patient privacy regulations must 
be ensured.

Patients surveyed 
post-discharge
Service dramatically improved

The patient access department has been the facilita-
tor of discharge calls to emergency department 

(ED) patients for several years, and customer service 
has improved dramatically as a result, reports Cynthia 
Norman-Bey, director of patient access services and 
the Private Branch Exchange Call Center at Glendale 
(CA) Adventist Medical Center.

The calls are made within 48 hours after the patient 
has discharged from the ED, so the experience is still 
fresh in the patient’s mind. “It is critical for our con-
tinued service growth to be in touch with our patients 
and their families and ask them to share experiences 
of their encounters at our hospital,” says Norman-
Bey. [The tool used to survey discharged ED patients 
is included with the online version of this month’s 
Hospital Access Management. For assistance, contact 
customer service at customerservice@ahcmedia.com or 
(800) 688-2421.]  

Feedback is collected each week and distributed to 
the ED director, nurse managers, ED physician panel, 
chief operating officer, and the chief nursing officer 
who meet to discuss/implement improvements if appli-
cable. “Patient access services team members, includ-
ing the director, conduct calls utilizing a methodology 
which ensure diversity as it relates to patient demo-
graphics, patient financial information if provided, and 
patient reason for visit,” says Norman-Bey. “Feedback 
received is representative of all customers.”  

Improvements made

In addition, patient access services occasionally con-
ducts telephone surveys for other service areas such as 
outpatient surgery, radiology, and cardiology.

EXECUTIVE SUMMARY
Patient access employees at Glendale (CA) Adventist 
Medical Center have obtained valuable feedback by 
making post-discharge phone calls to emergency 
department patients. 
• Calls are made within 48 hours after the patient is 
discharged.
• Patients have reported the need for additional 
signage.
• Employees personally thank patients when they ar-
rive for future appointments.
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“If needed, immediate service improvements can be 
implemented,” says Norman-Bey. “Scripting is used 
to prompt our team to use key words and phrases that 
we believe are key to receiving feedback openly and 
freely.”

After identifying themselves, staff members ask if 
the patient has time to answer a few questions to assist 
the hospital with any service improvements that they 
might recommend.  “Our approach is very much that 
of a requester seeking their valuable input to improve 
our services,” says Norman Bey. “This has been very 
successful for us. We have received feedback from 
patients and their families that has assisted us with 
implementing improvements to both service and pro-
cesses.” 

Patients have pointed out a need for better signage 
on campus, for example. “When that feedback is pro-
vided to the senior leadership team, approval is given 
immediately to improve or increase signage where 
requested,” says Norman-Bey. 

Face-to-face interaction

As a result of doing the surveys, the patient access 
team now has a better understanding about what 
patients and their families desire, according to Nor-
man-Bey.

“The ‘aha’ light comes on as to why we do what 
we do daily, which is to provide access to services at 
our hospital,” she says. 

The patient access services call center staff rarely 
saw patients as a scheduling and authorization 
department, but they reported wanting more direct 
interaction with patients and their families. “In many 
cases, after speaking to a patient who provided feed-
back to us, we make a special point of going to meet 
them when they arrive on our campus for another 
outpatient appointment,” says Norman-Bey. Regis-
trars then provide the patient with information on 
services available at the hospital, the department’s 
contact information, and a hand-written thank you 
card.  

“This type of face-to-face interaction has been 
beneficial,” says Norman-Bey. “It allows us to main-
tain positive service relationships that we hope will 
continue to improve our service reputation.”

SOURCE

For more information on surveying patients post-discharge, 
contact: 
• Cynthia Norman-Bey, Director of Patient Access Services/
Private Branch Exchange Call Center, Glendale (CA) Adventist 
Medical Center. Phone: (818) 409-6686. Fax: (818) 545-3460. 
Email: NormanBC@ah.org.  n

Do you know what 
access staff really want?
Employees appreciate being thanked

Would you be surprised to learn that what your 
staff members really want is to be given the 

opportunity to do additional tasks outside their nor-
mal work responsibilities? 

That is what Desember Brucker, manager of 
ambulatory registration services at Oregon Health & 
Science University in Portland, learned after soliciting 
feedback from her staff.

“Unfortunately, it was typically those staff that 
were very vocal about wanting other tasks that I auto-
matically went to when something was available,” she 
explains. “That left others out of the opportunity.”

Brucker responded by inviting her team to give 
their own presentations at upcoming staff meetings. 
“I’ve had staff do additional training on financial 
assistance, Medicaid eligibility screening, and access-
ing registration information on our internal website,” 
she says. 

Other patient access employees volunteered to 
report in the monthly newsletter on activities they’re 
involved in outside of the department, such as the 
union’s mediation program and the hospital’s Cul-
tural Advocacy Team. “We also have a featured 
employee section every month to get to know a little 
more about someone on our team,” says Brucker. “In 
addition, we usually have a restaurant review that is 
written by one of the staff every month.”

More interaction needed

“We have tried to assess staff satisfaction in a 
multitude of ways, including organizational surveys,” 
says Brucker. Here are some things she’s learned from 
surveys and one-on-one meetings:

• Staff members also wanted to get to know each 
other better. 

“The feedback that we received was that staff got 
to know the individuals who were seated near them 

EXECUTIVE SUMMARY
Patient access leaders can obtain valuable feedback 
from employees via surveys and by meeting with 
individual employees. Staff might want to:
• give presentations on staff meetings;
• get to know colleagues better;
• obtain more feedback from managers.
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fairly well, but didn’t know staff on the other end of 
the room,” she says. 

Staff meetings are now started with an “ice 
breaker” activity, such as “Two Truths and a Lie.” 
“Each staff person tells two truths about themselves 
and one lie. Then we try to guess which one is the 
lie,” says Brucker. “It’s sometimes very surprising!” 

Some patient access employees participate in 
activities together outside of work, such as a Heart & 
Stroke Walk, and Brucker is looking into other vol-
unteer activities her staff can do as a group. “We also 
try to vary the participants in small group meetings so 
that it is not always the same staff in each meeting,” 
she says. 

• Staff wanted more interaction from Brucker as a 
manager. 

“This had the largest impact on me,” she says. “It’s 
easy to get caught up in all of the tasks that need to 
be completed in any given day, but our people are our 
greatest asset.”

Brucker now meets with patient access employees 
one-on-one each month to obtain their feedback. 
“Interest in additional tasks is one of the things that 
comes up frequently in my one-on-one meetings,” she 
says. “It also gives me the opportunity to talk about 
suggestions for improvements in more detail or any 
issues that staff may be having.”

• Staff members wanted to be thanked for their 
work. 

In response to hearing this from many of her regis-
trars, Brucker made these changes:

• She now begins monthly staff meetings reading 
thank-yous that have been received from patients dur-
ing the previous month.

• She hung a bulletin board in the department just 
to post thank-you notes from patients.

• She created a special section in the department’s 
monthly newsletter that thanks specific staff members. 

• She sends thank-you emails or handwritten notes 
to recognize individual efforts of employees.

“I’ve thanked staff for a variety of things, including 
jumping in and taking care of a task for me, work-
ing overtime, helping another staff member with 
work, and dealing with a difficult situation well,” 
says Brucker. (See related story on obtaining feedback 
from patients on customer service, right.)

SOURCE

For more information on obtaining input from patient access 
employees, contact:

• Desember Brucker, Manager, Ambulatory Registration Ser-
vices, Oregon Health & Science University, Portland. Phone: 
(503) 418-2376. Email: bruckerd@ohsu.edu.  n

Patients can give
you service advice
Emailed surveys obtain better response

Some patients were frustrated because they had 
to provide similar documentation to two depart-

ments at Oregon Health & Science University in 
Portland, reports Desember Brucker, manager of 
ambulatory registration services. 

“This was confusing for patients,” Brucker says. 
“The other department and I were able to simplify 
the process for patients so that they only had to pro-
vide documentation once.”

All documentation is now provided to the ambu-
latory registration services department, and the other 
department relies on what was inputted into the reg-
istration system instead of asking patients for their 
own copies of documentation.

Brucker learned that patients were dissatisfied 
with the process from the department’s satisfaction 
surveys, which are now emailed to patients. “We 
started asking for email address as part of the nor-
mal registration process, and recently began email-
ing patient satisfaction surveys instead of mailing 
them,” she says. “We have seen a threefold increase 
in responses and comments.” 

Patients want explanation

Brucker says that direct feedback from patients 
has been another good source of information about 
specific procedures and processes in the depart-
ment. 

“I encourage staff to pass feedback on to me or 
to have the patient speak to me if there are con-
cerns about a process or policy,” she says. “This 
helps me pinpoint where there might be discrepan-
cies in staff understanding of why we ask for infor-
mation, so that we can do additional training.”

Patients sometimes wanted an explanation about 
why they were asked for particular information. 
For example, some patients wanted to know why 
registrars asked them for information about race 
and ethnicity. “Having staff clarify why they are 
asking for the information during their normal 
interview process helps,” says Brucker. 

For example, to determine if a patient is eligible 
for Medicaid, staff need to ask if the patient is 
pregnant or a U.S. citizen. 

“We preface these questions by saying something 
such as, ‘To determine potential eligibility for Med-
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icaid programs, I need to ask if…’ instead of just 
asking what appears to be an invasive question,” 
says Brucker.  n

More than expected opt 
for health exchanges 

An important state health insurance exchange 
(HIX) deadline has come and gone, and it 

seems that more states will be opting for the federal 
option than experts originally thought. 

In line with implementation of the exchanges 
under the Affordable Care Act, states had three 
options to choose between. There was the state-
based exchange, in which a state would run its own 
HIX, the federal-exchange which ceded control of 
the HIX to the federal government, and a partner-
ship option where the state and federal govern-
ments work together.

The Department of Health and Human Services 
(HHS) set a deadline of Dec. 14, 2012, for states to 
report their decision.  States that opted to run their 
own exchanges were also required to submit blue-
prints of the HIX plans for approval. This deadline 
was moved from November at the request of the 
Republican Governors Association. 

The deadline has come and gone, with 18 states 
and the District of Columbia opting for their own 
exchanges. An additional seven states have indi-
cated that they will partner with the federal govern-
ment, and the remaining 25 states default to the 
federal exchange. These partnership numbers might 
change slightly, however, because states that are 
not running their own exchanges have until by Feb. 
15, 2013 to partner with HHS.

State run exchanges will be put in place by 
California, Colorado, Connecticut, District of 
Columbia, Hawaii, Idaho, Kentucky, Maryland, 
Massachusetts, Minnesota, Mississippi, Nevada, 
New Mexico, New York, Oregon, Rhode Island, 
Utah, Vermont, and Washington. Partnership 
exchanges will be put in place by Arkansas, Dela-
ware, Illinois, Iowa, Michigan, North Carolina, and 
West Virginia. 

These numbers are interesting for several rea-
sons. First, many of the states that defaulted to the 
federal system have Republican governors who 
emphasize the importance of the state government. 
Some of those governors have supported their deci-
sion to default to the federal option by calling a 
state HIX, “state run in name only.”

Secondly, most experts expected the number of 

states that opted for the federal option to be much 
lower.  Mostly, only small states were supposed 
to default to the federal system. While states can 
switch to their own health exchanges in future 
years, the logistics of the first year are going to be a 
challenge for HHS.

See the Kaiser Family Foundation map of States 
decisions by going to http://bit.ly/oxJnR6. (This 
article was written by the National Association of 
Healthcare Access Management with research from 
NPR and “Healthcare IT News.” See the NPR 
article at http://n.pr/SWU1YT and the “Healthcare 
IT News” article at http://bit.ly/YcaU6D.)  n

Ensuring identification
for patients online

Although patient identification has long been an 
issue within the hospital community, a new push 

in the conversion to electronic health records (EHRs) 
has added new challenges and solutions, according to 
the National Association of Healthcare Access Man-
agement (NAHAM), which references an article in 
“Government Health IT.” Some organizations, such 
as the Department of Defense (DoD), already are veri-
fying the identity of their patients and other autho-
rized users of their online system, MyHealtheVet. The 
DoD, however, has the luxury of a Veterans Admin-
istration database that includes all military personnel 
that would be accessing the system.

What health systems without pre-existing user 
databases should do is still up in the air, according to 
NAHAM. Privacy and security experts have not yet 
decided which methods of ensuring patient identity 
online are most effective and easiest to use. No matter 
the conclusion, however, most agree that it will still 
be necessary to verify patient credentials like a driv-
er’s license, passport, or biometric identifier before 
allowing that patient to access their records online, 
NAHAM says.  

Some states are implementing programs allowing 
access to partial records. Indiana’s State Department 
of Health, for example, has an online vaccination 
portal that allows parents to verify their children and 
view online immunization records. A parent must be 
registered by their child’s healthcare provider, and all 
access requests are monitored by a separate system.

Other businesses, such as identity card company 
Gemalto, are suggesting the use of SmartCards for 
patients. These cards, similar to the federal govern-
ment’s Common Access (CAC) cards, will contain a 
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COMING IN FUTURE MONTHS

chip with biometric information about the user.
A federal policy committee has provided three 

guidelines that should be followed when thinking 
about enabling online access. The access should 
require a username and password at the minimum, 
with the option for additional security if the user 
chooses. The protection should not be so difficult that 
it discourages patients from participating, and provid-
ers should look to the Office of the National Coor-
dinator for Health Information Technology (ONC) 
for guidance on identification methods. While this 
guidance has not yet been provided, a team within the 
National Institute of Standards and Technology has 
directed the agency to work with the ONC in setting 
up best practices.

Find the original article from the “Government 
Health IT” website at http://bit.ly/SrXYVf.  n

Creativity helps limit 
Medicare readmissions 

Since October, Medicare has been calculating the 
number of Medicare patients readmitted to hos-

pitals within 30 days of their discharge. This data is 
kept for the new Value Based Purchasing Program, 
a part of healthcare reform that penalizes hospitals 
with high rates of readmission by withholding a part 
of their reimbursement money. 

The program has begun to change the payment 
structure of Medicaid away from government pay-
ments to hospitals per procedure, and toward pay-
ments for the overall wellness of the patients. These 
changes are a welcomed change by many patients, 
and even by some healthcare professionals who 
believe that this payment structure is the way hospi-
tals will be paid in the future,.

As a result, some hospitals have been employing 
new techniques to ensure that patients are able to 
care for themselves at home. According to an article 
in the “Waco (TX) Tribune-Herald,” referenced by 
the National Association of Healthcare Access Man-
agement (NAHAM), some hospitals in Texas will 
have a nurse call the patient at home to follow up on 
their recovery and ask if there is anything the patient 
needs. Others will automatically schedule a follow-
up appointment with the patient’s doctor. Still others 
may send health care professionals to the patient’s 
home to ensure a smooth transition. 

Many hospitals employ a discharge questionnaire 
that asks questions such as “will there be a friend 
or family member to assist you at home,” “Are you 

able to get to the pharmacy,” and “do you under-
stand any changes in medication?” While these ques-
tionnaires have been in place for a while in many 
hospitals, some have tweaked the questions in an 
effort to prevent readmissions. 

The program, combined with the resulting 
changes in hospital procedure, mark a significant 
change in hospital culture. This change will be 
important over time, as penalties for readmissions 
only escalate in the coming years. To access the story 
in the Waco Tribune, go to http://bit.ly/Tsvnzv.  n

Joint Commission
releases 2013 survey 

The Joint Commission has released its 2013 “Survey 
Activity Guide for Health Care Organizations.”

You may find it at http://bit.ly/UdLnqc, and it is 
also posted in the Joint Commission Toolkit from the 
National Association of Healthcare Access Manage-
ment (NAHAM), available to NAHAM members 
online.

The Joint Commission’s 2013 Survey Activity Guide 
released Dec. 18, 2012, has replaced the 2012 guide. 
The guide provides detailed information to help an 
organization prepare for an accreditation on-site sur-
vey. Included is a description of each activity that takes 
place during an accreditation on-site survey including 
logistical needs, session objectives, suggested partici-
pants, and an overview of the session.

Also available online to NAHAM members is an 
archived webinar that introduces the toolkit and dis-
cusses Joint Commission surveys, the toolkit, Tracer 
Methodology, and other special considerations for 
your next Joint Commission Survey. The webinar is 
presented by Michael Sciarabba, CHAM, director 
of patient access services, Advocate Illinois Masonic 
Medical Center and the chair of the NAHAM Policy 
Development/Government Relations Committee, and 
Brenda Sauer, RN, MA CHAM, director, New York 
Presbyterian Hospital and NAHAM’s current vice 
president.  n

n Educate staff on 
race and ethnicity data 
collection 

n Dramatically reduce 
ED registration turnover

n Successfully collect 
outstanding balances

n Offer help to patients 
with high deductibles
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EHRs might turn 
small errors into big ones 
PA group says most were from medication errors

A new review of electronic health records 
(EHRs) by the Pennsylvania Patient Safety 

Authority found that mistakes made in EHRs 
can be farther reaching than errors using tradi-
tional paper records, according to the National 
Association of Healthcare Access Management 
(NAHAM), referring to a story in “MedPage 
Today.” 

The study examined more than 3,000 incidents 
over eight years that stemmed from EHR errors. 
In about 80% of the cases, the results were errors 
with medication, and many of the rest involved 
incorrect or unnecessary lab tests. In the medi-
cation errors, about half of the patients were 
prescribed the wrong medication, and another 
quarter were under-medicated. 

So why are mistakes traveling farther? Elec-
tronic systems are becoming increasingly net-
worked to the hospital pharmacy or other health 
information exchanges. This networking means 
that an error that might have previously been 
caught before it was replicated might now cas-
cade to other systems before being caught. The 
scale and amplification of mistakes has increased.

The article, published at http://bit.ly/UUDRg7, 
also points out that in the short run, more mis-
takes are being made. One cause of this could 
be the lack of training that users of the systems 
have received. Federal programs that incentivize 
the implementation of electronic systems, and 
deadlines that came with the 2009 stimulus funds 
might have caused a quick rollout of systems to 
staff members who did not yet know how to use 
them. Additionally, some facilities may be using 
EHRs in addition to paper records, producing 
incomplete information entered into the system. 

In some systems, information that is typed 
into the wrong box is not recognized. In others, 
system glitches can cause issues, such as random 
medication orders appearing in some patients’ 
records. 

Most experts believe, however, that these are 
temporary setbacks. As time progresses, EHR 
systems will become smarter, and staffs will 
become accustomed to using them. Long term, 
most still agree that EHRs serve as an investment 
that will yield future gains.  n
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With almost 80% of cell phone owners 
reporting they use text messaging,1 it is 
no surprise that physicians are doing the 

same. A survey of pediatric hospitalists found that 
57% of clinicians send work-related messages, and 
12% of the physicians reported texting 10 or more 
times per shift. Messages were received on personal 
phones by 41% of respondents and on hospital-
owned phones by 18% of respondents.2

“The world is text messaging for all types of 
communications, so it is not surprising to find 
physicians taking advantage of a tool that is faster, 
more convenient, and more direct than other 
forms of communications,” says Jeffrey Evans, 
co-founder of Santa Monica, CA-based TigerText. 
“Email is cluttered and not fast enough for an 
immediate, open conversation, even when email 
can be accessed by a smartphone.” 

Texting makes sense for physicians because a 
doctor’s job is inherently mobile, Evans points out. 
“A physician is rarely sitting in front of a com-
puter,” he says. Making rounds, seeing patients in 
the office, or performing surgery means being away 
from a computer, he explains. “A doctor can be 
more efficient if he or she can check for lab results, 
confirm the time of surgery, or ask for a consulta-
tion while moving from place to place.”

Although texting might be more efficient for 
physicians and hospital employees, there are 
security issues a hospital must address, says Steve 
Hunt, CPP, CISSP, director of Neohapsis Labs, the 
research division of Chicago-based Neohapsis, a 
security risk consulting service. Although there are 
a several risks posed by texting protected health 
information (PHI), one of the more challenging 
risks is authentication of the sender or receiver’s 
identity. “Unlike a telephone conversation during 
which you hear a voice and can exchange infor-
mation to verify identity, you don’t know who is 
holding the phone and responding to your text.” A 
misdialed phone number or a misplaced cell phone 
might result in information sent to the wrong per-
son.

For this reason, Hunt suggests that physicians 
who text follow these suggestions to maintain 

ExECUTIvE SUMMAry
The convenience and speed of text message communi-
cations has created challenges for healthcare security 
officers as they attempt to catch up to technological 
advances that move from personal settings to the work-
place. Challenges related to authentication of sender 
and receiver, and protection of health information on the 
phone can be addressed in several ways:
• Keep messages vague with no reference to specific 
health information when communicating with patients.
• Separate text messages into multiple messages so health 
information and patient identification are not included in 
one message.
• Require installation of encryption, password protection, 
and device management software that enables a remote 
“wipe” of data.
• Educate physicians and employees about the higher risks 
associated with text messaging.

Physician texting poses HITECH security challenges
Vague messages, secure network, and encryption add protection

compliance with Health Information Technology for 
Economic and Clinical Health Act (HITECH) pri-
vacy and security rules:

• When texting a patient with health information, 
keep it vague. Don’t say: “your test is positive, give 
me a call.” Instead text: “your test results are ready. 
Please call.”

• When texting physician to physician, separate 
data into several messages so a patient’s identifica-
tion information is not in the same message as health 
information. For example, send one message with: 
“I’d like to inquire about Mrs. Smith.” Follow this 
message immediately with: “Was her test positive or 
negative?”

Both of these steps minimize risk but will not 
completely eliminate it, points out Hunt. “If a phone 
is lost, an unauthorized person can put together mul-
tiple messages to see PHI.”

Encryption is another way to minimize risk, 
but it is not foolproof. “Text message data is not 
encrypted when at rest or in transit,” explains Evans. 
Even if a phone is password-protected, the data is 
available to anyone who has the password, he points 
out. 

Providers can improve security by sending mes-
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sages on a secure network that receives messages, 
notifies the recipient that a message is waiting, and 
provides a link to the message, says Evans. What-
ever system a provider implements must be able to 
authenticate senders and receivers as well as ensure 
information can’t be accessed by unauthorized per-
sons, he suggests.

Personal phones used by physicians also can pose 
problems, points out Evans. A hospital-provided 
phone can be encrypted and contain protection such 
as passwords, but it is more difficult to get someone 
to allow a hospital to install software on a personal 
phone. “It is difficult to enforce encryption or other 
security measures when physicians or staff members 
are using personal phones,” he admits. “A hospi-
tal needs to develop good policies about the use of 
mobile devices and enforce them.” (See story on per-
sonal devices, below.)

The most important step to take is education, says 
Hunt. “Physicians and employees are so comfort-
able with text messaging, they don’t think about 
security risks,” he says. Explaining the risks of text 
messaging and encouraging vagueness in messaging 
are important now as communicating with text mes-
sages becomes more commonplace in the workplace. 

“This is a good time to establish secure communi-
cation practices,” he adds.

rEFErENCES

1. Pew Internet and American Life Project. Mobile Health: 
2012. Web: http://pewinternet.org/Commentary/2012/Febru-
ary/Pew-Internet-Mobile.aspx.
2. Kuhlmann S, Ahlers-Schmidt Cr, Steinberger E. Text 
Messaging As a Means of Communication Among Pediatric 
Hospitalists. Presented at American Academy of Pediatrics 
National Conference, October 2012. New Orleans, LA.

SourCES

For more information about physician texting, contact:

• Jeffrey Evans, Co-Founder, TigerText, 1310 Montana Ave., 
Second Floor, Santa Monica, CA 90403. Telephone: (310) 401-
1820, ext. 233. Email: jeffrey@tigertext.com. 
• Steve Hunt, CPP, CISSP, Director, Neohapsis Labs, 217 N. 
Jefferson St., Suite 200, Chicago, IL 60661. Telephone: (773) 
269-6395. Fax: (773) 394-8314.  Email: steve.hunt@neohapsis.
com.  n

BYoD policies address 
personal issues
Enforcement requires upfront collaboration

Smartphones, laptops, and tablets are everywhere. 
The convenience of mobile devices has made 

healthcare documentation, follow up, and com-

munication simpler and faster. Limiting access to 
electronic protected health information (EPHI) to 
hospital-owned devices that are encrypted and con-
tain security tools such as “remote wipe” is one way 
to enhance EPHI security, but the reality is that phy-
sicians and employees are using personal devices as 
well.

“It’s not a surprise that people want to use the 
phones with which they are most comfortable,” says 
Steve Wu, attorney and partner at Cooke, Kobrick 
and Wu in Silicon valley, CA. In most cases, per-
sonal devices such as tablets or smartphones offer 
more functionality than hospital-provided devices. 
“People also don’t want to carry two different 
devices,” he says. 

The increasing use of personal devices for work-
related communications makes it critical for health-
care organizations to develop Bring your Own 
Device (ByOD) policies, says Wu. These policies 
differ from typical security policies related to the use 
of mobile devices. “A ByOD policy can be incorpo-
rated into other policies or developed as a separate 
policy, but it needs to address issues related to the 
device being owned by someone else, not the hospi-
tal.” 

The first step is to include all areas of the hospital 
in the policy development, especially the information 
technology (IT) department, says Wu. “Too many 
times, the IT department is handed a policy devel-
oped by others and told to find a way to implement 
it,” he says. In the case of mobile devices, the chal-
lenge is that people already are using their devices, 
so policies need to reflect the reality of use and apply 
security measures that make sense, he says. 

“Once representatives from legal, risk manage-
ment, IT, and the privacy and security officers for 
the organization have developed a policy together, 
it is easier to implement,” Wu says. “Some hospitals 
require employees who have the need to access EPHI 
to use only hospital-issued devices. Employees who 
are not accessing EPHI are allowed to use their own 
devices for general communication that does not 
involve sharing patient information.”

Organizations that do allow employees to use 
personal devices to access patient information 
should require hospital-provided encryption as well 
as mobile device management software on each 
device to mitigate EPHI loss, says Wu. requiring the 
hospital-provided programs raises some issues when 
the device is owned by the employee, he points out. 
“One of the key security measures is software that 
will wipe all data off the device if it is lost or sto-
len,” he says. “When someone is using their device 
for personal as well as work-related activities, this 
means all family photos or personal communication 
is also wiped clean.” Making sure physicians and 
employees understand the ramifications of using 
their own phones, tablets, or laptops, may make 
some decide not to use their own device.
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If you do allow employees to use their own 
devices, be clear about whether using a personal 
device is an expectation. “Employees may ask the 
hospital to pay for the cost of, or a portion of the 
cost of the device if they believe they are expected to 
use the device for work,” says Wu. 

The other issue that must be addressed by the IT 
department is the type of mobile device platforms 
they want to support in the security program, says 
Wu. “Because different types of operating systems 
may require different security solutions, some IT 
departments may find it more effective to specify 
which platforms are supported,” he says.

In addition to addressing the issues related to 
employees’ access with their personal device, be 
aware that in addition to protecting EPHI, the hos-
pital must protect its own network, says Wu. “When 
people use their own devices, the network is exposed 
to ‘shadow IT’ or programs that are downloaded to 
the mobile device to enhance functionality,” he says. 
These programs include Dropbox, iCloud, personal 
email programs, social media sites, and text messag-
ing. “These programs increase the opportunity for 
malware to compromise the hospital network when 
connected,” Wu says. Limiting the types of mobile 
applications that can be downloaded to the device 
is one way to address the problem, he suggests. (For 
other mobile device management tips, see article on 
HHS guidance, below.)

Address employee termination in your ByOD pol-
icy as well, recommends Wu. “It’s a simple process 
to discontinue access for an employee’s password, 
but a hospital must also be able to delete work-
related EPHI information on the personal device as 
well,” he says. This means having a process in place 
to delete information before the employee leaves.

Education is an important step to take when 
implementing a ByOD policy. “Although employees 
will view the ability to use their own smartphone, 
laptop, or tablet as convenient, it’s important they 
understand that the presence of EPHI or hospital-
related information on their device lessens their pri-
vacy,” he says. “In the case of a breach or a lawsuit, 
the employee’s device becomes evidence.”

A ByOD policy is important for all healthcare 
organizations because people are using their per-
sonal devices, but physicians and employees need 
to understand all of the issues, says Wu. “The best 
security is separate mobile devices: one for personal 
use and one for work.”

 
SourCE

For more information about Bring Your Own Device policies, 
contact:

• Steve Wu, Partner, Cooke, Kobrick and Wu, 166 Main St., 
Silicon Valley, CA 94022. Telephone: (650) 917-8045. Email: 
swu@ckwlaw.com.  n

Website provides tips
on mobile device security

Healthcare providers can find free tips and infor-
mation about the secure use of mobile devices 

at a new website launched by the Department of 
Health and Human Services. The site describes risk 
assessments, offers guidance on development of poli-
cies and procedures, and offers educational materials 
for staff training. 

Eleven tips for mobile device security identified 
and explained on the site are:

• Use a password or other user authentication.
• Install and enable encryption.
• Install and activate remote wiping and/or 

remote disabling.
• Disable and do not install or use file sharing 

applications.
• Install and enable a firewall.
• Install and enable security software.
• Keep your security software up to date.
• Research mobile applications (apps) before 

downloading.
• Maintain physical control.
• Use adequate security to send or receive health 

information over public Wi-Fi networks.
• Delete all stored health information before dis-

carding or reusing the mobile device.
Go to www.HealthIT.gov/mobiledevices to access 

the information.  n

Guidelines address
data de-identification
Review BA agreements to ensure compliance

The increasing use of electronic health records, 
digital imaging, and automated registration sys-

tems has created large, complex data sets that can be 
used by researchers for the development of chronic 
disease programs, clinical guidelines, and new treat-
ment protocols. The challenge is compliance with 
the Health Insurance Portability and Accountability 
Act (HIPAA) Privacy rule.

De-identification of patient information is essen-
tial before a healthcare organization or its business 
associates can share the information with an outside 
party. Guidelines developed by the Office of Civil 
rights (OCr) were released at the end of 2012 to 
help covered entities and business associates further 
define de-identification processes that are acceptable.

“These guidelines will affect business associates 
more than covered entities because they are the orga-
nizations selling the information in most cases,” says 
Donn H. Herring, a healthcare attorney with Lath-
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rop and Gage in St. Louis, MO. Healthcare enti-
ties should be aware of the guidelines to be able to 
update business associate agreements appropriately, 
Herring says. “Most covered entities allow business 
associates to sell de-identified patient information to 
outside entities,” he explains. Although agreements 
may contain general statements that address de-iden-
tification of information before selling it, the OCr 
guidelines can be referenced in future agreements.

While the HIPAA Privacy rule referred to expert 
determination and safe harbor as two acceptable 
methods of de-identification, the OCr guidelines are 
based upon frequently asked questions and clearly 
define what is required. Expert determination will 
be a developing field as standard procedures and 
best practices are identified, predicts Herring. Expert 
determination requires “an expert in the field of data 
de-identification to certify that there is a very small 
risk that the recipient of the information can identify 
individuals.” 

Safe harbor is the matter of removing items 
included on a “laundry list” of identifiers provided 
by OCr to protect the identity of the patient. “Some 
of the information, such as age and geographic 
location that must be removed, may make the infor-
mation useless for some research, but it is a straight-
forward method of de-identification,” Herring says. 

Hospitals or larger health systems that do pro-
vide data for outside entities to use in research will 
need to incorporate these guidelines, but realisti-
cally, most healthcare organizations will only need 
to change a line in a business agreement to indicate 
that the business associate will de-identify patient 
information according to the OCr guidelines, says 
Herring. “This is a change that does not have to be 
made on all current BA [business associate] agree-
ments. It can be included in new agreements and 
upon renewal of existing agreements.”

SourCE

For more information about de-identification of patient infor-
mation, contact:
• Donn H. Herring, Lathrop and Gage, 7701 Forsyth Boulevard, 
Suite 500, Clayton MO 63105. Telephone: (314) 613-2800.  Fax: 
(314) 613-2801. E-mail: dherring@lathropgage.com.  n

the Office of the National Coordinator for Health 
IT (ONC), a unit of the Department of Health and 
Human Services (HHS), began drafting proposals for 
Stage 3, which is scheduled to begin in 2016.

The HIT Policy Committee’s proposal draft 
addresses:

• requirement for the use of two-factor or higher 
authentication for providers remotely accessing pro-
tected health information;

• identification of other access environments that 
might require multiple factors to authenticate identity;

• permission of certification of electronic health 
record as a stand-alone application and/or electronic 
health record (HEr) along with third-party authenti-
cation service provider;

• provision of software certification criteria as it 
relates to secure information exchange with outside 
entities;

• issues related to patient identity matching to 
ensure records shared among entities are linked to the 
correct patient.

ONC is also evaluating a Stage 3 requirement for 
hospitals and physicians to provide documentation 
that staff has received training related to the Health 
Information Technology for Economic and Clini-
cal Health Act (HITECH) security rule. Failure to 
provide security rule training for employees is one of 
the top five areas of non-compliance identified by the 
HHS Office for Civil rights.  n

Hospice pays  
$50,000 settlement
First-time breach of less than 500 records fined

The Office of Civil rights (OCr) has issues its 
first fine of a small organization with a breach 

of fewer than 500 patient records. Hospice of North 
Idaho in Hayden will pay a $50,000 fine for the June 
2010 theft of an unencrypted laptop containing the 
electronic protected health (ePHI) information of 441 
patients.

The settlement agreement between the OCr and 
the hospice notes that the organization failed to meet 
the standards in two ways:

• The hospice did not conduct an accurate and 
thorough analysis of the risk to the confidentiality of 
ePHI on an ongoing basis. 

• The hospice did not adequately adopt or imple-
ment security measures sufficient to ensure the confi-
dentiality of ePHI on portable devices.

To see a copy of the Hospice of North Idaho Settle-
ment Agreement, go to www.hhs.gov/ocr/privacy/
hipaa/enforcement. Scroll down to “Case Examples 
and resolution Agreements,” and select the Dec. 31, 
2012, entry “HHS announces first HIPAA breach 
settlement involving less than 500 patients.”  n

Development underway
for Stage 3 rules

Almost $8 billion in meaningful incentives has been 
paid to 82,535 eligible providers and 1,474 hos-

pitals for Stage 1 compliance, according to the Cen-
ters for Medicare and Medicaid Services. 

As providers prepare for implementation of Stage 
2 of the incentive program, which begins in 2014, the 
Healthcare IT (HIT) Policy Committee, which advises 



 

 
PATIENT INFORMATION 
 
Name:                         Phone #:  
 
MR#:     Date of Visit:   

 
Diagnosis:   

 
 Patient left without being seen   (LWBS) 

 Patient left against medical advice   (LAMA) 
 Patient LWBS and/or LAMA, did not want to provide feedback 

 

1.  Since the visit to the Emergency Department, have 
you made an appointment to be seen by a doctor? 

Y N 

   
2.  Are you still experiencing the symptoms that 
brought you to our hospital? 

Y N 

   
3.  Can you please explain why you left the hospital?   
Patient Comment(s):    
   
   
   
4.  Is there anything we could have done differently to 
make your visit more comfortable? 

Y N 

Patient Comment(s)    
   
   
   
   
   
5.  Would you consider utilizing our Emergency 
Department in the future? 

Y N 

   
   
   
   
 



Dear Hospital Access Management Subscriber:

The January issue of your newsletter marked the start of a new continuing education semester.

Hospital Access Management, sponsored by AHC Media, provides you with evidence-based information 
and best practices that help you make informed decisions concerning treatment options. Our intent is the 
same as yours — the best possible patient care.

Here are the steps for earning credit for this activity:

1. Read and study the activity, using the provided references for further research.
2. Log on to www.cmecity.com to take a post-test; tests can be taken after each issue or collectively at the 
end of the semester. First-time users will have to register on the site using the 8-digit subscriber number 
printed on their mailing label, invoice or renewal notice.
3. Pass the online tests with a score of 100%; you will be allowed to answer the questions as many times as 
needed to achieve a score of 100%.
4. After successfully completing the last test of the semester, your browser will be automatically directed to 
the activity evaluation form, which you will submit online.
5. Once the completed evaluation is received, a credit letter will be e-mailed to you instantly. 

If you have any questions about the process, please call us at (800) 688-2421, or outside the U.S. at (404) 
262-5476. You can also fax us at (800) 284-3291, or outside the U.S. at (404) 262-5560. You can also 
email us at: customerservice@ahcmedia.com.

On behalf of AHC Media, we thank you for your trust.

Sincerely,

Lee Landenberger
Continuing Education Director
AHC Media


