
HIPAA now is more restrictive in 
terms of how the patient informa-
tion can be used for marketing 

purposes.
The maximum penalty for a data breach 

under the Health 
Insurance Portability 
and Accountability 
Act (HIPAA) is 
now $1.5 million, six 
times higher than the 
original fine under 
the law. That change 
is just one of the sig-
nificant changes in 
the final HIPAA rule 
released recently by 
the Department of 
Health and Human 
Services (HHS).

“Much has 
changed in healthcare since HIPAA 
was enacted over 15 years ago,” said 
HHS Secretary Kathleen Sebelius as she 
announced the final rule. “The new rule will 
help protect patient privacy and safeguard 
patients’ health information in an ever-
expanding digital age.”

The final rule will be effective on March 
26, 2013. Covered entities and business 
associates must comply with the applicable 
requirements of the final rule by Sept. 23, 
2013. Covered entities and business associ-

ates will have up to one year following the 
compliance date to modify business asso-
ciate agreements in accordance with the 
requirements of the final rule.

Under the final HIPAA rule, business 
associates that are 
trusted with protected 
health information 
(PHI) are subject 
to much stronger 
requirements and pen-
alties. They must now 
adhere to many of the 
same HIPAA privacy 
and security rules as 
hospitals and other 
healthcare providers. 
Some of the most sig-
nificant data breaches, 
and the largest fines, 
have involved business 

associates.
Data breach notification require-

ments of the 2009 Health Information 
Technology for Economic and Clinical 
Health (HITECH) Act also were strength-
ened. HHS made it more difficult to justify 
a decision not to notify when a security 
incident occurs. Under the soon-to-expire 
requirements, a breach must be reported 
only if it poses a “significant risk of finan-
cial, reputational, or other harm to the 
individual.” The new rule eliminates this 
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Final HIPAA rule increases penalties, 
liability for associates
IT companies must meet same standards as healthcare providers

Some of the most 
significant data 

breaches, and the 
largest fines, have 
involved business 

associates.
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risk-of-harm threshold and provides 
instead that the unauthorized acquisition, 
access, use, or disclosure of protected 
health information is presumed to be a 
reportable data breach unless a covered 
entity or business associate demonstrates 
that there is a low probability that the 
PHI was compromised.

Maximum penalty now much higher

Violations of the data security require-
ments could be much more costly. 
Under the original rule, penalties for data 
breaches could cost a maximum of about 
$250,000, but under the new HIPAA 
final rule, HHS has increased the maxi-
mum penalty for noncompliance to $1.5 
million per violation. (See the story on p. 
27 for more on the changes in HIPAA.)

In a public statement, Leon 
Rodriguez, HHS Office for Civil 
Rights director, “This final omnibus 
rule marks the most sweeping changes 
to the HIPAA Privacy and Security 
Rules since they were first implemented. 
These changes not only greatly enhance 
a patient’s privacy rights and protections, 
but also strengthen the ability of my 

office to vigorously enforce the HIPAA 
privacy and security protections, regard-
less of whether the information is being 
held by a health plan, a healthcare pro-
vider, or one of their business associates.”

Risk managers should take particular 
note of the change in the standard for 
when a provider must publicly disclose a 
data breach, says Andrew E. Blustein, 
JD, a partner/director with the law 
firm of Garfunkel Wild in New Jersey 
and Connecticut. The previous stan-
dard relied on “significant risk,” which 
Blustein says was a sizable threshold to 
cross.

“The new standard is really going to 
hit risk managers because, for a while 
at least, I think there is going to be an 

increase in what needs to be reported,” 
Blustein says. “Now HHS presumes 
that there has been a data breach unless 
you can show there is a low probability 
that PHI was compromised. That’s a 
pretty low bar. You have to prove, or 
demonstrate through a risk analysis, 
that the PHI has not been compro-
mised.”

Blustein suspects that, under those 
conditions, providers will end up send-
ing out notification letters for breaches 
that are relatively minor but still could 
be construed to meet the requirement 
under HIPAA. He also notes that risk 
managers will have to do a risk analysis 
in “all situations” concerning a possible 
data breach, unless you decide to go 
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Editorial Questions
Questions or comments?  

Call Greg Freeman, (770) 998-
8455.

Executive Summary
An update to the Health Insurance Portability and Accountability Act (HIPAA) 
increases the liability for business associates responsible for data breaches. 
The rule significantly increases the maximum penalty for non-compliance.

F Penalties are increased for non-compliance based upon the level of negli-
gence, with a maximum penalty of $1.5 million per violation. 
F The final rule expands the rights of individuals to receive electronic copies 
of their health records. 
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ahead and send the notification.
In the event of a potential data 

breach, covered entities and business 
associates must determine whether 
there is a low probability that PHI has 
been compromised by performing a risk 
assessment that addresses the nature 
and extent of the PHI involved, includ-
ing the types of identifiers involved and 
the likelihood of re-identification; the 
unauthorized person who used the PHI 
or to whom the information was dis-
closed; whether the PHI was acquired 
or viewed; and the extent to which the 
risk to the PHI has been mitigated.

“This is not easy stuff. And if 
you’re wrong, [reaching a conclusion 
other than] what the government 
would think, you are in a situation 
where you could be sanctioned by 
them,” Blustein says. “This is a shift. 
Organizations always had to do these 
risk analyses, but now you’ve changed 
the standard from significant harm to 
this low probability.”

Until there are more case studies 
and possibly guidance from HHS, risk 
managers will have to be conservative 
when analyzing possible data breaches, 
Blustein advises. Policies and pro-
cedures, as well as staff education, 
might need to be changed to reflect 
the new standards, he says. “You may 
have people on the frontline who are 
deciding what to report and not report 
based on the old standards,” he says.

Burden is on the provider

HIPAA poses more of an obligation 
now than ever before on hospitals, says R. 
Michael Scarano Jr., JD, a partner with 
the law firm of Foley & Lardner in San 
Diego.

“Before it might have been implicit, 
but now it’s explicit that the burden is on 
the covered entity to show that it was not 
a violation of HIPAA when you have 
a potential breach,” Scarano says. “Risk 
managers have some time to comply, 
but they should review their policies and 
procedures to make sure they’re going to 
be compliant with the new requirements. 
It’s entirely possible that you will need to 
do some self-assessment, policy changes, 
and education. Don’t squander the time 
you have.”

Because the final rule broadens the 
obligations of business associates and the 
definition of business associates, HIPAA 
is going to affect many more organiza-
tions now, says M. Leann Habte, JD, 
an attorney with the law firm of Foley & 
Lardner in Los Angeles. That change, in 
turn, broadens the responsibility of hospi-
tals to ensure that their business associates 
are complying with the law, she says.

“In addition, you have to assess 
issues like whether there are any subsi-
dies you’re receiving for marketing that 
could be considered compensation for 
PHI, and that is not always as clear-
cut as you might imagine,” Habte says. 
“Organizations that are downstream con-
tractors will have to do significant work 
to come into compliance, and you will 
have to have a process for ensuring that 
they do so in order to continue working 
with them.”
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See the full final HIPAA rule at http://tinyurl.
com/HIPAAfinalrule.  F

“Before it might 
have been implicit, 

but now it’s explicit 
that the burden is on 
the covered entity to 
show that it was not 

a violation of HIPAA 
when you have a 
potential breach.”

These are some of the key changes in 
the Health Insurance Portability and 

Accountability Act (HIPAA) final rule 
released recently by the Department of 
Health and Human Services (HHS):

• Business associates and subcontrac-
tors of business associates will have direct 
liability for compliance with certain pro-
visions of the HIPAA Privacy Rule and 
the HIPAA Security Rule. 

• The definition of a business associate 
has been broadened to include companies 
that only store or maintain protected 

health information (PHI). 
• The requirements for providing 

notice of privacy practices were strength-
ened. 

• Patients will have more rights to 
receive electronic copies of their health 
information.

• Patients will have more ability to 
restrict the disclosure of health informa-
tion to a health plan for treatment for 
which the individual has paid out-of-
pocket in full.

• Limits on the use and disclosure of 

PHI for marketing and fundraising pur-
poses were expanded. 

• PHI may not be sold without indi-
vidual authorization.

• The “harm” threshold in the Breach 
Notification Interim Final Rule was 
replaced with a more objective standard. 
The new rule eliminates the risk of harm 
threshold and provides instead that the 
unauthorized acquisition, access, use, or 
disclosure of protected health informa-
tion is presumed to be a data breach 
unless a covered entity or business asso-

Patients have more rights to records under final HIPAA rule
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As provisions of the Affordable Care 
Act (ACA) come into play this year 

and for the next several years, the way 
healthcare is provided could change dras-
tically, and that change has the potential 
for new or increased risks. At the same 
time, healthcare providers are taking on 
more risk through readmission penalties, 
bundled payments, and population health 
payments.

That change means risk managers 
should be actively looking for the new or 
heightened areas of risk facing their orga-
nizations, says Maria Gonzalez Knavel, 
JD, a partner with the law firm of Foley 
& Lardner in Milwaukee, WI. One of 
the biggest risks for hospitals comes from 
the recent change in how far back the 
government can go to collect overpay-
ments, she says. Where the overpayment 
is the result of an error rather than fraud, 
the government can now go back five 
years instead of the previous three.

“That is definitely going to have an 
impact on all providers, but especially 
hospitals because of the volume of billing 
they have the subsequent chance of an 
error,” Knavel says. “Also, with the ACA 
stating that you have to disclose overpay-
ments within 60 days or it becomes a 
false claim, all of these provisions make it 
difficult to stay ahead of things on front 
end so that you get everything right and 
don’t have to go back and have funds 
recouped.”

Knavel says risk managers will play 
an important role in preparing for and 
managing these new or elevated risks. 
That role could be good in terms of your 
visibility within the organization and 

demonstrating your value. (See p. 29 for 
more on how the ACA will affect traditional 
risk management concerns.) “These are 
going to be challenging times for a risk 
manager in the next couple of years,” 
Knavel says. “You could shine if you step 

up and effectively manage these risks for 
your organization.”

Paul Osborne, director with the 
healthcare consulting company Berkeley 
Research Group in Tampa, FL, was 
working recently with a healthcare pro-
vider regarding ACA changes coming 

in the next two years. “All of the things 
in this bill are starting to become real 
now, and people are starting to get pretty 
nervous out there,” Osborne says. “We 
were talking about the excise tax that 
will be placed on all the covered lives, 
which kicks in later this year. A lot of 
the conversation is about how to adjust 
for that, with cost cutting or passing on 
more of the costs to employees through 
premiums.”

Health exchanges also bring lots of 
questions, Osborne says. Healthcare 
employers are trying to figure out 
which employees will be included in the 
exchanges and what the resulting fees will 
be for the employer. (See the story on p. 29 
for more on financial risks. See the story on 
p. 30 for more on fraud and abuse concerns.) 
“There are lots of unknowns out there 
and people are scared, trying to figure 
out how to accommodate these changes 
and avoid the penalties,” Osborne says. 
“There is a lot of risk out there, and I 
don’t think a lot of organizations have a 
clear plan for how they’re going to handle 
it.”

Much of the potential risks will come 
from the sharing of patient information 

“... risk managers 
should be 

actively looking 
for the new or 

heightened areas 
of risk facing their 

organizations.”

Executive Summary

ciate demonstrates that there is a low 
probability that the protected health 
information (PHI) was compromised. 

• There are more protections for 
genetic information.

• The final rule streamlines individu-
als’ ability to authorize the use of their 
health information for research pur-
poses. 

• The rule makes it easier for parents 
and others to give permission to share 
proof of a child’s immunization with a 
school.

• HIPAA will no longer provide pri-
vacy protections for a decedent’s health 
information to the same extent and in 
the same manner as living individuals. 
Under the final rule, the health infor-

mation of individuals who have been 
deceased for more than 50 years will no 
longer be protected by the Privacy Rule 
at all. In addition, covered entities will 
be permitted to disclose PHI to a fam-
ily member or other individual involved 
in the care of a decedent, unless this 
disclosure is inconsistent with a prior 
expressed preference of the decedent.  F

The Affordable Care Act (ACA) will bring more changes to the healthcare 
industry in 2013 and beyond. Many of these changes will bring new or 
increased risks and potential liability.

F Many of the risks will be in healthcare finance and technology.
F Risk managers should act now to address potential problems.
F Accountable care organizations (ACOs) will produce many of the poten-
tial risks.

ACA changes will increase risk in finance, tech areas
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through accountable care organizations 
(ACOs), says E. Todd Bennett, direc-
tor of market planning in healthcare for 
LexisNexis Risk Solutions, a consult-
ing group in Alpharetta, GA. “Provider 
organizations need to be intentional 
about managing patient information 
across care settings. With unlinked tech-
nology platforms that are unable to iden-
tify unique patients at each touch point 
with the health system, siloed patient 
information gives rise to overutilization, 
unnecessary delays, increased opportu-
nities for identity theft, and decreased 
patient satisfaction.”

To counter these challenges, Bennett 
says leaders of accountable care initiatives 
need to develop a strategy for managing 
patient identities across care settings and 
every mode of interaction with patients. 

“Whether patients receive care and 
information through a patient portal, 
telephonically, or face to face, a targeted 
approach to patient identity management 
provides is necessary to manage patient 
population health effectively,” Bennett 
says.

The changes coming from ACA will 
require coordination with many pro-
fessionals, says Joe Bohling, principal 
with the healthcare consulting company 
Berkeley Research Group in Dallas.

“Make sure you are not going about 
this alone. You will need to interact with 
experts like your attorneys, outside law 
firms, insurance providers, insurance bro-
kers, or consultants,” Bohling says. “You 
are going to need some help navigating 
all the implications of what the ACA is 
bringing forward.”

SOURCES

• E. Todd Bennett, Director, Market 
Planning -- Healthcare, LexisNexis Risk 
Solutions, Alpharetta, GA. Telephone: 
(615) 942-7867. Email: todd.bennett@
lexisnexis.com.

• Joe Bohling, Principal, Berkeley Research 
Group, Dallas. Telephone: (214) 233-
3061. Email: jbohling@brg-expert.com.

• Maria Gonzalez Knavel, JD, Partner, 
Foley & Lardner, Milwaukee, WI. 
Telephone: (414) 297-5649. Email:  
mgonzalezknavel@foley.com.

• Paul Osborne, Director, Berkeley 
Research Group, Tampa, FL. Telephone: 
(305) 984-1029. Email: posborne@ 
brg-expert.com.

• Ruselle Robinson, JD, Attorney, Posternak 
Blankstein & Lund, Boston. Telephone: 
(617) 973-6286. Email: rrobinson@pbl.
com.  F

For traditional risk management 
concerns, the Affordable Care Act 

(ACA) actually might offer hope, says 
Ruselle Robinson, JD, an attorney at 
Boston-based Posternak Blankstein & 
Lund. A goal of the ACA is to improve 
quality of care and make it more patient-
centered while reducing costs, so success 
in those areas should result in lower risk 
and liability for providers, he says. 

“The encouraging news is that 
the intention is to reduce errors and 
improve quality of care, so if all of that 
comes off as planned, it should bode 
well for traditional risk concerns,” 
Robinson says. 

Robinson urges risk managers to 
focus on the potential benefits from the 
ACA, particularly the effort to promote 
best practices across the industry. 

“People get accustomed to doing 
things a certain way, and risk managers 
certainly know how difficult it can be 
to get people out of their habits and to 
adopt a new way of doing things that has 
been proven to improve quality of care 
and patient safety,” Robinson says. “The 
coming changes from healthcare reform 
could be the catalyst that helps you 
improve some of these processes.”  F

Traditional risk concerns could see benefit from ACA

Revenue and finance will be affected 
significantly by healthcare reform, 

and key aspects of reform already are 
impacting revenue streams, says Erin 
M. O’Connor, Esq., practice leader 
with Cammack LaRhette Consulting 
in New York City. 

“In order to ensure that quality 
continues to be delivered to patients in 
ways that maximize efficient utilization 
of the health system — not just when 
care is needed, but also to prevent 
care episodes — hospitals, physicians, 
and payers are looking to shape reim-
bursement to align those objectives,” 

O’Connor says. “That’s a start, but 
doesn’t in and of itself create change.”

O’Connor suggests that even if rev-
enue is not usually a primary concern of 
risk managers, they should, at a mini-
mum, ensure that leaders are aware of 
the coming changes and the potential 
impact on revenue. The risk manager 
can play a role in helping mitigate 
those financial risks through the imple-
mentation of quality improvement and 
security measures.

Critical to success is access to data 
to drive process and measure results 
across the care continuum as well as the 

organizational and human resources 
development plans to transform the 
workforce, O’Connor says. And there 
has to be an integrated way to measure 
it all to reinforce best practices and 
uncover improvement opportunities. 

“Payers are trying to drive change, 
but they don’t control how physicians 
practice. Hospitals have resources to 
support practice transformation, but 
without physician leadership fully com-
mitted to transformation efforts, align-
ment will be elusive,” O’Connor says. 
“Practice alignment and integration 
models vary, and compensation is a key 

Alert finance leaders to impending risks from ACA
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component of those models. Hospitals 
have more control in an employed 
model, but also more risk if their 
employed physicians underperform.”

Hospitals contracting with pay-
ers for risk arrangements brings more 
leverage to the negotiating table than 
a small independent practice might 
be able to — but to achieve results, 
hospitals must rely on physicians to 
practice in a way that maximizes effi-

ciency without compromising quality, 
O’Connor explains. Health reform is 
trying to drive collaboration between 
what should be interdependent parties 
serving the health needs of a commu-
nity to achieve optimal results of good 
care and good experience at reasonable 
cost.

“Experimentation is key to finding 
the right balance and best practice. 
Hospitals and physicians need reason-

able room to experiment without fear 
of financial ruin,” O’Connor says. 
“That said, organizations need to be 
nimble. The market is swiftly chang-
ing.” 
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Hospital risk managers need to think 
about how the Affordable Care 

Act (ACA) is changing the laws govern-
ing fraud and abuse, says Kathy Tayon, 
JD, shareholder with the law firm of 
Fowler White Boggs in Fort Lauderdale, 
FL.

In 2010, the ACA gave the govern-
ment even more tools to prevent health-
care fraud, including additional screening 
and enrollment requirements, data shar-
ing across government, overpayment 
recovery efforts, and oversight of private 
insurance abuses.

“Risk managers should keep in mind 
that ideas that maybe seem good from 
a marketing or business perspective — 
giving gifts to patients for referrals or a 
physician investing in a healthcare busi-

ness to which he or she refers, — may be 
illegal under federal or state healthcare 
anti-kickback laws or self-referral laws,” 
Tayon says. “Risk managers need to edu-
cate both clinical and non-clinical staff 
about the anti-kickback and self-referral 
laws to ensure that any marketing pro-
grams are compliant.”

The clinical staff needs to accurately 
and completely document the delivery 
and medical necessity of services pro-
vided, and those preparing the bills must 
understand the billing rules, she says. 
Policies and procedures must be in place 
to help ensure that all needed criteria to 
bill a service are met.

The ACA requires healthcare provid-
ers to create compliance and ethics pro-
grams that contain certain core elements 

as a condition of enrollment in the fed-
eral healthcare programs. Failure to do 
so could have catastrophic consequences 
when the organization cannot participate, 
she notes.

“Risk managers should develop writ-
ten policies and procedures that promote 
and help ensure compliance with health-
care laws in developing and operating the 
organization,” she says. “The policies and 
procedures should be part of the orga-
nization’s everyday operations, and the 
organization should know and comply 
with them.”
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Fraud and abuse will continue to be a challenge

Initial results from one of the nation’s 
largest and most sophisticated peri-

natal improvement initiatives suggest 
hospitals can reduce harm to babies and 
mothers, and lower associated liability 
claims and pay-outs, through the use of 
high-reliability perinatal teams.

Results from Phase 1 (2008-2010) of 
the Premier Perinatal Safety Initiative 
(PPSI), a Premier healthcare alliance 
project, show that the 14 participating 
hospitals have reduced harm and liabil-
ity since the program’s baseline period 
(2006-2007).

In relation to harm, PPSI hospitals 

have reduced, on average:
• birth hypoxia and asphyxia, which 

can cause infant brain damage, by 25%;
• neonatal birth trauma, which can 

range from minor bruising to nerve or 
brain damage, by 22%. In addition, all 
hospitals were below the 2008 AHRQ 
Provider Rate, a national comparative 
rate measuring perinatal harm;

• complications from administrating 
anesthesia during labor/delivery, which 
include cardiac arrest and other cardiac 
complications, by 15%;

• postpartum hemorrhage, the most 
common cause of perinatal maternal 

death in the developed world, by 5.4%;
• the adverse outcome index rate, 

which measures the number of patients 
with one or more of the identified 
adverse events as a proportion of total 
deliveries, by 7.5%;

• Because of these improvements, 
approximately 110 fewer mothers and 
babies experienced these harms.

In addition, participants decreased the 
number of annual liability claims filed per 
delivery by 39% vs. 10% at non-partici-
pating hospitals. And whereas all PPSI 
hospitals averaged a total of 18 claims per 
year and projectwide during the baseline 

Perinatal program lowers annual claims 39%
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period, that number dropped to 10 in 
2009 and is trending at eight for 2010. 
Findings on liability claims and losses 
are current through November 2012. 
Because it typically takes two years or 
longer for a claim to be filed after an 
injury, final liability claims and losses will 
not be closed for some time, notes Susan 
DeVore, Premier president and CEO.

Launched in 2008 by Premier and 
affiliate liability insurer American Excess 
Insurance Exchange, RRG (AEIX), 
PPSI participants are large and small, 

teaching and non-teaching, system-
based and standalone, with employed 
and non-employed physicians. They 
represent 12 states, in which approxi-
mately 250,000 babies were delivered 
over the collaborative’s five years (2008-
2012). “There’s no other area in a hos-
pital where providers routinely treat two 
distinctly different patients at the same 
time,” DeVore says. “Even though child-
birth is so complex and unique, serious 
adverse events during labor and delivery 
are rare. But they do occur. Sometimes 

they’re preventable, but they’re always 
devastating for babies, mothers, families, 
and care providers.”

The PPSI results to date suggest 
that the strategies used can lower the 
incidence of certain infrequent, though 
serious, birth injuries and their associated 
liability claims. And the diversity of the 
participating hospitals also lends well to 
possible replication of the project and 
its results nationwide, she says. (See the 
story below for more on how the program 
works.)  F

Leveraging knowledge gained from 
previous initiatives, including an 

Institute for Healthcare Improvement 
(IHI)/Ascension Health/Premier col-
laboration, hospitals in the Premier 
Perinatal Safety Initiative (PPSI) use 
two methods to create high-reliability 
healthcare teams: increased adherence 
to evidence-based care bundles, and 
enhanced communication and team-
work.

Research shows that grouping essen-
tial processes in care bundles helps 
clinical staff remember to take all of the 
necessary steps to provide optimal care 
to every patient, every time, says Susan 
DeVore, Premier president and CEO. 
Although many hospitals have long fol-
lowed some or all of these individual care 
practices to improve perinatal outcomes, 
the key is consistently using all of them 
in concert.

Care bundle adherence is scored in 
an “all-or-none” fashion. The care team 
must provide all elements of care in the 

bundle to be given credit for its use. 
For example, one care bundle is focused 
on reducing the risks associated with 
augmenting labor, particularly in using 
oxytocin, a drug that accelerates a slow 
labor. This bundle has four elements 
that must be practiced consistently. If 
a team neglects to estimate the fetal 
weight before administering the medi-
cation, it would not receive credit for 
the work, even if team members suc-
cessfully implemented the three other 
elements of the bundle.

PPSI hospitals have implemented 
the following strategies for certain high-
risk protocols:

• TeamSTEPPS: Developed by the 
Department of Defense and the Agency 
for Healthcare Research and Quality 
(AHRQ), TeamSTEPPS produces 
highly effective medical teams that 
optimize the use of information, people, 
and resources to achieve the best clinical 
outcomes.

• Situation Background Assessment 

Recommendation (SBAR): An effec-
tive situational briefing strategy, used by 
the U.S. Navy, to communicate relevant 
case facts in a respectful, focused, and 
effective manner.

• Simulation drills: Exercises featur-
ing actresses and mannequins reacting as 
real patients during the birthing process.

Rebecca Price, senior claims manager 
with Premier Insurance Management 
Services in Charlotte, NC, notes that in 
addition to resulting in fewer claims, the 
PPSI project provides a better defense 
for the claims that are filed.

“It might make some of those claims 
easier to defend, and when you make it 
easier to defend, trial attorneys are not 
as likely to take it to trial,” Price says. 
“These tend to be very expensive claims 
to defend, and if you can truncate the 
timeline on those claims that are inevi-
tably going to be filed, plus discouraging 
the filing of a large number of claims, 
you have tremendously improved the 
organization’s financial health.”  F

Care bundles, communication, teamwork get results

The growing prominence of the 
accountable care organization 

(ACO) model offers many poten-
tial benefits, but it also comes with 
many potential hazards, according 
to a recent report from Marsh Risk 
Consulting, based in New York City. 

The Marsh white paper on ACOs 

was authored by Donna Jennings, 
vice president of clinical healthcare 
consulting in Atlanta and Holly 
Meidl, U.S. leader of the healthcare 
practice in Nashville, TN. 

In the long run, they say, an 
accountable care model can help par-
ticipating healthcare organizations 

improve their reputations, gain mar-
ket share, and create more sustainable 
cost structures. But transitioning to 
accountable care will require hospitals 
and others to make significant cultural 
and operational changes — starting 
with the way they view patient care.

“And hand in glove with such 

ACOs will require operational, cultural changes
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changes comes the identification and 
management of associated risks,” the 
report states. “Risk assessments can 
also help to guide future decisions 
made by ACOs and participating 
organizations about their insurance 
programs. As coordination of patient 
care is improved across ACOs, many 
key exposures should decrease; how-
ever, temporary increases in exposures 
should be expected during the transi-
tion period.”

Fortunately, many of these transi-
tion and ongoing ACO exposures 
can be addressed through a variety of 
existing insurance solutions. Directors 
and officers liability (D&O) insur-
ance, which most healthcare organiza-
tions already buy, provides significant 
coverage for many of the risks that 
ACOs might face, including litigation 
filed by shareholders and others for 
any number of business decisions.

Jennings and Meidl note these 
other critical insurance options:

• Managed care errors and omis-
sions (E&O) insurance, which 
protects the health plan or network 
coordinator from claims brought by 
patients, competitors, and regulators. 
Many healthcare providers currently 
do not purchase such insurance cov-
erage, but any organization that is 
forming or joining an ACO should 
consider purchasing it.

• Provider excess loss insurance or 
provider stop loss insurance, which 
protects the financial stability of a 
healthcare provider by limiting its 
exposure to catastrophic individual 
health claims from services it has con-

tracted to provide to managed care 
plan members.

• Cyber/data privacy insurance, 
which provides coverage for data 
breaches, whether intentional or 
unintentional, including the cost of 
notification to affected individu-
als. Healthcare organizations have 
long been buyers of cyber insurance, 
and awareness has continued to rise 
through a spate of high-profile data 
breaches in the industry.

• Medical professional liability 
insurance, or medical malpractice 
insurance, which provides coverage 
for claims of patient injury or harm as 
a result of a negligence by a physician 
or other medical professional. Many 
health care providers already pur-
chase this insurance; others set aside 
reserves to draw upon in the event of 
a loss.

Healthcare organizations also 
should consider adapting their use of 
captive insurance companies, which 
are owned by the organizations them-
selves and offer several benefits, the 
Marsh report suggests. Traditionally, 
hospitals and others have used their 
captives to provide insurance to non-
insured physicians. “Going forward, 
captives potentially could be used to 
provide insurance to network mem-
bers that hospitals and others do not 
own, such as nursing homes or hos-
pice facilities. Captives could also be 
used as a means to share financial risk 
associated with capitated payments 
across the network,” the report says. 
“Even if an organization already pur-
chases these insurance products or has 

a captive, new accountable care mod-
els raise new questions.”

Jennings and Meidl suggest that 
risk managers ask these questions 
regarding any potential ACO rela-
tionship:

• Does the existing D&O policy 
respond to wrongful acts from build-
ing networks, choosing care models, 
and negotiating payer contracts?

• Does existing managed care 
E&O coverage address establishing 
a network of providers, managing 
patient care, and distributing shared 
payments?

• Has a provider excess program 
been put in place to protect at-risk 
managed care contracts?

• Does existing cyber/data pri-
vacy coverage address exposures for 
affiliated providers’ access to the 
same patient data sources? Do affili-
ates have their own insurance for this 
exposure?

“Underwriters have not yet reached 
the point of demanding to review 
individual contracts that insureds have 
with other network participants. But 
they have demonstrated a clear inter-
est in ensuring that the organizations 
they are insuring have well-defined 
plans for the transition to accountable 
care,” the report says. “Risk manag-
ers would be well-served by engaging 
with their underwriters to explain 
their strategies and objectives for 
accountable care. Face-to-face meet-
ings early in the transition process can 
help to eliminate many ambiguities 
and uncertainties and ease underwrit-
ers’ doubts.”

The free full Marsh report is avail-
able online at http://tinyurl.com/
MarshACO.

SOURCES
• Donna Jennings, Vice President, 
Clinical Healthcare Consulting, Marsh Risk 
Consulting, Atlanta. Telephone: (404) 539-
8018. Email: donna.jennings@marsh.com.

• Holly Meidl, U.S. Leader, Healthcare 
Practice, Marsh, Nashville, TN. Telephone: 
(615) 340-2446. Email: holly.meidl@
marsh.com.  F

Executive Summary
Accountable care organizations (ACOs) promise many benefits to patients 
and providers, but they also will bring risks. Risk assessments should be con-
ducted to determine how ACOs will affect your organization.

F Some key exposures should decrease under an ACO model.
F The transition period might be the time of highest risk.
F Directors and officers liability (D&O) insurance should provide some help.
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After an analysis of national mal-
practice claims, patient safety 

researchers from Johns Hopkins 
University in Baltimore, MD, estimate 
that a surgeon in the United States 
leaves a foreign object such as a sponge 
or a towel inside a patient’s body 
after an operation 39 times a week, 
performs the wrong procedure on a 
patient 20 times a week, and oper-
ates on the wrong body site 20 times 
a week.

The researchers, reporting online 
in the journal “Surgery,” say they esti-
mate that 80,000 of these so-called 
“never events” occurred in American 
hospitals between 1990 and 2010, and 
they believe their estimates are likely 
on the low side.1

The findings, which are believed 
to be the first of their kind, quantify 
the national rate of “never events,” 
occurrences for which there is univer-
sal professional agreement that they 
should never happen during surgery. 
Documenting the magnitude of the 
problem is an important step in devel-
oping better systems to ensure never 
events live up to their name, says study 
leader Marty Makary, MD, MPH, 
an associate professor of surgery at the 
Johns Hopkins University School of 
Medicine.

“There are mistakes in healthcare 
that are not preventable. Infection 
rates will likely never get down to zero, 
even if everyone does everything right, 
for example,” Makary says. “But the 
events we’ve estimated are totally pre-
ventable. This study highlights that we 

are nowhere near where we should be, 
and there’s a lot of work to be done.”

By law, hospitals are required 
to report never events that result 
in a settlement or judgment to the 
National Practitioner Data Bank 

(NPDB). If anything, he says, his 
team’s estimates of never events are 
low because not all items left behind 
after surgery are discovered. Typically, 
they are found only when a patient 
experiences a complication after sur-
gery, and efforts are made to find out 
why, Makary says.

In their study, never events 
occurred most often among patients 
between the ages of 40 and 49, and 
surgeons in this same age group were 
responsible for more than one-third 
of the events, compared to 14.4% for 
surgeons over the age of 60. Sixty-two 
percent of the surgeons were cited 
in more than one malpractice report, 
and 12.4% were named in separate 
surgical never events. (See the story, p. 

34, for more on the study results.)
Makary notes that at many medi-

cal centers, patient safety procedures 
have long been in place to prevent 
never events, including mandatory 
“timeouts” in the operating room 
before operations begin to make sure 
medical records and surgical plans 
match the patient on the table. Other 
steps include using indelible ink to 
mark the site of the surgery before the 
patient goes under anesthesia.

Procedures have long been in 
place to count sponges, towels, and 
other surgical items before and after 
surgery, but these efforts are not fool-
proof, Makary notes. Many hospitals 
are moving toward electronic bar 
codes on instruments and materials 
to enable precise counts and prevent 
human error. Surgical checklists, 
pioneered at The Johns Hopkins 
Hospital, also are often in place.

Along with better procedures to 
prevent never events, better reporting 
systems are needed to speed up safety 
efforts, says Makary. He advocates 
public reporting of never events, an 
action that would give consumers the 
information to make more informed 
choices about where to undergo sur-
gery, as well as “put hospitals under 
the gun to make things safer.”

Hospitals are supposed to volun-
tarily share never event information 
with The Joint Commission, but that 
step doesn’t always happen, Makary 
says. 

Reference

1. Mehtsun WT, Ibrahim AM, Diener-West 
M, et al. Surgical never events in the United 
States. Surgery 2012; Epub ahead of print.
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• Marty Makary, MD, MPH, Associate 
Professor of Surgery, Johns Hopkins 
University School of Medicine, Baltimore, 
MD. Telephone: (410) 502-6845.  F

Surgical ‘never events’ occur 4,000 times per year

Executive Summary
A recent study has concluded that surgical “never events” happen at least 
4,000 times per year in the United States. The events include items left be-
hind, wrong-site procedures, and wrong procedures.

F The researchers say their estimates might be on the low side.
F Better reporting systems might be needed.
F The incidents resulted in almost 10,000 malpractice paid malpractice 
judgments over 20 years.

“ ... we are 
nowhere near 

where we should 
be, and there’s a 

lot of work to  
be done.”
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Healthcare giant HCA, based 
in Nashville, TN, must pay a 

Kansas City, MO, charitable founda-
tion $162 million and undergo exten-
sive auditing after a judge found that 
the for-profit hospital operator broke 
key agreements regarding charity care 
and capital expenditures in its billion-
dollar purchase of hospitals from 
Health Midwest in 2002.

Judge John Torrence, JD, of the 
Circuit Court of Jackson County, 
MO, ruled that HCA, the nation’s 
largest investor-owned hospital com-
pany, did not spend as much money 
improving Health Midwest’s existing 
facilities as it said it would. The judge 
also ruled that HCA did not abide 
by an agreement to provide at least as 
much charity care to the community 

as the Health Midwest’s not-for-
profit hospitals had provided before 
the sale. That amount was said to be 
$65 million annually. 

The Health Care Foundation of 
Greater Kansas City (HCF) had sued 
HCA in October 2009 to ensure that 
it had complied with its more than 
$950 million obligation to charity 
care in the Kansas City area. The 
purpose of the lawsuit was to deter-
mine if HCA had complied with its 
obligations to make $450 million 
in capital improvements to exist-
ing Health Midwest facilities and 
provide over $500 million in charity 
care. HCF Chairman Karen Cox, 
RN, supported the ruling, saying “As 
a voice for the uninsured and under-
served, the HCF Board of Directors 

felt it had the fiduciary responsibility 
to make sure that this population had 
been afforded the services promised 
to them through the sale of Health 
Midwest.”

HCA issued a statement saying it 
would appeal the decision. “Rather 
than simply put money into the repair 
of old facilities, we built two new hos-
pitals, spending hundreds of millions 
of dollars to ensure this community 
has high quality care,” the company 
said in a written statement. “We 
believe we have complied with our 
agreement, exceeded our promises, 
and we continue to spend millions for 
the benefit of a community we love.”

Health Midwest had operated 11 
not-for-profit hospitals in Missouri 
and Kansas before the sale.  F

HCA must pay $162 million for charity care problems

The average physician spends 50.7 
months, or roughly 11% of a 

40-year career with an unresolved and 
open malpractice claim, according to 
a new study from “Health Affairs.”

Study authors obtained data for 
40,916 physicians across the country 
who were covered by a large, phy-
sician-owned liability insurer. They 
found the length of time between the 
date a claim was filed and the date it 
was resolved, or time to resolution, 
increased with the severity of the 

patient injury.
For example, 51% of claims for 

emotional injury were resolved within 
six months to one year. For claims 
involving a fatality or permanent dis-
ability, 62% took at least one year to 
resolve, and 17% took three or more 
years.

Researchers also found the time to 
settle claims varied depending on the 
physician’s age or his/her specialty. 
On average, claims were solved more 
quickly for younger physicians. 

Claims for physicians ages 30 to 
39 were resolved within an average of 
16 months, while that increased to 21 
months for physicians over age 50. 

The length of time between the 
date a claim was filed and the date it 
was resolved was greatest for pedi-
atrics and obstetrics and shortest for 
nephrology and oncology.

An abstract of the report is avail-
able online at http://tinyurl.com/
openclaim, with an option to pur-
chase access to the entire article.  F

11% of physician career has open med mal claims

A federally funded study by Weill 
Cornell Medical College in 

New York City demonstrates ways in 
which quality measurement from elec-
tronic health records (EHRs) can be 
improved.

In a large cross-sectional study in 
New York state, researchers demon-
strated that the accuracy of quality 

measures can vary widely. Electronic 
reporting, although generally accurate, 
can underestimate and overestimate 
quality.

“This study reveals how challenging 
it is to measure quality in an electronic 
era. Many measures are accurate, 
but some need refinement,” says the 
study’s senior author, Rainu Kaushal, 

MD, director of the Center for 
Healthcare Informatics Policy in New 
York City, and chief of the Division 
of Quality and Medical Informatics 
and the Frances and John L. Loeb 
Professor of Medical Informatics at 
Weill Cornell.

Healthcare providers and hospitals 
are being offered up to $27 billion 

Study finds ways to improve EHR quality measures
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COMING IN future MONths

CNE OBJECTIVES 

Upon completion of this edu-
cational activity, participants 

should be able to:
• describe the legal, clinical, 

financial and managerial 
issues pertinent to risk manage-
ment;

• explain the impact of risk man-
agement issues on patients, 
physicians, nurses, legal counsel 
and management;

• identify solutions to risk man-
agement problems in health-
care for hospital personnel to 
use in overcoming the chal-
lenges they encounter in daily 
practice.

CNE INSTRUCTIONS 

Nurses participate in this 
CNE program and earn 

credit for this activity by follow-
ing these instructions.  
1. Read and study the activity, 
using the provided references 
for further research.
2. Log on to www.cmecity.com 
to take a post-test; tests can be 
taken after each issue or collec-
tively at the end of the semester. 
First-time users will have to reg-
ister on the site using the 8-digit 
subscriber number printed on 
their mailing label, invoice or 
renewal notice. 
3. Pass the online tests with 
a score of 100%; you will be 
allowed to answer the questions 
as many times as needed to 
achieve a score of 100%. 
4. After successfully completing 
the last test of the semester, your 
browser will be automatically 
directed to the activity evalua-
tion form, which you will submit 
online. 
5. Once the completed evalu-
ation is received, a credit 
letter will be e-mailed to you 
instantly.  F

in federal financial incentives to use 
EHRs in ways that demonstrably 
improve the quality of care. The 
incentives are based, in part, on the 
ability to electronically report clinical 
quality measures. By 2014, providers 
nationwide will be expected to docu-
ment and report care electronically, 
and by 2015, they will face financial 
penalties if they don’t meaningfully 
use EHRs.

“Getting electronic quality mea-
surement right is critically impor-
tant to ensure that we are accurately 
measuring and incentivizing high 
performance by physicians so that we 
ultimately deliver the highest possible 
quality of care. Many efforts to do 
this are underway across the country,” 
says Kaushal, also a professor of pedi-
atrics, medicine, and public health at 
Weill Cornell and a pediatrician at 
the Komansky Center for Children’s 
Health at New York-Presbyterian 
Hospital/Weill Cornell Medical 
Center in New York City.

For this study, Weill Cornell 
researchers analyzed clinical data 
from the EHRs of one of the largest 
community health center networks in 
New York state. The research team 
examined the accuracy of electronic 
reporting for 12 quality measures, 11 
of which are included in the federal 
government’s set of measures for 
incentives. What they found was fairly 
good consistency for nine measures, 
but not for the other three. 

The study’s lead investigator, Lisa 
Kern, MD, a general internist and 
associate director for research at the 
Center for Healthcare Informatics at 
Weill Cornell, said, “The variation in 

quality measurement that we found 
in a leading electronic health record 
system speaks to the need to test and 
iteratively refine traditional quality 
measures so that they are suited to the 
documentation patterns in EHRs.” 

The automated reports generally 
performed well. However, they under-
estimated the percentage of patients 
receiving prescriptions for asthma and 
receiving vaccinations to protect from 
bacterial pneumonia. A third measure 
suggested that more patients with 
diabetes had cholesterol under control 
than actually did. 

The automated report said 57% of 
eligible diabetic patients had choles-
terol controlled, while a manual check 
of the charts showed it actually was 
only 37%. Part of the problem is that 
physicians and nurses filling out the 
EHRs might be typing in information 
in a place that is not being captured by 
quality reporting algorithms. “EHRs 
create the opportunity to measure and 
provide feedback to clinicians regard-
ing quality performance in real time, 
thereby improving clinical practice,” 
says Kern, who is also an associate 
professor of public health and medi-
cine at Weill Cornell.

Kaushal adds that “EHRs are 
not just electronic versions of paper 
records, but rather tools that enable 
transformation in the way care is 
delivered, documented, measured, and 
improved. The federal meaningful use 
program will enable the deployment 
of these promising systems across the 
country, thereby enabling health care 
to enter the digital age.”

The full study is available online at 
http://tinyurl.com/EHRquality.  F

F Telemetry unit cuts falls by more 
than half

F Does working fewer hours 
increase risk?

F Surgical fires — what you’re 
missing

F Choosing the right counsel or law 
firm
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Editorial Advisory Board

1. Under the final Health Insurance 
Portability and Accountability Act 
(HIPAA), what is the maximum penalty 
per violation for a data breach?
A. $250,000
B. $500,000
C. $1 million
D. $1.5 million 

2. Under the soon-to-expire HIPAA 
requirements, a breach must be reported 
only if it poses a “significant risk of 
financial, reputational, or other harm to 
the individual.” What is the new stan-
dard under the final HIPAA rule?
A. The loss of data is presumed to be a 
reportable data breach unless a covered 
entity or business associate demonstrates 
that there is a low probability that the 
protected health information (PHI) was 
compromised. 
B. The loss of data must be reported only 
if there is evidence that there has been 

financial, reputational, or other harm to 
the individual.
C. The loss of data is presumed not to be 
a reportable data breach if the number of 
patients affected is less than 1,000.
D. The loss of data must be publicly 
disclosed in all cases in which PHI is 
involved.

3. According to Maria Gonzalez Knavel, 
JD, a partner with the law firm of Foley 
& Lardner, one of the biggest upcom-
ing risks for hospitals comes from 
the recent change in how far back the 
government can go to collect overpay-
ments. What is the change?
A. When the overpayment is the result 
of an error rather than fraud, the govern-
ment can now go back five years instead 
of the previous three. 
B. When the overpayment is the result 
of an error rather than fraud, the govern-
ment can now go back 10 years instead of 

the previous five.
C. Regardless of whether the overpay-
ment is the result of an error or fraud, the 
government can now go back 10 years 
instead of the previous five.
D. If the overpayment is the result of 
fraud, the government can now go back 
10 years instead of the previous five.

4. In Phase 1 (2008-2010) of the Premier 
Perinatal Safety Initiative (PPSI), a 
Premier healthcare alliance project, how 
much did the participants decrease the 
number of annual liability claims filed 
per delivery? 
A. 21% vs. 6% at non-participating hos-
pitals
B. 39% vs. 10% at non-participating 
hospitals 
C. 59% vs. 10% at non-participating 
hospitals
D. There was no statistically significant 
decrease.
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News: A 59-year-old woman 
was discharged from a hospital 
after undergoing treatment for 
a clogged dialysis port. Shortly 
after returning home, she devel-
oped complications. Her physician 
directed that she be admitted to a 
rehabilitation facility for additional 
treatment. Operating from the hos-
pital physician’s discharge summary 
and a physician order prepared by 
the hospital, staff at the rehabilita-
tion facility gave the decedent 80 
units of Levemir insulin, which was 
10 times the dosage prescribed by 
her physician. The decedent went 
into full cardiopulmonary arrest, 
was resuscitated, but never regained 
consciousness and died eight days 

later. A jury awarded the decedent’s 
family $140 million in damages. 

Background: A 59-year-old 
woman was discharged from a hos-
pital after undergoing treatment 
for a clogged dialysis port. Shortly 
after returning home, she developed 
complications, and her physician 
directed that she be admitted to a 
rehabilitation facility for additional 
treatment. The treating physician 
dictated the discharge summary and 
medication orders, which were sent 
to a United States-based company 
for transcription. The company, 
in turn, subcontracted the services 
to two companies in India whose 
workers transcribed the physi-

cian’s dictation. As a result of the 
arrangement, information dictated 
by the physician went through a 
computer in the United States to 
India, where the subcontractors’ 
employees prepared the discharge 
summary and sent it back to the 
hospital. 

Unfortunately, in this case, the 
subcontractors’ employees incor-
rectly transcribed the dosage of 
Levemir insulin as 80 units instead 
of the actual amount prescribed 
by the treating physician, which 
was only 8 units. The hospital staff 
then sent the decedent’s admission 
paperwork to the rehabilitation 
facility. Operating from the hospi-
tal physician’s discharge summary 
and a physician order prepared by 
the hospital, staff at the rehabilita-
tion facility gave the decedent 80 
units of Levemir insulin, which was 
10 times the dosage prescribed by 
her physician. The decedent went 
into full cardiopulmonary arrest, 
was resuscitated, but never regained 
consciousness and died eight days 
later.

A lawsuit was filed by the dece-
dent’s estate against the hospital, 
its United States-based outsource 
transcription vendor, and the two 
Indian subcontractors. The plain-
tiff claimed that the hospital and 
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Transcription error results in medication dose
that is fatal and $140 million verdict
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... staff at the 
rehabilitation facility 

gave the decedent 
80 units of Levemir 

insulin, which was 
10 times the dosage 

prescribed by her 
physician.
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the transcription companies negli-
gently transcribed the physician’s 
discharge summary, failed to rec-
ognize and timely correct the error, 
and negligently hired and failed 
to properly supervise and train the 
transcriptionist. The plaintiff also 
claimed that the transcription ser-
vice, which transcribed admission 
paperwork sent from the hospital 
to the rehabilitation facility, incor-
rectly transcribed the dosage of 
Levemir insulin as 80 units instead 
of the actual amount dictated/pre-
scribed: 8 units. The plaintiff fur-
ther alleged that the hospital staff 
was negligent in failing to follow 
its own procedures and multiple 
national patient safety standards. 
Specifically, the plaintiff argued 
that the hospital staff improperly 
prepared the decedent’s admission 
orders from the unreviewed and 
unsigned transcription, which then 
were sent to the rehabilitation facil-
ity in the form of a doctor’s order. 

According to testimony, the 
original discharge summary form 
and medication reconciliation form 
were not accessible by hospital staff 
because they were being scanned 
into the hospital system by the 
records department. As such, the 
nurse used the unsigned discharge 
summary prepared in India and 
wrote the medication informa-
tion onto the physician admission 
order containing the doctor’s sig-
nature. As a result, the documenta-
tion appeared to be a valid order. 
However, the physician had not 
confirmed the information about 
the medication as transcribed by 
the Indian company. Plaintiff’s 
counsel presented evidence that the 
hospital staff did not know that the 
transcription work was not being 
performed in-house or in another 
country. It was also revealed during 
trial that the hospital saved a mere 
2 cents per line of text by using the 
outside company. Testimony also 
indicated the Indian firms operated 
under sub-par quality standards 

that are one-half to one-twelfth 
that of the United States in terms 
of acceptable error rate. Shockingly, 
officials from the U.S. transcrip-
tion company claimed that Indian 
subcontractors used U.S. standards, 
but officials from those companies 
testified that in fact they did not.  

All of the defendants denied 
liability in the jury trial. One of 
the Indian companies reportedly 
reached a settlement with the 
plaintiff for an undisclosed sum just 
before the jury rendered its verdict. 
The jury determined that all of 
the defendants were negligent and 
awarded the plaintiff $140 million 
in damages. 

What this means to you: $140 
million is truly a shocking number. 
Even if the verdict is reduced on 
appeal or by negotiation, the hospi-
tal has a real issue with their insur-
ance carriers and board of trustees, 
not to mention the exceedingly bad 
publicity that will go along with 
this news. A 59-year-old woman 
with a clogged dialysis port, not 
an uncommon scenario, is sent to 
a rehabilitation facility for further 
care, also a daily occurrence. What 
we have here is again the issue that 
has been highlighted by The Joint 
Commission and others: the failure 
to accurately communicate. Clearly, 
the specific facts of this case con-
tributed to the high verdict.

The hospital chose to use a 
company in India for services as 
do many other healthcare orga-
nizations that outsource work to 
companies overseas. Many of these 
entities provide excellent clinical 
or administrative services up to par 
with U.S. standards. Many offer 
benefits in some cases such as over-
night radiology services for which 
the time zone difference means 
that they are awake in what is the 
middle of the night in the United 
States. In this case, the testimony 
revealed that the overseas company 
did not comply with the accuracy 
that would be the standard in the 
United States and the amount of 
money saved was, at least to the 
jury’s viewpoint, de minimus, both 
of which likely contributed to the 
adverse verdict. At least the over-
seas company had the good sense 
to settle prior to trial given the 
inflammatory nature of the facts of 
the case.

So what can risk managers take 
from this? If you are going to 
outsource any service, whether it 
is to a domestic or international 
company, take steps to investigate 
the accuracy or standards to which 
the outsourced company adheres. 
Make certain that the “error 
rate” or compliance with given 
standards are equal to or exceed 
what you would want from your 
own employees. The hospital’s 
employees relied on an unsigned 
and un-reviewed discharge sum-
mary, which is always danger-
ous whether it is a summary or 
unsigned radiology or pathology 
report. One of the root causes of 
using the unsigned report appears 
to be the unavailability of the final 
document due to scanning. Again, 
technology is wonderful and can 
reduce errors, but documents have 
to be available to the providers at 
the point and time of care. The 
speed of the scanning might need 
to be secondary to clinical consid-
erations.

The jury determined 
that all of the 

defendants were 
negligent and 

awarded the 
plaintiff $140 

million in damages. 
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News: A 43-year-old man pre-
sented to the emergency depart-
ment with complaints of chest pain. 
A CT scan of the chest without 
contrast showed evidence of a pos-
sible dilated ascending aorta. The 
patient was admitted to the hospital 
for further observation and testing. 
Multiple tests were ordered, but the 
orders never were entered into the 
hospital system and, therefore, were 
not performed. An echocardiogram 
was finally performed and indicated 
that the patient had an aortic dis-
section. Before a surgeon could be 
located, the patient died from com-
plications of the ascending aortic 
dissection. The patient’s family filed 
suit against the hospital and mul-
tiple doctors, and the case advanced 
to a jury trial. The jury awarded the 
patient’s family $4.5 million. 

Background: A 43-year-old man, 
with no history of cardiac issues 
and a history of smoking, presented 
to the emergency department with 
complaints of chest pain. At approx-
imately 6:55 a.m., a CT scan of the 
chest without contrast showed evi-
dence of a possible dilated ascending 
aorta. The radiologist informed the 
emergency department physician of 
the results and recommended that 
a CT angiogram of the chest be 
ordered to rule out certain condi-
tions. The emergency department 
physician, in turn, ordered that a 

CT angiogram be performed once 
the patient was admitted to the 
hospital floor but did not otherwise 
order that it be performed while he 
remained in the emergency depart-
ment. The patient was admitted to 
the hospital between 7 a.m. and 8 
a.m. However, the CT angiogram 
ordered by the emergency depart-
ment physician was never entered 
into the hospital system and, thus, 
was never performed. The patient 

was examined by the cardiologist 
between 10:30 a.m. and 11 a.m., 
and a CT scan of the chest with 
contrast was ordered. Again, the 
order never was entered into the 
hospital system and, again, never 
was performed. Thereafter, between 
12:30 p.m. and 1:30 p.m., the cardi-
ologist ordered an echocardiogram 
that was performed and indicated 

that the patient had an aortic dis-
section. At approximately 4:12 p.m., 
before a surgeon could be located, 
the patient died from complications 
of the ascending aortic dissection. 

A lawsuit was filed against the 
hospital, emergency department 
physician, internal medicine attend-
ing, cardiologist and the cardiol-
ogy group, by the patient’s mother. 
Plaintiff alleged that defendants 
failed to timely order and perform 
the CT scan of the chest with 
contrast and CT angiogram of the 
chest, and the plaintiff alleged that 
the defendants failed to timely diag-
nose and treat the decedent’s aortic 
dissection. Specifically, plaintiff 
claimed that the emergency depart-
ment physician was negligent in fail-
ing to order and obtain the CT scan 
with contrast in a timely manner 
and thus, failed to timely diagnose 
the aortic dissection. Furthermore, 
plaintiff claimed the internal medi-
cine attending was negligent in 
failing to ensure that the CT scan 
of the chest with contrast was per-
formed when the decedent was 
admitted and failed to ensure the 
decedent was examined by a cardi-
ologist in a timely manner. Plaintiff 
further claimed that the cardiologist 
and cardiology group were negligent 
in failing to timely examine the 
decedent and order and follow up 
the results of the tests necessary to 
diagnose the aortic dissection. 

Delayed diagnosis of aortic dissection
results in $4.5M award for wrongful death

On patient safety and clinical 
analysis, the amount of insulin 
transcribed was 10 times the pre-
scribed dose. This difference was 
not picked up or questioned by the 
nurse who created the discharge 
paperwork or by anyone at the 
rehabilitation facility. A quick 

review of an electronic or paper 
reference might have been a clue 
that the dose was fairly large and 
at least caused the nurse to call a 
physician or pharmacist to verify 
the dosage. All providers, whether 
they be prescribers, dispensers, 
or administering clinicians, need 

to be aware of what orders are 
reasonable. They need to do the 
research if the answer is unclear.

Reference

JVR No. 1212200046, 2012 WL 6642470 
(Ala.Cir.Ct.).  F
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The case proceeded to a jury 
trial. The emergency department 
physician, cardiologist, cardiol-
ogy group, and internal medicine 
attending denied all allegations of 
negligence in the matter. The hos-
pital was the only party to admit to 
the allegations of negligence. The 
jury determined that the internal 
medicine attending and the hospi-
tal were negligent and proximately 
caused the decedent’s death. The 
jury’s $4.5 million award included 
$500,000 for pain and suffer-
ing, with the remainder allocated 
to the decedent’s four children 
in pecuniary loss. The attorneys 
for the hospital and the internal 
medicine attending reached a high/
low agreement with the plaintiff 
wherein they would pay $3.5 mil-
lion of the verdict. The hospital 
was responsible for $2 million. The 
high/low agreement reportedly was 
reached with other defendants who 
were not found negligent but were 
still required to contribute to the 
verdict.  

What this means to you: The 
failure to diagnose a “triple A” in 
young, otherwise healthy individu-
als has received a lot of coverage 
in literature recently. In the typical 
case, the investigation reveals that 
the physicians don’t consider the 
diagnosis in the absence of alarm or 
traditional symptoms. Sadly in this 
case, it appears that the diagnosis 
might have been considered, yet the 
failure of the simple ministerial acts 
of getting the appropriate testing 
done and communicated contrib-
uted to the outcome.

We don’t have a medical record 
to review, but the ordering of a CT 
scan by the emergency department 
physician seems to indicate that the 
doctor was considering something 
more complex than angina, pneu-
monia, or the other more common 
causes of chest pain. So where did 
it go wrong? The radiologist con-
veyed the results of the CT scan 

with contrast showing the possibil-
ity of a dilated aorta, which had the 
potential to be a significant threat 
to the patient’s life or health. It 
appears from the recitation of facts 
that the radiology department com-
plied with their standard of care 
by conveying the information to 
the emergency department attend-
ing physician and recommended 
a follow-up test. The emergency 
department physician ordered the 

test to be done after admission. 
This sequence of events high-
lights a common “falls-through-
the-cracks” scenario common in 
hospitals. The period between the 
point in time when an emergency 
department physician decides to 
admit, and the point at which the 
admitting resident or attending 
takes over the care, is when we in 
the hospital need to be especially 
vigilant. If the emergency depart-
ment physician on the basis of the 
CT scan thought the second test 
was necessary, should he/she not 
have ordered it immediately rather 
than waiting for admission?

The second order was not 
entered into the system; this is 
the advantage and disadvantage 
of electronic ordering. In the old 
“paper system,” a provider would 
write an order and place it in a 
location for retrieval by radiol-
ogy or other support service. The 
advent of computerized ordering 

has streamlined this system and 
eliminated the “missing paper 
order” problem, but it creates issues 
of its own. The order has to be put 
into the system, which also some-
times requires that one clinical 
system communicate with another 
system, i.e. the clinical system has 
to trigger a notification in the radi-
ology computer system. Hospital 
clinical staff and IT staff should 
be running quality assessment pro-
grams to ensure that everything 
that should be done is done and is 
accurately communicated. In this 
case, eventually an echocardiogram 
revealed the presence of an aortic 
aneurysm, but it was too late to 
save the patient.

So what do we take away from 
this case that might help our 
institutions avoid having a similar 
event? Ensure that physicians in 
the emergency department and 
other locations follow through. 
The emergency department doctor 
had a suspicion, which ultimately 
was right, but he/she may have 
failed to close the loop. Providers 
who put orders into electronic sys-
tems need to cycle back and make 
sure the orders have indeed been 
entered and are being done. From 
a clinical perspective, an assess-
ment should be done to analyze 
whether the most efficacious test 
was done timely. In this case, the 
simple ultrasound eventually diag-
nosed the condition, albeit late. If 
there were a clinical suspicion of 
an AAA, would a fast exam in the 
emergency department have led 
to a quicker diagnosis and a bet-
ter chance at saving the patient? 
The hospital in this case reportedly 
conceded liability and, we hope, 
was able to identify the root causes 
to prevent the same scenario from 
happening again.

Reference

2012 WL 5990342, No. 08-L-827 (Ill.Cir.
Ct.).  F

In this case, 
eventually an 

echocardiogram 
revealed the presence 

of an aortic aneurysm, 
but it was too late to 

save the patient.


