
Battle intensifies over medical
records confidentiality legislation
Preemption of state laws is a major sticking point

The warning bell is sounding as Congress rushes to meet the dead-
line for medical records privacy legislation. Debate over who
should get access to the records and how much access they should

be given, however, has only intensified.
In accordance with the Health Insurance Portability and Accountability

Act of 1996, Congress must pass legislation governing electronic health
information before Aug. 21, 1999. If Congress does not act by that time,
the responsibility for the regulation passes to the secretary of Health and
Human Services in Washington, DC.

That crunch for time in late May did not stop the Senate Committee
on Health, Education, Labor and Pensions from postponing considera-
tion of the issue until June 9.

HIM associations back Bennett’s bill

Hospital and information management associations are throwing their
support behind medical records privacy legislation introduced by Sen.
Robert Bennett (R-UT). Bennett introduced the “Medical Information
Protection Act of 1999” in April. No floor action was taken on a similar
bill he introduced late last year.

Other bills under consideration include the Medical Information
Privacy and Security Act, sponsored by Sen. Patrick Leahy (D-VT), and
the Health Care Personal Information Nondisclosure Act of 1999, spon-
sored by Sen. Jim Jeffords (R-VT).

The American Health Information Management Association
(AHIMA) in Chicago is backing Bennett’s bill for several reasons,
says Donald D. Asmonga, AHIMA’s government relations manager.
“Possibly the most important [reason] is that it completely preempts
state law and establishes a uniform national standard for the use and
disclosure of the information.”

Some privacy and medical groups are opposed, however, to any fed-
eral legislation that would override state laws that afford more privacy
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protection. California, for example, has a series of
HIV/AIDS-specific confidentiality laws that
cover testing, reporting, and partner notification.
Wiping out that type of protection would create a
public health crisis by discouraging people to
seek testing, counseling, and treating for some of
these conditions, the privacy groups argue.

“It is crucial that any federal legislation passed
provides a floor, not a ceiling, of protection for
this private information,” reads a statement
issued by the National Coalition for Patient
Rights (CPR) in Lexington, MA. National CPR
prefers Leahy’s bill in which federal law would
not override tougher state laws.

The Jeffords bill would grandfather in existing
state laws and give states 18 months after the
measure’s enactment to pass stricter state rules
before the federal exemption went into effect.
(For more information about Leahy’s and
Jeffords’ bills, see Hospital Payment &
Information Management, June 1999, p. 93.)

The Joint Healthcare Information Technology
Alliance (JHITA) in Washington, DC, says that the
“patchwork” of state law should be preempted.

“In order for national fair information stan-
dards to offer consistent and genuine guidance
and protection to health care professionals and
consumers, and affect significant federal penalties
and sanctions for the misuse of health data, the
JHITA believes that federal law must preempt the
current patchwork of federal, state, and local laws
and regulations governing health information.”

“When you start creating special protections
for certain types of information, those special
protections can give away the identity of that
information,” Asmonga explains. He gives an
example of a situation in which mental health 
or HIV information requires a court order for its
release.

Lawyers can find out the type of information
involved in a case simply by requesting the infor-
mation. “If that facility says, ‘Sorry, we need a
court order for the release of that information,’
then they have what they need to know.”

AHIMA also supports the legislation because it
treats all health information equally, Asmonga
says. “It does not carve out any special or specific
type of information. It says, ‘We’re not going to
protect one thing more than something else.’”

National CPR, however, believes that higher
levels of protection should be afforded for “sensi-
tive” information such as genetic testing, repro-
ductive health, or mental-health information. The
Leahy bill offers such protection.

Too much access?

Overall, the Bennett bill allows health plans to
obtain a single authorization from individuals as
a condition of enrolling in a health plan. Other
provisions include:

• authorization to use protected health infor-
mation for purposes of obtaining treatment;

• securing “payment” for the provision of
services;

• performance of activities necessary to carry
out the management functions of the health plan
or to meet the terms of the health benefits plan
(“health care operations”).

The Jeffords bill also includes health care oper-
ations in the authorization, while the Leahy bill
requires a separate consent.

The Bennett bill does require patient consent
for disclosure to third parties, such as direct mar-
keters or database developers, but allowing infor-
mation disclosure for the purpose of health care
operations is too broad for some privacy and
medical groups.

“[The bills] both make consent for widespread
dissemination of our data a condition of being
insured or obtaining treatment,” National CPR
states.

The Chicago-based American Medical
Association (AMA) doesn’t like the disclosure
either. “The AMA is concerned about blanket
authorizations that would allow use of informa-
tion for a wide range of activities, including
health care operations,” AMA Trustee Donald J.

98 HOSPITAL PAYMENT & INFORMATION MANAGEMENT™ / July 1999

■ The challenge 
of multicampus
coordination during 
a reorganization

■ Is the Balanced
Budget Act hurting
hospitals?

■ How will Vision
2006 titles be
implemented?

■ How long should
you retain medical
records?

■ The concern over
electronic signatures

COMING IN FUTURE MONTHS



Palmisano, MD, told American Medical News.
Asmonga defends the use of patient informa-

tion for health care operations. “The definition of
whether it is broad enough or tight enough has
always been somewhat problematic. I don’t think
we’re ever going to have a definition that pleases
everyone.

“Our nation is in this flux of trying to improve
care and maintain and keep down the cost of
care,” he continues. “To do that, you need infor-
mation. You can’t measure anything without it.”

The nation has to decide whether it is going to
permit the facilities and health plans to do that
measurement or not, he adds. “If we don’t want
the health plans and facilities to do that measure-
ment to improve health care quality, then let’s
stop the move toward quality. But if our nation is
going to move toward a more quality-based
health care system, we have to be able to measure
it. If we are going to measure that information,
we better protect it.”

Privacy oversight required

If the Senate’s privacy bill passes, hospitals
may find they have to fill the requirement for an
information protection officer. “This would mean
that every hospital and provider group would
have to designate a person with the authority and
obligation to establish and maintain safeguards
over the confidentiality of patient information,”
says Doug Peticord, a health care information
expert with Washington Health Advocates.

“I think it is a good idea for every institution to
have somebody assume this role right now if they
have not already done so,” he adds. “Even if this
concept gets dropped from the bill itself, it is a
step that makes a lot of sense.”  ■

Automated COB check
said to be on the horizon
Not knowing hurts hospitals’ bottom line

Anew service that claims to be the first auto-
mated method of performing the proper

coordination of benefits (COB) on health insur-
ance and drug card plans — which insurance
company should pay when an individual has
multiple coverage — should be of interest to

hospital billing and receivables departments.
Coordinating benefits is particularly helpful in
cases where the primary coverage may change.

“There may be coverage that’s primary for an
appendectomy but doesn’t include vision care,”
says Todd Swanson, vice president of COB
Clearinghouse Corp. in Independence, OH. “If
the patient gets a sliver in his eye in the hospital,
[for example] the hospital will have to determine
which coverage is primary in that case. So [hospi-
tals] will inquire not only at the point of admis-
sion, but also at the time of billing to ensure the
procedure done is billed to the proper carrier.”

Asking the right questions

Hospitals historically have had difficulty deter-
mining the proper COB. Health care organizations
lose time and money by failing to ask patients such
questions as, “Are you employed?” and “Do you
have group health insurance?” when the patients
offer a spouse’s insurance card. Insurers then delay
paying claims, saying they’re not sure if theirs is
the primary coverage.

The problem is expected to worsen as hospitals
begin assuming more risk under capitated sys-
tems. (See related story, p. 100.) With tougher
screening by insurance companies and the move
toward capitation, the issue could fast become a
matter of financial life and death for a health care
organization.

The key to bringing the system to fruition is
convincing large health plan sponsors, both gov-
ernmental and corporate, that it is to their advan-
tage to sign on to a universal database, explains
Patrick Lawlor, COB president.

When that happens, the service will become
available. “Until we’ve gotten most of the third-
party administrators (TPAs) and carriers
involved, it’s not ready for release.”

With that in mind, the company currently
offers a retrospective audit service that shows
health plan sponsors how much money they’re
losing because a plan member’s primary insur-
ance is not identified, he says.

One audit uncovered an employee who had
four fully paid-up health insurance policies in
force at the same time, Swanson notes.

“Rather than relying solely on enrollment
forms, our system searches patient Social
Security numbers through the top 300 third-
party administrators/insurance carriers’ eligibil-
ity gateways and immediately determines if
other coverage exists,” says Susan Muha, a
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spokeswoman for COB Clearinghouse.
“Once other coverage is found, an algorithm is

run consisting of six COB rules established by the
National Association of Insurance Commissioners.
Primacy is instantaneously determined.”

The idea, Lawlor says, is to persuade the com-
pany that its TPA cannot do the coordination of
benefits by hand. “We get clean identification
information on everybody, not just spouses but
children, and put it in a centralized database. We
show, for example, a major carrier’s biggest cus-
tomers that they’ve missed a lot of COB events —
that 10% of the claims they’ve paid, someone else
should have paid.”

Working with the Department of Defense on a
sample of its CHAMPUS coverage, for example,
COB Clearinghouse already found that 6% of mil-
itary dependents thought to have no other cover-
age are, in fact, covered by other insurance plans,
Lawlor notes. This sample looked at only 10 of
the 2,000 TPAs involved.

The company also is performing COB on drug
claims, Muha adds. “There are 350 million drug
cards floating around in the United States and
only 260 million Americans. Only about 200 mil-
lion of those have insurance.”

People tend to use the drug card or the insur-
ance card with the lowest co-pay, and until now,
those cards have not been coordinated, Muha
points out. In the case of at least one carrier,
insured persons are not covered if they fail to
provide current COB information, she says. “The

next time they go to the emergency department,
the provider won’t get paid.”

The service could be on-line as early as Jan. 1,
2000, Lawlor says. A fee scale has not yet been
established, but the company likely will charge a
minimal sum for participation plus a per-transac-
tion charge, Swanson notes. COB may pilot its
service as early as July in a regional area, he adds.

A familiar electronic gateway

The COB service will use the same electronic
gateway as the 270 standardized transaction 
set, one of the data sets that under the Health
Insurance Portability and Accountability Act of
1996, will be required for electronic data inter-
change beginning in February 2000, Lawlor
notes.

For example, electronic billing inquiries to 
Blue Cross or Aetna will go from the health care
provider to the TPA or insurance company as the
system now stands. The TPA or insurance com-
pany may or may not have correct COB informa-
tion, Swanson points out. Instead, COB Clearing-
house will answer that inquiry directly, also deter-
mining the primacy of coverage, Lawlor explains.
“It will be a more complete answer.”

[Editor’s note: For more information, contact
Patrick Lawlor, COB Clearinghouse Corp., 6100
Oaktree Blvd., Suite 300, Independence, OH 44131.
Telephone: (216) 643-4637. Fax: (216) 447-9254.]  ■
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Providers lack 
knowledge about risk

Anational study of trends in managed care
capitation and risk transfer between health

plans and providers reveals that more than 30%
of those surveyed admit to having little under-
standing of the level of risk for which they
have contracted.

A large percentage of providers are com-
pletely unaware of the type of reinsurance cov-
erage they carry to insure against their risk,
according to a report in The Managed Care
Indicator. 

The Managed Care Indicator is published by
Evergreen Re, a consultant and broker of reinsur-
ance to the managed care industry with offices in

Stuart, FL, Edina, MN, and Richmond, VA.
Despite this lack of knowledge, providers

attribute 36% of their revenue to capitated con-
tracts and expect this trend to continue over the
next five years. 

Two-thirds of those currently in capitated
contracts say they will seek out an average of
2.6 new contracts this year. One-third of organi-
zations not currently accepting capitated mem-
bers will sign an average of 1.9 new contracts
in 1999.

Over the next five years, survey participants
say, capitated revenue is predicted to reach
47%, an increase of 11% over 1998.

The survey included administrators from 161
physician groups (multispecialty and single-
specialty) and 161 hospitals with 200 beds or
more in managed care markets throughout the
nation with 30% or greater HMO penetration.  ■



Tackling HCFA’s transfer
rule on acute care
Financial analysis required to minimize effect

By Frances J. Fowler, BS, MS, CHC
President
Harold L. Wagher, JD
Director
Fowler Healthcare Affiliates
Atlanta

Health information management (HIM) pro-
fessionals nationwide are beginning to feel

the impact of the Balanced Budget Act (BBA) of
1997, which revamped the reimbursement for all
post-acute services and created the most signifi-
cant change in Medicare reimbursement since the
prospective payment system (PPS) in 1983. 

The BBA of 1997 created a shift from cost-based
to prospective payment. Much of the provider’s
attention has focused on the BBA’s impact on
post-acute services. However, in 1998, acute care
providers faced the impact of a new rule that
penalizes acute providers if they discharge
patients with selected diagnoses too early from
acute care beds.

Known as the transfer rule, this is one of the
most misunderstood provisions of the BBA of
1997. The confusion among hospitals as well as
other post-acute care providers can result in
patient management decisions with serious clini-
cal and financial ramifications for the organization.

The American Hospital Association in Chicago
estimates that the result of the transfer rule on
hospitals will range from $410 million to $450
million. On an individual hospital basis, the
impact can vary significantly based on the vol-
ume of patients with these diagnoses, the types 
of fast-track programs in place, and the current
length of stay for these patients.

To ensure that the transfer rule has a minimal
effect on patient care and costs, HIM profession-
als must be thoroughly familiar with all facets 
of the transfer rule, the DRGs affected, and the
implications of early discharge of these patients.

When DRGs were implemented, the Health Care
Financing Administration (HCFA) developed a

transfer rule that applied to acute care patients.
This rule applies when an acute care patient is
transferred between two or more acute care hospi-
tals and the diagnosis or DRG remains the same.
As part of the rule, HCFA began to track the geo-
metric mean length of stay (GMLOS) for the 485+
diagnostic related groups for acute care. These are
measured at a national level and updated annually
to reflect current practices, using a relatively
straightforward methodology.

When an acute care facility discharges a patient
to another acute care hospital before the GMLOS
is reached, the patient is considered a transfer
case. The transferring (first) hospital receives a
reduced payment. It is based on a prorated share
of the DRG that is calculated on a per diem basis
by dividing the DRG payment by the GMLOS.

In recognition of higher costs incurred earlier in
the stay, the per diem payment is doubled for the
first day of the stay. The admitting hospital (the
one receiving the transferred patient) receives a
new, full DRG payment.

Under this transfer rule, hospitals received 
the full payment for the DRG regardless of the
GMLOS when patients were discharged to any
level of the post-acute continuum. This included
skilled nursing inpatient rehabilitation units/hos-
pitals, long-term acute care, home health care, or
ambulatory care.

However, the new transfer rule applies to all dis-
charges to post-acute services before the GMLOS,
including:

• PPS exempt units and hospitals — inpatient
rehabilitation units and hospitals, long-term
acute care hospitals, inpatient psychiatric units
and hospitals, and children’s hospitals;

• Medicare-certified skilled nursing facilities
— long-term care and hospital-based;

• swing beds; 
• home health services.
The DRGs cover a broad range including

orthopedics, psychiatric (dementia), and catas-
trophic (tracheostomy). The 10 DRGs were 
chosen for their high volume of discharges to
post-acute and their disproportionate use of
post-acute.

The mean length of stay and the DRG payment
are based on national data.

Of particular interest are the diagnoses reflect-
ing joint replacement, fractures, and strokes. Over
the past several years, hospitals have implemented
fast track pathways for moving patients through
the continuum of care.

In some cases, an average length of stay of 3.5
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days is not uncommon for patients with joint
replacements. Given the GMLOS of 5.9 days for
this DRG, providers with these fast track pro-
grams will be impacted the most.

The payment methodology is similar to the
existing transfer rule for seven out of the 10
DRGs, with a slight variation for DRGs 209, 210,
and 211. These orthopedic procedure DRGs are
paid at 50% of the DRG plus one per diem for
day one of the stay, with 50% of the per diem for
each remaining day of stay.

HCFA will use audits to determine if hospitals
are in compliance. If the number of cases
reported as discharges end up receiving post-
acute care, HCFA will demand that the overpay-
ment be returned. However, if HCFA finds a
continued pattern of a hospital billing cases as
discharges when the cases actually transferred
received post-acute services, the hospitals will be
investigated for fraudulent or abusive billing
practices under the False Claims Act.

Develop your strategy

Unless an organization has a well-developed
strategy for addressing the transfer rule, HIM
professionals can expect to find themselves
caught in a game of Ping-Pong as management
tries to determine what to do next. Proactive
development of a strategy is essential to the 
bottom line of the organization.

There is no one approach that is best for all
providers. For some hospitals, the strategy for
some of the 10 DRGs is to keep discharging to
post-acute providers. For others, it is keeping
patients for the full GMLOS. Which strategy is
best depends on a number of variables: the hospi-
tal’s acute care costs for that DRG, the availability
of acute care beds to accommodate a longer length
of stay, labor costs for acute care vs. skilled or
home health, the practice patterns in the commu-
nity, the overall profitability of the acute care
entity, and the impact of PPS on a specific post-
acute service.

To ensure the right strategy that could poten-
tially save hospitals significant dollars, finance
departments must first analyze the incremental
gains in revenue from managing the GMLOS vs.
the lost opportunity to reduce costs associated
with shorter stays. There may be a magic point 
at which it makes financial sense to discharge a
patient before the GMLOS.
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Avoid denials for ‘similar’
visit documentation
By Linda Howrey, CPC, CCS-P
Coding Consultant
Howrey & Associates
Jefferson, MA

Q: A recent Medicare bulletin states that if
visit documentation for a patient “looks simi-
lar” from visit to visit, Medicare will deny
payment for the visits due to lack of medical
necessity. What does “similar to” mean?

A: Looking “similar” means that the physi-
cian didn’t dictate a new note for each visit.
This can be a problem when an electronic med-
ical record (EMR) pulls all the information for
each encounter into the next one.

It’s not known if the physician actually
looks at the information or if the EMR is sim-
ply printingit  out into the progress note. As 
a result, every visit looks alike.

Ensuring visit took place

The Health Care Financing Administra-
tion’s concern is that the work isn’t being
done; the provider is just adding the informa-
tion with a few flashy clicks of a button, mak-
ing the work look like a Level 5 service when
the provider has not done the work associ-
ated with that level of service. The carrier is
looking for something that indicates progres-
sion, improvement, or something that shows
what is really happening with the patient at
the time of the most current visit.

Documentation guidelines for the progress
note say that the history should be based on
the last encounter. Providers need to update
that medical history from the last patient visit
and not just repeat history information that is
not relevant to today’s visit. Some providers
bring back complete patient histories every
time the patient comes in.

Physicians, therefore, need to make sure
that their history is unique to that day’s visit.
They also need to reference anything that is
key to treating the patient during the visit.  ■

Q & A Corner



Moreover, the financial impact on the health
system’s post-acute facilities also must be pro-
jected in light of longer acute care stays and the
potential cost reductions in post-acute due to
stronger patients.

In addition to defining the best strategy, HIM
professionals must ensure that the right systems
are in place to support the strategy. Most providers
do not have systems in place to manage patients to
the GMLOS or to ensure that all patients are man-
aged for that length of stay.

Also, many of the systems can not accommo-
date the changing GMLOS for these DRGs.

Given the complexity of the issues, a real threat
exists that providers with the GMLOS strategy
will keep patients too long, thereby further
depleting the bottom line for the organization. In
addition, if patient lengths of stay in acute care
are extended, the volume of patients for post-
acute services could drop precipitously.

To assist the organization, HIM professionals
need to ensure that the following systems are in
place:

• decision support system that identifies
patients within the 10 DRG categories upon
admission to the acute care facility;

• decision support system that can update
daily the patient’s average length of stay relative
to the GMLOS;

• decision support system that can cross-link
the information collected and tie the financial
pieces together;

• method for updating the system based on the
latest GMLOS for those diagnoses and a tracking
system for adding new DRGs to the list when
announced — the new data are usually released
around Aug. 30 each year; 

• means for retrospective review to identify
the number of patients who have been defined
yet fall through the net;

• tracking system specific for patients who are
transferred to home health.

The transfer rule as it relates to home health is
particularly onerous from a tracking perspective.
It states that discharges home with home health
inpatient services will be subject to the new trans-
fer rule if the patient is discharged from the hos-
pital with a written plan of care for home health
services from a home health agency. Thus, the
hospital will be aware at the time of discharge
whether it will be reimbursed the full DRG or a
reduced payment under the transfer rule.

However, if the patient subsequently receives
home health services from any home health
provider within a three-day window of dis-
charge, the patient will be considered a transfer
rather than a discharge, unless the hospital
proves the discharge status.

Obvious questions arise as to how the hospital
is to know when a discharged patient later
receives home health services. HCFA will com-
pare inpatient bills with home health service bills
for care provided within three days after dis-
charge. If home health services were provided
during the post-discharge three-day window, the
hospital will be notified and payment reduced
unless the hospital provides documentation veri-
fying the discharge status of the patient.

Act now

The transfer rule has added new work and
dimensions to the role of HIM professionals.
They must take the lead now to ensure that the
plan of action for their hospital and health system
is implemented on a case-by-case basis.

Moreover, HIM professionals must help posi-
tion their organization for additional DRGs that
could be added in the next few years. A sound
strategy for addressing the impact of the transfer
rule today will lay the foundation for the future
as well.  ■

HHS releases tentative
release dates for HIPAA
AHIMA updates its HIPAA checklist

Many health information management (HIM)
professionals might be wondering when the

final standards on electronic health information,
required by the Health Insurance Portability and
Accountability Act of 1996 (HIPAA), will be
issued. The Department of Health and Human
Services (HHS) in Washington, DC, has now
released a tentative schedule. (See box, p. 109.)

HHS says the length of time from the publica-
tion of the notice of proposed rulemaking
(NPRM) to the publication of the final rule is
needed to review and respond to the large num-
ber of comments received on the NPRMs. In
addition, the rules need to be reviewed not only
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within the HHS and a number of its subordinate
agencies, but also with several other federal
departments affected by the rules.

Standards are required to be implemented
within two years of the effective date of the final
rule; generally 60 days after publication of the
rule. However, the effective date for the National
Provider Identifier is planned to be no earlier
than July 2000, to give the department enough
time to develop the system for implementing the
identifier.

In August 1998, Hospital Payment & Information
Management printed a checklist of steps, pub-
lished by the American Health Information
Management Association (AHIMA) in Chicago,
that organizations can take to prepare for the
final standards. AHIMA has since updated the
checklist, revising some of the categories and
adding steps to prepare for the electronic signa-
ture standard. 

Here is the new version, as prepared by Sandra
Fuller, MA, RRA, vice president of practice lead-
ership, and Julie J. Welch, RRA, an HIM practice
manager for AHIMA.

GENERAL
❒ Assign responsibility for tracking the

progress of regulations as they develop. 
❒ Continue to inform key internal stakeholders

about HIPAA and its impact on your information
systems and processes. 

❒ Seek current information on the industry’s
approach to HIPAA compliance. 

❒ Develop resources — such as publications,
seminars, Web sites, and professional networking
— to facilitate development of your approach to
HIPAA requirements. 

❒ Plan internal educational programs to
describe HIPAA requirements to those responsi-
ble for implementing the changes. 

❒ Obtain and read copies of the proposed rules
from the Federal Register, which can be accessed
via the Health Care Financing Administration’s
(HCFA’s) Web site at http://www.hcfa.gov.

❒ Read the reports and recommendations from
the National Committee on Vital and Health
Statistics (NCVHS). The NCVHS serves as the
statutory public advisory body to the Secretary of
Health and Human Services in the area of health
data and statistics. (The reports and recommen-
dations can be accessed via the NCVHS Web site
at http://aspe.os.dhhs.gov/ncvhs through
NCVHS Reports and Recommendations.) 

❒ Obtain and read a copy of the Internet 

security policy from HCFA’s Web site.
❒ Meet with key staff in information services

to discuss the requirements, identify the people
who need to be involved, and develop a plan of
action. 

Share sections of the Federal Register with indi-
viduals who need to be involved in preparing for
the regulations.

❒ Perform a gap analysis of your existing poli-
cies and procedures compared to the require-
ments of the proposed standards.

❒ Have individuals who need to be involved
send you copies of their policies and procedures
that address the requirements.

❒ Develop a checklist to help identify those
policies and procedures that you will need.

STANDARDIZATION OF CODE SETS 
❒ Monitor payer compliance with official cod-

ing guidelines. 
❒ Perform regular coding quality control

studies. 
❒ Provide feedback on documentation issues

that have an impact on the quality of coded data.
❒ Routinely train coding staff on current cod-

ing practice. 
❒ Provide access to resources available on cod-

ing guidelines and best practices. Efficiently
update the ICD-9-CM codes in October and the
CPT-4 codes (for both transaction and analysis
systems) in January. 

HEALTH CARE IDENTIFIERS
❒ Become familiar with the NPRM for the

employer identifier number, the taxpayer identifi-
cation number for employees that is assigned by
the Internal Revenue Service.

❒ Read the NPRM for the national provider
identifier. 

❒ Assess the quality of the master person
index (MPI).

❒ Perform required cleanup and eliminate
duplications in the MPI. 

❒ Institute procedures to maintain the integrity
of the MPI.

❒ Train staff on the importance of data quality
in an MPI. 

❒ Make necessary data quality improvements
in registration systems.

❒ Assign responsibility for the maintenance of
MPI data integrity. 

❒ Perform routine data integrity checks on the
provider database. 

❒ Develop effective procedures to maintain
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provider tables. 
❒ Integrate or interface provider tables with

necessary systems. 
❒ Monitor data quality for unique personal

identification numbers (UPINs) on billing 
documents.

❒ Provide easy access to UPIN tables. 
❒ Maintain current, complete payer tables. 
❒ Perform data quality checks on payer data

entry. 
❒ Develop feedback loops from the billing pro-

cess to data collection processes regarding payer
data.

CLAIMS TRANSACTIONS
❒ Maintain effective communication regarding

claims processing with all affected parties.
❒ Perform routine maintenance on the

chargemaster.
❒ Use electronic claims processing and elec-

tronic data interchange. 
❒ Explore the feasibility of converting to elec-

tronic claims processing or outsourcing that
function.

❒ Have comprehensive documentation of
claims processing.

❒ Routinely monitor remittance information
against claims data.

❒ Have an effective process for handling
rejected claims.

❒ Aggregate data about rejected claims to
improve claims processing.

❒ Become familiar with transaction standards
and standards development organizations.

INFORMATION SECURITY
❒ Review the proposed standards and assess

your organization’s level of compliance by per-
forming a gap analysis.

❒ Become familiar with the information 
security standards and standards development
organizations. 

❒ Identify existing organizational structures to
aid development and implementation of an infor-
mation security program.

❒ Ensure that policies exist to control access
to, and release of, patient-identifiable health
information. 

❒ Ensure that users of electronic health infor-
mation have unique access codes.

❒ Ensure that each user’s access is restricted to
the information needed to do his or her job.

❒ Outline physician responsibilities for 
protecting the confidentiality of health informa-
tion in the medical staff bylaws or rules and
regulations.

❒ Outline employee responsibilities for pro-
tecting the confidentiality of health information
in the employee handbook.

❒ Train everyone with access to health infor-
mation about confidentiality and their responsi-
bilities regarding confidentiality.

❒ Review vendor contracts for outsourcing of
health information to ensure that they include
provisions regarding confidentiality and informa-
tion security.

❒ Ensure that system managers, network man-
agers and programmers do not have unlimited
and unrecorded access to patient information. 
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HIPAA Publication Release Dates
Standard NPRM Published Expect Final Rule

Notices of proposed rule making (NPRMs) already published:

Transactions and Coding May 7, 1998 November 1999
National Provider Identifier May 7, 1998 December 1999
National Employer Identifier June 16, 1998 December 1999
Security Aug. 12, 1998 December 1999

NPRMs in development:

National Health Plan Identifier December 1999 May 2001
Claims Attachments September 1999 September 2000
National Individual Identifier (On hold pending privacy legislation)

Source: The Department of Health and Human Services, Washington, DC.



❒ Monitor access to information and put cor-
rective action plans in place for violation of orga-
nization policy.

❒ Perform risk assessments to prioritize and
continually improve the security of the systems.

❒ Maintain current knowledge of information
security issues and industry response to these
issues. Read books and publications and attend
seminars.

ELECTRONIC SIGNATURE
❒ Identify the use of the electronic signature in

your organization.
❒ Perform a gap analysis for electronic signa-

ture applications to assess compliance with pro-
posed standards for electronic signatures. 

❒ Become familiar with the electronic signa-
ture standards and standards development
organizations.

❒ Discuss the proposed requirements with cur-
rent vendors who may be supporting your orga-
nization’s information systems.

❒ Familiarize yourself and employees with new
and emerging information security technologies.

❒ Research various certificate authorities 
to determine costs and identify a potential 
candidate.  ■

The night the lights went
out in New Hyde Park
Will your Y2K contingency plan work as designed?

When news of a power blackout at a Long
Island medical center in March hit an on-

line bulletin board relating to year 2000 (Y2K)
topics, the messages began to fly. Health informa-
tion managers and other hospital personnel
responsible for Y2K testing and planning wanted
details: Was the outage due to a computer mal-
function? Was patient care compromised? How
did staff respond to the unexpected crisis?

Implicit was the question: Could this happen
to us, too? Luckily, the incident was not Y2K-
related, but it does underscore the importance
of considering how all components of a Y2K
contingency plan work together in case of an
emergency. 

The health information management depart-
ment reported no problems with medical records

or payment information as a result of the blackout.
Long Island Jewish Medical Center (LIJ) in

New Hyde Park, NY, for example, thought its
emergency generators would turn on in case of 
a power outage. But it didn’t expect the outage 
to also affect the trigger mechanism for the 
generators.

Dancing in the dark

The blackout happened at 5:58 p.m. on a
Wednesday evening when two of three divisions
of the LIJ suddenly went dark. LIJ is a 829-bed
voluntary, nonprofit, tertiary care teaching hospi-
tal. Its three divisions include Long Island Jewish
Hospital for adult care, Schneider Children’s
Hospital for pediatrics, and Hillside Hospital for
psychiatric care. Hillside was not affected by the
blackout.

The medical center had four emergency gener-
ators in place to begin operating in case of a
power blackout. They failed to turn on once the
power went out, and the scramble to secure 527
patients began.

Everyone in the medical center responded
according to its in-house emergency disaster
plan, says Ellen Mitchell, a community relations
spokeswoman for LIJ.

“Staff remained on [duty], and others came in
to help as word spread through the media. The
hospital immediately established a command
post and was in constant communication with all
areas of the hospital [since] telephone communi-
cation was not affected.”

Staff immediately put battery-powered lights
and equipment into use, Mitchell says. According
to news reports, about 55 patients were on electri-
cally powered ventilators at the time of the out-
age. The ventilators had battery power, but some
manual assistance was needed to keep the
machines working at a proper level. Surgeons
completed two ongoing procedures under bat-
tery-powered lights.

Staff placed extra blankets on babies in the
neonatal intensive care unit, and medical resi-
dents used ice to keep the blood in the blood
bank fresh.

No patient injuries were reported, and staff —
from doctors to housekeepers — were later com-
mended for responding quickly to the emergency
and for staying calm. In 47 minutes, the power
returned, but the search for the cause of the out-
age continued in earnest.

At the time of the blackout, a crew for the local
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utility company, Consolidated Edison, was work-
ing on one of four 27,000-volt power “feeder”
lines outside the hospital.

“The hospital’s emergency generator system
relies upon the operation of at least two of four
feeder cables that come into the medical complex
on Consolidated Edison lines,” Mitchell explains.
“At first it was thought that the Con Ed work
interrupted the operation of only two of the
feeder cables.”

In its work, the crew had turned off one of the
feeder cables. However, it also interrupted the
operation of two more feeder cables and not only
turned off the electricity, but turned off the start-
up mechanism for the emergency generator, as
well.

The medical center has since replaced the trig-
ger mechanism that failed that night. The inci-
dent has also resulted in LIJ and Consolidated
Edison establishing a new policy that takes affect
any time work is being done on or around the
hospital premises.

“Both the hospital and the utility company will
have overseers on site and in constant communi-
cation,” Mitchell says. “Prior to any work com-
mencing, the hospital’s emergency backup
generator system will be turned on, so that if a
cable is inadvertently put out of commission, the
emergency system will already be in place.”

Other than the improved communication,
Mitchell says the medical center sees no reason to
alter its emergency disaster plan. “It worked as
was,” she says.  ■

Report shows status
changes in Y2K compliance

Continuing the trend that has plagued year
2000 (Y2K) remediation efforts, nearly one-

third of the compliance status changes detected
in April by Infoliant Corporation’s Compliance
Tracker were negative as manufacturers disclosed
previously unknown Y2K issues or announced

the discontinuation of support for noncompliant
products.

The report tracks and reports the Y2K compli-
ance status of more than 33,000 desktop, network,
and enterprise software and hardware products
from more than 600 hardware and software man-
ufacturers. No single manufacturer dominated
the results of the April Compliance Tracker Delta
Report; however, many manufacturers did
change the compliance status for multiple prod-
ucts. In total, 604 products underwent a status
change in April, slightly more than the number of
changes recorded in the March Delta Report.

The Pittsburgh-based Infoliant found that
another one-third of the changes logged in April
were attributed to a product’s re-designation as
“Pending Evaluation.” Most of the remaining
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products that had compliance changes in April
were moved from “Pending Evaluation” to a
known status, often after Infoliant’s research
team made direct requests for disclosure from 
the manufacturer. 

There were also several dozen instances of
manufacturers delivering Y2K patches or
upgrades for products that were previously cat-
egorized as noncompliant. For more informa-
tion about Infoliant’s Compliance Tracker Delta
Report, visit the company’s Web site at http://
www.infoliant.com.  ▼

GAO official criticizes FDA 
Y2K information-gathering

Billing disruptions in Medicare are likely to be
slight, but patient care problems stemming

from malfunctioning medical equipment could
be a major problem on Jan. 1, 2000, witnesses
told a joint hearing of two House Commerce
subcommittees.

One witness, Joel Willemssen of the General
Accounting Office in Washington, DC, warned
that available information on year 2000 (Y2K)
readiness throughout the health care sector —
including providers, insurers, manufacturers and
suppliers — “indicates much work remains in ren-
ovating, testing, and implementing compliant sys-
tems.” Willemssen criticized the Food and Drug
Administration (FDA), which is responsible for
ensuring that medical equipment does not mal-
function when the year 2000 begins. 

While FDA did request information from equip-
ment manufacturers on potential Y2K problems
and posted the information on a Web site, “it was
not detailed enough to be useful,” Willemssen tes-
tified. “Specifically, FDA’s list of compliant equip-
ment lacked information relating to the particular
make and model of the equipment.” 

Even more serious, said Willemssen, FDA did
not require device makers to submit test results
certifying compliance. When three hospitals sent
engineers to independently verify certification
claims, Willemssen testified, “several of these
engineers informed us that their testing identified
some noncompliant equipment that the manufac-
turer has previously certified as compliant.’’
Among those items was a cardiac catheterization
unit, a pulse oximeter and medical imaging
equipment. 

The FDA and representatives of the medical
device industry declined to send witnesses to the
hearing, members of the subcommittee said.  ▼

Internet service connects
candidates with jobs

Job seekers can now confidentially market their
qualifications over the Internet to health care

employers through the new Connection to Health
Careers Candidate Registry. A free service, the
Candidate Registry can be accessed at http://
www.hic.org/jobs.

The registry focuses exclusively on health care
opportunities. It features a Personal Profile Service
that enables job seekers to build a detailed elec-
tronic resume of their skills, qualifications, and
employment history. 

This information is then deposited in the
Connection to Health Careers database, which
health care employers search to find specific
candidate characteristics that match the require-
ments of their job openings. Job seekers are con-
tacted via e-mail for interviews or additional
information. Individuals who want to partici-
pate in the Candidate Registry, but do not cur-
rently have an e-mail address, are directed to a
free e-mail service.

Connection to Health Careers is a service of the
Healthcare Information Corporation, a subsidiary
of the Hospital Council of Western Pennsylvania
in Pittsburgh.  ■
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