
HIPAA deadline may have come and
gone, but privacy concerns continue
Privacy policies will continue to tighten, access managers say 

Although the Health Insurance Portability and Accountability Act
(HIPAA) privacy standard became effective in April, hospitals
will be improving and refining their HIPAA policies for some

time to come.
Several access directors working to complete HIPAA preparations in

late March told Hospital Access Management that they felt comfortable
with the groundwork that had been established, but wouldn’t know for
sure how policies and procedures would play out until they were put
into practice. 

Swedish Covenant Hospital in Chicago, where Gillian Cappiello,
CHAM, is senior director of access services and chief privacy officer
(see related story, p. 51), has been preparing for HIPAA implementation
for more than a year, Cappiello says, with some initial help from a con-
sulting group.

“We are fairly confident that we have addressed all the issues,” 
she says. “I feel comfortable that people walking in won’t have their
privacy violated. Confidentiality is something that we have always
addressed.”
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SARS: What U.S. hospitals can learn from Canada 

Hospital clinicians in the United States are watching with grave concern
as severe acute respiratory syndrome (SARS) — a rapidly emerging

infection with unclear treatment options — strikes the health care system
of their Canadian colleagues. Particularly beset is the city of Toronto,
where nosocomial spread from unsuspected hospital patients set off an
epidemic that has resulted in the quarantine of 9,000 people.

With sporadic, but increasing SARS cases appearing in the United
States, the lessons learned in Toronto can provide critical guidance for

(Continued on page 59)



The ongoing HIPAA focus, Cappiello notes,
“will be on the ‘extra things,’ the things that
won’t happen often or may never happen. We’ve
got a long way to go to really tighten [compli-
ance] the way we want it to be.”

The consulting group conducted a gap analysis
of the facility, breaking down concerns into cate-
gories of high, medium, and low risk, she adds.
“We’ve only had time to address high-priority
issues.” 

Lower-profile HIPAA issues that will be
addressed in the coming weeks, Cappiello says,
include the following:

• Right to disclosure

Although, under HIPAA, hospitals don’t have 
to account for their use of protected health infor-
mation (PHI) for treatment, payment, and opera-
tions (TPO), or if the patient signs an authorization,
she notes, there are some PHI uses that must be
reported to patients if they ask.

Those uses include, among other things, reports
of gunshot wounds, communicable diseases, births,
deaths, and electro-convulsive therapy treatments
in the psychiatric department, Cappiello says. “We
have a database for certain disease-management
issues. If information is used within the hospital,
fine, but anything that goes out of your facility
[would have to be disclosed].”

• Facility-related issues
With many hospitals in a space crunch, she

points out, “A lot of areas are too small for the
kind of operations being managed. So how do
you prevent people from overhearing your dis-
cussion with another patient?”

One of the things Swedish Covenant will be
doing, Cappiello says, is reevaluating all patient
care areas with this in mind. The questions will
be, she adds, “What can we do, what can we
change in the physical layout, and what should
we keep in mind if remodeling or building new
areas [to ensure patient privacy]?”

• Job descriptions
As new job descriptions are written, she points

out, each one has to describe the “minimum
[access to PHI] necessary” for that person to do
his or her job. It was doubtful that all hospital job
descriptions would be revised by April 14, she
says, “but that doesn’t mean we won’t be abiding
by the rule.”

• System access
When it comes to concerns about system access,

Cappiello says, the privacy standard overlaps
with the HIPAA security regulations, which were
final at the end of February 2003 and become law
April 21, 2005.

“How do you make sure people have access in
the system only to the things they need?” For-
merly, she says, all access personnel at Swedish
Covenant had a module on the computer that
allowed them to look at results of patient tests.

“We don’t need that, so we made sure to take
that off the menu, Cappiello says. “We’re work-
ing our way through [that process], but it won’t
be totally completed by April 14.”

There is no problem, she adds, “as long as
everyone understands that even if the whole
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Take a deep breath, now 
prepare for EDI deadline
Testing already should have begun

Just as access managers take a breath after
rushing to make sure their hospitals are in

compliance with the privacy standard, it’s time
to kick into gear for the upcoming HIPAA trans-
action code-set deadline, which is Oct. 16, 2003.

The HIPAA transaction standard establishes
the content and format to be used in the elec-
tronic submission of claims and other adminis-
trative data between health care entities,
including providers and health plans.

Although that deadline is a few months away,
Gillian Cappiello, CHAM, senior director for
access services and chief
privacy officer at Chicago’s
Swedish Covenant Hospi-
tal, points out that hospi-
tals were to begin testing
their electronic data inter-
change (EDI) processes on
April 16, 2003.

“You have to have a file
or something out there to start sending to clear-
inghouses or [other health care entities],” she
says. “We use a company called Nebo Systems
Inc. [based in Oakbrook Terrace, IL] for on-line
insurance verification and eligibility. It has a
product called eCare that puts edits on the
billing side. So we have to make sure [that
company] is compliant.”

Most of what had been holding up progress
is that Medicare and most state Medicaid pro-
grams were not ready to proceed with EDI,
Cappiello notes. 

Liz Kehrer, CHAM, system administrator
for patient access at Centegra Health System in
McHenry, IL, has been focusing extensively on
HIPAA compliance preparations. 

One of the paths she followed during her
research regarding transaction and code-set reg-
ulations began with the reference in a HIPAA
guidebook to ISO (International Organization
for Standardization), the Geneva-based organi-
zation that was cited as the source to use for the
codes to be used in referring to various coun-
tries in electronic health care transmissions. 

“Every business that interacts with the pro-
cessing of the claim must follow a standard
format,” Kehrer notes. 

That ensures that all health care entities
communicating about, say, the hospital care
received by a person on vacation or someone
studying abroad, are speaking the same lan-
guage, she adds. “When submitting a claim,
they all must refer to a country with the same
identifier.”

The most difficult thing about the HIPAA
regulations, Kehrer points out, is that they don’t
explain how to go about doing that. While com-
municating with her peers across the country
on a listserv, she discovered that many were not
aware of the HIPAA guide from Washington
Publishing Co. that has been instrumental in
her preparation.

It’s titled “National Electronic Data Inter-
change Transaction Set
Implementation Guide,
Health Care Claim:
Institutional,” and is
available through
www.wpc-edi.com as
either a bound docu-
ment or an electronic
document, Kehrer adds. 

Using an Internet search engine, she adds,
Kehrer ultimately found that the ISO country
codes are kept current by the United Nations,
which has a listing of codes and abbreviations
on its web site.

“We had to go into our computer system and
update [the abbreviations] we had, so [commu-
nications are accurate] if we have a patient
from a particular country who has insurance in
that country,” Kehrer says. 

The guide also addresses such issues as what
information in the UB92 paper claim needs to
be passed over to the electronic claim, she
adds. 

“Another piece is the requirement for the
weight of a newborn,” Kehrer points out.
“Some [providers] may be using pounds, some
grams, but remember that because we’re stan-
dardizing, the information needs to be on the
claim in consistent format.”

“We’re educating the staff in our obstetrics
area that when a newborn is registered, the
weight is part of that communication,” she
adds.  n

Most of what had been holding up
progress is that Medicare and most
state Medicaid programs were not

ready to proceed with EDI, 
Cappiello notes. 



chart is in front of you, you don’t read it all. It’s
about holding people accountable.” 

The proper approach to the HIPAA privacy
provisions, Cappiello suggests, is that protecting
patient information is a moral and ethical obliga-
tion. “Now it’s not only the right thing to do, it’s
illegal if you don’t.”

Her hospital has a policy of not sending any-
thing outside its firewall that is not encoded, she
adds. 

• Variation by state
“Another thing that makes [HIPAA implemen-

tation] really challenging,” she points out, “is that
it varies by state. If the state has privacy laws that
are more stringent than HIPAA, health care enti-
ties abide by the more stringent rule, Cappiello
says. “A lot of states didn’t do their preemption
analysis.”

A few weeks before the implementation dead-
line, she notes, Swedish Covenant was scheduled
to review state law and compare it to hospital
policies. “We may have to do revisions, but I
don’t think so.” 

• Ongoing training
To ensure that all employees are HIPAA-savvy,

the hospital has added instruction on the privacy
standard to its new employee orientation and to
the annual required annual validation and educa-
tion (RAVE) program for all employees, says
Cappiello.

HIPAA privacy information will be rolled into
the existing confidentiality and patient rights
segment of the RAVE curriculum, which also
includes such topics as business conduct, cul-
tural diversity, infection control, risk manage-
ment, process improvement, guest relations, as
well as other requirements from the Joint Com-
mission on the Accreditation of Healthcare Orga-
nizations, she adds.

Getting staff ready

Swedish Covenant completed its HIPAA man-
agement training on March 6, and the managers
were responsible for training their staffs by April
6, Cappiello notes. “We did an entire overview,
rolling out new policies and procedures as they
affect departments.”

Sessions addressed such issues as how the
nursing unit physically manages the flow of
information, she says. “There is a board they 
put up with patient names, for example. It was
about what is reasonable. If you can’t do with-
out something entirely, do it so the least possible

[information is revealed]. It’s the whole ‘mini-
mum-necessary’ idea.”

As the privacy deadline approached, Liz Kehrer,
CHAM, system administrator for patient access at
Centegra Health System in McHenry, IL, was con-
ducting classes for access staff designed to make
sure they understood the fine points of implement-
ing HIPAA policies.

The two-hour class, presented in 13 different
sessions to accommodate staff schedules, is a
combination of hands-on computer training,
instruction in posing questions to patients, and a
review of procedural changes “and what they
mean to us,” she says. After reviewing policies,
departmental procedures and changes in the
computer screen, participants role-play interac-
tions with patients, Kehrer adds.

Among other things, Kehrer goes over with
staff the list of ways in which the hospital will use
patients’ PHI, she says. “This is a document we
will give to every patient at every registration.
This [class] gives the registrars an opportunity to
review the information so they can answer patient
questions.”

“We recommend,” Kehrer adds, “that staff
actually read what the notice of privacy says.”

To attend Kehrer’s class, she says, staff had to
bring a certificate showing they had completed a
computer-based class called HIPAA Overview.
Participants also receive a certificate upon com-
pletion of her class. 

“I feel really comfortable [about the implemen-
tation date],” Kehrer said. “We had a fabulous
multidisciplinary team and as a result, we’re
pretty prepared.”

Kehrer has spent months overseeing myriad
preparations, ranging from fine-tuning the proce-
dure whereby patients can request an alternate
address for hospital communications to develop-
ing a script for determining if people want to opt
out of being listed in the facility directory.

The script she has written for registrars to use,
one of a number of procedures reviewed in the
HIPAA class, is, “Do you agree to have your
name included in our facility directory, which is
used to give your location to visitors, callers, and
community clergy, and accept floral deliveries?”

When patients do opt out of being included in
the directory, Kehrer notes, an alert sticker is
placed on the registration plate and the words
“opt out” are stamped in red on the face sheet.

Private registration offices are in place to safe -
guard patient confidentiality and the hospital has
contracted with an outside company to shred not
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just paper, but all items that contain protected
health information, she says. 

That includes such items as IV bags, water
jugs, plates — anything with a patient identifica-
tion label, Kehrer explains. “There are so many
different things with labels affixed that we can’t
just throw in the trash.”

Paper — which registrars used to discard in a
container under their desks — and other items
containing PHI are now placed in tall containers
with a locked door in front and a drop slot, she
adds. “[The materials] stay there until the con-
tainer is emptied and the items are destroyed.”

Registrars, who as part of HIPAA changes now
interview patients in private offices, no longer
leave any paperwork on their desks, Kehrer says.
“They used to place [registration packets] face
down on their desks, but now as they complete
them, they are putting those packets in a drawer.”

The concern, she notes, is that when registrars
leave the room to pick up face sheets or go to the
registration plate maker, the desk is briefly left
unattended. “This is an example of taking what-
ever precaution we can to protect the privacy of
our patients, to prevent unintentional access by a
nonauthorized individual.”

Despite such extensive preparation, Kehrer
says, there are things that won’t be known until
hospitals have lived with their new policies for a
while. “As situations arise, we may need to go
back and tweak some of the procedures. I see this
as very evolutionary.” 

Only time will tell, for example, how many
patients will request special handling, she points
out. “Having documented the patient’s request is
crucial. If there’s an issue down the road, you
have that written down.”

In response to HIPAA requirements, the hospital
has modified its face sheet to include a field labeled
“alternate patient address,” Kehrer says, going so
far as to highlight the area to make it more visible.
“Then someone [from the nursing department]
asked, ‘Can you have staff circle it because when
we’re photocopying it won’t show up?”

Under HIPAA, patients may request that bills
and other hospital communications be sent to a
location other than their primary address and
that calls regarding their hospital care be made to
another telephone number. 

At Centegra, patients will be informed of this
option in a privacy notice handed out along with
patient rights and advance directives informa-
tion, Kehrer says. The patient may then ask for
the special accommodation.

“I don’t anticipate it being used a lot, but I
could be mistaken,” she adds. “Only time will
tell, but I want us to have the processes in place.”

Centegra has made changes to its consent
form, Kehrer notes, in response to the HIPAA
provision regarding use and disclosure of patient
information. “That section is reworded because
we no longer have to ask permission to [provide
records] to an employer or insurance company as
part of TPO.”

Collaborating with privacy officer

At Saint Joseph Regional Medical Center in
South Bend, IN, Pearlena Robinson, CHAM,
director of patient access, says she has worked
hand in hand with the hospital’s privacy officer
throughout HIPAA preparations. 

As the implementation deadline approached, the
two were making joint presentations on HIPAA
implementation to patient access employees at the
three hospitals for which she is responsible. 

“There are always questions [from staff],” she
says, “about a parent that brings in a child and
wants us to bill a husband, or a pregnant [teen-
ager] who doesn’t want her parents to know.”

It’s been helpful, Robinson notes, for the pri -
vacy officer, who also is part of the hospital’s
legal counsel, to hear firsthand about the issues
that registrars deal with on a daily basis.

Robinson says Saint Joseph — part of the large
Novi, MI-based Trinity hospital chain — is in
great shape regarding HIPAA. “We’re fortunate
in that our [computer vendor] has made changes
to the system that will help.”

“According to the HIPAA regulations, you
only have to make the notice of privacy available
to the patient once,” she adds. “In our [computer]
system, the acknowledgement of distribution of
that document will be stored at the master-per-
son-index level, so for any subsequent visits we
don’t have to deal with the privacy notice.”

Other changes in the system have been made
to accommodate patients who request that a hos-
pital visit be kept from family members, Robin-
son says, including an alternate address field in
the registration screen.

“We also have the capacity to make note of it if
the person says not to leave telephone messages,”
she adds. “The registrar just asks, ‘Is it OK to
leave a message at this number?’ If the answer is
no, no messages are left.”

The address and phone information is gath-
ered on a visit-by-visit basis, Robinson says, and
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more often than not will be handled at the time of
scheduling.

The multidisciplinary HIPAA team that has
met biweekly for the past year or so was to con-
tinue after the implementation date, she says,
both to ensure that all is in order regarding the
privacy regulations and to begin preparations for
the HIPAA security standard deadline.

[Editor’s note: Gillian Cappiello can be reached at
(773) 878-8200, ext. 5051, or at gcappiel@schosp.org.
Liz Kehrer can be reached at (815) 344-5000, ext.
4061, or at lkehrer@centegra.com.] n

Still need HIPAA help? 
Check out on-line sites
Resources clarify regulation concepts

As hospitals fine-tune their HIPAA compliance
policies and procedures, savvy access man-

agers continue to find the Internet a rich source of
information. It’s particularly helpful for those who
might still be involved in a crash course in HIPAA
readiness.

Just weeks before the HIPAA privacy deadline,
says Gillian Cappiello, CHAM, senior director of
access services and chief privacy officer at Swedish
Covenant Hospital in Chicago, she was receiving
phone calls from people whose hospitals hadn’t
even begun preparations.

“They didn’t have legal counsel, hadn’t done
gap analysis, or gotten consulting help, she adds.
“It helps you get organized, although you don’t
have to have it.”

Even with sample policies and other information
available on-line, Cappiello notes, such last-minute
scenarios still posed “a heck of a challenge.”

Because it took so long for the privacy rule to
become final, she says, health care providers
early on had the tendency to “take [privacy mea-
sures] to the extreme. People initially thought
[patients] couldn’t sign their names in the wait-
ing room, that everybody needed beepers, rather
than have their names called out.” 

There was concern that nursing, for example,
couldn’t display an information board for fear of
violating patient confidentiality, Cappiello adds.
“Yes, you can, but just restrict [content] to the
minimum amount of information needed to 
make sure you treat the right patient.”

To avoid misinterpretation and misunderstand-
ing by the public, she says, Swedish Covenant
includes examples of what is and is not allowed in
its privacy notice. “We would rather the patient be
educated and we can address any concerns.”

Despite hospitals’ best efforts, Cappiello says,
she suspects there will be “frivolous lawsuits, as
with anything in the health care field. I’ve already
had phone calls [before the deadline] from people
saying, ‘You’ve violated my privacy.’”

As a source for all kinds of HIPAA-related
information, she recommends the web site
www.hhs.gov/ocr/hipaa.

Among other things, it provides a detailed
explanation of the “minimum [information]
necessary” concept and an extensive list of fre-
quently asked questions.

Here are sample questions, with some of the
answers condensed:

Question: What is the difference between con-
sent and authorization under the privacy rule?

Answer: The privacy rule permits, but does
not require, a covered entity voluntarily to obtain
patient consent for uses and disclosures of pro-
tected health information for treatment, payment,
and health care operations. Covered entities that
do so have complete discretion to design a pro-
cess that best suits their needs.

By contrast, an authorization is required by the
privacy rule for uses and disclosures of protected
health information (PHI) not otherwise allowed
by the rule. Where the privacy rule requires
patient authorization, voluntary consent is not
sufficient unless it also satisfies the requirements
of a valid authorization. An authorization is a
detailed document that gives covered entities
permission to use PHI for specified purposes,
which are generally other than for treatment,
payment and operations, or to disclose PHI to 
a third party specified by the individual. 

Question: May physician offices use sign-in
sheets or call out the names of patients in their
waiting rooms?

Answer:Yes. Covered entities, such as physician
offices, may use patient sign-in sheets or call out
names in waiting rooms, so long as the information
disclosed is appropriately limited. The HIPAA
privacy rule explicitly permits the incidental disclo-
sures that may result from this practice, for exam-
ple, when other patients in a waiting room hear the
identity of the person whose name is called, or see
other patient names on a sign-in sheet.
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HIPAA interest, expertise 
leads to job expansion 
‘It’s a wonderful fit’ 

While providing headaches to many health
care professionals across the nation, the

challenges of HIPAA implementation led to a
promotion and career expansion for at least one
access services director.

When discussions began several years ago
about the provisions of the Health Insurance
Portability and Accountability Act (HIPAA),
Gillian Cappiello, CHAM, director of access ser-
vices at Chicago’s Swedish Covenant Hospital,
was reporting to the hospital’s vice president of
information systems (IS).

“He later left, but in the meantime he was
actively getting me involved in early discussions
regarding HIPAA,” she says. Cappiello, the IS
vice president, and others went to a three-day
workshop in November 2001 sponsored by a 
law firm that later formed a coalition to provide
HIPAA consulting. 

Soon after, the group did a gap analysis for the
hospital, she notes. “So I’ve been involved [in
HIPAA preparations] from day one.”

When the information systems VP left, he

wasn’t replaced, but his responsibilities were
assumed by the senior director of information
systems, Cappiello explains. “We have a legal
counsel on staff, and between the three of us,
we kept things rolling [toward HIPAA compli-
ance]. We were the beginning of a steering
committee to which we added nursing and a
facilities person.”

When it came time to designate a chief privacy
officer — a requirement of the HIPAA privacy stan-
dard, she adds, “I was deemed an appropriate per-
son.” The new position included a promotion.
Cappiello now is senior director of access services
and chief privacy officer. (See job description, p.
56.)

“It’s a wonderful fit,” she says, not only
because of her early involvement in the HIPAA
process, “but because I’ve always had kind of a
passion for privacy.” She was the one, Cappiello
says, who habitually reminded employees to
safeguard the information on their computer
screens to protect patient confidentiality.

“Access interacts with all the hospital depart-
ments, anyway,” she points out, “and are the start
of data collection. So many of the things HIPAA
requires — such as providing notice of privacy
practices and giving patients the right to opt out
of facility directories and request confidential
communication — are handled in access.”

“If we’re beginning the process,” Cappiello
adds, “why not see it all the way through?”

In addition, she notes, “One of the key
involvements access has with the [Oakbrook Ter-
race, IL-based] Joint Commission for Accreditation
of Healthcare Organizations is on the privacy issue.
“If surveyors do come through your department,
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However, these incidental disclosures are
permitted only when the covered entity has
implemented reasonable safeguards and the mini-
mum necessary standard, where appropriate. For
example, the sign-in sheet may not display medical
information that is not necessary for the purpose of
signing in (for example, the medical problem for
which the patient is seeing the physician).

Question: How are covered entities expected
to determine what is the minimum necessary
information that can be used, disclosed, or
requested for a particular purpose?

Answer: The HIPAA privacy rule requires a
covered entity to make reasonable efforts to limit

use, disclosure of, and requests for PHI to the
minimum necessary to accomplish the intended
purpose. To allow covered entities the flexibility
to address their unique circumstances, the rule
requires covered entities to make their own
assessment of what PHI is reasonably necessary
for a particular purpose, given the characteristics
of their business and work force, and to imple-
ment policies and procedures accordingly.

This is not an absolute standard. . . . Rather 
this is a reasonableness standard that calls for an
approach consistent with the best practices and
guidelines already used by many providers and
plans today to limit the unnecessary sharing of
medical information.  n
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Senior Director of Access Services and Chief Privacy Officer Job Description
BACKGROUND INFORMATION
Job Title: Senior Director of Access Services and Chief Privacy Officer
Reports To: Vice President of Finance
Supervises: Manager, Access Services & Admitting/Registration

JOB SUMMARY
Accountable for development, implementation, and maintenance of all Access Services and Admitting/Registration functions. Respon-
sible for ensuring staff compliance with policies and procedures. Accountable for ensuring appropriate reimbursement and collections.
Responsible for the development and review of capital and operating budgets. Serves as the organization’s Chief Privacy Officer and
oversees hospitalwide compliance with HIPAA regulations including the development of privacy policies and procedures, training and
education, receiving and acting on complaints and breaches in privacy, and documenting and reporting on all HIPAA-related activities.

RESPONSIBILITIES
Essential Functions
• Demonstrates a commitment to the mission of the hospital and demonstrates a service orientation and adheres to all responsibili-

ties and standards of the hospital.

Senior Director of Access Services
1. Directs, oversees, and is accountable for all Access Services and Admitting/Registration functions. (Includes: admitting, outpa-

tient registration, emergency department registration, pre-admissions, insurance verification and pre-authorization, outpatient 
appointment scheduling, physician referral, community event scheduling, and cashiering)

2. Accountable for the development, implementation, and compliance with all department and hospital polices and procedures
3. Accountable to ensure appropriate reimbursement and collections for all hospital services
4. Ensures the highest quality and timely delivery of services and customer service standards of excellence
5. Accountable for the development and review of the capital and operating budgets
6. Accountable for the development of staff orientation, training, and education
7. Provides leadership and mentoring, and ensures an environment that promotes and supports the professional development and 

growth of employees

Chief Privacy Officer
1. Serves in a leadership role on the HIPAA Steering Committee
2. With the HIPAA Steering Committee, provides guidance and assistance in the identification, implementation and maintenance of 

the information privacy policies and procedures throughout the organization
3. Coordinates with Human Resources and Educational Programming the training and education for the HIPAA privacy compliance program
4. Oversees auditing and monitoring of privacy practices throughout the organization
5. Through a confidential telephone “hotline,” or direct communication, receives, documents, tracks, investigates and acts upon 

reports of noncompliance and potential privacy and security breaches
6. Works with the Security Officer and Compliance Officer to take appropriate action where issues of security or compliance need 

resolution
7. Consults with legal counsel on the interpretation of, and changes in law, as well as reports of noncompliance.
8. With the HIPAA Steering Committee reviews departments on an annual basis to assess the particular HIPAA compliance needs 

of the department
9. Has the authority to stop an instance of noncompliance and correct noncompliant activities
10. Has independent access to the President/CEO and Board of Directors and provides and annual HIPAA compliance report

PATIENT CARE/AGE-SPECIFIC RESPONSIBILITIES AND QUALIFICATIONS: Not applicable

QUALIFICATION/BASIC JOB REQUIREMENTS
Education & Experience
• Bachelor’s degree or equivalent
• Minimum five years’ management experience in hospital access services, admitting, or patient financial services.
Knowledge & Skills
• Outstanding customer service skills • Excellent communication skills — oral and written
• In-depth knowledge of HIPAA privacy regulations • Expert knowledge of medical terminology, anatomy, and medical coding
• Excellent organizational skills • Ability to effectively manage and prioritize multiple tasks
• Ability to delegate and supervise effectively • Effective problem-solving skills

LICENSE/CERTIFICATION
CHAM or other related professional certification preferred

INTERNAL AND EXTERNAL CONTACT
• Patients and patient family members   • All hospital department staff, managers, and executives  • Physicians and physician office staff

Source: Swedish Covenant Hospital, Chicago. 



that’s what they ask about. So it’s always been
something dear to my heart.”

Keeping access strong

When she talked with the hospital’s senior vice
president of finance about her new position, Cap-
piello says, “he was emphatic that while he wanted
me to do that, he didn’t want access [to suffer] as a
result.” The department was in good shape, she
notes, reducing claim denials and successfully
implementing a new collection procedure. 

Very much a hands-on access director, Cap-
piello took steps to delegate at least some of her
access duties, she says. “I did some internal pro-
motions, and my folks took on more day-to-day
responsibility.” 

“I was doing a lot of quality assurance and
[staff] training myself, and that has changed a lit-
tle,” Cappiello adds. “I’m still directing those
things, but have someone else to put them into
place.”

Balancing the two areas of responsibility in the
new position, which she assumed in January as
the April HIPAA deadline approached “has been
a stretch,” she notes. “There were a lot of proce-
dures to finalize.” 

Adding to the mix, Cappiello says, was the
learning curve for the access manager who had
been promoted from supervisor, and the training
required for the new supervisor who replaced her.

Serving as chief privacy officer has given Cap-
piello and her staff the opportunity to be much
more involved in the rollout of HIPAA policies
throughout the organization, she says. “We have
a heads-up on the rest of the hospital.”

HIPAA guidance at Swedish Covenant, she
explains, was organized around a steering com-
mittee, with seven subcommittees. Each steering
committee member took on the leadership of one
or more of the subcommittees, she says, which
covered such topics as privacy notices, documen-
tation, transaction code sets, facilities, education
and training, and business associates. An Individ-
ual Practice Association subcommittee created a
HIPAA manual for all the physicians, Cappiello
says.

“There was a lot of fact-finding, finding out
things from different departments that you didn’t
know they did,” she notes. “You have to know the
entire information flow — how it comes in, what
you do with it, and how it leaves your hands.”

“Again, it fits so perfectly with access,” she
adds.  n

Does statute require MSE 
for scheduled tests in ED?
Treat patient appropriately, expert says

[Editor’s note: This column runs occasionally in
Hospital Access Management and addresses ques-
tions regarding the Emergency Medical Treatment and
Labor Act (EMTALA).]

Question: Some of our physicians insist on
sending their patients to our ED for injections to
treat ongoing medical conditions. One patient
was scheduled for magnetic resonance imaging
(MRI), but due to back pain, he was unable to lie
still for the test. The physician ordered a narcotic
injection to be given to assist the patient in get-
ting through the test. Even though the MRI was
scheduled and the injection order was included
with the MRI order, we in the ED refused to
administer the medication without a medical
screening examination (MSE). The physician was
irate, and the patient left unhappy. Did we do the
right thing? 

Answer: “Generally speaking, an irate physi-
cian and unhappy, untreated patient should be
confirmation enough that you did not do the
right thing,” according to Robert A. Bitterman,
MD, JD, FACEP, director of risk management and
managed care for the department of emergency
medicine at Carolinas Medical Center in Char-
lotte, NC. 

The when-in-doubt rule to follow is to treat the
patient appropriately medically, rather than be
overly preoccupied with legal consequences, he
says.

“Recognize too, that EMTALA is a complaint-
driven process,” says Bitterman. “CMS [Centers
for Medicare & Medicaid Services] does not con-
duct EMTALA investigations unless someone
complains about the care provided.”

The above patient presented to the hospital to
obtain an MRI, not to seek an MSE from the ED
for a potential emergency medical condition, 
he notes. “Do you do an MSE on every patient
administered barium in the radiology suite, to
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every patient given an insulin tolerance test, or to
every patient given adenosine for a cardiac stress
test in the cardiology noninvasive lab?”

In each of these instances, that patient’s physician
has ordered a study done at the hospital to be done
with a medication injection, exactly the same as an
MRI with narcotic or benzodiazepine to be done in
radiology, Bitterman says. 

The common denominator is that the patient is
not asking for an MSE from the ED, he says. “This
is the reason why EMTALA should not apply to
these situations.” 

Before EMTALA applies to a patient encounter,
the law requires two triggering elements to be pre-
sent, Bitterman explains. First, the patient must
come to the ED, and second, the patient or some-
one on the patient’s behalf actually must request
examination or treatment for a medical condition. 

“Interestingly, if CMS was consistent in its
interpretation of the law, it would require every-
one presenting to the hospital for any examina-
tion or treatment of any medical condition to be
provided a medical screening exam,” he adds. 

CMS officials contend that anywhere on hospi-
tal property constitutes “coming to the ED,” Bit-
terman says. According to the regulations, every
patient who presents to the lab for a routine
blood draw has “come to the ED.”

The statute requires an MSE for everyone
requesting “examination or treatment of a medi-
cal condition,” he explains, noting that the lan-
guage does not say “for examination or treatment
of an emergency medical condition.” Therefore,
by the letter of the law, every patient at the hospi-
tal for a routine blood draw should be given an
MSE, Bitterman says. 

“Ludicrous, but that’s what the statute would
require if CMS’ interpretation of the ‘comes to the
ED’ language was enforced,” he says. “What CMS
really means, and properly seeks to achieve, is
that patients truly seeking emergency care are not
denied such care by virtue of what department of
the hospital they enter.” 

Therefore, the rule to follow is that patients
outside of the ED, if seeking emergency care, are
deemed to have come to the ED and requested an
MSE, he says. 

CMS tries to mitigate its inconsistency by stat-
ing that patients presenting to the “ED,” which is
defined as “anywhere on hospital property,” for
scheduled care do not trigger EMTALA’s medical
screening requirement, he says. “The language of
the statute does not in any way differentiate sched-
uled care from unscheduled care — it’s simply a

ruse to get around an overly expansive definition
of ‘comes to the ED.’“ 

Bitterman recommends using an intake form
that simply asks, “Why are you here?” to docu-
ment the patient’s intentions and the fact that the
patient is expressly not requesting an MSE to deter-
mine if an emergency medical condition exists.

“Without such a request, EMTALA plainly does
not apply, and then the doctors, nurses, and the
patients can determine the parameters of proper
medical care, not the government,” he says. 

In the above case, Bitterman notes, it’s clear the
patient isn’t seeking emergency care, and EMTALA
should not apply. 

The easiest way to circumvent this problem is
to avoid administering the medications in the ED,
and instead allow nurses to administer the medi-
cations in radiology, he says. “The less patients
look like ED patients, the less likely CMS will
deem them to be ED patients, and thus trigger
unnecessary, unwanted, and unwarranted expen-
sive ‘medical screening’ examinations.”  n

New access director 
looks at ED collection
Effect on charity programs considered

Lori Judge, MS, HAS, director of patient finan-
cial services at St. Claire Regional Medical Cen-

ter in Morehead, KY, offers some feedback on her
hospital’s efforts at cash collection in the emer-
gency department (ED).

“At this time, we have decided to route all ED
patients back through registration when their visit
is finished,” says Judge, who assumed her posi-
tion in November 2002. “This way, the patient has
already been triaged and seen by a physician.”

There are one or two registrars in the ED at any
one time, she adds. “They have set up a system
so that when they register a patient, they note
payment next to the person’s name.”

When a patient’s visit is finished, Judge says, 
he or she goes to the registrar, who looks up the
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person’s name and tells him or her that the hospi-
tal will bill Medicare, Medicaid, or an insurance
company. In the case of self-pay accounts, the reg-
istrar asks for some payment toward the cost, she
notes.

“The exact amount has yet to be determined,”
Judge says, “but we were thinking of a set rate
for everyone, based on a percentage of the cost of
the average ED visit.”

Judge is in the process of determining how the

new process might impact the hospital’s charity/
indigent funding programs, she says. “I understand
we cannot collect any money from patients if we
refer them for financial assistance.”

Another idea under consideration is hiring a
financial counselor for the ED, Judge adds, sug-
gesting that in all likelihood the investment in
another full-time equivalent would pay off.

“It makes sense to do that,” she notes. “There are
a lot of uninsured people who come through the
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COMING IN FUTURE MONTHS

U.S. clinicians. To prepare yourself and your facility,
don’t miss SARS: What U.S. Hospitals Must
Learn from the Canadian Outbreak on May 6,
2003, from 2:30-3:30 p.m., EST, an audio confer-
ence program presented by Thomson American
Health Consultants.

Transmission within hospitals to health care
workers and patients has been clearly documented
in eight Toronto hospitals. Two hospitals have been
closed to all new admissions, with their staff, visi-
tors, and patients quarantined. A Toronto long-term
care facility is also under quarantine, a particular
concern because the mortality rate of SARS rises
with increasing age in the infected. Though numbers
were still increasing, as this bulletin was prepared
Toronto had some 160 SARS cases and nine dead. 

The first speaker is a physician who is dealing
directly with SARS patients in Toronto and leading
hospital efforts to prevent further spread to workers
and patients. Andrew Simor, MD, an infectious dis-
ease specialist at the University of Toronto and hos-
pital epidemiologist at Sunnybrook and Women’s
College Health Sciences Centre, will describe the
enormous impact on the city after SARS started with
one case patient returning from Hong Kong. He will
discuss both hospital transmission and infection
control measures to prevent further spread. 

Be prepared when a SARS patient walks into
your emergency department. Learn the lessons 
of Toronto, and receive a comprehensive update 
on the U.S. situation from the program’s second
speaker, Patti Grant, RN, BSN, MS, CIC, director of
infection control at RHD Memorial Medical Center in

Dallas. A board member of the Association for Pro-
fessionals in Infection Control and Epidemiology,
Grant will detail the U.S. SARS situation and pro-
vide practical advice on implementing new Centers
for Disease Control and Prevention guidelines to
prevent transmission. 

An apparent new corona virus that may well have
made the leap from an animal host to man, SARS
has rattled the health care community since its rapid
emergence from China. Many of the first cases have
been in health care workers. Get the latest informa-
tion on the etiology, modes of transmission, respira-
tory protection, protecting household contacts, and
possible treatment options. 

At the conclusion of this program, participants will
be able to:

• describe lessons learned by Canadian clinicians;
• employ measures to prevent transmission in

health care settings;
• discuss the phenomena of “super-spreaders”;
• summarize the most current information on the

etiology and mode of transmission of this emerging
pathogen.

Educate your entire staff for one low fee including
1 hour of CE, CME, or Critical Care credits for all
attendees. You may invite as many participants as
you wish to listen for the low fee of $299. Informa-
tion on obtaining audio conference instructions and
continuing education forms will be in the confirma-
tion notice, which will be mailed or e-mailed upon
receipt of registration. Your fee also includes access
to a 48-hour replay following the conference and a
CD recording of the program. For information, call
customer service at (800) 688-2421 or contact us
via e-mail at customerservice@ahcpub.com. When
ordering, please refer to effort code 80861. n

SARS audio conference
(continued from cover)



ED, and we’re losing the potential [for collection].”
If the financial counselor determined that a

patient was not eligible for financial aid, Judge
says, the hospital could attempt to collect some
payment toward the bill. “The No. 1 opportunity
to collect money is when the person is in front of
you. If a patient is self-pay, we might send them 
a letter [after the visit], but then there is no real
incentive for them to pay.” 

“Any information or suggestions about how
others address this issue would be helpful,” she
says, adding that St. Claire is a rural facility with
159 beds. 

[Editor’s note: If you have feedback for Judge, or com-
ments or information to share regarding any access topic,
please contact editor Lila Moore at (520) 299-8730.] n

HCA changes policies 
give more financial aid

The hospital chain HCA recently announced
plans to change its charitable care policies to

provide financial relief to more of its charity
patients and give needs-based discounts to unin-
sured patients who receive nonelective care at its
hospitals.

The planned changes, which are subject to
approval by the Centers for Medicare and Medi-
caid Services, would allow patients receive
nonelective care at an HCA hospital who have
income at or below 200% of the federal poverty
level to be eligible for charity care, a standard it
said about 70% of its hospitals have already been
using.

HCA also has issued a revised policy on its cri-
teria for filing liens or garnishment of wages of
patients who have not paid their hospital bills.
The policy prohibits placement of liens on pri -
mary homes worth less than $300,000 or garnish-
ment of wages for patients who have a proven
inability to pay.

For more information, visit the HCA web site
at www.hcahealthcare.com.  t

More ED crowding seen 
at large, urban hospitals

Hospitals experiencing the most problems
with emergency department (ED) crowding

are located in large metropolitan areas with high
population growth and a large percentage of
uninsured people, according to a recent report by
the federal government’s General Accounting
Office (GAO).

Facilities in areas with populations of 2.5 million
or more went on diversion a median of 162 hours in
fiscal 2001, compared with nine hours for hospitals
in areas with populations of fewer than 1 million
people. 

Hospitals in areas with higher percentages of
uninsured had almost twice as high a median per-
centage of patients leaving the ED prior to medical
evaluation, another measure of ED crowding the
GAO studied.

While two of every three EDs reported going
on diversion at some point during the year, fewer
than one in 10 hospitals was on diversion more
than 20% of the time.

For more information, go to www.gao.gov. Click
on “For the Press,” and enter the document number
GAO-03-460 under “Finding GAO documents.”  n
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HIPAA compliance: Technology 
plus culture plus operations
Train-the-trainer approach saved money on consultants

For Baystate Health System, a $1 billion integrated health system
operating in western Massachusetts, HIPAA compliance has been

seen as more than a technology issue. It also is a major cultural and
operational issue that has an impact on systemwide operations and
the way the system and its staff interact with patients.

Baystate HIPAA project manager Jim DiDonato described the
organization’s compliance efforts in a presentation at the Sixth
National HIPAA Summit in Washington, DC, saying that Baystate’s
approach to following the regulations includes technology solutions,
new and revised policies and procedures, new and revised contracts,
work force training, and ongoing maintenance and reinforcement.

Named one of the nation’s 100 leading integrated health care net-
works, Baystate is based in Springfield, MA, and includes an academic
medical center, two community hospitals, numerous outpatient facili-
ties and programs, an ambulance company, home care and hospice
services, an employed primary care provider group with multiple
sites, and other support services.

Included in its HIPAA compliance planning were the medical prac-
tices and ambulatory care services, administrative support, the ambu-
lance company, the three hospitals, Visiting Nurse Association and
hospice, infusion and respiratory services, and the employee health plan.
Not included were the for-profit HMO in which Baystate has a majority
interest and other affiliated organizations that are joint ventures.

Assessment identified many gaps

DiDonato says a steering committee and project teams initially per-
formed an assessment that compared the HIPAA regulations with
their current practices and identified gaps. Their security and privacy
assessment uncovered many items needing to be addressed, he says,
such as contracts that were not compliant, patient consents and
authorizations not compliant, patient information found in the trash,
patient charts exposed on hospital hallway walls and counters, fax
machines and printers left unattended, medical records not ade-
quately secured, computer terminals pointing toward the public,
employees and physicians not aware of existing policies, a need to
designate a security officer and a privacy officer, a need to conduct
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security certification, doors left unlocked (medi-
cal practices, hospital stairwells, and other
“secure” areas), and a need for new policies for
things such as passwords and workstation use. 

Following the assessment, they agreed on a
strategy to examine compliance options with a
focus on costs, risks, and resource needs. They
developed and implemented work plans to
obtain compliance by specified dates, and estab-
lished accountabilities and processes to ensure
ongoing compliance.

Presentations to many groups

With more than 8,200 employees spread across
four states, Baystate made a significant effort to
help people become aware of HIPAA and the
activities that would be undertaken. The purpose
of administrative simplification under the HIPAA
regulations was stated as “improving the effi-
ciency and effectiveness of the health care system
by standardizing electronic data interchange for

administrative and financial transactions, and
enhancing the security and privacy protections
over patient information.”

Presentations outlining the purpose, project
organization, and schedule were made to boards
of trustees and the board compliance committee,
senior executives, management teams from oper-
ating units, the community hospital medical
staffs, teaching hospital surgeons and residents,
community practice managers, and others.

Consultants were brought in to train selected
Baystate staff in a train-the-trainer approach that
saved some money over making total use of con-
sultants. A budget in excess of $1.6 million was
set for both capital costs and operating costs
related to necessary changes.

DiDonato shared with the Summit audience
Baystate’s security and privacy workplans and
time charts showing completion dates. He also pro-
vided information on the approval process used for
needed new privacy policies, and a listing of the
policies and communications that were involved. 

Training included an initial heads-up session
that HIPAA was coming, followed by “HIPAA
Lite,” Phase I training that included a manager’s
guide, handbook for employees, quiz, and video-
tape. Phase II was specific training on privacy poli-
cies, and included a manager’s guide, employee
handbook, and use of the system intranet for poli-
cies and forms and other resources. Role-playing
examples were built into the privacy training.

According to DiDonato, the group planned to
assess the situation after its April 14 compliance
date to see what had been missed and which proce-
dures were not working as planned. An additional
follow-up is scheduled for fall 2003, including com-
pliance reviews by the system privacy workgroup
and any necessary modifications or tweaking to
policies, procedures, and processes.

[Editor’s note: Contact DiDonato at (413) 784-
8100.]  n

CMS issues HIPAA checklist
for provider compliance
Checklist addresses business associates

The Department of Health and Human Ser-
vices’ Centers for Medicare & Medicaid Ser-

vices (CMS) has issued a checklist to help health
care providers who do business electronically
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and their business partners to comply with the
administrative simplification requirements of
HIPAA. 

HIPAA does not require a health care provider
to conduct all transactions such as claims or
equivalent encounter information, payment and
remittance advice, claim status inquiry and
response, eligibility inquiry and response, and
referral authorization inquiry and response elec-
tronically. But any of these things that are done
electronically must be done in the standard for-
mat outlined under HIPAA. 

“Whether you contract a third-party biller or
clearinghouse to conduct any of these transac-
tions for you,” the checklist says, “it is up to you
as the health care provider to see to it that your
transactions are being conducted in compliance
with HIPAA.”

Checklist items include:
• determining, as a health care provider, if you

are covered by HIPAA because you conduct any
of the typical transactions electronically;

• assigning a HIPAA point person to handle
the remaining checklist items, having that person
educate others on the office staff;

• familiarizing yourself with key HIPAA dead-
lines such as Oct. 16, 2003, the date providers
must be ready to conduct transactions electroni-
cally in the standard HIPAA format with health
plans and payers.

How HIPAA affects what you do — determine
that software is ready, find out what needs to be
done differently to comply for all electronic transac-
tions, ask vendors how and when they will be mak-
ing HIPAA changes and document the response.

Talk to health plans and payers you bill to see
what they are doing to prepare for HIPAA and
ask for trading partner agreements that specify
transmission methods, volumes, and timelines as
well as coding and transaction requirements that
are not specifically determined by HIPAA.  n

Payment processes 
could be changed
Encryption requirements eliminated

Medical Banking Project founder John Casillas
says that one of the changes in the final

HIPAA security rule eliminated any requirement to
encrypt electronically transmitted protected health

information, even over the Internet or other open
networks. Encryption now is an “addressable”
implementation specification, which means that a
provider or payer organization must determine if it
is appropriate to use the technology. Encryption
was one of many required procedures or technolo-
gies in the proposed rule that now are addressable
as the Department of Health and Human Services
seeks to make the final rule more scalable for
health organizations of all types and sizes.

Casillas says that many providers implementing
the security rule likely will decide encryption is a
reasonable and appropriate way to protect data,
but their trading partners may not agree. One area
providers will have to consider is the electronic
transmission of payment information — including
protected health information — between providers,
payers, and financial institutions. 

For instance, an insurer may electronically
transmit to its bank a payment file containing
payment instructions for a batch of claims from
multiple providers. The bank will transmit the
file to the banking industry’s automated clearing-
house network, which transmits the payments 
to the appropriate banks serving the providers
listed in the payment file. The individual banks
then will transmit electronic remittance advices
that contain protected health information to their
provider customers.

Technically, under the final security rule,
none of these transfers of information need be
encrypted. But to protect themselves from lia-
bility, providers will have to demand that their
payers and financial institutions adequately
encrypt the data. “That’s inevitable,” Casillas
adds. “Providers are the ones on the line and
will want to make sure their data is protected
throughout the entire banking system.”  n

Physician groups 
scared of HIPAA
Small groups have few resources available

San Francisco-area attorney Steven Fleisher,
who is HIPAA consultant to the California

Medical Association and provides compliance ser-
vices to providers and employers, says that health
care providers working in solo and small groups
have the fewest resources available to deal with
HIPAA compliance and are experiencing “fear

May/June 2003 / HIPAA Regulatory Alert 19



and loathing on the HIPAA trail.”
Speaking at the Sixth National HIPAA Summit

in Washington, DC, Fleisher described small physi-
cian practices as a “distressed cottage industry,”
noting that income is flat or even declining, while
costs continue to grow. “Doctors are unhappy with
their practice realities,” he asserted. 

Many providers are resisting HIPAA, accord-
ing to Fleisher, viewing it as yet another unreim-
bursed government mandate and expressing
concern about the changes it will bring about
and how much they will cost. Physician fear has
been made worse, he said, by “unscrupulous
pandering and rumor mongering” by vendors
and others, creating fear about penalties and
enforcement.

Physicians who use electronic means to engage
in covered transactions are considered covered
entities under HIPAA, Fleisher said, noting that
even use of a swipe card for eligibility determina-
tion could lead to being considered a covered
entity. Most physicians who bill will be covered
by HIPAA in the next several years, he indicated. 

Because the Department of Health and Human
Services’ Office for Civil Rights has said that its
enforcement of HIPAA will be complaint-driven
and has very limited resources, Fleisher said that
only those who are “really bad” will be going to
jail for HIPAA violations. There may be a more
significant problem with civil liability since con-
sumer lawyers seem eager to file privacy law-
suits. He predicted that the HIPAA privacy and
security regulations are likely to become the
national standard of care for health care records
over the coming months and years.

Practical help for small practices

“So far,” Fleisher declared, “small and solo
practitioners feel broke and besieged. They are
afraid of HIPAA. Most will be covered despite
some ‘opt out of HIPAA’ campaigns, and so the
question now is how they can be helped.”

Addressing the privacy rule, he said that con-
fidentiality is a concept that providers under-
stand, and what they need to do is enhance
existing awareness, afford specific rights to
patients, and increase staff training. Fleisher
said his firm focuses on simple and practical
steps that providers can take, helping them to
realize that compliance simply involves work. 

While technology, especially expensive or com-
plex technology, can help a small practice, it can’t
be at the center of compliance strategies for most

practices, he said. His practical privacy tips for
providers include: 

• put one person in charge of privacy and give
that person training, authority, and time to do the
job; 

• inventory types, uses, and disclosures of pro-
tected health information; 

• be aware of pitfalls in telephone, hallway,
and office conversations; 

• remove protected health information from
easy patient access, looking at chart racks, chart
holders, reception areas, exam rooms, hallways,
and physicians’ desks.

Clearance and training procedures need to be
developed for practice staffs, Fleisher said, along
with proper uses and disclosures, sanction proce-
dures, and termination procedures. Attention
should be paid to incoming materials such as faxes
and other protected health information, and outgo-
ing materials such as faxes and those sent with
commercial couriers. He recommends that there be
a written agreement with patients if e-mails are to
be exchanged with the practice.

Document patient communications

All activities should be documented, he said,
including any patient request, the practice response,
and actions taken. Patient communications should
be filed separately, especially complaints, and there
should be only one request in place at a time to
limit use of protected health information or alterna-
tive channels of communication. 

A practice’s Notice of Privacy Practices should
be done last, he said, to assure consistency and
conformity for specific practice issues such as
questions of joint custody of children seen by
pediatricians and treatment areas or support
groups for oncology patients. 

Fleisher advises practices to be sure that all
their forms, policies, and procedures comply with
state law as well as with HIPAA. “Pre-emption
analysis and application to procedures and forms
is a complex task,” he cautioned, urging small
medical groups to beg, buy, or borrow an analysis
from another group such as a state medical asso-
ciation, bar association, hospital association, state
agency, or academic privacy project.

Any materials that are borrowed from other
sources still must be evaluated for their applica-
bility to small provider issues, a check made of
sources reviewed, and an inventory performed 
of state laws compared with HIPAA impacts,
assumptions, and updates. Key areas to be aware
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of, according to Fleisher, are highly confidential
protected health information, access rights, appli-
cation to minors, psychotherapy notes, and
authorizations.

Several business associate agreements likely

Fleisher also discussed the need for business
associate agreements with groups such as billing
services, transcription services, collection agen-
cies, software vendors, and outside practice man-
agers. He said that typically practices can amend
their existing agreements to include the provi-
sions required under HIPAA. “Respond if you
have any reason to believe that a business associ-
ate has breached the contract,” he said. “And
watch for any state law issues.”

Turning to the HIPAA security rule, Fleisher said
it is important to understand that the Department
of Health and Human Services is concentrating on
principles rather than details. “Risk assessment is
critical and the place where security compliance
must start,” he declared. “This isn’t rocket science.
Use common sense.”

He pointed out that industrial security, while
commonplace in some other sectors, is a new con-
cept in health care. Access restrictions can include
office locks and keys, physical access to computers,
chart racks, and supervision of visitors and patients.
He recommended shredding paper waste.

Access to computers should be limited to autho-
rized staff, according to Fleisher, and proper secu-
rity arrangements should be made for storage of
backups and removable media, as well as for
home use and storage. He cautioned that the theft
of personal digital assistants and laptop computers
is not uncommon and must be addressed. Also
needing to be addressed are lab and treatment
devices that store or contain protected health
information and chart racks.

Computer security techniques

He gave several suggestions for computer
security, including examples of effective pass-
words that are a combination of letters, numbers,
and symbols with no inherent meaning. Pass-
words should not be shared, he said, and should
not be on Post-It notes stuck to a terminal. Pass-
words should be changed on a regular schedule. 

Access rights to information stored on a com-
puter should be assigned according to function,
audit, and authorization, Fleisher said. He also
recommended that protected health information

be encrypted before being sent over the Internet.
Recognizing that it can be very difficult for

physicians in smaller practices to organize com-
pliance on their own, Fleisher suggested trying to
secure help from local medical societies and pri-
vate vendors for training and education, imple-
mentation planning, and policies, procedures, and
forms that integrate state preemption analyses.

He shared examples of materials developed on
CD-ROM by the California Medical Association
for use by member practices that have policies,
procedures, and forms customized for California
law by association attorneys. The association also
is providing training for physicians and staff,
implementation planning, and regular updates.

Fleisher says that while most frontline physi-
cians love high-tech equipment in the hospitals,
they don’t want a high-tech office, and thus
“HIPAA compliance for most will be a low-tech
affair.” He urged focusing on the possibility that
the rules actually will provide a benefit to small
practices by forcing them to move closer to the
21st century.

[Editor’s note: Contact Fleisher at (415) 882-5159
or e-mail fleisherassociates@att.net.] n

5 ways to comply with
HIPAA oral privacy regs
Consider simple design changes

When an orthopedic resident was paged
repeatedly to assess a patient with an open

fracture of the forearm, he failed to respond. The
resident was paged multiple times and took more
than an hour to get to the emergency department
(ED). When he finally arrived, instead of apolo-
gizing for his delay, he began to loudly explain to
the patient and his family that he was unaware of
the urgency of the situation, recalls Peter Alan
Bell, DO, FACOEP, FACEP, professor of emer-
gency medicine at Ohio University College of
Osteopathic Medicine in Columbus. “In a loud
and clear voice, he criticized the staff’s treatment
and questioned their competency,” Bell says. 

Furthermore, the resident loudly discussed the
extent of the injury, treatment, and potential compli-
cations, he adds. “His residency program director
and I discussed this,” he says. “Needless to say, his
behavior was not condoned, and he received coun-
seling.” This is a potential violation of the Health
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Insurance Portability and Accountability Act’s
(HIPAA) oral privacy requirements. (To obtain the
regulations, see “Resources,” right.) Penalties are
severe, with civil penalties of up to $25,000 for each
requirement violated, and criminal penalties of up
to $50,000 and one year in prison for obtaining or
disclosing protected health information.1,2

Consider another example of a potential
HIPAA violation: When a thoracic-vascular sur-
geon suspected an aortic aneurism in an 89-year-
old man, he discussed the plan of care, the risks,
and the probability of success in full earshot of
other patients. “He was loud enough for patients
at a half dozen beds to hear, plus the staff at the
adjacent nursing station,” Bell says. When asked
why he was speaking so loudly, he replied that
this was a risky operation and he wanted wit-
nesses. “I suggested he lower his voice,” he says.
The patient and his three children all had good
hearing, he says. “The nurse would serve as his
witness on the surgical consent form, and he
could list the risks on the form for the patient to
sign,” Bell says. “If he was really concerned, he
should ask the children to sign as well.” 

Don’t ignore oral privacy

You may wrongly believe that it’s impossible
to give patients oral privacy in the hectic ED
environment, says David Sykes, PhD, vice presi-
dent and lead consultant for HIPAA compliance
for Acentech, a Cambridge, MA-based consulting
firm specializing in noise control. “ED managers
often assume that it’s too expensive a problem to
solve, and therefore, they ignore it,” Sykes says.
That’s a mistake, he says. “It’s in the patient’s
best interest and your best interest to fix this,”
Sykes says. 

Here are effective ways to comply with HIPAA
requirements for oral privacy:

1. Encourage staff to be discreet. 
Bell says, “I believe that we all could do a bet-

ter job lowering our voices or stepping away
from the bedside or main flow of people to dis-
cuss cases.”

2. Consider simple design changes.
Remodeling the ED is not a HIPAA requirement,

Bell stresses. “However, it certainly seems prudent
that we take into consideration simple changes
that would enhance confidentiality,” he says. Bell
gives these examples to improve oral privacy: 

• using cubicles or screens in open areas; 
• doing triage in a room adjacent to the wait-

ing area; 
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Resources
For more information about compliance with oral privacy
regulations, contact:
• Peter Alan Bell, DO, FACOEP, FACEP, Professor of Emergency

Medicine, Ohio University College of Osteopathic Medicine,
1087 Dennison Ave., Columbus OH 43201. Telephone: (614)
297-4207. E-mail: bell@exchange.oucom.ohiou.edu.

• David Sykes, PhD, Vice President, Acentech, 33 Moulton St.,
Cambridge, MA 02138. Telephone: (617) 868-8866. Fax:
(617) 499-8074. E-mail: david.sykes@remington-group.com. 

• A guidance document for compliance with HIPAA’s Medcal
Privacy — National Standards to Protect the Privacy of
Personal Health Information regulations is available, titled
Office of Civil Rights Guidance Explaining Significant Aspects
of the Privacy Rule — Dec. 4, 2002. The document can be
accessed free at www.hhs.gov/ ocr/hipaa/privacy.html. The
final rule was published in the Feb. 20, 2003, Federal Register,
and can be downloaded at no charge at www.cms.hhs.gov.
Click on “HIPAA,” “HIPAA Administrative Simplification,” 
and scroll down to “HIPAA Security Standards Final Rule
Published.” 

• The Sonet Acoustic Privacy System includes a sound
generator and two sound-masking emitters that can be placed
on the wall, desk, or ceiling. Each sound generator can be
expanded to cover a wide range of office and waiting room
sizes. A variety of units ranging in cost from $144.95 to
$999.95 can be ordered at http://store.yahoo.com/earplug
store. Click on “HIPAA Products and Information,” “Sonic
Acoustic Privacy System.” 

• The Oasis System is a miniature, ceiling-mounted acoustical
privacy system for health care facilities. The Oasis Master
Control unit costs $375 each. For more information, contact
Ergonomic Resources, 412 Long Cove Court, Allen, TX 75002.
Telephone: (877) 474-3746 or (972) 678-2190.  Additional
information about sound masking products compliant with
privacy regulations is available on the company’s web site
(www.ergo-2000.com). Click on “WhiteNoise/Soundmasking.” 

• Noise-reducing and sound-masking ceiling systems are
available from Armstrong World Industries. A selection can be
viewed on the company’s web site (www. armstrong.com.)
Click on “Commercial Ceilings,” and under “Browse ceilings
by . . . ” click on “Performance Attribute,” “Acoustics.” For
more information, contact Armstrong World Industries,
Attention: BPO Customer Service Center, P.O. Box 3210,
Lancaster, PA 17604. Telephone: (877) 276-7876. 

• Sound Curtains are sound-absorbent barriers that can be
installed with ceiling- or floor-mounted hardware. For more
information, contact: Unger Technologies, 15370 Herriman
Blvd., Noblesville, IN 46060. Telephone: (888) 213-4711.
Web: www.enoisecontrol.com.

• A variety of sound control curtains, ceilings, and wall panels
are available from Acoustical Surfaces, including portable
enclosures and screens. For more information, contact:
Acoustical Surfaces, 123 Columbia Court N., Suite 201,
Chaska, MN 55318. Telephone: (952) 448-5300. E-mail:
sales@acousticalsurfaces.com. Web: www.acoustical
surfaces.com.



• using physician dictation cubicles to
replace open desk areas that allow dictations 
to be overheard; 

• placing clear plastic screens by nursing sta-
tions and desks. 

3. Limit access of visitors. 
Visitors pose the greatest risk of breach of confi -

dentiality, but limiting access is not that difficult,
Bell says. “Locked EDs are now the standard,” he
adds. “Defining how many visitors are allowed per
patient and use of a visitors badge system can con-
trol flow.” Security personnel can help by ensuring
that a visitor’s badge matches the patient he or she
is visiting, and if not, asking visitors to leave, Bell
points out.

4. Ask staff to put themselves in the patient’s
shoes.

It helps to remind staff to consider the issue of
privacy from the ED patient’s perspective, he says.
“Patients put on a gown, lay down on a gurney,
and subject themselves to a full work-up/evalua-
tion,” he says. “Add inadequate pain control, and
the picture is almost complete.” Consider the
embarrassment of having the details of whatever
brought you to the ED broadcast to others, he says.
“It’s not a pleasant feeling,” Bell says. 

5. Use sound-blocking tools to mask noise. 
The following are effective and inexpensive

solutions to block conversation in the ED waiting
room, treatment areas, and hallways, says Sykes.
(To obtain information about these tools and prod-
ucts, he recommends accessing www.google.com
and doing a search using key words “HIPAA
sound masking.”) 

• Use portable “white-noise” machines. “You can
buy very useful, HIPAA-compliant sound-masking
devices for as little as $100 that will take care of a
waiting room, and they can simply be plugged into
a wall,” says Sykes. (See “Resources,” p. 22, for a
list of manufacturers.) 

• Switch to ceiling tiles with a higher noise-
reduction rating. 

• Use sound-absorbent curtains or cubicle pan-
els between beds. (For more information, see
“Resources.”)

• If you put a panel between two beds, you can
prevent a patient from hearing a doctor talk to
another patient in the next bed, Sykes says. 

References

1. 45 CFR §160.306 and §160.312 (2000) for Civil Enforcement.
2. 42 USC 1320d-6 (HIPAA Sec. 1177) for Criminal
Enforcement. n

URAC accreditation
standards out for comment
Standards to provide a guide for internal verification

URAC has released a draft set of HIPAA Secu-
rity Accreditation standards for public com-

ment. Once the program is completed, it will
enable health care organizations to display a
commitment to information security and demon-
strate that they have adopted the necessary poli-
cies and procedures to ensure health information
security in accordance with the HIPAA security
rule, says URAC president Garry Carneal. 

According to Carneal, the purpose of the
accreditation program is to “verify that an organi-
zation has put in place the necessary infrastruc-
ture and implemented the necessary processes to
comply with the HIPAA security rule. URAC
supports fair information practices and recog-
nizes the value that health information security
adds to the health care process.”

Source of due diligence

He says URAC HIPAA security accreditation
will provide value to health care organizations
by:

• providing a guide for internal verification 
of HIPAA security compliance efforts; 

• providing a source of documented and
demonstrated due diligence; providing a conve-
nient source of industry security practices; 

• facilitating collaboration with trade associa-
tions, government agencies, and the regulated
industry in the compilation of security practices,
threats, vulnerabilities, and advances in security
technology; 

• allowing organizations to treat the URAC
accreditation as an evaluation by external review-
ers; allowing accreditation by an independent,
third-party organization; assuring customers/
patients that appropriate steps are being taken to
protect health information; 

• demonstrating to current and potential busi-
ness partners good-faith efforts to meet HIPAA
security requirements; reducing potential penal-
ties/sentences for organizations that have an
effective compliance program; supporting organi-
zation risk management efforts; 

• allowing an organization to demonstrate 
to regulators and other stakeholders that the
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organization has taken reasonable steps to
achieve compliance with the HIPAA security
rule.

“This accreditation program is designed to be
relevant to all health care organizations expected
to comply with the HIPAA security rule,” Carneal
said. “That includes covered entities, business
associates, and organizations that, while not
legally subject to HIPAA, still wish to validate
their HIPAA compliance program. Since different
organization types need to comply with certain
HIPAA requirements, we intend to take a situa-
tional approach in determining which of the
HIPAA security accreditation standards apply.”

URAC HIPAA security accreditation will last
for two years, at which time an accredited organi-
zation can submit a reaccreditation application
and be reviewed by URAC before accreditation is
granted for another two years. 

[Editor’s note: Obtain a copy of the draft accredita-
tion standards from www.urac.org. Contact URAC at
(202) 216-9010.] n

Time needed to document
security compliance

The U.S. Department of Health and Human
Services (HHS) says that the nearly four mil-

lion covered entities that must comply with the
final HIPAA security rule will spend 64.5 million
hours documenting their compliance efforts. 

HHS included the estimate in publication of
the final rule. It said covered entities will spend
about 99% of the time — some 64 million hours
— documenting organizational security policies
and procedures, which will take each entity an
average of 16 hours.

The remaining time will be spent this way —
75,000 covered entities will have to document an
average of three times why it is not reasonable
and appropriate to implement a requirement, a
15-minute task that will require an aggregate
56,250 hours; 60,000 covered entities must docu-
ment a contingency plan to secure electronic

protected health information during a disaster or
other emergency, an eight-hour task worth a total
of 480,000 hours; and 15,500 covered entities will
have to repair or modify physical components
such as walls, doors, and locks, to secure data.
Each repair or modification will take 10 minutes
to document for a total burden of 2,583 hours,
according to HHS.  t

OCR pushes for 
voluntary compliance 

U.S. Department of Health and Human Ser-
vices Office of Civil Rights (OCR) director

Richard Campanelli says that voluntary compli-
ance with the HIPAA medical privacy rule is the
best way to protect health information. He also
told a HIPAA workshop that the federal govern-
ment’s enforcement of the regulation will be
largely complaint-driven.

Campanelli added that most complaints about
violations of the HIPAA privacy rule can be
resolved easily. “OCR’s goal is not to maximize
enforcement,” he said. “Our goal is to protect
personal health information.” Campanelli says he
recommends that patients register complaints
with their health care providers before turning to
the government with privacy violations.  t

Help available 
for employers

The U.S. Department of Labor’s Employee
Benefits Security Administration (EBSA) has

started a HIPAA Compliance Assistance Program
to help employers and other covered entities
comply with new privacy regulations. 

The program addresses many issues facing
employers through nationwide compliance assis-
tance workshops and a new section on the EBSA
web site that has detailed compliance informa-
tion. EBSA also will release several HIPAA com-
pliance publications, including a self-audit
checklist and tips for avoiding HIPAA pitfalls.

[Editor’s note: For more information, go to www.
dol.gov/ebsa.] n
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