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Wrong-site protocol: A standard of care 
that can and will be used against you
Safety steps from JCAHO must be implemented immediately

The new protocol for preventing wrong-site surgery is likely to be
considered the standard of care immediately and plaintiffs’ attor-
neys will use it against you in court, says a prominent trial attorney.

Risk managers should act quickly to implement the protocol now and not
wait for the protocol’s deadline, the attorney adds.

The Joint Commission on Accreditation of Healthcare Organizations
(JCAHO) recently approved the Universal Protocol for preventing wrong-
site, wrong-procedure and wrong-person surgery — the notorious, tragic
cases that haunt every risk manager. Compliance with the Universal
Protocol by all accredited organizations that provide surgical services is
required beginning July 1, 2004, but you would be wise to act on them
much more quickly, says Kathleen Flynn Peterson, JD, a trial attorney
with Robins Kaplan in Minneapolis and a board member of the American
Trial Lawyers Association, representing those folks you see on the other
side of the courtroom.

“I believe it may be sought to be used as evidence of standard practice,”
she says. “The ultimate decision regarding admissibility will be deter-
mined by applicable rules of law and the discretion of the court. Given
that the protocol was developed as a consensus of many groups, I believe
it can be argued it clearly represents best practice and current standards.”

In other words, expect the plaintiff’s attorney to jump up and yell,
“They didn’t follow the Universal Protocol!” 

Surgeon should mark operative site, take time out to assess

The advice outlined in the Universal Protocol is not groundbreaking,
but it now carries the imprimatur of JCAHO and several other prominent
organizations, and JCAHO is making it a requirement for accreditation. 

That creates the unmistakable impression that this protocol is what any
good health care provider should do, in effect creating a standard of care,
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Peterson says. 
“It certainly can be used by the consumer in lit-

igation to establish what the accepted standards
of practice would have been,” she says. 

The Universal Protocol draws upon and
expands a series of existing requirements under
the 2003 and 2004 National Patient Safety Goals.
It will be applicable to all operative and other
invasive procedures. The principal components
of the Universal Protocol include: 1) the preoper-
ative verification process; 2) marking of the oper-
ative site; 3) taking a time out immediately before
starting the procedure; and 4) adaptation of the
requirements to nonoperating room settings,
including bedside procedures. 

The Universal Protocol is the consensus product

of a national Summit on Wrong-Site Surgery
convened last spring by JCAHO, the American
Medical Association, the American Hospital
Association, the American College of Physicians,
the American College of Surgeons, the American
Dental Association and the American Academy of
Orthopaedic Surgeons (AAOS). Summit partici-
pants included leaders from other medical and sur-
gical specialty organizations, nursing organizations
and provider associations, among others. Summit
participants concluded that wrong-site, wrong-
procedure and wrong-person surgery can be pre-
vented and that the Universal Protocol is needed to
help accomplish this goal.

In releasing the protocol, JCAHO president
Dennis S. O’Leary, MD, said, “This Universal
Protocol asks health care organizations to set a
goal of zero tolerance for surgeries on the wrong
site or on the wrong person, or the performance
of the wrong surgical procedure. These are occur-
rences, which simply should never happen.”

Despite widespread acknowledgment that
surgeries on the wrong site or on the wrong per-
son, or the wrong surgical procedure are entirely
preventable, JCAHO continues to receive five to
eight new reports of wrong site surgery every
month from organizations that provide surgical
services, O’Leary said.

JCAHO’s protocol follows the lead set by
AAOS, which has been working in recent years 
to eliminate wrong-site surgery, primarily with a
campaign urging surgeons to “Sign Your Site.” 

Liability for wrong-site surgery skyrockets

The incidence of wrong-site surgery claims has
held steady over the past two decades, but the
average indemnity has gone through the roof,
according to an analysis supplied by the Physicians
Insurance Association of America in Rockville,
MD. There were 44 claims in 1985, of which 34
were paid, with an average indemnity of $38,927.
The number of claims held fairly steady over the
years, but the average indemnity climbed rapidly,
increasing to an average of $144,181 in 2002.

Wrong-site surgery claims are far more likely
to result in payment, according to the AAOS and
PIAA, with a whopping 84% paid instead of the
30% average in all orthopedic malpractice claims. 

A leading proponent of the movement to elimi-
nate wrong-site surgery is S. Terry Canale, MD,
chairman of the orthopedic department at the
University of Tennessee’s Campbell Clinic in
Germantown, TN, where all 30 orthopedic
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surgeons and 32 residents sign their patients
before surgery. He also is a former president of
AAOS. Canale says that, though the idea of sign-
ing the surgical site is not new, risk managers
should not assume that operating room (OR) 
staff are doing it correctly in their facilities.

“The problem has been that when OR commit-
tees got hold of our plan, they said it was a little
too rigid and they didn’t want to burden the

surgeon because he may go to another hospital,”
he says. “So they lessened the restrictions by
allowing the nursing service to sign the site, or
even to let the patient do it. But it’s the surgeons’
responsibility. The further he delegates it down
the line, the more the chance for error.”

Research has shown that when patients are
instructed to sign the site, only about a third do 
it correctly. Another third does it incorrectly, and
the rest don’t do it at all.

25% chance of committing wrong-site surgery

Canale chaired an AAOS task force that found
that the problem is more widespread and serious
than many believed.

Using a database of 37 wrong-site surgery
claims from the State Volunteer Mutual Insurance
Co. in Tennessee, the AAOS determined that the
error was discovered during surgery in 60% of
cases and the originally planned procedure was
carried out in the correct location while under 
the same anesthesia. Twenty-six patients had no
residual deficit other than cosmetic effects, but
others suffered impairment at the operative site,
permanent disability, and other effects.

In 18 cases, the doctor and the hospital shared
the financial liability. The physician or physician
group was solely responsible in nine cases, and
10 other cases remain open.
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Visit HRM, ED Legal Letter site

We now offer free on-line access to www.hrm
newsletter.com for Hospital Risk Manage-

ment subscribers. The site features current and
back issues of HRM and ED Legal Letter, also
from Thomson American Health Consultants.

Included on the site and in its archives are links
to every article published in HRM’s Legal Review
& Commentary supplement from January 1999 to
present. 

There also are links to every article published in
Healthcare Risk Management’s Patient Safety
Quarterly and Patient Safety Alert supplements
from January 1999 to present. 

HRM’s 2001 salary survey also is available in
its entirety.

Find links to other web sites that are essential
references for risk managers. There also is a guide
to upcoming conferences and events of interest to
risk managers. Click on the User Login icon for
instructions on accessing this site. ■

Mark the site and take time 
out before surgery begins

These are the required steps in the Joint
Commission on Accreditation of Health Care

Organization’s (JCAHO) Universal Protocol for
eliminating wrong-site, wrong-procedure, wrong-
person surgery:
• Preoperative verification process
— Purpose: To ensure that all of the relevant

documents and studies are available prior to the
start of the procedure and that they have been
reviewed and are consistent with each other 
and with the patient’s expectations and with the
team’s understanding of the intended patient,
procedure, site and, as applicable, any implants.
Missing information or discrepancies must be
addressed before starting the procedure.

— Process: An ongoing process of information
gathering and verification, beginning with the
determination to do the procedure, continuing
through all settings and interventions involved
in the preoperative preparation of the patient,
up to and including the “time out” just before 
the start of the procedure.

• Marking the operative site
— Purpose: To identify unambiguously the

intended site of incision or insertion.
— Process: For procedures involving right/left

distinction, multiple structures (such as fingers
and toes), or multiple levels (as in spinal proce-
dures), the intended site should be marked
such that the mark will be visible after the
patient has been prepped and draped.

• “Time out” immediately before starting the
procedure

— Purpose: To conduct a final verification of the
correct patient, procedure, site and, as applica-
ble, implants.

— Process: Active communication among all
members of the surgical/procedure team, con-
sistently initiated by a designated member of
the team, conducted in a “fail-safe” mode, i.e.,
the procedure is not started until any questions
or concerns are resolved.  ■



Using the Tennessee database and extrapolating
its numbers to all orthopedic surgeons in the state,
the AAOS estimates that an orthopedic surgeon’s
chance of performing wrong-site surgery during a
35-year career is one in four. 

The Universal Protocol will be seen as the
standard of care, but it does not guarantee that
wrong-site surgery can’t happen. It can, however,
make a difference when it comes time to assess
just how badly your hospital may have dropped
the ball and how much you should have to pay.
And it will affect how JCAHO views your sen-
tinel event.

“If you have to report a wrong-site surgery 
as a sentinel event and your mechanism didn’t
include having the surgeon mark the operative
site, I think you’re going to be in even more trou-
ble,” Canale says. “If you commit wrong-site
surgery, you’re going to pay whether you follow
the protocol or not, but I suppose in terms of how
much you get punished for that, in terms of dam-
ages, maybe it could make a difference if you can
show that you were trying to do the right thing
and somehow this accident still happened. That’s

got to look better than if the plaintiff’s attorney
shows that you knew about this protocol and just
ignored it.”

The Universal Protocol strengthens the advice
already offered by JCAHO in its National Patient
Safety Goals, says Richard J. Croteau, MD, exec-
utive director for strategic initiatives at JCAHO.
One advantage will be that surgeons can expect
to follow essentially the same protocol at any
hospital, with minimal variations. The protocol
still allows some variation in exactly how the
operative site is marked, but it makes clear that
the surgeon should do the marking, which is
different from the National Patient Safety Goals.
(See Universal Protocol, p. 99,  and the new 2004
National Patient Safety Goals, left.)

“Another difference over common practice is
the specific advice not to mark any nonoperative
sites,” he says. “That has been one of the biggest
variations from organization to organization.
Some mark the intended site and some mark the
nonoperative site. That variation in itself has led
to some confusion and wrong-site errors.”

Croteau says risk managers should find that
implementing the Universal Protocol can be done
at minimal expense and without a great deal of
effort. The work will consist almost entirely of
educating surgeons and staff about how the new
protocol works and why it is important to imple-
ment it effectively.

Both Croteau and Canale offer the same bot-
tom line advice to risk managers: The Universal
Protocol should be implemented without delay.

“Put it in front of the OR committee and say,
‘This is what we have to do,’” Canale says.
“JCAHO is saying this isn’t just a good idea
anymore, it’s what you have to do.”   ■

Seven ways to take the 
danger of fire from the OR

The Joint Commission on Accreditation of
Healthcare Organizations (JCAHO) recently

called on hospitals and ambulatory surgery cen-
ters to reduce the risk of serious and deadly fires
in operating rooms with its set of “7 Absolutes”
to help you educate operating room (OR) staff.

The JCAHO bulletin advises that such fires are
significantly underreported and are preventable. Of
the more than 23 million inpatient surgeries and 27
million outpatient surgeries performed each year,
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JCAHO: More resources 
on wrong-site surgery

The Joint Commission recommends these
additional resources on wrong-site surgery:

• 2003 National Patient Safety Goals, Joint
Commission on Accreditation of Healthcare
Organizations. 

• “A follow-up review of wrong site surgery,”
Sentinel Event Alert, Issue 24, Dec. 5, 2001;
Joint Commission on Accreditation of
Healthcare Organizations.

• “Lessons learned: Wrong-site surgery,” Sen-
tinel Event Alert, Issue 6, Aug. 28, 1998; Joint
Commission on Accreditation of Healthcare
Organizations.

• “Statement on ensuring correct patient, correct
site, and correct procedure surgery,” Bulletin of
the American College of Surgeons, Vol. 87, No.
12, December 2002. 

• “AAOS launches 2003 public service ad cam-
paign,” AAOS Bulletin, February 2003, American
Academy of Orthopaedic Surgeons’ “Sign Your
Site” initiative. 
Also, see the March 1999 issue of Healthcare

Risk Management, which covers the subject
extensively. ■



fires break out in surgical suites an estimated 100
times a year, resulting in up to 20 serious injuries
and one or two patient deaths, based on data from
the Food and Drug Administration and other
sources. Despite these figures, JCAHO’s patient
safety reporting database includes only two such
cases since 1996. 

Heat, fuel, and oxygen, known as the fire trian-
gle, are in abundance in operating rooms across
America, says Mark Bruley, vice president for
Accident and Forensic Investigation with ECRI,
the nonprofit medical safety organization in
Plymouth Meeting, MA.

“The basic elements of a fire are always present
during surgery and a misstep in procedure or a
momentary lapse of caution can quickly result in
a catastrophe,” Bruley says.

These dangers mean that each member of the
surgical team — the surgeon, the anesthesiolo-
gist and the nurses — must work to manage
their specific side of the fire triangle to avoid
danger. JCAHO’s alert recommends that health
care risk managers help prevent surgical fires by
educating staff members about the importance
of controlling heat sources by following laser
and electrosurgical unit safety practices. JCAHO
also suggests managing potential fire fuels by
allowing sufficient time for patient prep and
establishing guidelines for minimizing oxygen
concentration under the drapes.

Surgical fires getting more attention

The warning about surgical fires is the latest in
a series of patient safety alerts issued by JCAHO.
Previous alerts have focused on hospital-acquired
infections, wrong-site surgery, deadly medication
mix-ups, patient suicides, infant abductions, and
fatal falls among the elderly.

Surgical fires have not increased, but they are
getting more attention now as part of the medical
community’s overall emphasis on adverse events
and reporting, says Remar Thorsness, RN, BSN,
MB, director of nursing leadership, at VHA in
Minneapolis. She teaches a fire safety course to
VHA members.

Many more near misses are coming to light,
she says.

“The worst fires are publicized in the media,
but those are only a minor indicator,” Thorsness
says. “There are so many more that we never hear
about, including plenty of close calls in which a
small fire was extinguished immediately.”

When educating OR staff about fire safety,

Thorsness says you should teach them about
ignition sources, combustible materials, and
methods for fighting fires. Cautery devices start
most surgical fires, she says. Other ignition
sources include lasers, high-intensity fiber optic
light sources, defibrillators, and drills. Flammable
materials include alcohol prepping agents, surgi-
cal gowns, drapes, hoods, and masks. 

The most typical surgical fire involves electro-
surgery (ESU) tool igniting drapes when it is inad-
vertently fired. That initial fire can spread quickly
and be fed by other fuel sources such as sponges,
gauze, gowns, adhesive tapes, huck towels, prep
solutions, alcohols, hair, and ointments.

Another danger comes from the oxidant-
enriched atmosphere created when anesthesia
compounds become entrapped in airways,
catheters, tracheostomy tubes, anesthesia circuits,
breathing tubes, masks, drapes, gastrointestinal
tracts, and bowels. Combustible gases don’t pose
as much of a risk as you might think, Thorsness
says, because people think of them as inherently
flammable, unlike much of the material in the
OR. Many of the hazards associated with com-
bustible gases also are addressed with engineer-
ing precautions.

“Two preventive measures that are very impor-
tant are color-coded fire extinguishers and fire
blankets available in the OR,” Thorsness says.
“Those are things that were not routinely there
before. That can be your opportunity for big
improvement in this area.”

7 steps that sharply reduce risk of OR fires

Thorsness urges risk managers to teach VHA’s
7 Absolutes for fire prevention. If these measures
are followed day in and day out, you can avoid
most OR fires and respond well to any that do
happen, she says:

1. Apply the dispersing electrode (ESU plate,
grounding plate) to a dry, clean, muscular, hair-
free area as close to the surgical site as possible.

2. Ensure proper application of and appropri-
ate drying of all potentially flammable prep solu-
tions or aerosols.

3. Clear the prepped area of any pooled prep
solutions and any prep-soiled products.

4. For procedures involving the airway, inflate
the endotracheal tube with methylene blue-tinted
water or saline regardless of whether the heat
source used is the ESU or laser. (When working
near tube, the dye helps clinicians see the tube
better so they don’t get too close.)
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5. Place drapes in manner that allows for venting
of gas to prevent oxidant (O2, N2O) accumulation,
leading to an oxidant-enriched environment for an
errant arc or spark.

6. Ensure that a basin of sterile water/saline is
readily available and in near proximity to the sur-
gical site for emergency quenching. 

7. Ensure that a fire blanket is available and
confirm that an appropriate fire extinguisher is
readily available in each operating room (or in close
proximity to each operating room). ■

Changing flags, potholes 
to reporting errors, misses

It seems everyone is saying they want staff
members to report errors and near misses more

freely, but actually achieving that goal can be
difficult. An innovative program at The Baylor
Medical Center in Grapevine, TX, says it has
increased reporting tenfold by encouraging staff
to “plant a flag” when coming across a “pothole
in the road.”

The hospital uses the pothole analogy to encour-
age staff to actually do something when it sees a
potential medical error, says Traci Atherton, RN,
vice president of clinical support. She shares risk
management duties with Julie Gunderson, RN,
director of quality management. Atherton says the
hospital distributed buttons to employees that say,
“I plant flags.”

“An adverse event is like a pothole. You can
either drive by and not do anything about it, or
you can plant a flag so it can be fixed, or you can
drive into the pothole,” Atherton says. “You plant
a flag so the right people can get involved before
it ever reaches a patient or family member. That’s
where we saw the numbers increasing because
they told us about the potholes. They were plant-
ing flags.”

The effort is paying off. In 1999, staff and physi-
cians reported about 15 errors or near misses each
month. Now that number is up to 150 per month. 

Major culture change

The pothole analogy came about as part of an
overall culture change initiated in 1999, with an
emphasis on making quality, safety, and customer
service everyone’s responsibility. Another big
part of the effort was instituting a reward system

for employees who step forward with concerns
about system weaknesses or to report actual
errors.

The rewards range from a free cookie in the
cafeteria, to free lunches and coupons for movie
tickets. To foster even more reporting, the hospi-
tal sponsors competitions between departments
to see who can increase reporting the most in a
given period. To make the competition fair, suc-
cess is measured by the percentage increase in
reporting rather than just raw numbers.

“If I’m in the emergency department, I’m
going to have more opportunity to identify 
errors and problem than in someone in registra-
tion,” Atherton says. “Doing it by percentage of
increase reflects how much that department is
improving. The department with the biggest
increase gets $150 for a pizza party.”

Baylor implemented those techniques right
away, and Gunderson says they “helped jump-
start the culture change. They saw that when they
reported, someone did something.”

Everyone is a risk manager at Baylor

The hospital also put two vice presidents in
charge of the effort to increase reporting, naming
them as the hospital’s patient safety officers. With
two top leaders heading the effort, employees
knew their concerns would get to the top quickly
and that action be could be taken.

Another strategy at Baylor is what Gunderson
and Atherton call “rounding with a purpose.”
The safety committee and other hospital leaders
regularly conduct rounds at the hospital to check
on safety issues and communicate with staff, but
they make sure there is a purpose to the exercise.
Some hospital safety committees conduct rounds
but without a concerted effort to find issues and
see what’s going on in the facility, they say.

“We’re not just walking around chatting. We’re
actually digging deep,” Atherton says. “We want
to know what are the issues that frustrate you
and what keeps you from doing your job well.
We recognize that every staff person comes in
with the intention of doing a good job that day.
There are processes and resource needs that pre-
vent them from doing that.”

Baylor also emphasizes that every staff mem-
ber is a risk manager, one reason no one at the
hospital actually has that title. 

“We all wear the risk hat, instead of just Traci
and me,” Gunderson says. “We want everyone 
to be an owner because when you’re an owner
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you’ll clean up your house better than if you’re a
renter.”

The hospital also has a committee that helps
employees and physicians when they commit a
medical error, a step that Atherton says is often
overlooked. The employee and physician can
suffer great emotional stress after an error, and
all too often they are left on their own while the
hospital investigates and responds to the error.
The committee provides counseling and may
authorize a couple days off to rest and it can
refer the employee or physician on to more in-
depth counseling.

Soon after starting the initiative, Baylor set up
an on-line tool for reporting errors. Previously,
the hospital had five different forms that employ-
ees used to report errors and system problems,
but employees complained that the forms were
confusing and no one knew when to use each
form. So now the hospital has an on-line form
that uses a decision tree to walk the user through
all the questions necessary collect the desired
information. Staff are much happier with the on-
line reporting system, Atherton says. 

“People can report anonymously, but we
encourage them to identify themselves so we can
go back to them,” she says. “We surveyed staff
and very few felt like reporting anonymously
was important. Most give their names because
they want to be a part of the solution.”

Ask for feedback, and be ready to respond

Gunderson notes that surveying staff and
physicians is a big part of the risk management
effort at Baylor, with a constant effort to see what
is working and what isn’t. The survey often asks
if a policy or idea is punitive, so the leaders can
get a feel for how it is being perceived on the
front lines. What sounds good to hospital execu-
tives might be perceived very differently on the
nursing units. 

“But when you ask, you have to act on the
answers,” Gunderson says. “You’re defeating the
purpose if you don’t do anything in response to
what you find out. People will get the idea that
you’re just all talk, and that’s exactly what you
don’t want.”

So far, the three years of effort have achieved a
significant culture change at Baylor and resulted
in measurable improvements in many areas.
Medication errors have been reduced by breaking
each into components and by having a multidis-
ciplinary team look for weak points in the system

that allowed the error to occur. Medications that
sound alike or look alike are stored far apart from
each other to minimize confusion. Falls have been
reduced by a concerted effort to assess patients,
flag their charts if they are at risk for falls, and to
educate ancillary services (like X-ray and lab
technicians) and family about the risk of falls.

“We continue to see an increase in our report-
ing numbers, which is good,” Gunderson says.
“Error reporting is on the rise, which means we
are free to report more, not that we’re making
more errors.”  ■

Crew resource management 
promises adverse events

The next time you see footage of an airline
crew working in the cockpit of an airliner, lis-

ten to how they interact with each other. They
speak crisply and clearly to ensure information is
conveyed well. Each crew member watches the
other’s work to spot errors. 

If they can do that while flying from Newark
to San Diego, why can’t your staff do the same
thing while caring for a post-op surgical patient?
They can, according to advocates of a strategy
called crew resource management, which got its
start in military aviation and then became stan-
dard procedure for commercial aircrews. The
idea is just catching on for health care providers,
says G. Eric Knox, MD, professor of OB/GYN at
the University of Minnesota Medical School in
Minneapolis. 

Knox implemented crew resource management
in two units at a hospital where he previously
was the patient safety officer and he continues to
research the benefits of the technique. The basic
idea, he says, is that crew resource management
helps health care providers communicate better
and work more cooperatively, with the end goal
of improving patient care and reducing errors. 

“I think you’re going to see this turning into a
major risk management tool,” he says. “Five
years from now, I expect to see major insurers
underwriting it.”

Worked well to reduce airplane crashes

The technique was adopted in commercial avia-
tion over a period of about 25 years. After showing
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success in the military, now commercial airline
crews are required to practice crew resource man-
agement, says Grena Porto, RN, ARM, DFASHRM,
a health care risk manager and principal with QRS
Healthcare Consulting in Pocopson, PA, and past
president of the American Society for Healthcare
Risk Management. Porto is a certified instructor in
crew resource management.

Crew resource management was developed 
as an offshoot of airplane and helicopter crash
investigations in which the experts ruled out all
technical or external factors that could have led 
to the accident. They then used cockpit voice
recorders, along with instrument readings, to
analyze exactly how the crew may have commit-
ted certain mistakes. 

That led to the methodology known as crew
resource management, in which pilots are trained
in highly specific ways to communicate and over-
see each other’s work.

The technique has been proven to reduce acci-
dents in aviation and the same results can be
expected in a health care setting, Porto says.

“Commercial pilots are required to be profi-
cient in crew resource management,” she says.
“Unlike a health care professional, a pilot can lose
his credentials because of poor communication
and teamwork. It’s become a standard expecta-
tion in the airline industry, and it should in health
care as well.”

Teamwork is foundation, but difficult to get

The aviation experts found that accidents
decreased when teamwork improved, but “team-
work” can be a broad concept. Most people inter-
pret it to mean working well with others, but
Porto says crew resource management defines
specific ways in which people should cooperate
and communicate. 

“These are specific behaviors you have to engi-
neer into the system,” she says. “For instance,
nurses tend to work completely independent of
one another. They go to work, get their patient
charts, and you don’t see them again until the
end of their shifts. There’s no real way of cooper-
ating or communicating. That’s an error-prone
situation.”

With good crew resource management, the
environment is structured so that people can
communicate and work together effectively. 
Then you teach the individuals how to do that.

These are some of the major components of
crew resource management:

• Cross-monitoring
“I watch my own work but I watch yours too,

and vice versa. We’re less likely to make mistakes
and any mistake we do make are less likely to go
unnoticed,” Porto says. “You’re working next to
each other, and you say, ‘Hey did you really
mean to set that infusion pump that way?’”

• Situational awareness
Health care workers must be aware of what’s

going on around them, not just their own little
slice of the pie. If you hear a commotion down the
hallway, you should have some idea what it might
be because you’re aware of what patients are in
that area even if they are not your responsibility.
Knowing generally what is happening, you can
respond by either offering assistance or by cover-
ing other tasks that those staff will be unable to
perform.

• Good communication skills
This technique involves crisp language that 

is well defined in advance. In many situations,
especially during a crisis or when a mistake
could be deadly, the staff communicates in 
a predetermined way so that there is minimal
chance for confusion. In particular, the crew
will have a clear way of saying there is a
problem.

“You have to have a clear methodology and get
people comfortable with using it so that people
don’t get defensive when they hear it,” Porto
says. “When they hear those words they under-
stand that it means ‘Stop. Something needs atten-
tion here.’ That is something that is acutely
lacking in almost all health care settings.”

Hierarchies can be challenge in health care

That emphasis in on clear communication can
be the most direct benefit of crew resource man-
agement, Knox says.

“If you look at claims data, at least 75% of the
time it can be traced to a communication issue,”
he says. “A lot of that has to do with professional
silos or hierarchies. They can prevent people
from doing the right thing because they’re afraid
to speak up.”

That problem crops up frequently when nurses
feel their opinions are not valued and that they
are punished for voicing disagreement with a
superior. And if you encourage nurses to speak
up, sometimes they do so too aggressively and
critically, and that leads to further discord among
the staff and physicians. 

Crew resource management solves the
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problem by encouraging everyone to speak up
but to do so in a way that is seen as professional
and unemotional.

Knox and Porto both stress that crew resource
management must be implemented incrementally.
It cannot be introduced the entire organization at
once because the particular needs of individual
units are too diverse. Doing so would require
using generic strategies or watering down the
focus so much that you end up with a program
that is “a mile wide and an inch deep,” Porto says.

The strategy has to be implemented one unit 
at a time and tailor-made to fit the needs of that
staff. On operating room staff, for instance, will
have different needs and communication meth-
ods than a pediatrics unit. 

Safety attitude survey is good place to start

Knox suggests starting with the unit that is
producing the most errors, or has the potential
for producing a high number. Porto cautions,
however, that you should not try to use crew
resource management to fix a “toxic staff environ-
ment” plagued with great animosity and poor
relationships. Fix those underlying problems
first, then use crew resource management to
make the team work better.

Though you will need help from someone spe-
cially trained in teaching crew resource manage-
ment, these are two of the first steps you can
expect to take:

• Determine if the environment supports
teamwork.

You can’t teach this methodology if the environ-
ment doesn’t’ support it. Is there leadership com-
mitment? Are there barriers to teamwork in the
physical environment or the cultural environment?

• Conduct a safety attitude survey.
This survey will determine how comfortable

your staff already are in discussing safety issues,
speaking up at work, disagreeing with subordi-
nates, and similar issues. Then you know how
much work you have to do.

Once the program is introduced, you must
keep teaching its principles over and over again.
Otherwise, people will slide back into their old
habits. And Knox warns that crew resource man-
agement is not a quick fix. It took two years for
the units at his previous hospital to fully adopt
the strategy.

“This can be a major undertaking, but it’s
worthwhile,” he says. “This is a tool that risk
managers should take advantage of.”  ■

Newest patient safety goals 
focus on infection control

The new 2004 National Patient Safety Goals
released recently by the Joint Commission on

Accreditation of Healthcare Organizations con-
tinue all of the 2003 goals and adds one to reduce
health care-acquired infections.

When the 2004 goals were announced,
JCAHO president Dennis S. O’Leary, MD, 
said the panel that developed the recommenda-
tions “felt strongly that the current six National
Patient Safety Goals require the continued close
attention of America’s health care organiza-
tions.” He went on to say that “reduction of
unanticipated deaths related to nosocomial
infections must become a top priority for hospi-
tal and other health care organization leaders.”

There are evidence-based requirements for
each goal that set forth clear expectations for
health care organizations to address specific
types of health care errors. The 2003 require-
ment to “read back” verbal and telephone
orders in order to confirm their accuracy has
been expanded for 2004 to include the read-
back of critical test results that are communi-
cated verbally.

JCAHO-accredited providers will be evalu-
ated on the 2004 goals beginning Jan. 1, 2004.
Organizations still will be able to seek prior
approval by the Joint Commission of suitable
alternatives to the requirements.

Goals and requirements

These are the 2004 National Patient Safety
Goals and Requirements:

• Goal 1: Improve the accuracy of patient
identification.

Requirements: 
— Use at least two patient identifiers (neither

to be the patient’s room number) whenever tak-
ing blood samples or administering medications
or blood products.

— Prior to the start of any surgical or invasive
procedure, conduct a final verification process,
such as a “time out,” to confirm the correct
patient, procedure and site, using active — not
passive — communication techniques.

• Goal 2: Improve the effectiveness of com-
munication among caregivers.

Requirements:
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— Implement a process for taking verbal or
telephone orders or critical test results that
requires a verification “read-back” of the com-
plete order or test result by the person receiving
the order or test result. 

— Standardize the abbreviations, acronyms
and symbols used throughout the organization,
including a list of abbreviations, acronyms, and
symbols not to use.

• Goal 3: Improve the safety of using high-
alert medications.

Requirements: 
— Remove concentrated electrolytes (includ-

ing, but not limited to, potassium chloride, potas-
sium phosphate, sodium chloride > 0.9%) from
patient care units. 

— Standardize and limit the number of drug
concentrations available in the organization.

• Goal 4: Eliminate wrong-site, wrong-
patient, and wrong-procedure surgery.

Requirements:
— Create and use a preoperative verification

process, such as a checklist, to confirm that
appropriate documents, (e.g., medical records,
imaging studies) are available. 

— Implement a process to mark the surgical site,
and involve the patient in the marking process.

• Goal 5: Improve the safety of using infu-
sion pumps. 

Requirements:
— Ensure free-flow protection on all general-

use and PCA intravenous infusion pumps used in
the organization.

• Goal 6: Improve the effectiveness of clinical
alarm systems.

Requirements:
— Implement regular preventive maintenance

and testing of alarm systems. 
— Assure that alarms are activated with appro-

priate settings and are sufficiently audible with
respect to distances and competing noise within
the unit.

• Goal 7: Reduce the risk of health care-
acquired infections.

Requirements:
— Comply with current CDC hand-hygiene

guidelines. 
— Manage as sentinel events all identified

cases of unanticipated death or major permanent
loss of function associated with a health care-
acquired infection.

Organizations that wish to submit alternative
approaches to the recommendations associated
with the National Patient Safety Goals can do so

by filling out a “Request for Review of an
Alternative Approach” form available at the
JCAHO web site, www.jcaho.org. 

A form should be submitted for each alterna-
tive must be submitted by the accredited organi-
zation or health care system. Forms submitted by
consultants will not be accepted for considera-
tion. The form should be submitted to JCAHO no
fewer than 60 days prior to a scheduled survey.

Members of the Sentinel Event Alert Advisory
Group will review each form and advise JCAHO
on the acceptability of the alternative. The organi-
zation will be notified prior to its scheduled sur-
vey whether its alternative is acceptable or not. If
not accepted, the organization will be provided
with the rationale and will need to revise the
alternative until it is approved or implement 
the recommendation issued by JCAHO.

If an organization is surveyed and has imple-
mented an alternative that has yet to be reviewed,
the surveyor will record a score of 3 for the relevant
Accreditation Participation Requirement, include a
description of the alternative and identify that an
alternative needs to be reviewed. 

When the report is received at JCAHO’s central
office, the organization’s account representative will
begin or follow-up on the process for review of the
alternative. Upon disposition by JCAHO, the orga-
nization’s score will be changed to reflect either
acceptance (score of 1) or rejection (score of 5) of the
alternative. If the alternative is rejected, the organi-
zation will receive a special Type I recommendation
and will be required to submit a written progress
report.  ■

Exercise and caution work 
well in fight against falls

Question: As part of our falls prevention pro-
gram, we’re considering more exercise programs
for patients at risk for falls, to help them develop
stability and balance. But we’ve heard some con-
cerns that the at-risk patient is better off in bed
instead of doing something that could result in a
fall. What should we do?

Answer: You’ve stumbled upon one of the great
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dilemmas in dealing with patients at risk for falls,
says Laurence Rubenstein, MD, MPH, professor 
of geriatrics at the University of California, Los
Angeles and director of geriatrics research center 
at the Greater Los Angeles Veterans Administration
Medical Center.

“There’s your Catch-22,” he says. “If you don’t
encourage them to exercise they get weaker and
become more of a fall risk. But if they’re up and
exercising, they might fall.”

The solution, Rubenstein says, is to carefully
weigh the risks of a fall vs. the potential benefits
for the patient. There will be some patients who
clearly belong on one side of the issue or the
other, but many more will fall somewhere in the
middle and you will have to rely on clinicians to
make a judgment call. 

Exercise and acceptable risk

Rubenstein does encourage you to use exercise
programs for those who can participate with an
acceptable level of risk. Simply declaring that all
patients at risk for falls should stay in bed instead
of exercising is a poor solution, he says. 

“Then they may not be such a fall risk but
they’ve lost their independence and quality of
life,” he says. “Life involves risks, and we have to
accept that to some degree. The only way to com-
pletely eliminate the risk of falls is to immobilize
people, and then you get risks of other things like
blood clots, deconditioning, and pressure sores.”

Exercise can be beneficial in reducing falls,
mainly by improving strength and balance. But
those who could benefit the most are at the high-
est risk for that very reason. So the exercise has to
selected carefully for that group and done with
supervision.

The only absolute answer to the question,
Rubenstein says, is that you should not attempt
an exercise program for patients at risk for falls if
you don’t have enough staff to supervise them. A
properly designed exercise program will require
a lot of staff time, particularly for those patients
who are in the initial phases of the program when
their mobility is not clearly stable.

“If you have limited staff, you should be focus-
ing on the people who have a chance for continu-
ing on their own once they get going, and that is
usually the more cognitively intact population,”
he says. “Demented patients who are ambulatory
probably should be considered higher risk and
lower ultimate benefit. They probably won’t
retain the experience long enough to benefit
without constant supervision.”

Rubenstein notes that, even if you have plenty
of staff, you should not count on an exercise pro-
gram having dramatic results on falls. While
most of the studies related to exercise in hospital-
ized patients have shown beneficial results, he
says those benefits often involve quality of life
issues and not necessarily fall reduction. That 
is another reason to be careful about who you
include in such a program and not to push too
hard to include those patients who are most
likely to fall during exercise.

“I think exercise, when properly done, can help
you reduce falls among this population and that
the effort is worthwhile,” he says. “But from a
research standpoint, there is not enough reliable
evidence to make promises about how much
you’re going to reduce falls.”  ■
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COMING IN FUTURE MONTHS

CE instructions

Nurses participate in this continuing education
program by reading the issue, using the pro-

vided references for further research, and study-
ing the questions at the end of the issue. 

Participants should select what they believe to
be the correct answers, then refer to the list of
correct answers to test their knowledge. To clarify
confusion surrounding any questions answered
incorrectly, please consult the source material.
After completing this activity each semester, you
must complete the evaluation form provided and
return it in the reply envelope provided in order to
receive a certificate of completion. When your
evaluation is received, a certificate will be mailed
to you. ■
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CCEE  QQuueessttiioonnss

9. According to JCAHO’s Universal Protocol on
wrong-site surgery, which of the following is
true?

A. The surgical team can conduct a time out if
someone suspects a problem but it is not
required.

B. The time out must be conducted immediately
before starting the procedure, whether any-
one suspects a problem or not. 

C. The time out must be conducted in each
surgery, but it can happen after surgery has
begun.

D. A time out should not be conducted before 
or during surgery because it can distract the
surgeon and staff.

10. According to data from the American Academy
of Orthopaedic Surgeons and the Physicians
Insurance Association of America, what per-
centage of wrong-site claims result in payment?

A. 30%
B. 46%
C. 62%
D. 84% 

11. Which of the following is a common ignition
source for fires in surgery?

A. Electrocautery units 
B. Trocars
C. Video monitors
D. Warming blankets

12. From what industry did crew resource man-
agement techniques develop?

A. Light manufacturing
B. Military and commercial aviation 
C. Agriculture
D. Service and retail industry

Answers: 9-B; 10-D; 11-A; 12-B.

CE objectives

After reading this issue of Healthcare Risk
Management, the CE participant should be

able to:
1. Describe legal, clinical, financial, and managerial
issues pertinent to risk managers in health care.
2. Explain how these issues affect nurses, doc-
tors, legal counsel, management, and patients.
3. Identify solutions for hospital personnel to use
in overcoming challenges they encounter in daily
practice. Challenges include HIPAA and EMTALA
compliance, medical errors, malpractice suits,
sentinel events, and bioterrorism.
4. Employ programs used by government agencies
and other hospitals (such as EMTALA, HIPAA, and
medical errors reporting systems) for use in solving
day-to-day problems.  ■



News: A 17-year-old female was admitted to a
hospital to undergo a breast reduction procedure.
While recovering from surgery she received an
overdose of morphine, which killed her. The case
against the hospital was settled prior to trial for
$400,000.

Background: On Dec. 30, the 17-year-old was
admitted to the hospital for an elective reduction
mammoplasty. The surgery was performed with-
out any complications. During the procedure, 
she was given 10 mg morphine sulfate IV. In the
recovery room, her pain was rated from five to
mild, and she received an additional 6 mg mor-
phine for pain.

Shortly thereafter she was taken from the
recovery room to the pediatric floor. It was
approximately 11 a.m. Nurse H was her primary
caregiver and she medicated the patient with 4
mg of morphine sulfate IV at 11 a.m., with repeti-
tion of the same dose at 11:45 a.m., 1:15 p.m., and
again at 1:45 p.m. An additional 2 mg of mor-
phine was signed out at 2:45 p.m.; but, in her
statement, Nurse H indicated this dose was not
administered to the patient.

Pain assessments were not performed prior to
or after any morphine sulfate injections. At 2:45
p.m., Nurse H assessed the patient and observed
that she was sleeping on her stomach and snor-
ing, which is why the morphine was not adminis-
tered at that time. Around 3:30 p.m., a nurse’s
aide went to take the patient’s vital signs and
found her blue and without respiration. The

patient’s mother, a registered nurse, was at her
bedside. Resuscitation efforts were successful;
however, she was eventually determined to be
brain-dead due to a hypoxic ischemic event. The
patient was pronounced dead on Dec. 31.

An autopsy was performed, and the cause of
death was determined to be anoxic encephalopa-
thy following respiratory arrest due to morphine
toxicity. 

Both the Department of Health and the Board
of Nursing investigated the case and found
negligence. There was also some question as 
to whether Nurse H took the final vial of mor-
phine home, and whether she returned it to the
hospital on Jan. 3. The surviving family brought
suit against the hospital claiming negligence.
The defendant’s nurse expert opined that the
nursing care met the standard of practice, and
their anesthesiology expert concurred, stating
that the decedent did not die from a morphine
overdose. 

Nevertheless, the case was settled prior to trial
for $400,000.

What this means to you: This case certainly
addresses a number of areas of concern for risk
management. Nurse H’s actions fell below the
expected standard of care in the way she assessed
her patient, communicated with other hospital
staff, and handled the morphine.

In a medical malpractice case, a breach of duty
that was a direct cause of an identifiable injury to
a patient constitutes negligence. 
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“Despite the nursing expert’s opinion that
there was no negligence, Nurse H breached a
primary duty of care by not having adequately
assessed her patient,” says Lynn Rosenblatt,
CRRN, LHRM, risk manager, HealthSouth Sea
Pines Rehabilitation Hospital in Melbourne, FL.
Assessment of the patient is a basic tenet in stan-
dard nursing practice. “It is a key element in
determining the patient’s individualized care
plan and any subsequent changes to the plan
based on interval assessments.”

Although patient assessment is always impor-
tant, post-surgical patients require a more inten-
sive observation or a higher standard of care
during the immediate postoperative period. 

“Such issues as wound management, monitor-
ing of the patient’s vital signs, pain management,
analgesic medications, and a recognition of the
possible adverse complications given the surgery
performed are expected. Failure to address these
issues breaches the nurse’s duty to the patient,”
says Rosenblatt.

Specifically designed nursing flowsheets are
effective assessment tools for nursing staff caring
for post-surgical patients. “This type of documen-
tation provides an easy data entry system that
cues staff to the essential elements of care at spe-
cific timed intervals that are consistent with stan-
dard practices. Furthermore, flowsheets that are
completed in their entirety provide excellent case
defense at trial,” she says.

In addition to Nurse H’s negligence regarding
patient assessment, there was also a breakdown
in hospital communication. 

“Effective communication between the recov-
ery room and the floor nurse is essential in evalu-
ating patient status at the time of transfer. This
ensures that any changes in the patient condition
can be recognized and dealt with in an appropri-
ate and timely manner,” says Rosenblatt. 

Without such contact, it is difficult for the
primary caregiver to know what type of care 
is warranted.

Nurse H should have also been aware of
appropriate procedures for dealing with a drug
such as morphine. Morphine sulfate is classified
as a central nervous system depressant. 

“Safe administration practices dictate assess-
ment of the patient both before and after adminis-
tration of this class of medications for the exactly
the issue in this case, possible respiratory compro-
mise. A narcotic antagonist and resuscitation
equipment should be readily available and the
nursing staff should be competent to act with

these tools when necessary,” says Rosenblatt. 
Although it is unclear what the physician’s

orders were regarding the morphine, a prudent
nurse administering morphine that frequently
should have investigated the intent of the physi-
cian’s order. 

“Nurse H possibly should have questioned the
pharmacy as to safety, given the drug, the dose,
and the time intervals,” adds Rosenblatt.

The nursing staff also should have recognized
the cumulative effects that analgesics can have
with the latent effects of anesthesia in the imme-
diate post-surgical patient. 

“The patient’s snoring may have been a sign of
periods of apnea, particularly in a younger
patient. An astute nurse may have attempted to
arouse the patient, particularly if the snoring was
deep and irregular, as if gasping for breath,” says
Rosenblatt.

There also is concern about the 2:45 p.m. mor-
phine dose that was not administered.

“This would invoke reporting requirements
under the Controlled Substances Act of 1970,”
says Rosenblatt. “If in fact the nurse did violate
policy on administration and possession of a con-
trolled substance, there are human resource con-
siderations and possible violations of licensure
that may require reporting to the state board of
nursing.” 

The hospital probably acted prudently in set-
tling the case before trial. 

“Although there were different opinions as to
negligence and a serious question as to causation,
a jury trial would have likely resulted in a much
higher award,” says Rosenblatt. “Juries are far
more inclined to believe expert testimony from
government agencies entrusted with protecting
the public’s welfare than from a hired gun who
has been substantially paid by the defendant.
Also, the fact that this was a wrongful death case
involving a minor would have had a negative
connotation to a jury. And finally, the testimony
relative to possible controlled substances viola-
tions and the possibility of an impaired nurse
made it clear this case would not present well 
for the defendant.” 

The hospital needs to take immediate and
effective action to prevent similar situations in
the future. In many states, the hospital’s solution
can also be coordinated with a state agency
responsible for facility oversight. 

“The facility should conduct an in-depth inves-
tigation into all possible issues, including a full
root cause analysis with a formal correction plan
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and a time line for implementation,” concludes
Rosenblatt.  ■

Death at nursing station 
leads to $850K settlement

News: A patient with stab wounds to the
abdomen was taken to an emergency department
(ED). He was admitted, and a series of tests were
ordered. Once on the floor, his condition deterio-
rated rapidly. His father came to visit and found
his son in a wheelchair at the nurse’s station.
After inquiring as to his condition, the son suf-
fered cardiopulmonary arrest and died in front 
of the nurse’s station. 

The estate brought suit against the hospital
and attending surgeon. Both settled prior to trial
for a combined $850,000.

Background: The patient had been involved 
in a violent altercation and was taken to the 
ED about 10:05 p.m. with stab wounds to his
abdomen. After ED personnel assessed the
patient, he was admitted to the hospital under
the care of a surgeon. At admission, his vital
signs were stable. The surgeon ordered NPO —
nothing by mouth — status for the patient and
requested a series of tests and evaluations to
determine the nature and extent of his injuries.
However, this assessment regimen was not car-
ried out.

Shortly after admission, the patient had a dras-
tic change in condition. His white blood count
increased significantly. He also developed
increased abdominal pain, hypertension, agita-
tion, diaphoresis, and the inability to move his
bowels. Notwithstanding these adverse changes
in light of his known abdominal injuries, no one
ordered an initial CAT scan and no additional
CAT scan or other such tests were ordered.
Further, no exploratory laparotomy was per-
formed. The patient continued to report serious
symptoms and made numerous requests for help.

Once admitted, his care and treatment was lim-
ited to the institution of prune juice therapy to
ostensibly resolve his bowel blockage/constipa-
tion. Early the next morning, the patient became
so frustrated that he telephoned his father, and
asked him to come as soon as possible to check
him out of the hospital. When his father arrived,

he found his son sitting in a wheelchair at the
nurse’s station. 

At that time, no physician or surgeon had seen
the patient since his admission to the hospital
from the emergency room and nothing had been
done for him other than to give him prune juice.
When his father asked, in his son’s presence, if a
physician was present that could assess and treat
his son, he was told that the doctor was otherwise
occupied and could not see him. 

However, the nurse advised the father to 
take his son back to his assigned room so that 
a physician could see him later. As this conversa-
tion took place, the patient suffered a cardio-
pulmonary arrest. Physicians who had been
unavailable moments ago materialized. But 
the patient could not be resuscitated.

The plaintiffs brought suit claiming that the
decedent was ignored by his attending physician
and others as his condition steadily deteriorated.
They claimed that had more appropriate tests
been ordered and provided, or even that had
those ordered been performed, the man’s life
would have been saved. The case settled prior 
to trial for $850,000. 

What this means to you: “From a risk man-
agement and quality improvement perspective,
there are a variety of concerns that are evident
from the moment the patient arrived at the
emergency room. The patient was not properly
evaluated and stabilized upon initial presenta-
tion, physicians did not promptly treat the vic-
tim, the nursing staff failed to carry out the
diagnostic assessments ordered by the admit-
ting physician, and the patient’s request to see 
a doctor fell on deaf ears,” says Diane Giraudi
Perry, PhD, LHRM, of Bon Secours Health
System Inc. of Venice, FL. 

First, the ED staff failed to adequately assess
the victim’s condition and ensure that the patient
was stabilized immediately upon presentation. 

“The staff knew the victim had been stabbed
several times in the abdomen and should have
explored whether the stabbing had caused
injuries beyond those superficially apparent.
Because it was foreseeable that the patient could
have had solid and hollow organ damage, for
example, the staff should have immediately
ordered a CT scan and initiated antibiotic ther-
apy,” says Perry.

Furthermore, the ED staff did not investigate
the patient’s condition more fully to make certain
he was stabilized, even though he had stable vital
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signs, adds Perry. The Emergency Medical
Treatment and Labor Act is a federal statute that
governs medical treatment provided to patients
in need of emergency care. The statute imposes
an obligation on health care providers to deter-
mine if a patient has an emergency medical con-
dition and, if so, affirmatively requires providers
to administer treatment until the patient’s condi-
tion has stabilized. To stabilize a patient, emer-
gency medical personnel must ensure that it is
unlikely that there will be any material deteriora-
tion of the patient’s condition during, or as a
result of, a transfer to another hospital or to
another unit.

“In this case, it appears the patient did not
receive an appropriate medical screening and
was not stable upon transfer from the emer-
gency room to the hospital’s inpatient unit. 
The emergency room staff had an obligation 
to assess the patient’s condition and ensure 
that it would not worsen before transferring the
patient. In light of his rapid and drastic change
in condition upon arrival at the inpatient unit, it
appears the staff had not stabilized the patient,”
says Perry.

“The second concern growing from this case is
the delay in a physician evaluating the patient,”
says Perry. After the admitting surgeon requested
the staff to administer a series of tests to deter-
mine the nature of the man’s injuries, the surgeon
did not see the patient again. After admitting the
patient to the hospital, he failed to see if the tests
had been performed and, if so, what the results
were. In fact, the patient was in the facility
approximately 12 hours before a doctor other
than the emergency room physician actually saw
the victim, and that was only after the man had
suffered from cardiac arrest.

Third, the nursing staff for the inpatient unit

failed to properly treat the patient. 
“The rapid decline in the man’s condition

apparently went unnoticed by the nursing staff
and was not relayed to the physician. The patient
was NPO, yet was given prune juice to relieve the
patient’s bowel blockage/constipation. In a vic-
tim of abdominal wounds, no one appeared to be
concerned that the discomfort may have been
due to the trauma to the abdomen. The inpatient
unit nursing staff also failed to carry out the diag-
nostic assessments ordered by the physician.
Although the physician clearly should have
ordered other critical tests, the nursing staff did
not even comply with the physician’s initial
orders,” adds Perry.

The fourth and final concern from a risk man-
agement and quality improvement perspective is
that the father’s request to see a doctor was not
satisfied. When the father requested a physician
assess his son’s condition, he was told no one 
was available. However, the unavailable physi-
cian was able to see the patient when he arrested
moments later. 

“The nursing staff should not have blocked the
father’s request to see a doctor. Just as impor-
tantly, though, the treating physician should have
seen the patient earlier to prevent the eventual
cardiopulmonary arrest,” says Perry.

“There appears to be widespread negligence
throughout this patient’s care. The failures in per-
formance and processes by the hospital, nursing
staff, and doctor’s staff are evident and provide
multiple opportunities for improvement,” says
Perry. This hospital should develop a sounder
initial evaluation process, improve the timeliness
and quality of treatment by its physicians and
staff, and implement a policy for interacting with
patients in a professional, sensitive, and effective
manner.  ■
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Intensify efforts at transaction
compliance, HHS says 
No postponements expected as deadline nears

As the Oct. 16 deadline for covered entities to comply with
HIPAA’s electronic code set and transaction provisions
approaches, organizations should be intensifying their

efforts toward achieving compliance, according to the Department
of Health and Human Services (HHS). An HHS guidance issued in
mid-July made clear there would be no postponement of the dead-
line, although enforcement will be flexible initially.

In addition to encouraging health plans and providers to intensify
their compliance efforts, the department also stated that health plans
should assess the readiness of their provider communities to deter-
mine the need to implement contingency plans that maintain the flow
of payments while continuing to work toward compliance. Some ana-
lysts are questioning the wisdom of possible contingency plans such
as reverting to paper claims.

The HHS guidance maintains that the Centers for Medicare & Medi-
caid Services (CMS), which has been given principal responsibility for
enforcing the electronic transactions and code sets provisions of HIPAA,
initially will focus on voluntary compliance and use a complaint-driven
approach for enforcement of the code sets and transaction provisions.

According to the guidance, “when CMS receives a complaint about
a covered entity, it will notify the entity in writing that a complaint
has been filed. Following notification from CMS, the entity will have
the opportunity to 1) demonstrate compliance; 2) document its good-
faith efforts to comply with the standards; and/or 3) submit a correc-
tive action plan.”

The agency plans to use the flexibility inherent in the “good-faith”
provisions of the Social Security Act that allow it to forego imposing
civil monetary penalties when a failure to comply is based on reason-
able cause and is not due to willful neglect, and the failure to comply
is cured within 30 days. In addition, the agency has authority to
extend the 30-day period “based on the nature and extent of the fail-
ure to comply.”

CMS will look at both ends of transaction

The guidance acknowledges that transactions often require the
participation of two covered entities and that noncompliance by one
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entity may put the other covered entity in a diffi-
cult position. Thus, “during the period immedi-
ately following the compliance date, CMS intends
to look at both covered entities’ good-faith efforts
to come into compliance with the standards in
determining, on a case-by-case basis, whether
reasonable cause for the noncompliance exists
and, if so, the extent to which the time for curing
the noncompliance should be extended.”

The agency says penalties will not be imposed
on covered entities that deploy contingencies to
ensure the smooth flow of payments if they have
made reasonable and diligent efforts to become
compliant and, in the case of health plans, to
facilitate the compliance of their trading partners. 

“Specifically,” the guidance says, “as long as a
health plan can demonstrate to CMS its active out-
reach/testing efforts, it can continue processing
payments to providers. In determining whether a
good-faith effort has been made, CMS will place a
strong emphasis on sustained actions and demon-
strable progress.”

So how can plans and providers demonstrate
that they are making a good-faith effort? CMS
says it will look at things such as increased exter-
nal testing with trading partners; lack of avail-
ability of, or refusal by, the trading partners prior
to Oct. 16, 2003, to test the transactions with the
covered entity whose compliance is at issue; and
in the case of a health plan, concerted efforts
before the deadline and continued efforts after to
conduct outreach and make testing opportunities
available to its provider community.

Documentation of efforts needed

The guidance also gives a case study of a possi-
ble type of complaint that CMS would receive
and the steps the agency would take to investi-
gate and determine if the plans has made good-
faith efforts. Organizations that have exercised
good-faith efforts to correct problems and imple-
ment the changes required to comply with
HIPAA should be prepared to document the
efforts in the event of a complaint being filed,
according to HHS. The agency says the approach
it is taking “will permit health plans to mitigate
unintended adverse effects on covered entities’
cash flow and business operations during the
transition to the standards, as well as on the
availability and quality of patient care.”

After Oct. 16, in addition to possible fines and
penalties imposed, CMS will expect noncompli-
ant covered entities to submit plans to achieve
compliance in a manner and time acceptable to
the HHS Secretary. The agency intends to provide
more detailed information on corrective action
plans.

HHS maintains that, although transaction and
code set compliance is a huge undertaking, “the
result will be greatly enhanced by electronic com-
munication throughout the health care commu-
nity. Successful implementation will require the
attention and cooperation of all health plans and
clearinghouses, and of all providers that conduct
electronic transactions. There is considerable
industry support for transaction and code sets,
and we all look forward to realizing the many
advantages of its successful implementation.”

Responding on behalf of health plans repre-
sented by the American Association of Health
Plans (AAHP), CEO Karen Ignani said plans
were “pleased that CMS has issued this prudent
and reasonable guidance that balances the goal of
updating transaction systems as quickly as possi-
ble with flexibility toward segments of the health
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care community that — despite working in good
faith to implement these complex and significant
standards — will be unable to complete their
work before the Oct. 16 deadline. We will con-
tinue to work with CMS on ways to ensure that
the standards outlined by HIPAA are imple-
mented in a manner that best serves consumers
and the health care system they rely on.”

‘Not far enough’

Before the guidance was issued, a coalition of
health care organizations — the American Clini-
cal Laboratory Association, the American Health
Care Association, the American Hospital Associa-
tion, the American Medical Association, Premier,
Inc., and VHA Inc. — wrote to HHS Secretary
Tommy Thompson urging him to act to prevent
disruption of the health care system that could
come with implementation of the transaction
requirements. The group said that despite sub-
stantial progress by both payers and providers,
many payers have indicated they will not be pre-
pared to accept the new format by the deadline,
while others are unable to test the format with
providers, meaning providers won’t know if their
submissions will be accepted. Also, the new for-
mat and content standards require information,
such as detailed demographic information on
patients, referring physician identifiers, and diag-
nosis codes, that providers do not currently col-
lect and that are not required to pay claims. 

The group’s letter to Thompson asked that the
department take several steps to prevent disrup-
tion in the system, including making it clear that
for a reasonable period of time after Oct. 16, com-
pliance with HIPAA standards would require
only that claims be in the standard format and
contain only the information required to pay
them.

American Clinical Laboratory Association
president Alan Mertz says that the only positive
aspect in the guidance is that CMS recognizes the
potential for problems and wants to avoid them.
But, he says, the guidance does not go nearly far
enough.

Need definition of compliant claim

As requested in the group’s initial letter, Mertz
says his association and the other provider
groups believe that CMS needs to make it clear
that, for a reasonable period beginning October
16, compliance should require only that claims be

in the HIPAA standard format, use the standard
codes, and contain only the data elements neces-
sary for adjudication. The department then could
establish progressive targets for completion of
more robust testing of live claims transactions to
facilitate the transition to standard transactions
with increasingly more complex data content,
Mertz says. 

To ensure an adequate level of cash flow to
providers, the groups called for use of claims
submitted in legacy formats during the testing
period while trading partners work through
implementation issues with the standards.

Earlier this summer, the Chicago-based Ameri-
can Hospital Association (AHA) wrote to Thomp-
son on its own, calling for development of a
systemwide implementation plan to prevent
delays in claims processing and payment when
the new rule takes effect. “Even a slight decrease
in claims processing volumes or lengthening of
the payment cycle could negatively affect hospi-
tals’ ability to care for their patients,” wrote AHA
executive vice president Rick Pollack. 

The organization said HHS should clearly out-
line remedial actions it would take to ensure an
adequate level of cash flow to hospitals during
the transition to HIPAA standardized claims,
require insurers to identify deficiencies in the
standard claims a provider submits, and trigger a
contingency payment from government payers if
the provider’s daily volume of processed claims
or payments received falls more than 5% below
the provider’s daily average for the previous
year. 

AHA encouraged but wants more

After the guidance came out, AHA said it was
encouraged by the guidance and by statements
from CMS that recognize that hospitals and other
providers must continue to receive payment from
payers, and that potential harm to patients could
result if payments are threatened or delayed. 

While CMS took a necessary first step in
endorsing AHA’s contingency payment recom-
mendation by indicating that penalties will not 
be imposed on covered entities that deploy con-
tingencies under certain circumstances, AHA
expressed concern that it failed to establish in the
guidance a “real safety net for providers” by
adopting AHA’s recommendations on payment
of Medicare claims to providers after Oct. 16. 

AHA said that CMS still is undecided as to
whether a claim that is missing data elements but
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Is your facility using
unprotected e-mails?
Penalties for noncompliance could be steep

Asurvey by Dallas-based ZixCorp, a global
provider of e-messaging management and

protection services, indicates that many leading
health care organizations are transmitting e-mail
messages containing federally protected health
information over public networks without using
appropriate safeguards. 

The study analyzed a sample of 4.4 million 
e-mail messages sent and received by more than
7,500 health care organizations (health insurance
plans, hospitals, and physician practices), repre-
senting the inbound and outbound traffic for
approximately seven days for each of the audited
organizations, to determine what percentage of
such messages contained protected health infor-
mation. It found that, on average, more than 53%
of the top 100 U.S. health care chains and health
systems, and 35% of the top 60 health care pay-
ers, had transmitted via plain text e-mail informa-
tion that the organizations are required to protect
under HIPAA.

Overall, 4.4% of outbound e-mail that was

analyzed contained protected health information,
with the totals ranging from 1.9% to 11%. The
study covered unencrypted e-mail traffic from
organizations that had implemented a number of
different kinds of solutions, including a variety of
technology solutions, a reliance on directives to
employees or internal policy-only solutions, and
a combination of these measures.

ZixCorp vice president of products and strat-
egy Dan Nutkis tells HIPAA Regulatory Alert that
in many health care organizations, patient pri-
vacy is being compromised through the use of
nonsecure electronic communication. “In some
cases,” he says, “the health care organization is
unaware of the potential impact and/or ramifica-
tions it has on the company. In other cases, the
organization does know the risk and does not
think there is a practical solution that can remedy
the situation.” 

Implications drawn from the findings in the
report are that:

• Many organizations still may not recognize
that there is a legal requirement to provide appro-
priate protection for protected health information
in e-mails.

• Organizations have implemented a number
of different kinds of solutions, including a variety
of technology solutions, a reliance on directives
to employees or internal policy-only solutions,

36 HIPAA REGULATORY ALERT / September/October 2003

complies with the HIPAA format and code set
requirements is compliant. 

Milliman USA health care management and
technology consultant John Phelan tells HIPAA
Regulatory Alert that the CMS guidance was no
surprise given that the agency already had given
a one-year extension for the deadline. 

“There is the potential for a certain amount of
chaos in implementation as there would be with
any other standard of this magnitude,” he says.
But Phelan says he is not yet convinced the Oct.
16 deadline will be an “absolute calamity,” saying
the first rule for all those involved should be to
not panic, especially since CMS has said that it
will hold back on enforcement.

Questioning the request made by the clinical
laboratories group and others for a CMS defini-
tion of compliant claims, Phelan says that it
makes sense for CMS to wait to see how the
industry will respond before stepping in. 

“People are too focused on the potential for gov-
ernment penalties,” he cautions. “The real problem
is that different organizations are interpreting the

standards in various ways and thus there are com-
munication problems. Those are the things that
need to be brought into line.”

Feds shouldn’t back off

Phelan is adamant that government relaxation
of the implementation requirements will not solve
the problem of varying interpretations. “If the
government gets unreasonable, we can always
respond to that,” he says. “Meanwhile, the indus-
try needs to step up and come together to work
on the problem. I think government is a slow and
cumbersome device through which to get things
implemented. But industry has the ability to move
more quickly and could come up with a consis-
tent approach that the government would then be
likely to adopt.”

[Editor’s note: CMS information is available at
www.cms.gov and www.hhs.gov. Contact Ms. Ignani
at (202) 778-3200; Mr. Mertz at (202) 637-9466; Mr.
Pollack at (202) 638-1100; and Mr. Phelan at (818)
707-7818.] ■



and a combination of these measures, not all of
which may be working as expected.

• While many organizations may have installed
various kinds of technology solutions, they may
not have established the appropriate accompany-
ing policies requiring that the technologies be used
or may not adequately be enforcing their policies,
resulting in some avoidable transmission of pro-
tected health information.

• Records of unprotected e-mail are created
wherever the e-mail is sent, as those e-mails nor-
mally reside indefinitely on the recipient’s e-mail
server or in their archives. These records can be
used as evidence of noncompliance by govern-
ment regulators or by lawyers in civil suits.

ZixCorp says that if its
findings are extrapolated,
it would mean that an
organization that trans-
mits 100,000 e-mails annu-
ally and does not either
eliminate the use of e-
mails containing protected
health information or
appropriately safeguard
that information is likely to transmit an average
of 4,400 e-mails a year that contain unsecured
information. That would expose the organization
to civil penalties under HIPAA of $440,000 a year.
While it is possible that such penalties would be
subject to a calendar-year statutory cap of
$25,000, ZixCorp says it is not yet clear how the
provisions will be enforced, and the cap may not
apply.

Also, sending any e-mail that contains pro-
tected health information without encryption to
or for use by someone not properly authorized
under the HIPAA privacy regulations, or for
some purpose not authorized by the regulations,
could be grounds for criminal charges. Each
affected e-mail could support a separate charge,
and each charge could support a penalty ranging
from $50,000 and one year in prison to $250,000
and 10 years in prison if the transmission was for
a commercial activity. “Potential criminal penal-
ties could therefore be astronomical,” Nutkis
says.

Encrytion is key

One of the key issues, according to the ZixCorp
report, is the electronic trail that is created when
unprotected e-mails are transmitted. Nutkis tells
HRA that in addition to the copy saved on a

sender’s e-mail server, every time a message is
sent, a copy also is saved on the recipient’s e-mail
server and on any relay servers between the
sender and receiver. 

“These additional copies are out of the sender’s
control,” he says, “and remain as proof of the
sender’s choice not to protect the content of the
message. These e-mails could be used by those
that control the servers they reside on for any
number of purposes, including possible lawsuits
or reporting to regulatory agencies.”

Since it is highly unlikely that many organiza-
tions could succeed in completely eliminating use
of e-mail that transmits protected health informa-
tion, or would want to do so, it appears, accord-

ing to ZixCorp, that
encryption technology is
becoming the reasonably
prudent standard of care
for the transmission of e-
mail containing protected
information. 

The report says that
encryption is mandatory
under HIPAA unless a

health care organization has analyzed its use of e-
mail and determined that its practices do not put
protected information at risk. The company says
such a defense will be difficult or even impossible
for any organization that uses e-mail to send pro-
tected information regularly.

Nutkis says encryption is the only way to
ensure complete confidentiality and privacy of an
e-mail message. Some encryption techniques are
more effective than others, he adds.

ZixCorp says that while it may be possible 
to send a few e-mails every now and then in
response to specific circumstances without creat-
ing much risk, any routine or reasonably high
volume of e-mail will create serious risks. The
greater the volume of e-mail, the higher the risk
and the more evidence that will be available
against the organization if there is an enforce-
ment action.

“There is substantial risk some messages will
be sent to or received by the wrong individual;
read by unauthorized individuals such as the
recipient’s employer or co-workers, family, room-
mate, or friends; or intercepted in transmission
by a hacker,” the report says. “An organization
that knows of this kind of risk is required, under
HIPAA and as a matter of ordinary prudence, to
take reasonable steps to address it.”

In addition to using encryption technology, the
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report says, organizations need policies that include
clear statements that encryption is required for any
Internet transmission containing protected health
information, and that violations of the policy would
be grounds for appropriate sanctions. Training
should be provided, as should occasional encryp-
tion awareness reminders, which might be included
in e-mails and other cost-effective communications. 

ZixCorp says that establishment and enforce-
ment of policies and procedures for the use of
encryption can help organizations ensure it will
be used and shift responsibility and liability to
users who choose to disregard such policies if
their failure to encrypt causes a violation of
HIPAA or individual privacy rights.

“Managers need to determine the types of
information that are currently being sent via 
e-mail that, according to regulations and prudent
practices, should be protected,” Nutkis advises.
“They should then establish a corporate policy to
encrypt this information any time it is contained
in an e-mail message. One solution is ZixCorp’s
ZixCorpVPM, which provides an automated
method for both detecting and encrypting pro-
tected health information any time it is included
in the header, body, or attachment of an e-mail
message. Our HIPAA lexicons are designed to
detect all types of sensitive information including
those required by mandated regulations, stan-
dard of care guidelines, and prudent practices.
Additional criteria health care organizations
should consider include level of security, authen-
tication, ease of implementation, ease of use, and
cost/impact to end users. 

“From a management perspective, it’s all about
risk management, so the question to ask yourself is,
‘Have I done a risk assessment and made a rational
decision about how to manage that risk?’”

[More information is available at www.ZixCorp.
com, or telephone Dan Nutkis at (888) 771-4049.] ■

Physicians cautioned
about paper claims
Reject temptation to revert to paper claims

Physician practices considering going back 
to paper claims as a way of coping with the

Oct. 16 Centers for Medicare & Medicaid Services
(CMS) deadline for transactions and code sets

should resist the temptation, according to John
Thomas, CEO of Dallas-based MedSynergies. 

MedSynergies provides business and technol-
ogy services to physician practices in nine states,
including taking responsibility for the complete
revenue cycle.

“Some smaller practices are worried about
their ability to meet the deadline,” Thomas tells
HIPAA Regulatory Alert. “But reverting to paper
claims will be shooting yourself in the foot. It is
likely to result in staff overload and increasing
denials. Many payers have said they will process
paper claims on a delayed basis. In the long term,
the entire industry is moving to electronic trans-
actions, and that’s the way to go.”

Thomas says his company processes more
than 1 million transactions a year for its clients
and is committed to using the electronic format,
even in the face of confusion caused by the com-
ing Oct. 16 transaction and code sets deadline.
“Someone has likened the situation to changing
the propeller on an airplane during flight,” he
says. 

Need proof claim sent and received

Thomas says that in addition to the potential for
delayed processing of paper claims, there are prob-
lems in not being able to prove that a claim was
sent or received. “It’s critical that practices send
claims electronically and manage and review daily
every rejected item that they get,” he says, noting
that MedSynergies has technology that is used to
identify all claims that are not paid quickly so fol-
low-up can take place.

While recognizing that some professional asso-
ciations have called on CMS to define any claim
in the HIPAA format as a compliant claim and
take other steps to ease the potential for problems
on Oct. 16, Thomas says it is his sense that payers
are doing the best they can and the most impor-
tant thing providers can do is recognize that the
program is moving forward and work with it.

“There are a lot of benefits that ultimately will
be realized from HIPAA,” he asserts. “It’s requir-
ing us to do things that we should have been
doing for a long time. The benefits will far out-
weigh the pain of implementation. It seems like a
high price to comply, but there’s also a high price
for not doing this in terms of money that is lost to
the practice. The industry can’t survive without
greater financial discipline.”

Thomas warns that efforts to delay the deadline
will only prolong difficulties in claims production

38 HIPAA REGULATORY ALERT / September/October 2003



and says it will be more important for CMS to
stick with the deadline and use enforcement to
force the issue and get the work done. “The longer
enforcement takes,” he says, “the more we’re
going to have lawsuits over clean claims. It’s going
to be better to just get it over with.”

[Contact John Thomas at (972) 791-1224.] ■

JCAHO, NCQA certifying
privacy compliance

The Joint Commission on Accreditation of
Healthcare Organizations (JCAHO), Oak-

brook Terrace, IL, and the National Committee
for Quality Assurance (NCQA), in Washington,
DC, have started a new Privacy Certification Pro-
gram for Business Associates to assess whether
organizations designated as “business associates”
under HIPAA are meeting essential requirements
for safeguarding personally identifiable health
information.

The groups say standards for the certification
program address privacy presentations for oral,
written, and electronic health information; pro-
cesses and practices respecting the use, disclosure,
and secure storage of personal health information;
employee training in protecting personal health
information; consumer access to personal health
information; and contracting between covered
entities and their business associates.

Program standards are based both on HIPAA
and on state-of-the-art industry information prac-
tices, the two groups say. Any business associate
that handles HIPAA-protected information for
health care providers, health plans, or health care
clearinghouses will be eligible for the program.
Eligible entities include software firms; health care
IT firms; data collection, analysis, and processing
firms; practice management firms; third-party
administrators; disease management organiza-
tions; and survey vendors, among others.

Initial applicants for the certification were
American Healthways Inc., Nashville, TN; Cen-
ter for the Study of Services, Washington, DC;
DSS Research, Fort Worth, TX; Health Dialog
Inc., Boston; National Imaging Associates, Ran-
cho Cordova, CA; PersonalPath Systems Inc.,
Upper Saddle River, NJ; Renaissance Health Care
Inc., Westminster, CO; and Salem Health Solu-
tions Inc., Winston-Salem, NC. They initially will
use a web-based tool to assess their compliance

with the program standards. Once requested
materials have been submitted, a survey team
will conduct an on-site review of the organiza-
tion. Each review will yield a pass/fail decision,
and approved organizations will be certified for
two years.

[For more information, contact JCAHO’s Charlene
Hill at (630) 792-5175 or NCQA’s Brian Schilling at
(202) 955-5104.] ■

HIPAA does not block
nursing home surveys

The Centers for Medicare & Medicaid Services
(CMS) says HIPAA privacy regulations don’t

negate requirements under the Social Security
Act that the results of the most recent nursing
home survey must be made available to the pub-
lic. CMS says that the HIPAA privacy rule pro-
vides that protected health information may be
used and disclosed without the authorization of
the subject of the information to the extent that a
law mandates such use or disclosure. 

CMS provided a form letter that could be used
in response to providers’ concerns over making
survey results available as mandated by the
Social Security Act. 

The model letter points out that “government
regulatory programs that need health informa-
tion to determine compliance with program stan-
dards (including the nursing facility survey
program) do not need to obtain an individual’s
authorization to use that individual’s health
records for the appropriate oversight of entities
subject to that program’s regulation.”

State survey directors and CMS regional staff
are advised to say that while they share concerns
about privacy of nursing facility residents’ medical
records, that concern must be balanced with duty
under the law to regulate the nursing facility
industry through the use of surveys and to inform
the public by providing access to the results of
those surveys. 

The agency recommends they say that they
regret that in rare circumstances the statements
of deficiencies may inadvertently release infor-
mation that can be traced to a particular resident
of a surveyed facility, but such releases aren’t a
violation of the spirit or provisions of the HIPAA
privacy rule.  ■
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Privacy requirements 
give researchers fits

Confusion in research circles over privacy
requirements under HIPAA is seen in a flap 

at the Johns Hopkins Medical School, which sent a
letter to the Department of Health and Human
Services (HHS) asking whether it could request
patients’ permission to use their medical records for
research. The Baltimore Sun reported that the univer-
sity was seeking a waiver to the privacy rule for its
research, even though the rule does not require
researchers to inform patients whose personal
health information they are looking at, as long as 
an institutional review board backs the research.

Two days later, the newspaper backed away
from its story, saying the medical school was not
asking patients to yield any privacy protections. 

Officials of the medical school say they contacted
HHS because they wanted to ask patients up front
for their permission to view their medical informa-
tion. They said they decided to approach the gov-
ernment agency in response to a growing number
of complaints from patients who had been called by
researchers and asked to participate in a study. 

The school’s leadership thought that in light of
the increased patient sensitivity to privacy con-
cerns, it would be better to ask them for autho-
rization up front. 

Observers of the confusion say Hopkins is to
be commended for trying to find the best way to
manage the situation, and note that the rule has a
lot of ambiguities and institutional review boards
may be taking an overly cautious approach.  ■  

Insurance policy to cover
violations of HIPAA rules

ASan Francisco insurer is offering health care
providers what it says may be a first in under-

writing — a professional liability insurance policy
specifically geared toward electronic-based and
web-enabled transactions for health care operations.
The policy might be especially useful in insuring
against HIPAA violations, the company says.

Healthcare First, a unit of the brokerage services
division of Arthur J. Gallagher & Co. of Itasca, IL,
offers the insurance. Healthcare First president
David Wynstra says that the insurance product

was developed in response to the way many health
care systems have become more dependent on
electronic-based transactions via the Internet to
carry out business basic functions.

“As a result, those organizations are now assess-
ing their information technology risks and liability
exposures,” he says. “This corporate liability cov-
erage will continue to indemnify electronic-based
transactions that health care organizations use to
manage, process, and disseminate information.
Moreover, the coverage now helps indemnify cor-
porate policyholders from damages resulting from
HIPAA events, such as unauthorized disclosures
of protected health information arising out of com-
puter security violations.”

Wynstra says the intent of the policy is to cover
organizations for inadvertent HIPAA violations and
the policy would not cover any fraudulent activi-
ties. Health care providers would benefit in situa-
tions in which an unauthorized disclosure is made
that results in damage to an individual or organiza-
tion, and that party decides to sue for damages. 

Though that may sound appealing to man-
agers worried about violating the new HIPAA
provisions, Wynstra notes that the coverage will
not cover fines levied by the government for
HIPAA violations. That is consistent with other
forms of insurance that commonly cover civil lia-
bilities but cannot pay fines imposed by govern-
ment agencies or law enforcement.

The eHealth/Internet Liability Policy will be
underwritten by Mt. Hawley Insurance Co., a sub-
sidiary of RLI Corp. and will provide premium
discounts to health care providers accredited by
URAC, an accrediting body in Washington, DC. 

The policy covers more than just HIPAA viola-
tions, says Michael Lamprecht, national practice
leader of e-Insurance with Arthur J. Gallagher & Co. 

The policy provides worldwide cyber liability
coverage for exposures such as privacy infringe-
ment arising out of computer security breaches
and contingent bodily injury arising from web
site content, he says. The policy provides cover-
age for media perils such as copyright and trade-
mark infringement, libel, slander, defamation,
and product disparagement.

Wynstra notes that the underwriter will expect
your organization to take all appropriate precau-
tions regarding HIPAA, including the implemen-
tation of policies and procedures. 

“There’s a rather rigorous underwriting pro-
gram,” he says. “Certainly, a security audit is nec-
essary. We expect to see that the insured has taken
all necessary steps to comply with HIPAA.”  ■
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