
ERISA Litigation and 
Physician Autonomy

A B S T R A C T  &  C O M M E N T A R Y

Synopsis: The federal Employee Retirement Income Security Act
(ERISA) was originally enacted to regulate employer-sponsored

pension plans. However, the statute also covers health care benefits
established by self-insured employers—exempting only government
employees and plans with relatively small numbers of employees—

and has been a basis for managed care organizations (MCOs)
attempting to escape liability for decisions affecting medical prac-
tice by the state “preemption” clause. These far-reaching provisions

have affected physician autonomy and legal exposure.

Source: Jacobson PD, Pomfret SD. ERISA litigation and physician 
autonomy. JAMA 2000;283:921-926.

Enacted in 1974, erisa was designed to provide uniform
national standards and safeguard employee benefits from loss or

abuse, and encourage employers to offer such benefits by imposing
fiduciary responsibilities on plan administrators. At the time of pas-
sage of the law, only a few requirements applied to health benefit
plans. Three provisions, which have created significant issues in
health care delivery, involve ERISA’s preemption clause, its limited
remedial scheme, and its fiduciary duty obligations.

Preemption refers to the fact that where ERISA is shown to be
applicable, state law is preempted or subordinated to federal law so
that state statutes and regulations will not be enforceable. Because
most provisions regarding the quality of practice for medicine are
governed by state law, invocation of ERISA in a given case invali-
dates the provisions of such state law. Preemption may be invoked
when a state law “relates to” an employee benefit plan (EBP).
State laws may be saved if they are deemed specifically aimed at
regulating insurance (also a state function), notwithstanding their
relating to a plan, provided that the state law does not attempt to
incorrectly circumvent this allowance by simply deeming a provi-
sion as insurance when in fact it relates to ERISA provisions. As
can be seen, the relationships listed above provide considerable
interpretive discretion, and courts have historically applied broad
latitude to the “relates to” provision, permitting extension of
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ERISA provisions to a variety of circumstances.
When a state law is preempted, complaints must be

heard in the federal court system, not the state courts,
where only limited remedies are available. Awards for
adverse medical decisions follow the law of contracts,
whereby the aggrieved party may receive only money
damages (and attorney’s fees) in the amount equal to the
declined benefit contested. Plan participants may also
compel plan administrators to enforce disclosure provi-
sions and plan benefits. However, civil action for “mal-
practice” is not afforded in such situations. Rather, breach
of contract or fiduciary responsibility may be claimed.

The results of this set of circumstances is that, where
there is no bona fide complaint against the plan for an
adverse event prompted by benefit determinations, mal-
practice claims may be taken instead against the physi-
cian involved in the care of the patient. Such claims,
with the physician but not the benefit plan as the defen-
dant, will still be heard in state court.

Recent court decisions have signaled a possible tight-
ening of the broad protection benefit plans have enjoyed
by the preemption clause, but comprehensive change
will be required by national (congressional) legislation.
For example, one case held that the defendant’s insur-
ance company policy of discharging a newborn within
hours without adequately considering the medical
appropriateness in a given case could be challenged in
state court as substandard quality of care. The greater
the control of influence the MCO exerts over the practic-
ing physician, the greater may be its legal exposure. On

the other hand, exerting less control is antithetical to the
emphasis on restricting resource allocation, a theme that
applies to the goals of most MCOs. Furthermore, benefit
plans have been supported where valid utilization man-
agement programs have been instituted.

The end result of this environment is to restrict physi-
cian autonomy while providing a means for limited legal
exposure for benefit plans.

■ COMMENT BY R. JAMES BRENNER, MD, JD
Who could have foreseen the current health care envi-

ronment back in 1974 (or during its amendments in
1976) when ERISA was passed? It seemed like a good
idea and, in a health system where the doctor-patient
relationship was not subordinated to utilization manage-
ment and third-party decision makers, who would have
guessed the unintended consequences of a law primarily
aimed at providing national standards for pension plans
and invoking preemption provisions to protect them?

To understand the illogical place of ERISA in today’s
health care environment, one must understand a little
about civil or “tort” law, the law that governs most of
medical malpractice. Tort law is generally a state issue,
providing relief for aggrieved plaintiff patients who can
prove substandard care. Consider the following sce-
nario. A plan either disincentivizes or virtually denies
reimbursement for a test that the treating (or diagnostic)
physician deems medically necessary. Consequently, an
adverse event occurs and the patient brings legal action
against the physician and the plan. The plan claims that
it is protected by the ERISA preemption clause and
removes the case to federal court, where the only poten-
tial remedy is the cost of the test that was denied. The
patient then brings the malpractice claim against the
physician in state court as the only remaining defendant.

More than 10 years ago, the California Supreme
Court indicated that, while economic concerns may be
taken into account, a physician will not be relieved of his
or her tort liability because of such concerns. In other
words, whether a plan provides a benefit the physician
deems necessary, the physician has a legal obligation to
recommend such a test. Failure to do so exposes the
physician, but not necessarily the benefit plan, to signifi-
cant damage remedies for those patients subject to
ERISA provisions, which include more than 75% of the
insured population.

Courts have chipped away at these broad interpreta-
tions which have developed historically, but cannot be
validated in the legislative history of the law. Further-
more, different court decisions regarding enforceability
of provisions, despite the attempt in this article to provide
recognizable patterns, cannot be reconciled. In Texas,
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legislation is currently under appellate review that would
impose tort liability on plans for decisions that adversely
affect patient outcome. This year the U.S. Supreme
Court will consider potential liability of a plan that pro-
vides incentives for physicians who restrict resources.

Radiologists, like clinicians, need to be familiar with
such ramifications. Especially in risk-sharing arrange-
ments (e.g., capitation), failure to provide or recommend
necessary examinations may subject the physician, and
not the insurance plan, to malpractice litigation. As
Jacobson and Pomfret correctly note, only congressional
legislation is likely to change the application of ERISA
in today’s different health care circumstances. And with
a powerful insurance lobby in Washington, such change
will not come easily.   ❖

Apoptosis in Leukoaraiosis
A B S T R A C T  &  C O M M E N T A R Y

Synopsis: Brown and colleagues report finding evi-
dence of apoptosis in an area of leukoaraiosis and sug-
gest that apoptotic death of oligodendrocytes may be a
mechanism of development of areas of T2 prolongation
corresponding to areas of demyelination, loss of glial
cells, and spongiosis that are observed histologically in
these lesions.

Source: Brown WR, et al. Apoptosis in leukoaraiosis. AJNR
Am J Neuroradiol 2000;21:79-82.

Leukoaraiosis is a term used to describe the
age-related areas of T2 hyperintensity in the cere-

bral white matter, which, when severe, correlate with
dementia. The white matter lesions have been character-
ized histologically as showing demyelination, loss of
glial cells, and spongiotic change. The pathogenesis of
this condition has not been firmly established, but it
seems to relate to chronic ischemia and hypoperfusion.
Periventricular venous collagenosis has been reported to
occur in aging brains and to be more severe in those
with leukoaraiosis, suggesting that it is a contributing
factor. Because frank necrosis has not been described in
these typical white matter lesions of leukoaraiosis,
Brown and colleagues investigated the possibility that a
non-necrotic mechanism of cell death (apoptosis) might
occur in these lesions.

A nondemented 70-year-old man with multiple car-
diovascular disease risk factors died of cardiac arrest and
underwent autopsy and postmortem magnetic resonance
(MR) imaging of the brain. Gross pathology showed his

brain to be mildly atrophic with no focal lesions and
demonstrated multiple atherosclerotic lesions of his
intracranial vasculature. On MR examination, focal T2
hyperintensity in the left frontal white matter was found,
which showed demyelination and periventricular venous
collagenosis histologically. Specimens were also special-
ly stained to detect apoptosis, and the number of cells
that showed findings consistent with apoptosis was 2.5
times as great in the areas of leukoaraiosis as in the adja-
cent white matter and 25 times as great as in the nearby
cortex. By a process of elimination, it was determined
that the positively staining cells in the white matter were
likely to be oligodendrocytes.

By no technique was any evidence of inflammation
or necrosis found, suggesting that anti-inflammatory
drugs are unlikely to be of benefit in the treatment or
prevention of this condition. Furthermore, as apoptosis
is a delayed cell death that can be inhibited by interrup-
tion of the cell death program, opportunities for inter-
vention in prevention or mitigation of development of
vascular dementia may exist in the future.

■ COMMENT BY NANCY J. FISCHBEIN, MD
All of us who read neuroimaging studies are familiar

with the nonspecific areas of T2 prolongation that appear
in aging brains and seem to correlate with age and car-
diovascular risk factors.1 Many terms are used to
describe these lesions, most commonly “leukoaraiosis,”
“high-intensity periventricular white matter lesions,” or
“small vessel ischemic changes.” Periventricular venous
collagenosis is strongly associated with leukoaraiosis,2

and stenosis or occlusion of deep cerebral veins due to
collagen deposition may promote its development. Other
contributing factors include structural changes involving
intraparenchymal arteries and arterioles, altered cerebral
blood flow autoregulation, and the unique arterial blood
supply of the hemispheric white matter via long penetrat-
ing arteries.3 The work of Brown et al that is discussed
now provides us with some insight into the mechanism
by which leukoaraiotic lesions develop, possibly on the
basis of apoptotic cell death induced by chronic
ischemia. In the long term, influencing this process may
allow new therapies to be directed at the prevention of
development of subcortical dementia.

Apoptosis is a subject that has received tremendous
attention in the basic science literature in recent years,
but its role in disease is increasingly recognized.4,5

Under normal physiological conditions, certain cells
undergo an active, energy-dependent, genetically pro-
grammed type of cell death termed apoptosis, which is
important in embryologic development and cellular
homeostatis. In some cases, however, apoptosis may be
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deficient (cancer) or excessive (neurodegenerative disor-
ders). Apoptotic cell death contrasts with necrotic cell
death, which occurs in acute, nonphysiological injury
and results in cell swelling, lysis, and an inflammatory
response. As apoptosis is better understood, it is likely
that continuing research will yield a new armamentari-
um of potential disease therapies.   ❖
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Helical CT in the Diagnosis
of Pulmonary Embolism
A B S T R A C T  &  C O M M E N T A R Y

Synopsis: There are limited data supporting the use of
helical CT in the diagnosis of pulmonary embolism.

Source: Rathbun SW, et al. Sensitivity and specificity of
helical computed tomography in the diagnosis of pulmonary
embolism: A systematic review. Ann Intern Med 2000;
132:227-232. 

To determine the sensitivity and specificity of
helical computed tomography (CT) for the diagnosis

of pulmonary embolism and to determine the safety of
withholding anticoagulant therapy in those with helical
CTs negative for pulmonary embolism, this review paper
searched the MEDLINE database for prospective studies
evaluating the use of helical CT for the diagnosis of pul-
monary embolism. Inclusion criteria were the study of
consecutive patients suspected of pulmonary embolism
with and without the disease, a broad spectrum of patient
characteristics, performance of helical CT and pul-
monary angiography or another reference test in all
patients, and independent interpretation of the CT scan
and pulmonary angiogram or other reference test. While
no study met all criteria for adequate evaluation of sensi-

tivity and specificity of helical CT, the studies reviewed
showed sensitivity ranging from 53-100% and specificity
ranging from 81-100%. In no study were patients with
negative helical CT scans who had anticoagulant therapy
withheld tested for venous thromboembolism.

Rathbun and associates drew four conclusions from
their review:
1. No study on helical CT for detection of pulmonary

embolism published before October 1999 met all
methodological criteria for adequate evaluation of
sensitivity and specificity of helical CT.

2. There is a wide range of sensitivity (53-100%) for
helical CT detection of pulmonary embolism.

3. Several studies suggest considerable interobserver
variation in the sensitivity and specificity of helical
CT detection of pulmonary embolism.

4. No study on helical CT for detection of pulmonary
embolism published before October 1999 adequately
evaluates the safety of withholding anticoagulant
therapy in patients with negative helical CT studies.

■ COMMENT BY JEFFREY S. KLEIN, MD
This study illustrates that despite strong support in the

radiology literature for its use, helical CT remains at a
relatively early stage in its development as a tool for the
detection of pulmonary emboli as compared to ventila-
tion perfusion scintigraphy (V/Q scan) and pulmonary
angiography. Despite the inherent limitations in V/Q
scans and significant inter- and intraobserver variability
in its interpretation, there exist, in combination with
evaluation of lower extremities for deep venous throm-
bosis with ultrasound or impedance plethysmography,
good outcome data for these exams while similar data
for helical CT remain limited.

It should be noted that although this paper reviewed
studies published up to October 1999, there is a study
published in July 1999 (Lomis NN, et al. J Vasc Interv
Radiol 1999;10:707-712) reporting encouraging out-
come data for patients with negative helical CT scans
who were followed without anticoagulation. As multide-
tector row helical CT becomes more widely available,
and visualization of first-order subsegmental pulmonary
arteries becomes the norm, the issue of sensitivity and
specificity of helical CT as compared to pulmonary
angiography (itself an imperfect test that is infrequently
used even when indicated) should eventually be put to
rest. In addition, outcome data should eventually support
the efficacy of helical CT pulmonary angiography, likely
in combination with simultaneous CT venography of the
lower extremities or ultrasound examination of the lower
extremities, in the evaluation of venous thromboembolic
disease. However, until such data become available, use



of helical CT by pulmonary medicine physicians at least
at some institutions will remain limited to selected cases
where V/Q scans are unavailable or nondiagnostic and
pulmonary angiography cannot be performed.   ❖

A Proposed Standard to
Identify Patients at Risk of
Cervical Spine Injury
A B S T R A C T  &  C O M M E N T A R Y

Synopsis: A prediction rule for cervical spine injury is
used to identify patients at risk of cervical spine injury
for screening helical CT. Clinical parameters are used
to stratify patients on the basis of the probability of cer-
vical spine injury.

Source: Hanson JA, et al. Cervical spine injury: A clinical
decision rule to identify high-risk patients for helical CT
screening. AJR Am J Roentgenol 2000;174:713-717.

Most of the cases of spinal cord injury are
caused by blunt force cervical spine trauma. The

current standard of a lateral radiograph and an open-
mouth odontoid view for screening is supplemented
with helical computed tomography (CT), which
improves accuracy and results in faster diagnosis. The
choice of a patient for helical CT of the cervical spine
depends on the probability of injury.

A study to test clinical predictors was undertaken in
which high-risk blunt trauma requiring head CT was com-
bined with helical CT of the cervical spine. Over six
months, 4285 screening imaging studies of the cervical
spine were performed in adult patients ranging from 16-
100 years (median age, 38 yr). Six hundred one patients
underwent helical CT. The remainder underwent 3684
conventional examinations with radiography. Of 84
patients in whom a cervical spine injury was confirmed, 57
(68%) had the diagnosis made on helical CT and seven
(8%) on conventional radiographs. True-positive detection
rates for cervical spine injury in helical CT and radiogra-
phy-screened patients were 77 (13%) of 601 and seven
(0.2%) of 3684, respectively. The abnormalities most fre-
quently identified on helical CT were fractures or subluxa-
tions involving the C3-C7 pedicles, facets, or laminae.

A cervical spine trauma screening policy used a mod-
ified CT protocol with narrower collimation and more
extensive spinal coverage.

Helical CT may be a cost-effective strategy in popula-
tions with fracture risk exceeding approximately 5%.

■ COMMENT BY BEVERLY P. WOOD, MD
The cost of helical CT is prohibitive as a general

screening mechanism for patients with suspected cervi-
cal spine trauma and the radiation exceeds that from a
radiographic cervical spine study. However, it is known
that the lateral and odontoid radiographs are not sensi-
tive to subtle injuries. Hanson and colleagues have pro-
vided an excellent reference guide for selection of those
patients in whom a helical CT examination of the cervi-
cal spine is warranted.   ❖

Anterior Cruciate Ligament
Tears in Pediatrics
A B S T R A C T  &  C O M M E N T A R Y

Synopsis: Magnetic resonance imaging can be used to
accurately diagnose ACL tears in children and adoles-
cents with pain and signs and symptoms of internal
derangement of the knee.

Source: Lee K, et al. Anterior cruciate ligament tears: MR
imaging-based diagnosis in a pediatric population. Radiology
1999;213:697-704.

The purpose of the study was to evaluate the
primary and secondary magnetic resonance imaging

(MRI) appearances of injuries to the anterior cruciate
ligament (ACL) in young patients and the diagnostic
accuracy of MRI. Forty-three children had retrospective
review of the MRI studies of the knee for primary and
secondary signs of ACL tears as well as meniscal tears
and collateral ligament injuries. Interpretation was com-
pared with arthroscopy results.

Primary signs of tear were an abnormal course,
abnormal signal intensity, and discontinuity. A Blumen-
saat angle measurement greater than the mean value in
all cases was used as the threshold of diagnosis of ACL
tear. (The Blumensaat line is parallel to the roof of the
intercondylar notch. The Blumensaat angle is the angle
between the Blumensaat line and a line along the distal
portion of the ACL.) Abnormal signal intensity and a
focal gap defined a tear. The secondary signs were pres-
ence or absence of bone contusion, position of the poste-
rior cruciate line, posterior cruciate angle, presence or
absence of anterior tibial displacement, and extent of
uncovering of the posterior horn of the lateral meniscus.

Primary and secondary MRI findings and associated
injuries were assessed for their associations with ACL
tears. Nineteen patients (mean age, 14.1 yr) had ACL
tears and 24 patients (mean age, 13 yr) had normal ACL.
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Gender association with ACL tear was significant, with
14 of 20 (70%) of female patients demonstrating tears,
while five of 23 (22%) of males had tears. Primary MRI
findings of tears were present in all the patients with
ACL tears. Sixty-eight percent of patients had more than
one finding. The secondary findings in ACL tears had
high specificity and poor sensitivity.

Associated injuries included 17 (79%) meniscal tears.
Five of 19 (26%) patients had collateral ligament
injuries.

ACL injury is reliably diagnosed by observing prima-
ry findings: abnormalities of the ligament itself. The
Blumensaat angle and abnormal signal intensity were
the most sensitive primary findings for the diagnosis of a
tear. Ninety-five percent of patients with ACL tears had
more than one secondary finding.

■ COMMENT BY BEVERLY P. WOOD, MD
Older children and adolescents with symptoms of

internal knee derangement should be considered for MRI
to identify possible ACL injuries. In the presence of an
ACL tear, it is highly likely that meniscal injury is also
present. The 79% association of meniscal tears with ACL
injury is higher than that in adult series. This study exam-
ined patients with acute and subacute injuries. It is unclear
if chronic tears might show fewer secondary findings.
MRI for ACL tears appears to be highly reliable.   ❖

Acute Biliary Disease
A B S T R A C T  &  C O M M E N T A R Y

Synopsis: In comparison to CT, initial US is superior
in patients suspected of acute biliary disease.

Source: Harvey RT, Miller WT Jr. Acute biliary disease: Ini-
tial CT and follow-up US versus initial US and follow-up CT.
Radiology 1999;213:831-836.

In patients with acute right upper quadrant 
pain and suspected acute biliary disease, cross-section-

al imaging is often done in an effort to determine the pre-
cise etiology for the patient’s symptoms. Given a choice
of computed tomography (CT), ultrasonography (US), or
magnetic resonance (MR) imaging, is there a preferred
initial examination? To address this question, Harvey and
Miller did a retrospective analysis of 123 patients with
clinically suspected acute biliary disease who underwent
both CT of the abdomen and US of the right upper quad-
rant within 48 hours of one another. MR was excluded as
it was considered an evolving technology, and one that is

not currently cost effective for initial evaluation.
Following administration of oral and intravenous con-

trast, helical CT was done with 5 mm collimation and a
pitch of 1.5:1.0 through the pancreas and liver. Gray-
scale US was done by either a sonologist or a technolo-
gist (with immediate directed re-examination by a sonol-
ogist) using state-of-the-art 2.0 to 4.0 MHz curved array
transducers. Consideration was given to the presence of
gallbladder distention, biliary sludge, cholelithiasis, gall-
bladder wall thickening, pericholecystic fluid, choledo-
cholithiasis, and intra- and extrahepatic biliary dilatation.

CT was done initially in 57 patients and this approach
resulted in either under- or misdiagnosis in eight of 11
patients who were subsequently shown to have acute bil-
iary disease. Follow-up US of this group suggested the
appropriate diagnosis and altered clinical management
in seven of these eight patients. US was done initially in
66 patients and this approach suggested either possible
or acute disease in each of seven patients subsequently
proven to have acute biliary disease. There were no
under- or misdiagnoses, and in no case did follow-up CT
alter management of this group of patients.

Considering all patients with clinically suspected
acute biliary disease, comparative statistical results
reported in this study revealed the following: CT sensi-
tivity of 39% vs. US sensitivity of 83%; CT specificity
of 93% vs. US specificity of 95%; CT positive predic-
tive value of 50% vs. US positive predictive value of
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75%; CT negative predictive value of 89% vs. US nega-
tive predictive value of 97%.

■ COMMENT BY FAYE C. LAING, MD
The major strength of this study is that it confirms US’s

role as the preferred screening modality for evaluating
patients with suspected acute biliary disease. When com-
pared to CT, the primary advantage of US is its ability to
detect cholelithiasis. Since CT detection of gallstones is
highly dependent upon both their size and chemical com-
position, many stones are overlooked because their CT
attenuation numbers are similar to bile. In contrast, US’s
ability to detect cholelithiasis is reported as close to
100%. Other comparative advantages of US include its
portability, lack of radiation, and the fact that it does not
require administration of contrast material.

Somewhat surprising is that the sonographic Mur-
phy’s sign was not used in this study for diagnosing acute

cholecystitis, because in my experience when this sign is
positive, it helps to distinguish patients with incidental
gallstones from those with acute cholecystitis. Harvey
and Miller explain that due to the retrospective nature of
their study, and the fact that the Murphy’s sign result is
not routinely recorded on the radiologic report, this
important but subjective observation had to be omitted.

Choledocholithiasis was not visible by either modali-
ty in three patients in whom the correct diagnosis was
established subsequently by endoscopic retrograde
cholangiopancreatography (ERCP). In an acutely symp-
tomatic patient, Harvey and Miller used bile duct dilata-
tion instead (appreciated by both modalities) as a sec-
ondary finding to suggest choledocholithiasis. Despite
the limited number of cases, the fact remains that once a
stone leaves the gallbladder, invasive imaging is often
required for its detection.

As emphasized by Harvey and Miller, important
“take-away” messages are: 1) the sensitivity of US far
exceeds that of CT for identifying acute biliary disease;
2) once US establishes that acute biliary disease is pre-
sent, follow-up CT is unnecessary; 3) initial CT should
be reserved for patients with wider diagnostic considera-
tions or unusual symptoms; 4) when choledocholithiasis
is suspected on US examination, patients should be
referred for follow-up ERCP, as opposed to CT.   ❖

CME Questions
31. With respect to detecting acute biliary disease, the results of

this study suggest:
a. ultrasonography is about as sensitive as computed tomography.
b. ultrasonography is much less sensitive than computed

tomography.
c. ultrasound is much more sensitive than computed tomography.
d. neither computed tomography nor ultrasonography is sensitive.

32. With respect to detecting choledocholithiasis, the results of this
study suggest:
a. ultrasonography is about as sensitive as computed tomography.
b. ultrasonography is much less sensitive than computed

tomography.
c. ultrasound is much more sensitive than computed tomography.
d. neither computed tomography nor ultrasonography is sensitive.

33. Which of the following does not characterize leukoaraiosis
histologically?
a. Demyelination
b. Necrosis
c. Loss of glial cells
d. Spongiosis

34. The term “apoptosis” refers to:
a. necrotic cell death.
b. an ophthalmologic finding related to third nerve palsy.
c. a genetically programmed type of cell death.
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d. a nonspecific inflammatory response.

35. The published sensitivity of helical CT for pulmonary
embolism is:
a. less than 30%.
b. less than 50%.
c. 30-50%.
d. 50-100%.
e. 100%.

36. The number of studies published to date where patients with
negative helical CT exams for pulmonary embolism have had
anticoagulant therapy withheld were tested for venous throm-
boembolism on follow-up is:
a. 0.
b. 2.
c. 5.
d. 7.
e. more than 7.

37. What are the most frequently visualized cervical spine injuries
on helical CT?
a. Fractures or subluxations of pedicles, facets, laminae
b. Vertebral body compression fractures
c. Posterior subluxations of vertebrae
d. Spinous process fractures

38. Identify the secondary sign most frequently associated with
ACL tear by MR imaging.
a. Posterior tibial displacement
b. Bone bruise
c. Meniscal tear

39. A physician who is sued for malpractice by a patient whose
benefit plan is covered under the provisions of ERISA:
a. will have his/her case conducted in state court.
b. will have his/her case conducted in federal court.
c. will have the option of having his/her case conducted in state or

federal court.
d. can escape liability because of the preemption clause.
e. can be charged with a breach of fiduciary responsibility to the

patient.

40. Among the steps practices should take to prepare for the feder-
al Health Insurance Portability and Privacy Act are:
a. to develop procedures for terminating IDs and passwords when

employees leave.
b. to modify their liability insurance policies.
c. to train all employees in the retrieval of electronic medical

records.
d. to change all paper records to a numeric system.

41. In preparation for implementation of the federal Health Insur-
ance Portability and Privacy Act, physician practices at a mini-
mum should:
a. bring in a consultant.
b. begin steps toward purchasing a new electronic medical record

system.
c. require employees to sign a form acknowledging penalties they

will face, including possible fines and termination, if they dis-
close a patient’s medical information.

d. require affected employees to attend a mandatory sign-in train-
ing class once every six months.

e. c and d above

Attention Readers
American Health Consultants is happy to announce

that we are opening up our Primary Care Reports author
process to our readers. A biweekly newsletter with
approximately 1000 subscribers, each issue is a fully
referenced, peer-reviewed monograph. 

Monographs range from 25-35 Microsoft Word doc-
ument, double-spaced pages. Each article is thoroughly
peer reviewed by colleagues and physicians specializ-
ing in the topic being covered. Once the idea for an
article has been approved, deadlines and other details
will be arranged. Authors will be compensated upon
publication. 

Readers who have ideas or proposals for future sin-
gle-topic monographs can contact Associate Managing
Editor Robin Mason at (404) 262-5517 or (800) 688-
2421 or by e-mail at robin.mason@medec.com. We
look forward to hearing from you.   ❖
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The Race to Get Ready for HIPAA is Under Way
By Julie Crawshaw

Those entrusted with data must protect them. that’s the point of hipaa, the federal health insur-
ance Portability and Accountability Act, and the purpose is easy enough to understand.

It’s defining where that responsibility begins and ends that’s the hard part. Kerry Kearney, an attorney who special-
izes in telemedicine, says HIPAA poses a particularly large problem for radiologists working in centers like UCLA
Harbor Medical, which provide radiology services to organizations that receive radiographs over the Internet from all
parts of the country.

Kearney points out that as health care providers get larger, and as electronic transmission of medical records
becomes more frequent, a patient’s records frequently wind up in another state. She says that the HIPAA regulations
will provide a floor, not a ceiling, as many had hoped.

“You’ll have to comply with HIPAA, plus which you’ll have to comply with whatever laws your state might have.
There’s no clarity about what your obligations are in regard to medical records.”

A state like California, for example, has an extremely complicated set of privacy initiatives. Some states require
public reporting of information that in other states must be kept confidential, as in Pennsylvania, where AIDS infor-
mation cannot be obtained without a court order.

Because of inconsistencies in state laws, everyone had hoped that HIPAA would override those state regulations. It
doesn’t, and probably couldn’t, because in those states with really stringent privacy laws going down a step on the pri-
vacy protection ladder would be too hard to sell. So, patients who live in New Jersey have a right to expect that New
Jersey privacy laws will be enforced even when their x-rays are being reviewed on the other coast. “I think that people
in the health care community would be much more willing to accommodate HIPAA privacy initiatives if they knew
that’s all they had to do,” Kearney says. “When they know they have to do that and comply with inconsistent state
laws, it does present a pretty horrendous burden.”

HIPAA does not broaden access to patient medical data, it simply clarifies the circumstances under which that
access can occur. Kearney says the consumers commenting on HIPAA’s privacy component almost overwhelmingly
expressed shock that the proposed regulations allow transfer of medical information.

“Consumers seemed to believe that under current law, access was not there and somehow there would be broader
access once these regulations go into effect,” Kearney says. She refers to a 1999 survey performed by the California
Health Care Medical Foundation and Privacy and Confidentiality Survey, which showed that 41% of respondents
mistakenly believed that their medical records are already protected by federal privacy law.

“Consumers are operating under the assumption that the law already protects them and that HIPAA is going to
somehow diminish that protection,” she says.

It’s About Business, Not Information Technology
“HIPAA is a business issue, not an information technology issue,” Diana Haramboure says. “You have to look at

how this affects your business relationships, strategies, your whole process first, then look at how it affects your infor-
mation technology.” Haramboure is vice president of health care consulting at Data Dimensions, a Bellevue, WA-
based company that works with members of the health care industry to prepare for HIPAA implementation.

Though the soonest HIPAA’s privacy component can take effect is February 2002, Haramboure stresses that the
time to get ready is now. She points out that under HIPAA, penalties for violating patient privacy range from $50,000
and one year in jail to $250,000 and 10 years in jail.

“The difference is intent,” Haramboure says. “The minimum penalty might be for a sloppy mistake that causes
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something bad to happen. I counsel clients that the worst
thing they ever want to have happen is for their HIPAA
mistakes to be an employee problem as opposed to a
systemic illness in the company.”

She agrees that delineating responsibility is para-
mount. “That’s the part that all the attorneys are going
berserk over. Any organization wants to limit its respon-
sibility for protecting the data. For example, an insur-
ance company may use another entity to process or col-
lect claims on its behalf. Who is really responsible for
that data? Is the insurance company responsible for it
across corporate entities? The biggest concern of most
of the attorneys I’ve talked with is defining where
accountability for the organizations they represent
begins and ends.”

Kearney considers HIPAA’s criminal penalties redun-
dant. “There are already remedies in place to deal with
people who maliciously disclose medical information,”
she says, “and to add these kinds of penalties to an
industry that is already scared to death of other kinds of
criminal prosecutions is really overkill. There has been
an enormous uptake in the number of health care fraud
prosecutions. I think the public likes it, but it’s not
advancing the interests of the public one whit.”

The government received more than 40,000 comments
following publication of HIPAA’s privacy piece in the
Federal Register. Those comments are presently being
digested and some decision will have to be made as to
whether the proposed rules will be changed. The act does
make exceptions to the privacy requirements when the
good of society as a whole is involved, such as when a
patient is hospitalized with an infectious disease that
poses a threat to the community and health authorities
must be notified. Individuals give up their rights to have
that information protected under those circumstances.
That’s also the case, for instance, if the National Institutes
of Health are trying to find out how cancer treatment pat-
terns have changed. “Some of the information they’d need
is available in aggregate,” Haramboure says, “but it’s pret-
ty hard to do that without individual patient information if
you want to know what drug is most effective.”

HIPAA Affects Everyone
Rules for the first component of HIPAA’s administra-

tive simplification are supposed to be final this June,
after which all affected parties—virtually all health care
companies—will have two years to implement the final
provisions. However, cautions Haramboure, “you can’t
wait a year and a half and then decide you want a strate-
gic approach to HIPAA. You have to start doing it now.”

HIPAA guidelines define electronic data as data stored
or transmitted electronically or computer (paper) output.

About the only things that aren’t included are a doctor’s
handwritten notes that are not then put into an electronic
medium. Proposed rules call for standardizing the format
for electronic transactions involving medical records to
American National Standard Institute (ANSI) standard
version 4010, a major change for many healthcare com-
panies now using their own proprietary formats.

“The expectation is this will create a common lan-
guage,” Haramboure says. “Not only are they standard-
izing where you put data within a transaction set, they
are defining the data as well. It’s like saying ‘We’re
going to speak English, and our word for restroom is
restroom, not men’s room or ladies’ room.’”

However, when it comes to releasing a patient’s med-
ical records, the guidelines don’t tell you how to do it,
just that you must protect the patient’s privacy in the
process. Haramboure counsels her clients to develop a
good policy that meets the requirements, using compo-
nents and criteria based on her company’s experience.
“Ultimately,” she says, “the organization has to deter-
mine the level of risk exposure it’s willing to have.”

The most conservative approach to releasing patient
information to the patient is to do so only with written,
signed requests and require personal pickup with a
photo ID and signature for release. A middle-of-the-road
tactic would be to allow the patient to call or write a
request, but retain the in-person, signed-for pickup. The
least conservative procedure would be to accept phoned
or written requests and mail the requested information,
but only to an address already on file for the patient.

Haramboure says it generally takes her about 12
weeks to get a company ready for HIPAA. “The chal-
lenge for our clients is, based on the level of risk and the
way they do business, defining the specific things they
need to do to protect the organization and its officers.
Let’s say the company never provided employee training
on how to safeguard information and the bad things that
can happen if it’s disclosed. That, to me, would mean the
company hadn’t taken the minimum steps, which would
cause the organization to be viewed unfavorably.”

She counsels that, at minimum, all companies require
their employees to:
• Sign a form that says “I understand that if I disclose

this information I could have to pay a $50,000 fine
and spend up to one year in jail and I may be termi-
nated immediately if I disclose a subscriber’s medical
information.”

• Attend a mandatory sign-in training class once every
six months.
She advises her clients that by starting early, they can

gain business value from this. “It doesn’t have to be some-
thing you did just because the government told you to do
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it,” she says. For example, if an organization is considering
using the Internet, the standardization of electronic data
interchange (EDI) transactions makes it a lot easier to take
that next step. It’s almost like the foundation’s been poured.

“You can figure out how to leverage it to your bene-
fit,” Haramboure says. Some of the organizations she
works with have a provider number problem, especially
if they’ve done mergers or acquisitions. A company
might have one system with a five-position number that
always begins with a letter, another may have an eight-
position number. HIPAA is potentially an opportunity to
clean up all the numbers across all those systems.

HIPAA May Result in Mergers
Small offices with, for instance, one doctor, one

nurse, and an admitting staff person obviously can’t
implement the same procedures as a larger organization.
Haramboure thinks that HIPAA may result in a decrease
in independent physician practices. “It may force some
practice consolidation,” she says. “It’ll be interesting to
see, looking back on it, if there’s a trend line that shows
that ‘changing over’ line.”

The government will release a request for proposal and
award a contract for a national provider system that will
function essentially like the Social Security Administration:
people will submit a form and receive a number that will be
theirs forever. Under HIPAA, when the transactions go
back and forth they will have a new 10-digit, all-numeric
number. “Providers are worried about this because their
whole revenue stream is based on their ability to get claims
paid,” Haramboure says. “They can’t bill insurance compa-
nies until they have this new number assigned, so there will
be a mad dash for people to get numbers.”

One important HIPAA security requirement concerns
developing procedures for terminating IDs and pass-
words when employees leave. Another requests audit
trails of log-in attempts. “You’ll also need to develop
disaster recovery procedures and contingency plans for
data,” Haramboure points out. Though specific about the
kinds of things organizations should do, the guidelines
do not specify encryption methodology, thus avoiding
the risk and liability associated with specific procedures.
HIPAA’s security guidelines are available on the Internet
at www.hcfa.gov.   ❖
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A Primer on HIPAA
By Julie Crawshaw

The health insurance portability and account-
ability Act (HIPAA) of 1996 requires everyone in

the health care industry to overhaul their methods of
handling medical records electronically—and the effects
are likely to be much more costly and far-reaching than
the Y2K problem.

HIPAA includes regulations that standardize all elec-
tronic data interchange of health information and require
protection of the security of electronic medical records.
The standards, part of the administrative simplification
portion of the act, apply to any health care provider or
health plan that electronically maintains or transmits
health information.

The U.S. Department of Health and Human Services
(HHS) is expected to issue final rules for HIPAA compli-
ance by June. Providers will be expected to be in full com-
pliance within two years after the final rules are issued.

Spokespeople for HHS have said that HIPAA will
create the most sweeping changes in the health care
industry since Medicare. The agency predicts that the
cost of HIPAA compliance may exceed the cost of fix-
ing the Y2K problem.

“HIPAA will have a significant effect on every player
in the health care industry,” says Bill Braithwaite, PhD,
senior adviser on health information policy at HHS.

HIPAA will set standards for health care providers
who use electronic data interchange (EDI) solutions for
common administrative functions. The rules will set out
regulations for transactions and coding, national
provider identifiers, national employer identifiers, and
security. HIPAA does not mandate electronic data trans-
mission, but providers who use EDI must follow the
act’s standards or risk heavy penalties.

The law is intended to encourage development of
standardized electronic transactions among all segments
of the health care industry and to improve the efficiency
and effectiveness of the health care system. Currently,
more than 20 cents of every health care dollar is spent on
administrative overhead, according to General Account-
ing Office estimates. HIPAA aims to cut those costs.

When the standards are in place, health care providers
will be able to submit a standard transaction to every
health plan, whether it’s to check eligibility of a patient,
authorization for treatment, request for a referral, or a
claim. This means your clinical, billing, and financial
applications should be simplified, and the cost of doing
business should be cut.
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In fact, providers should expect to save $9 billion
annually and the health care industry as a whole can
save $26 billion a year by using EDI, predicts the Work-
group on Electronic Data Interchange, an industry asso-
ciation located in Reston, VA, appointed to help HHS
develop EDI standards.

Under HIPAA, all health care organizations will have
to make changes in the technology they use to exchange
electronic health care transactions. The rules to be issued
by HHS will set national standards for administrative and
financial transactions, procedure and diagnosis code sets,
and unique identifiers for providers, employers, and
health plans. New security rules will be issued to ensure
that individually identifiable health information and
records are accessible only to authorized people.

If you don’t understand HIPAA and the implications
it will have for your practice, you’re not alone.

When Jim Klein, director of compliance services for
Plano, TX-based information technology service firm
EDS, talks to provider groups, he always asks how many
people in the audience have heard of HIPAA. The results
are not encouraging. Usually only one or two out of 50
people raise their hands.

“People simply aren’t aware of what they’re going to
have to do,” says Klein.   ❖

Getting Physical With HIPAA
By Julie Crawshaw

The more than 40,000 comments the government
received on its proposed rules for the federal Health

Insurance Portability and Accountability Act (HIPAA)
are important, but they shouldn’t be allowed to obscure
something equally serious but imminently more fixable:
the physical specifics of how you transmit patient data.

Alan Portola, vice president of sales and marketing
for Clinicomp International and Clinteligent, a San
Diego-based clinical information system provider, says
keeping patient data safe from prying eyes is simple,
especially when compared to figuring out what the final
HIPAA rules will be.

“When we started Clinicomp as a point-of-care system
for the critical care environment 15 years ago, we only
handled the clinical charting at bedside.” Portola says.
“Now we offer a business model that uses an application

service provider (ASP) for outsourcing.” Portola explains
that Clinicomp is a rental or subscription approach to data
management. He points out that the company has HIPAA
compliance issues it has to deal with on the clinical care
side, but being an ASP adds more variables to the compli-
ance requirement. One of these is being able to handle
data throughout wide area network connectivity. “ASPs
give the ability to run functionality at a hospital from a
data center in a remote location,” Portola says. “But
accessing the functionality through the Internet adds a lot
of risk to transferring patient data because the information
architecture is open.”

When Portola’s company began implementing its
ASP model, it chose to obtain connectivity via virtual
private networks (VPNs) as opposed to the Internet.

“We are using Web-based technology with dedicated
lines, high-speed connectivity, and a high level of encryp-
tion minus the security risks of the Internet,” he says.

When Portola and Clinicomp began investigating the
proposed HIPAA requirements, one thing that appeared
immediately is the approaching need to keep an audit
trail as HIPAA is implemented throughout an enterprise.
“You have to keep some functionality that deals with this
security,” Portola says. He says providing an audit trail
for every user throughout the system means doing so not
only when they enter data in the system. It also means
being able to track everyone who views records at any
time without entering data, and ascertaining where those
viewers were at the time they were viewing the records.

Clinical decision support via the Internet can convert
data into “on-demand” information and provide clini-
cians with a real-time tool to assist in delivery of patient
care. Traditional clinical decision support systems have
been based on retrospective presentation and analysis of
data. Clinicians can document care at bedside; enter
patient-specific screened orders for goods and services;
access standards of care, protocols, or clinical pathways;
and perform medical necessity and compliance check-
ing. An ASP assists organizations, without the required
level of capital resources, to provide this functionality
for their patients and clinicians, while choosing a VPN
provides them with the secure data transmission.

Portola says that for those organizations that are seek-
ing outsourced functionality with an application service
provider model, “The best recommendation I have, at
least until all the HIPAA regulations are final, is to use
VPNs that will guarantee good performance and good
encryption capability.”   ❖
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