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Can’t we all get along? Here are ways to 
work with police without violating HIPAA
Risk managers have to say no sometimes, but diplomacy is key

It’s 3 a.m., and you get a call from the emergency department. The staff is
in a heated dispute with a local police officer who’s demanding informa-
tion about a patient who assaulted another while waiting to be transferred

to inpatient care. 
Your staff is worried about violating patient privacy. The officer is com-

plaining loudly that the hospital is obstructing a criminal investigation.
What’s a risk manager to do?
The immediate situation might require your intervention to assure

police that they will get all the information they are entitled to, even if
staff can’t hand it over immediately. But you can avoid getting more of
those 3 a.m. calls by working closely with the local police department to
establish reasonable expectations and by educating your staff about how
to respond to a criminal investigation.

Tim Dimoff, a former police officer and current president of SACS
Consulting in Akron, OH, which specializes in security and liability con-
cerns for health care facilities, says it is common for police and health care
providers to have heated arguments about releasing patient information.

“You can find yourself in that situation a lot,” he says. “There’s an inter-
section of all these concerns, and the laws have only gotten more difficult
to comply with lately. You’ve got to walk a fine line.”

Officer, hospital have different perspectives

A case in New York recently brought attention to the difficult situation
that risk managers can face when police must conduct a criminal investi-
gation in the facility. Police in Harrison, NY, report that in August 2003,
two patients sexually assaulted a 15-year-old mentally handicapped girl
for hours while she was in the locked mental health unit at St. Vincent’s
Westchester Hospital. 

Police report that when they arrived to investigate, hospital staff
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would not cooperate and obstructed basic foren-
sic work. The Harrison Police Department has
accused the hospital of interfering with police
investigations of criminal activity in the past,
prior to this incident. A spokesman for St.
Vincent’s declined Healthcare Risk Management’s
request for comment.

Though the facts of that case and exactly what
happened between the police and hospital staff

are in dispute, Dimoff says the scenario is familiar.
“You’ve got a police officer who doesn’t under-

stand why you won’t cooperate, and you’ve got a
doctor who doesn’t understand why the police
officer doesn’t understand,” he says. “It can esca-
late quickly.”

Medical information is protected

The best thing a risk manager can do is to
focus on the separation between medical and
nonmedical information, he suggests. When
police officers show up to investigate a crime, in
most cases, they’re not really interested in the
medical information that is protected by HIPAA,
he says. But they may not have a clear under-
standing of where the line is drawn between
what your staff can release without violating
HIPAA and what it can’t, Dimoff says. 

In most cases, it comes down to a lack of com-
munication, he says. The police officer is asking
questions without knowing what language to use
so that the hospital staff can respond without vio-
lating patient privacy. And the staff is so deter-
mined not to violate HIPAA or be sued by the
patient that it clams up without being helpful.

“Realize that the officer who comes to the hos-
pital probably isn’t that well versed in HIPAA
regulations. He’s got a job to do, and he’s just
asking all the questions he can think of,” Dimoff
says. “Your folks are well meaning, too, so you
have to find a way for them to communicate.”

Know where to draw the line

Dimoff advises risk managers to train health
care staff — particularly those in the ED and
other areas where they are likely to encounter
police investigations — in where to draw the line.
Medical information is protected, but criminal
information is not, he says. 

“If medical staff witness a crime, or the person 
is talking about it and they overhear it, the staff
should not hesitate to report that information to the
police,” he says. “The confusion arises because they
think that when it’s a patient they can’t release any
information. No. It’s medical information they can’t
release.”

Even if you’re a doctor or a nurse, that doesn’t
mean everything you know about a patient is
protected medical information, he says. In most
cases, health care staff should be able to cooper-
ate fully with a police investigation of criminal
activity on your property without violating
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patient confidentiality, Dimoff notes. 
However, some caution is warranted, says

Kevin Lyles, JD, a partner with the law firm of
Jones Day in New York and a specialist in health
care law. Lyles says it is understandable that risk
managers might want to err on the side of cau-
tion with HIPAA.

“If they’re asking about the victim, I think it
would be safe to get the patient’s consent before
releasing that information to the police,” he says.
“If the patient is unconscious or incapacitated,
HIPAA does allow you to release that informa-
tion as long as the police tell you it’s not going to
be used against the person. It’s worth noting that
HIPAA allows you to release information under
some conditions but it never requires you to.”

Protected and complicated

Lyles cautions that a lot more information may
be considered protected health information under
HIPAA than a police officer would imagine. For
instance, if you have a patient’s name, address,
and Social Security number because he is a
patient in the facility, “that’s all protected health
information,” Lyles explains. 

But it can get complicated. HIPAA does allow
you to disclose certain basic information — name,
address, date of birth, blood type, date and time of
treatment, and a physical description — when the
police are searching for that person as a suspect in
a crime.

“You don’t have to, but HIPAA allows you to,”
he says. “One thing you should never do is give
your employees any instructions that might be
seen as impeding the investigation. Don’t tell
your employees not to talk to the police. That
could be seen as impeding.”

The answer sometimes has to be, ‘No’

But what about when the police start asking
about protected information, such as why a
patient was being treated? If they want to know
whether the victim was mentally impaired, or
why the accused assailant was on a locked ward,
what can your staff do?

That’s more difficult, but still can be resolved
without a confrontation, Dimoff says. 

“The police can see that as an entirely reason-
able question considering the circumstances, but
the risk manager might be wary about releasing
that information,” he says. “Sometimes, the
police come in and start asking questions

without realizing you can’t give them that. But
once you say no, they can dig in their heels and
insist, and then you’re just butting heads.”

Lyles says that information such as why a patient
was on a mental health unit can be disclosed if they
are searching for the person as a crime suspect. You
may have to use your own judgment in determin-
ing how much of that information is relevant to
their search for the suspect, he says. 

“If they have a suspect in hand and want to
know why he was here in your hospital, that’s
different,” he says. “Then they need to come back
with a warrant or a subpoena.”

Subpoena can be solution

Both sides need to understand that the subpoena
is a method for the hospital to turn over informa-
tion that protects everyone from legal consequen-
ces. But Dimoff cautions that both parties must
understand how to resolve this situation amicably.

You don’t want your staff to shout, “You’ll
have to subpoena us if you want this informa-
tion!” as if it were a challenge.

Instead, have staff explain to police that, for
certain protected information, that’s the method
required. You can say it in a conciliatory way —
that you wish you could just give them the infor-
mation, but your hands are tied.

Conversely, the police need to understand that
your staff isn’t stonewalling when it suggests a
subpoena. It’s crucial that the harried police offi-
cer doesn’t take it personally when the harried
physician says no.

“There needs to be training on both sides, but
the police need more of an education on this than
the health care side,” Dimoff says. “They need to
understand what kind of restrictions they might
face in a health care setting, and that there is a
proper process. They need to know they’ll get a
lot more cooperation if they go in to the hospital
with those things in mind.”

A good way to facilitate that rapport might be
for the risk manager to offer an inservice to the
local police department. Particularly if you have
a large facility with a busy ED, the police might
find it worthwhile to have you come and explain
to their officers or supervisors what sort of con-
straints you face in releasing information. Both
sides can then offer suggestions on how to
smooth out the rough spots.

“You can work it out calmly instead of arguing
about it in the middle of the night when no one is
in a good mood,” Dimoff says.  ■
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Liability begins as patients 
bring their own equipment

It’s probably not uncommon for patients to
arrive at your facility with their own health

care equipment, such as a home dialysis unit or
insulin pump, not to mention personal items such
as curling irons, computers, and hair dryers.

Do you have a policy in place to make sure
those items are safe? If you don’t, you might be
risking significant liability if those items end up
injuring anyone.

And, if you have a policy, do you make sure
that it is enforced?

It is easy for risk managers to overlook this liabil-
ity risk because there is so much of your own in-
house equipment to worry about, says Kathleen
Shostek, RN, ARM, BBA, FASHRM, senior risk
management analyst with ECRI, the group in
Plymouth Meeting, PA, that assesses health care
devices for safety. When patients brings in their
own gear, it’s easy for the risk manager or the nurse
on duty to assume it’s the patient’s responsibility to
ensure the device is safe. 

Not so, Shostek says.
“Patients are bringing more sophisticated

equipment with them to the hospital, so it’s an
issue that needs to be addressed,” she notes.

Facilities must decide

ECRI recently issued a report cautioning risk
managers about the risks of patient-owned
equipment, featuring the results of a poll that
found 84% of health care facilities allow patient-
owned equipment to be used and 90% said they
had a written policy in place.1 But the results
were not entirely reassuring.

“The biggest surprise was that a small percent-
age, just about a quarter of respondents, said they
required a physician’s approval for suitability with
the patient’s condition,” she says. “With clinical
equipment, we would expect more physician
involvement.”

Shostek says the health care provider clearly
has the responsibility to ensure that equipment
used within the facility is safe, but you cannot
assure that patient-owned equipment has been
used, stored, or maintained properly. The staff
may not be familiar with the equipment either. 

“That places the hospital at risk, especially if
the physician has not at least said the equipment

is appropriate for the patient to use,” she says.
“Each facility would have to decide, depending
on your own scope of service, when physician
approval is required. But generally, I’d say that a
physician should be involved for any clinical
equipment like ventilators and insulin pumps.”

Procedure for equipment checks

The physician would not necessarily say that
the particular device is safe and adequate, but he
or she would determine whether the patient even
needs the equipment. If so, then the policy should
require that the facility’s biomedical or engineer-
ing department inspect the equipment to ensure
that there is no obvious defect and that it appears
to be in good working condition.

“You should have some procedure by which
nurses can call to have the equipment checked. I
know of one facility that has a special phone exten-
sion posted in the nursing stations so they can
reach the biomedical department quickly,” Shostek
says. “Most facilities have a system in which the
engineers can affix a tag or a sticker showing that
the item has been checked, with a corresponding
record maintained in that department.”

One word of caution: Make sure patient-owned
equipment is held to the same high standards you
use for your own equipment. Otherwise, you run
the risk of the patient’s equipment injuring the
patient after you certified it as safe, which will
make your liability risk even worse.

A problem can arise when the professionals are
not available to inspect the equipment in the middle
of the night, for instance, or if the patient needs to
use it immediately. In that case, Shostek says nurses
and other front line staff should be required to
inspect the equipment for any obvious defects such
as frayed electrical cords or unclean items.

“I’ve heard some horror stories of patients bring-
ing in things that are not well maintained or really
dirty, so someone has to check it at least in a basic
way,” she says. “In that situation, you would have
to make arrangements to provide that equipment,
but you must be willing to tell the patient that their
own equipment cannot be used in your facility.”

Points to include in policy

So what should your policy include? Shostek
suggests these points:

• Start with a general statement on your phi-
losophy toward patient-owned equipment. Is it is
generally allowed? Or is it generally prohibited
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and then you will make case-by-case exceptions?
Is it allowed in some areas but not in others, like
pediatrics or mental health?

• The policy also should specify the means for
communicating these requirements to patients,
such as whether you explain it up front or wait
until they want to bring in some equipment.

• Also specify exactly what procedure is
involved for getting the equipment inspected
before use.

• The question of when physicians must
approve the use of clinical equipment should be
answered clearly in the policy.

• Outline how the staff will be educated about
the risks of patient-owned equipment. Shostek
warns that some facilities have good policies in
place, but frontline staff are not aware of them or
how they are to carry them out.

• Stipulate whether you will require a release
form or waiver and, if so, how to go about that
process. 

Nonmedical equipment also

Shostek points out that the risk comes not from
just patient-owned clinical equipment. Risk man-
agers also should address nonclinical equipment
such as electric shavers, hair dryers, curling irons,
televisions, and video games. The same level of
scrutiny may not be necessary, but some precau-
tions are warranted.

In most cases, it is possible for the nursing staff
to determine whether these devices are safe to
use, Shostek says, but they must keep in mind
that sedated or otherwise impaired patients may
not be able to safely use some equipment. 

One type of nonclinical equipment warrants a
special warning in ECRI’s report. ECRI notes that
hospital-supplied televisions are installed prop-
erly and maintained, but that patients should
never be allowed to plug in video games or other
devices that use cords running to the television.
The risk or electric shock and tripping hazards
from the cords is too great.

“Under no circumstances should patients be
permitted to plug line-powered video or elec-
tronic games into hospital-supplied televisions,”
the report warns. “In fact, battery-operated
games are preferable so that patients will not
tamper with hospital-supplied televisions.”

Reference

1. ECRI. Patient-owned equipment. Healthcare Risk
Control 2004; 5:1-14. ■

Words from the other side: 
Lawyers, slips, and falls

You’ve probably got a defense attorney or two
giving you advice on how to avoid liability in

slip-and-fall cases, but wouldn’t it be great to
hear from the other side? Imagine if a plaintiff’s
attorney explained, “Here’s how to win when my
client sues you.”

Healthcare Risk Management found a plaintiff’s
lawyer willing to give you that view from the
other side, with some tips about how you can
best avoid writing his client a big check. He
knows what risk managers typically do wrong,
so he can offer advice on what you should do
instead.

P. Christopher Ardalan, JD, is a trial attorney
in Sherman Oaks, CA, who often represents
plaintiffs in slip-and-fall cases. His first words of
advice: Never forget that you make an attractive
target.

“With a health care facility, you’ve got a much
sexier argument for a jury,” he says. “If I were mak-
ing a closing argument, I’d say, ‘Ladies and gentle-
men, we go to a hospital to be helped and healed.
The last thing we would expect is to go to this
place we consider a safe haven and be exposed 
to this type of danger.’”

The health care defendant may be held to a
higher standard than say, a grocery store. A hos-
pital setting offers more of an emotional appeal
that can inspire a jury to mete out some justice in
the form of a large award to the plaintiff, he says.

“Even if there is no legal differentiation in the
case from a slip-and-fall in another setting, a
good plaintiff’s lawyer who knows how to evoke
the emotion of a jury will be able to clinch liabil-
ity and evoke more emotion in the jury.”

A large payout is also much more likely with a
health care defendant, Ardalan says. 

Prevention is first question

The first thing a plaintiff’s lawyer will look at
is whether you could have prevented the fall, he
says. A trial lawyer will want to see the sweep
sheets, the records that show when floor surfaces
were inspected and cleaned. 

For instance, Ardalan compares accidents in
which people fall in a grocery store and in a hos-
pital. In both cases, they fell because a liquid was
spilled five minutes after the most recent floor
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inspection. The inspections are done every half
hour, so the liquid remained hazardous for 25
minutes until the fall occurred just as the next
inspection was scheduled.

“In the supermarket, that’s a tough case for the
plaintiff, because 25 minutes doesn’t seem all that
long for something to be on the floor and it may
have originated from a customer spilling a drink
or something similar,” he says. “If you have a
similar fact pattern in a hospital, you’re generally
going to have better liability against the health
care provider because the hazards are usually cre-
ated by the hospital employees themselves.” 

In other words, a plaintiff’s attorney will be
much more interested in the hospital case because
— while both defendants could be accused of not
cleaning up the spill fast enough — it’s easier to
prove that the hospital staff caused the hazardous
situation in the first place. Ardalan notes examples
such as blood, vomit, or urine on the floor from
health care activities, or spills from leaky equip-
ment. Even floor cleaning efforts can create the
hazard if too much water is left behind or warning
signs are not used.

In a retail establishment, the defendant can rely
largely on the sweep sheet defense: “We check
the floors regularly, but that spill occurred in the
interim. Therefore we were doing our best and
can’t be held responsible.” 

But Ardalan says that defense won’t be of
much use for health care defendants. 

“Even if the hazard originates from a nonem-
ployee like a patient, you have nurses and others
there who are charged with caring for that patient
and they must take action when they see a floor
hazard,” he says. “They should call housekeeping
and put up cones to keep people away.”

So how does Ardalan decide whether to accept
a slip-and-fall case against a health are client? He
says there are two main questions to ask:

• Should they have caught that hazard and
prevented the accident? 

The answer is not always yes. Sometimes the
facts of the case show that the provider did all the
right things but still a hazard existed for some
short period of time and the potential client was
just unlucky enough to come by then. That’s the
best position you can be in as the potential defen-
dant, he says. 

• How badly was the victim injured?
The worse the injury, the more this factor can

overcome the first. To reduce your liability from
slips and falls, Ardalan offers these tips from the
plaintiff’s point of view:

1. Train staff in the special concerns of health
care facilities.

When the plaintiff is in the business of caring
for people who are infirm or physically chal-
lenged, it’s easy to prove in court that you should
have taken more care to protect them from falls.

“If you say you mopped the floor and put up
warning cones, so the patient shouldn’t have
fallen, I’m going to say, ‘But you had six 85-year-
old people who couldn’t see 2 feet and were
using walkers,’” he explains. “You’re not going to
argue that they were on their own and it’s their
own fault they all broke a hip.”

Those special obligations mean that risk man-
agers should ensure staff are specially trained for
preventing falls in health care settings, Ardalan
suggests. Your maintenance staff may be experi-
enced and might understand the need to prevent
falls, but do they have experience in health care
settings? If not, you might need to explain the
particular concerns and what can be done.

“What you can do for floor maintenance on a
typical floor might not be right when you have a
floor of elderly folks with walkers,” he says. “But
you can’t expect the maintenance guy to think
about that if you don’t bring it up. For him it’s
just another floor to mop.”

2. Be sure staff respond quickly to floor haz-
ards and document your prevention efforts.

Once a spill or other hazard is recognized, never
leave it unattended. Mark it with signs, and if nec-
essary, have someone stand over it until house-
keeping can respond.

Also be sure your sweep sheets or other docu-
mentation of inspections and cleaning are always
filled out. Don’t let them become just another bit
of paperwork that staff ignore, Ardalan says.

Caution employees about the danger of putting
their initials on a sweep sheet without actually
doing the inspection. After a fall, Ardalan will use
that document to question just how negligent the
staff was if they inspected the area four times —
according to the initials on the sweep sheet, at least
— and didn’t spot the hazard. 

“That can be worse than just not doing the
inspection at all,” he says. “A risk manager might
want to consider making that kind of false docu-
mentation a very serious offense. Their job should
be on the line if they’re discovered doing this.”

Angry victims sue

3. Never be rude to the victim.
You can avoid a lot of lawsuits by treating people
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better after the accident, Ardalan says. A good por-
tion of the people who come to his office wanting to
sue for slip-and-fall accidents are angry and resent-
ful about how they were treated afterwards, he
says. Many of those who were treated well never
decide to sue.

“When people are hurt, they want to see com-
passion, especially in a health care setting where
they expect people to be caring,” he says. “But
the health care profession is notorious for having
rude nurses, and that kind of treatment really
upsets people when they already feel like a vic-
tim of your carelessness.”

Ardalan advises risk managers to train staff
that they should be helpful and sympathetic in
such situations, but, at the same time, he admits
that he would jump on the opportunity to use
those words against you if staff sound too apolo-
getic. The key, he says, is to express sincere sym-
pathy and concern without admitting liability.

“The best thing you can do is to try to make
their stay easier, any little concessions to show
that you care,” he says. “Ultimately, you want
them to walk away feeling like it’s not the right
thing to go to a lawyer, rather than making that
decision simple for them.”

Ideally, the patient should leave feeling like the
incident truly was just an accident and your staff
did everything possible to treat them well and
make up for an unfortunate turn of events.

“You want them to say, ‘How can I sue those
nice people?’”

Don’t go overboard with niceties

4. But don’t make the victim suspicious either.
While you should be nice to the person injured

in your facility, Ardalan says you also should be
careful not to go overboard and give the victim
any ideas about liability. It is possible that the vic-
tim thought from the start that the fall was no big
deal and he or she is satisfied with how the staff
responded. But if you then start laying on the
niceties with a heavy hand, the victim may start
wondering why.

That’s especially true if the risk manager breezes
in with a big smile and offers another pillow.

“They can get suspicious if they wonder why
you’re going overboard with being nice,” he says.
“At that point, they might think they should sue
you because you’re obviously afraid of being
held responsible for whatever you did.”

Ardalan acknowledges that risk managers and
hospital staff have to walk a tightrope; be very

nice to people after a fall, but not so nice as to
make them wonder what the fuss is all about.

No rolling your eyes, please

5. Show some sympathy in mediation.
Ardalan says he has attended many mediation

sessions in which the risk manager clearly was
exasperated and unsympathetic to his client.
Maybe there is some justification for feeling that
way, he says, but for your own good you need to
hide your emotions. 

“This is mediation. You’re supposed to try to
come to some resolution of the dispute,” Ardalan
says. “Don’t roll your eyes and say rude things to
the person who’s hurt.”

If you feel compelled to defend your position
vigorously or even to criticize the plaintiff, do it
privately. Ask the mediator to meet with you pri-
vately and never say such things in front of the
plaintiff. That only makes you look cold, and that
will not help you in the mediation process.

6. Listen to your lawyers.
Ardalan also has seen risk managers who come

to the table with their minds made up about liabil-
ity and how much a case is worth, and then they
ignore their lawyer’s best advice.

“That’s good for me because it puts them at 
a disadvantage when they can’t recognize the
dynamics of what is going on,” he says. “There
may be letters going back and forth between the
lawyers, and your attorney might know more
about law than you do.” 

Watch your lawyer work

7. But don’t leave everything up to your lawyer.
The risk manager should always attend the

mediation sessions, he says. You may not actively
participate much, but you need to see how your
lawyer is handling the case. 

“If a lawyer is screwing up and they’re worried
about losing the hospital’s business, they’re not
going to report to the risk manager how they’ve
done everything wrong,” he says. “You need to
see what’s going on for yourself.”

Ardalan notes that, when a risk manager is
present, the plaintiff’s attorney will direct most
comments to him or her. They know that the facts
of the case and negotiation may be different from
what you have heard from your defense attorney.

“Some law firms are notorious for their billing in
litigation so they’re not motivated to settle anything
early on,” he says. “Pay attention and the plaintiff’s
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attorney might send you signals that settlement is
possible, and that might be news to you.”

8. Read the case materials yourself.
It is dangerous to rely only on the summary

letters and reports from your own attorney,
Ardalan says. 

“You can’t always assume you have the best
lawyer,” he says. “Or they may be a great lawyer
but they’re not handling this case the way you
want them to.”

Don’t anger the jury

9. Consider direct discussions with the plain-
tiff’s lawyer.

Don’t circumvent your own lawyer, but if it
appears the two attorneys are just butting heads
and getting nowhere, Ardalan says it can be useful
for the risk manager to speak directly with the other
side. You may find that the plaintiff’s attorney is
about to take the case to trial because he’s given up
on any kind of agreement with your lawyer.

“Some contact at that point can’t really hurt,
and you might be able to reach some understand-
ing before you take that next big step,” he says.

10. Avoid the disingenuous defense.
Jurors tend to pay out a large sum in two scenar-

ios. In the first, they see the defendant as having
done something egregiously wrong. In the second,
maybe the wrongdoing wasn’t so dramatic but the
jury was offended by the defense strategy.

“A lot of times you have defense attorneys
who are handling a lot of cases for the insurer
and they pick just a few dispassionate defenses
that they repeat over and over,” Ardalan says.
“They get up in front of a jury and try to say the
85-year-old blind man in a walker should have
watched where he was going. The jury gets so
upset with the defense and says, ‘You guys are
just jerks.’ They express that with a big award to
the plaintiff.”  ■

EMTALA fears come true 
with too few on-call docs

When EMTALA was finalized last year, risk
managers worried that changes in the rule

might mean they would find it impossible to sched-
ule enough specialists on call to meet EMTALA
needs. 

That nightmare is coming true. Two-thirds of
emergency department (ED) directors are report-
ing shortages of on-call specialists, such as neuro-
surgeons, orthopaedists, and obstetricians, at
their hospitals, according to a new study from the
American College of Emergency Physicians
(ACEP) in Irving, TX.

About one-third (33%) indicated they were
spending more time placing calls to medical spe-
cialists since regulatory changes to a federal law
took effect in November 2003, which eased their
obligation to take calls from the ED. 

The ACEP survey, conducted from April to
August 2004 in conjunction with researchers from
Johns Hopkins University in Baltimore and funded
by the Robert Wood Johnson Foundation in Prince-
ton, NJ, is the largest study ever designed to evalu-
ate problems with on-call coverage. J. Brian
Hancock, MD, president of ACEP, explains that
medical directors from a total of 1,427 hospital
emergency departments participated in the survey
— a sample size equal to 32% of all U.S. acute care
hospitals.

“The decrease in the number of medical spe-
cialists willing to be on-call in the nation's emer-
gency departments is a looming national health
care crisis,” Hancock says. “Our biggest concern
is for our patients. When a person has a traumatic
head injury, they need access to a neurosurgeon
right away, because delays can result in further
brain damage and even death.”

Liability risk increased

According to some of those surveyed, the lack
of needed specialist backup is causing problems
that risk managers know can lead to EMTALA
violations and liability: delays in patient treat-
ment, increases in patient transfers between EDs,
and concerns that the lack of timely access to spe-
cialists may be placing patients at risk of harm.

Respondents reported other adverse effects of 
the shortages, including decreased ability of EDs to
make optimum use of resources, patient frustration
due to extended time in the ED as well as subse-
quent transfer, increased wait times for patients in
waiting rooms, and more crowding at referral hos-
pitals where patients were transferred. 

According to the new survey, 16% of respondents
indicated that some specialists were negotiating
with their hospitals for fewer on-call coverage
hours. Emergency physicians also said they 
were spending more time seeking specialists for
consultation and admission of ED patients.
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JCAHO and CMS to work
jointly on quality measures

JCAHO and CMS recently announced the signing
of an agreement to work together in completely

aligning current and future common Hospital
Quality Measures in their condition-specific perfor-
mance measure sets.

The current Hospital Quality Measures are
included in JCAHO’s ORYX Core Measures and
CMS’ 7th Scope of Work Quality of Care Measures
on heart attack, heart failure, pneumonia, and surgi-
cal infection prevention. CMS and JCAHO released
and made available on their web sites a common
measures specification manual, which includes a
data dictionary, measure information forms, algo-
rithm,s and other technical support information.
The specification manual can be found on the Joint
Commission web site, www.jcaho.org/pms/core+
measures/aligned_manual.htm.

The intent is to achieve total identity of common
measures by the time that data collection for
January patient discharges begin, JCAHO presi-
dent Dennis S. O’Leary, MD, explained when
announcing the agreement. The intended measure
alignment will make it easier and less costly for
hospitals to comply with existing CMS and
JCAHO requirements for data collection and

reporting. The measures in the four JCAHO and
CMS hospital measure sets presently in use calcu-
late the same way, but there are differences in the
format of the specifications for data elements, types
of cases excluded, calculation algorithms, and
other measure dimensions.

CMS administrator Mark B. McClellan, MD,
PhD, says the plan will make it “easier for hospitals
to report on the quality of their services, making it
even easier for beneficiaries to make apples-to-
apples comparisons. This leads to improvements in
the quality of care available in all hospitals.”  ■

As complexity of JCAHO 
surveys rise, so do fees

It’s going to cost you more for an experience
you’d rather avoid altogether. JCAHO recently

announced overall 2005 survey fee increases across
all of the organization’s accreditation programs.

A special $3,500 fee for hospitals with more
than 200 beds is being attributed to JCAHO’s
continuing emphasis on the Life Safety Code.

The fee increases, the second in the last decade,
will vary by program and, within programs, they
will vary by the types and volumes of services
provided. The Joint Commission also announced
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Emergency physician Ben Vanlandingham,
MD, a Robert Wood Johnson Clinical Scholar at
The Johns Hopkins University and principal
investigator of the study team, says the EMTALA
on-call crisis is found nationwide.

“Nearly 1,000 hospitals across the country are
telling us this is a problem,” he says. “When we
looked at the results across different geographic
regions in the country, or with regard to hospi-
tal size, the responses were essentially the
same.”

In changing the federal EMTALA law, the
government narrowed some definitions about
what is and is not an ED and limited the regula-
tion from being applied to patients once they
are admitted to a hospital. The new regulations
acknowledge the need to balance hospital and
physician legal duties with the practical realities
of overcrowded EDs and the concerns of on-call
specialists and their own practice demands.
While hospitals are required to maintain a list of
on-call physician specialists, individual physi-
cians may be on call at more than one hospital

at the same time and may limit their amounts of
call time. 

In September 2003, ACEP expressed concerns
that the new EMTALA regulation potentially
could increase the shortage of on-call medical
specialists and exacerbate an already difficult
situation, says Barbara Marone, the study direc-
tor and ACEP’s director of federal affairs. An
EMTALA Technical Advisory Group (TAG) was
established by the Medicare Modernization Act
of 2003 and will meet in the next few months. S
he says ACEP is urging the TAG to place timely
access to medical specialists in the nation’s emer-
gency departments at the top of its list of priori-
ties to develop specific recommendations.

The survey is part of an ongoing investiga-
tion that will track changes over the next year.
Vanlandingham said his team would be follow-
ing up these new data with an examination of
whether on-call coverage problems are greater
in states with malpractice crises and the highest
penetration of specialty hospitals and outpa-
tient surgery centers.  ■



plans to institute a subscription-billing model in
2006 that will allow accredited organizations to
begin to spread their survey fees over the three-
year accreditation cycle. These are the new aver-
age triennial survey fee increases, by program:

• Critical Access Hospitals — $300
• Laboratories — $590
• Assisted Living — $610
• Ambulatory Care — $810
• Long Term Care —$815
• Home Care — $880
• Behavioral Health Care — $1,065
• Hospitals — $2,700
• Networks — $3,000
JCAHO reports that hospital and network pro-

gram fees are proportionately higher because of
the substantially greater overall complexity of
these surveys.

Also on Jan. 1, 2005, the JCAHO will begin
adding a certified health care engineer to surveys
of hospitals having 200 or more beds. JCAHO says
the intent of this change is to enhance its ability to
evaluate hospital compliance with the Life Safety
Code and physical plant requirements.

The additional survey fee for this survey team
enhancement will be $3,500, in addition to the
other fees.  ■

Premature discharge leads
to $4 million settlement

ANorth Carolina hospital will pay $4 million
to avoid a malpractice trial on allegations

that a baby suffered cerebral palsy and other neu-
rological problems stemming from kernicterus, or
severe jaundice.

Durham County Hospital Corp. reached a set-
tlement that will be put into a trust to provide 
a lifetime payout of $13 million, according to
Durham attorney Tracy Lischer, JD.

The lawsuit alleged that three physicians and
Durham Regional Hospital were negligent for
discharging the child too early — two days after 
a premature birth. The kernicterus could have
been diagnosed and treated if the baby had been

hospitalized longer, the plaintiffs claimed.
The child was discharged without any treat-

ment for jaundice and without an appointment
for follow-up, Lischer says. Kernicterus is a neu-
rological syndrome caused by severe jaundice,
and the child will suffer permanently from cere-
bral palsy, developmental disabilities as well as
impaired speech, vision, and hearing.  ■

Terrorism insurance 
could be a good choice 

Question: Should we invest in terrorism insur-
ance for our facility? I hear that it’s growing in
popularity, but should our hospital be considered
a likely target?

Answer: Terrorism insurance is a realistic
option for health care facilities and might be quite
necessary for some facilities that are more likely
to the target of attacks, says Stephen Lundin,
senior vice president of insurance broker Marsh
in New York.

Many insurance companies stopped offering
terrorism insurance after the attacks of Sept. 11,
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2001, but a federal program called the Terrorism
Risk Insurance Act was introduced in November
2002 to encourage the market. Since then, Marsh
has been offering terrorism insurance and track-
ing data such as pricing and take-up rates in the
health care industry and other sectors. Early in
2004, Marsh noted an increase in terrorism insur-
ance purchases across all industries, including
health care, he reports. 

“During 2003, roughly one-third of our health
care clients purchased terrorism insurance,”
Lundin says. “So far during 2004, that percentage
has come close to 50% of our health care clients.”

That figure is consistent with the overall rate
across all industries, Lundin says. Fifty-two per-
cent of commercial real estate owners purchased
terrorism insurance in the first quarter of 2004, up
from 28% in the fourth quarter of 2003. 

A lowering of insurance rates drives the
increase overall on all insurance products,
Lundin says. Rather than taking the savings
home, many health care providers are instead
shifting it into terrorism insurance that they did
not previously have or related products such as
risk transfer solutions or business continuity
planning, he says.

Some of the increase also might be attributable
to lenders requiring building owners to have ter-
rorism insurance, especially in the Northeast and
urban areas with a concentration of tall buildings
and financial headquarters, he says. 

“In addition to terrorism insurance, a lot of our
clients are making sure they have the right pro-
cesses and systems in place in the event of disrup-
tion,” he says. “The terrorism insurance itself can
be only part of a bigger effort to prepare for such
an event.”

Typically, Lundin explains, terrorism insurance
covers damage from terrorist attacks that occur in
the United States, committed by persons acting
on behalf of a foreign entity, as part of an effort
coerce the nation or cause damage to the United
States. You also may purchase broader coverage
that would cover attacks by a domestic entity,
such as happened with the Oklahoma City bomb-
ing in 1995.

So how do you know if terrorism insurance is
right for your health care institution? The answer
depends largely on where you are located and your
type of facility. A large urban facility is the most
likely target for a terrorist attack, either as the direct
target or part of a larger metropolitan disaster.

“Your corporate governance practices can be
another driving factor,” Lundin says. “With
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17. According to Kevin Lyles, JD, when can a health
care provider provide information to police about
a suspect’s information such as name, address,
date of birth, blood type, date and time of treat-
ment, and a physical description?

A. Always
B. Never
C. When the police are searching for the person as

a suspect in a crime
D. Only when a police supervisor makes the request

18. What type of patient-owned equipment does
ECRI say should never be allowed in a health
care facility?

A. Line-powered video or electronic games plugged
into hospital-supplied televisions

B. Insulin pumps
C. Electric shavers
D. Ventilators

19. According to P. Christopher Ardalan, JD, a trial
attorney in Sherman Oaks, CA, why do health
care facilities make attractive targets for slip-and-
fall lawsuits?

A. It is easier to prove that the staff were responsi-
ble for creating the hazard.

B. Juries are predisposed to dislike health care
facilities.

C. Health care facilities do not defend themselves
as aggressively as other defendants.

D. There is more supporting case law against health
care facilities.

20. According to Stephen Lundin, about what per-
centage of the firm’s health care clients are buy-
ing terrorism insurance in 2004?

A. 20%
B. 35%
C. 50%
D. 80%

Answers: 17. C; 18. A; 19. A; 20. C.



compliance issues that require a company to follow
best practices regarding business planning, you
might need to look at the opportunity to buy ter-
rorism insurance and continuity planning as well.”

Lundin advises seeing terrorism insurance as
one part of an overall plan to respond to a terror-
ist attack. Interested risk managers should con-
sult their own insurers or brokers, he says.  ■
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CE objectives

After reading this issue of Healthcare Risk
Management, the CE participant should be

able to:
1. Describe legal, clinical, financial, and managerial
issues pertinent to risk managers in health care.
2. Explain how these issues affect nurses, doc-
tors, legal counsel, management, and patients.
3. Identify solutions for hospital personnel to use
in overcoming challenges they encounter in daily
practice. Challenges include HIPAA and EMTALA
compliance, medical errors, malpractice suits,
sentinel events, and bioterrorism.
4. Employ programs used by government agencies
and other hospitals (such as EMTALA, HIPAA, and
medical errors reporting systems) for use in solving
day-to-day problems.  ■
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News: Following its birth, a newborn was
taken to the hospital’s neonatal intensive care 
unit (NICU). While attempting to take the infant’s
blood gases, the unit nurse used a plastic diaper
that had been dipped in very hot water to warm
the area. The hot water severely burned the new-
born’s hand. Three of the infant’s fingers had to
be amputated. Prior to trial, the case settled for
$1.35 million. 

Background: Shortly after being born, the new-
born was taken to the NICU because of breathing
difficulties. The unit nurse attempted to take the
infant’s blood gases, but because the unit was not
equipped with temperature-controlled heat warm-
ers, she used a plastic baby diaper soaked in hot
water to warm the area. The water was much too
hot and the newborn sustained severe burns to the
first, second, third and fifth fingers of his right
hand. The injuries required debridement of dead
tissue, partial amputation of three of the four
injured fingers, and resulted in permanent scarring
of the hand. 

The mother brought suit against the hospital on
behalf of her son, claiming the nurse was negligent
and the hospital violated the standard of care.
Prior to trial, the action settled for $1.35 million.

What this means to you: Any source of heat
must be used with caution when being applied to
the skin. 

“This is especially true of the delicate skin of
the newborn. A compounding factor is that the
infant cannot communicate the specific source of
his discomfort. Crying can be attributed to any
number of reasons, or even no particular reason,”
notes Cheryl Whiteman, RN, MSN, HCRM, clini-
cal risk manager for BayCare Health System in
Clearwater, FL.

In the absence of a temperature-controlled
warmer, the nurse was trying to be resourceful in
obtaining the needed blood gases of this infant
experiencing respiratory difficulty. 

“However in using available resources, the
nurse apparently did not consider that newborn
skin would not be as resilient to heat as hers
would be. At the very least, the nurse should
have utilized a simple thermometer to ascertain
the temperature of the water being applied to
the infant’s skin. Further compounding the
potential injury was the nurse’s choice to use a
plastic baby diaper,” cautions Whiteman, “for
the diaper helped to maintain the temperature
of the water used, thus prolonging the contact of
very warm or hot water to the infant’s skin.

“The application of heat to any body surface
must be done judiciously. This is particularly true
in the newborn and neonate, young children, the
elderly, and the debilitated — patients with more
tender skin. The temperature of the medium
being applied should be measured to prevent
burning. Any medium that heats an area of the
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Newborn loses finger after being burned 
by a plastic diaper: $1.35 million Texas settlement

By Jan J. Gorrie, Esq., and Blake Delaney, Summer Associate
Buchanan Ingersoll PC

Tampa, FL



body must be considered, including liquids and
lamps or lights. Consideration should be given 
to equipment that includes a light source that will
also generate heat,” she adds.

“While budgetary constraints and limited
resources are an ongoing issue in health care, 
the price of a temperature controlled warmer is
probably insignificant compared to the cost of
this claim,” concludes Whiteman.

Reference

• Potter County (TX) District Court, Case No. 87699-E. ■

Patient falls and dies in TX, 
and $356,000 is awarded

News: After having been diagnosed with a bro-
ken hip, a 90-year-old nursing home resident was
discharged from the hospital. Three days later, a
nurse’s aide at the nursing home attempted to
move the patient from her wheelchair to her bed
by herself. The patient fell and hit her head, sus-
taining a subdural hematoma. She was taken back
to the hospital, where she died the following day.
Her estate brought suit and was awarded $856,000
by the jury. The court subsequently reduced the
verdict to $356,000 after eliminating the punitive
damages assessment.

Background: The 90-year-old woman had
been a resident of a nursing home for several
years. She was severely osteopenic, with a his-
tory of fractures, and she also had a history of
stroke, seizure disorder, dysphasia, PEG tube
placement, and several other chronic conditions.
Moreover, she had experienced a decline in com-
munication, rendering her largely noncommu-
nicative. She had recently been hospitalized for 
a urinary tract infection, and doctors also diag-
nosed her as having a hip fracture. Given the
patient’s age and underlying medical condition,
the doctors decided not to operate on the hip,
choosing instead to discharge her to the care of
the nursing home. 

For years the woman’s nursing care plan had
called for two-person transfers; however, the facil-
ity had been doing single-person assists safely for
most of the time that she had lived there.

Three days after her discharge, the nursing
home provided inservice training to the staff to

demonstrate the proper two-person transfer tech-
nique, which was to be used on the patient due to
her changed condition. However, the nurse’s aide
who was responsible for the patient in the after-
noon did not attend the training session. That after-
noon, the aide performed a single-person transfer
to move the patient from her wheelchair to her 
bed as she had done in the past. But this time, the
woman fell. She apparently hit her head, as evi-
denced by a significant cut on her ear. After the fall,
a cursory neurocheck indicated she was stable. She
was taken to the hospital for stitches and X-rays,
but then was discharged back to the nursing home.
When the nursing home staff refused to accept her
due to her decreased mental status, she was re-hos-
pitalized. Upon her return to the hospital, doctors
diagnosed her as suffering from an intracranial
bleed, and she died the next morning. 

The deceased’s estate and her two sons brought
a variety of claims against the facility, its adminis-
trator, and its nursing director. They argued that
the defendants were negligent in failing to, among
other things, establish and follow an appropriate
nursing care plan to safely transfer the patient,
supervise and train their employees, ensure com-
pliance with state and federal regulations, and
otherwise provide health care services that were
reasonably prudent under the same or similar
circumstances. 

The plaintiffs further alleged violations of state
and federal regulations governing nursing home
facilities. Finally, the plaintiffs claimed that the
defendants’ negligence, coupled with promises to
the deceased and her family members to care for
the woman, constituted fraud, malice, and other
charges in violation of the jurisdiction’s penal code.

The plaintiffs sought both compensatory and
exemplary damages. The estate claimed damages
for conscious pain and suffering, medical expenses,
and funeral and burial expenses. The adult sons
sought damages for loss of society and companion-
ship and for mental anguish.

The defendants admitted they owed a duty to
the patient and that they breached the relevant
standard of care, but they disputed any causal
connection and they contested the amount of the
plaintiff’s damages. The facility asserted that the
patient’s death was caused by an independent act
of God and was the natural result of pre-existing
conditions that had caused her to be a three-year
resident of the nursing home. The defense further
highlighted the fact that the decedent’s daughter-
in-law was in the room at the time of the fall, but
did nothing to stop the single-person transfer. In
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fact, the defense asserted, the daughter-in-law
may have moved the wheelchair from where it
could have prevented the fall.

Defense experts opined that the deep intracra-
nial bleed was unrelated to the incident. The
autopsy of the brain confirmed a diagnosis of con-
gophilic (amyloid) angiopathy. The expert neu-
ropathologist testified that the woman’s condition
caused blood to seep into her brain’s deep white
matter that extended into the subarachnoid space,
ultimately resulting in brain herniation and death.

The defense won a directed verdict on the fraud
and penal code claims. However, the jury found
the defendants liable for negligence, assessing 50%
responsibility to the facility and 25% responsibility
to each of the two individually named defendants
— the administrator and nursing director. The jury
also found malice and awarded the plaintiffs
$856,000, including $500,000 in punitive damages
to be split equally between the two sons. The jury
declined to award funeral and burial expenses.

The punitive damages assessment was capped
automatically based on the actual damage award,
leaving a total verdict of $718,000. Thereafter, the
defendants moved the court to review the puni-
tive damages assessment as a matter of law. The
trial judge granted the motion and reduced the
award to $356,000.

What this means to you: It is no surprise that the
defendants in this case admitted they had breached
their duty to the resident by failing to provide a safe
environment and by failing to effectively train the
staff to ensure patient safety. Indeed, this case is a
prime example of both individual and institutional

breakdowns in providing health care to a woman
who was dependent on her care providers.

From an individual standpoint, the nurse
responsible for readmitting the patient upon her
discharge from the hospital should have com-
pleted a full physical assessment of the patient. 

“Because the patient was known to the facility,
the nurse should have secured the previous med-
ical record and compared the patient’s condition
prior to her fall and hospitalization with her con-
dition upon presenting for readmission,” says
Lynn Rosenblatt, CRRN, LHRM, risk manager at
HealthSouth Sea Pines Rehabilitation Hospital in
Melbourne, FL. “As a result, the nurse would
have become aware that the patient’s needs were
far more acute than what had existed previously.
The nurse could have incorporated strategies to
address the best and safest manner to handle the
patient, provide for her comfort, and prevent —
as much as possible — further deterioration.” 

The institutional errors in this case are evi-
denced by the three days that passed after the
patient’s readmission before the staff was pro-
vided with inservice training and by the facility’s
subsequent failure to insist on using the two-per-
son transfer system.

“To assure that all staff were informed and
trained on the specifics of caring for the woman,
the nursing home should have developed a plan
of care — a set of treatment protocols relating to
toileting, positioning, skin management, nutri-
tional support, personal hygiene, and transfer. In
fact, the nursing home’s license conferred a legal
responsibility to ensure that any nonlicensed staff
member was fully aware of the patient’s changed
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circumstances and of the new plan of care that
was being implemented,” Rosenblatt says. 

“The plan of care also should have indicated the
various levels of assistance required throughout
the facility, identified particular level of assistance
required of each patient, and alerted all staff of the
proper transfer techniques for each level of assis-
tance. For example, the facility should have posted
the level and type of transfer over the patient’s bed
and made additional information readily available
at the bedside, such as a daily staff instruction
sheet clipped backwards on a clipboard so as not
to violate the patient’s privacy while still ensuring
consistency in patient care,” states Rosenblatt. “In
addition to specifically identifying the proper
transfer techniques for each patient, the nursing
home also could have required patients to wear
colored armbands to identify their care levels
while out of their rooms or off-unit. This type of
system assures consistency and safety across all
areas of the facility and all shifts.

“Further, a daily patient management log would
provide the bedside staff with up-to-date changes
in the patient’s individualized care plan. The nurs-
ing home’s staff can modify the sheet as needed,
but the primary licensed nurse should review and
initial the log frequently, if not daily, to assure that it
is consistently updated and maintained,” she notes. 

The daily log also can serve as a cue sheet for
families assisting with personal care, which
occurs frequently in a long-term facility. 

This case also demonstrates a growing seg-
ment of financial opportunity — the profitable
outcome of nursing home litigation. 

Consequently, Rosenblatt advises, nursing
homes need to remember an old saying, “Know
thy enemy.” The quality of the resident’s life in this
case was diminishing and, at 90 years of age, her
life expectancy was short, a fact her sons were
probably acutely aware of. The woman’s condition
prior to her fall suggests that she was dependent,
not capable of companionship or contribution to
society, and her death within 24 hours of injury
does not support the assertion that she suffered
long-term pain or mental anguish.

Nevertheless, Rosenblatt notes, “an unfortunate
accident allowed the adult sons to benefit finan-
cially, a situation which would not have occurred
had they not been able to link their mother’s death
with the circumstances of the fall. In fact, the actions
of the daughter-in-law may validate the possibility
that the family was aware of the benefits of an
adverse occurrence. The patient’s sons were obvi-
ously educated and well informed, and they most

likely had stringent ideas as to what was required
to properly care for their mother. . . . Such individu-
als are naturally resistant to the possibility of a 
well-meaning error. To a family with a military
background, any lack of adherence to policy is
subject to discipline.”

Because of the high sympathy factor surround-
ing the death of a dependent, elderly woman, this
case may have had a less costly outcome had it not
gone to a jury. “In fact, the nursing home could
have encouraged settlement by adding the hospi-
tal as a co-defendant. If the nursing home had
been able to sufficiently identify liability flowing
from the hospital’s failure to assess the full extent
of the patient’s injury when she was seen in the
emergency room, settlement certainly would have
been more likely,” says Rosenblatt. “The addition
of a co-defendant often makes the presentation of
a case at trial more difficult for the plaintiff and
eases the settlement value for the defendants.” 

However, the nursing home apparently decided
that the patient’s age and medical condition were
going to have a moderating effect on the jury, lead-
ing to its decision to proceed to trial. 

“Obviously,” concludes Rosenblatt, “it was a
very bad roll of the dice.”

Reference

• Bexas County (TX), Probate Court No. 2, Case No. 2001-
PC-0706. ■
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Thinking creatively, but not expensively, is the
key to meeting HIPAA requirements with a

limited budget, according to Maria Woods, vice
president for compliance and regulatory affairs at
Saint Vincent Catholic Medical Centers (SVCMC)
of New York, who spoke at the Ninth Annual
HIPAA Summit in September.

Woods said her organization includes eight
hospitals, four nursing homes, and home care,
hospice, and other units. Implementing HIPAA
across such an array of facilities required a core
team of two people from the compliance depart-
ment and two from information systems. Overall
coordination of the effort came from joint compli-
ance/information systems leadership, joined by
regionally based individuals who were responsi-
ble for helping to coordinate awareness, educa-
tion, data collection, and compliance in the
individual remote facilities. 

“HIPAA awareness and compliance needed to
be integrated into the SVCMC culture so that it
became a way of life,” Woods said. 

SVCMC’s first HIPAA presentation came in
December 2000, and the internal organization got
its first dedicated budget in the 2003 calendar
year. For privacy implementation, she reported, it
was important to “triage the patient,” determin-
ing what needed to be corrected immediately.
Important steps included HIPAA awareness, elec-
tronic data interchange (EDI), authorization, busi-
ness associates, policies, and notice of privacy
practices.

“Make friends with information systems,”
Woods told attendees. “Set realistic goals and
deadlines, and be honest about your own weak-
nesses. Review the HIPAA schedule and deter-
mine what you can realistically achieve.”

Those responsible for HIPAA implementation
need to become HIPAA experts, she said, by
reading as much about the subject as possible,

joining a support group (“misery loves com-
pany”), getting involved in Joint Commission
activities, bringing in others from within the
organization with specialized skills, and deter-
mining if outside help is needed.

“The best way to increase HIPAA awareness 
is to make privacy everyone’s responsibility,”
according to Woods. “Use free labor in your orga-
nization. Find out who is already working in
things involving privacy.”

To put its privacy gap analysis on a fast track,
SVCMC made directors and managers responsi-
ble for privacy and security questionnaires with-
out a formal interview process and gave the
HIPAA office responsibility for drafting needed
policies. By April 2003, policies had been estab-
lished, on-line training for essential personnel
was complete, EDI testing had begun, and
HIPAA forms such as authorizations had been
completed, translated, and implemented.

‘Stay on focused on the issues’ 

When the October 2003 deadline hit, all
SVCMC personnel had been HIPAA-trained, the
system was EDI compliant, old policies had been
pulled or re-drafted, the business associates pro-
cess had been completed, and the system privacy
office was fully functional.

Moving on to compliance with security require-
ments, Woods said it is important to “stay focused
on the issues and not on the new [technology]
toys.” Rather than just plugging gaps, she said,
facilities should use security goals of confidentiality,
integrity, and availability as guides to stay focused. 

With a healthy dose of group therapy for all
involved, Woods said, SVCMC’s security approach
involved leadership support, evaluating what was
already available and identifying needs and possi-
ble threats, evaluating the system’s score, fixing
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problems that were found, reevaluating the risk,
documenting everything, and staying alert.

“Privacy and security can tag team,” she said.
“Couple your risk analysis with your privacy
monitoring and look at instances where security
initiatives impact privacy.”

Woods listed seven rules for those working 
on HIPAA implementation on a tight budget: 1)
money for education is never wasted; 2) use con-
sultant cash wisely; 3) there is only one captain of
any ship, but every captain needs a crew; 4) KISS
(keep it simple, stupid); 5) change is good, change
is your friend; 6) don’t be afraid to show what you
don’t know; and 7) play nicely with others.  ■

Medicare to make greater
use of the Internet
Data on non-HIPAA-compliant claims captured

Medicare continues to work closely with con-
tractors, providers, billing agents, clearing-

houses, and software vendors to achieve HIPAA
goals and will be making greater use of the Inter-
net and working on implementation of electronic
attachments to electronic medical records. That’s
the assessment of Gary Kavanagh from the Cen-
ters for Medicare & Medicaid Services’ (CMS)
Office of Information Services at the Ninth
Annual HIPAA Summit in September.

As of the week of Aug. 2-6, 2004, he said, 96.74%
of all electronic claims were in HIPAA format,
98.3% of claims processed by intermediaries were
in HIPAA format, and 96.34% of claims processed
by carriers were in HIPAA format. There are 63,160
current electronic receivers, he said, with 48% of
them (30,551) in production on HIPAA.

CMS is consolidating the claims crossover pro-
cess, known as the Coordination of Benefits Agree-
ment (COBA) initiative, according to Kavanagh. A
small number of trading partners are beta testing
the process through Oct. 24. If the test is success-
ful, it will move into full production status, with
all remaining trading partners transitioning to the
national COBA process during FY 2005. 

Beginning last July, CMS started capturing
additional data on non-HIPAA-compliant elec-
tronic claims, reported Kavanagh. The data are
state-specific and are broken out by provider
type. They will be used to support outreach
efforts and any decision to end the Medicare

electronic claims contingency plan. 
Compliance with submission of claims in

HIPAA format improved considerably, he said,
once CMS announced that effective July 1, 2004,
noncompliant electronic claims would be paid
after 27 days, the same as paper claims. 

Kavanagh also discussed CR 3031, which was
published for implementation in July and con-
forms Medicare billing requirements to the data
content and format requirements in HIPAA, affect-
ing only institutional providers. He said CMS
made the changes outlined in CR 3031 to facilitate
coordination of benefits transactions (500 million
Medicare claims crossing over to third-party pay-
ers) that would have been rejected.  ■

HIPAA enforcement aimed
at achieving compliance
Most complaints about claims payment

Centers for Medicare & Medicaid Services
(CMS) Office of HIPAA Standards staffer

Dianne Faup says the agency has received more
than 200 transaction/code set complaints, with
some 58 still open at the time of her September
presentation to the Ninth Annual HIPAA Summit.

Most of the complaints have been about claims
payment, often pitting small providers against
health plans and clearinghouses over adverse
impacts on cash flow, she said. To date, five cor-
rective action plans have been submitted. CMS
enforcement continues to be complaint-driven
and focused on securing compliance.

Medicare compliance rate above 80%

Faup reported that many covered entities con-
tinue to operate under contingency plans, although
many are moving into compliance, with the Medi-
care compliance rate at more than 80% for claims.
Reasons given for noncompliance include new
data elements, reliance on vendors, and delays 
in starting implementation, she said.

The end of contingency plans is coming, Faup
cautioned, and payments may stop if entities are
not compliant. She also said there is a need to
embrace other transactions, such as automated eli-
gibility, remittance, and claims status, and a need
to participate in the standards revision process. 

Even at this juncture, Faup said, some positive
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impacts can be seen, including the realization
that HIPAA standards have an impact on busi-
ness processes, the industry is coming together to
work on implementation, and different provider
groups are coming forward to participate in the
standards. 

She told Summit attendees their organizations
should be following the HIPAA rules to achieve
compliance, keeping aware of future HIPAA stan-
dards rules, and participating in industry organiza-
tions so their voice is heard. Coming next, she said,
are the security requirements and the national
provider identifier (NPI).

The security requirements, which take effect
April 21, 2005, for all covered entities except small
health plans and April 21, 2006, for small health
plans, require organizations to ensure confiden-
tiality (only the right people see information),
integrity (information is what it was supposed to
be and hasn’t been changed), and availability (the
right people can see information when needed).
The security requirements apply to electronic pro-
tected health information that a covered entity
creates, receives, maintains, or transmits. 

Organizations must: 1) protect against reason-
ably anticipated threats or hazards to the security
or integrity of information; 2) protect against rea-
sonably anticipated uses and disclosures not per-
mitted by privacy rules; and 3) ensure compliance
by their work force.

In developing their plans, covered entities can
consider size, complexity, capabilities, technical
infrastructure, the cost of procedures to comply,
and potential security risks, according to Faup.

For the NPI, the final rule was published Jan.
23, and the effective date is May 23, 2005. By May
23, 2007, for all covered entities except small
health plans and one year later for the small
health plans, covered entities must use NPIs to
identify providers in standard transactions.  ■

Security rule guidance
issued to covered entities

Entities covered under the HIPAA security rule
are not required to certify compliance with pro-

visions of the rule, according to guidance issued by
the Centers for Medicare & Medicaid Services. 
The security rule does, however, require covered
entities to periodically perform evaluations to
establish the extent to which technological and

nontechnological security policies and procedures
meet the requirements, the agency says.

“The evaluation can be performed internally by
the covered entity,” the guidance says. “There are
also external organizations that provide evalua-
tions or certification services. A covered entity may
make the business decision to have an external
organization perform these types of services. It is
important to note that the Department of Health
and Human Services does not endorse or other-
wise recognize private organizations’ certifications,
and such certifications do not absolve covered enti-
ties of their legal obligations under the security
rule. Moreover, performance of a certification by an
external organization does not preclude HHS [the
Department of Health and Human Services] from
subsequently finding a security violation.”

Guidances also have been published on other
areas of the security rule, addressing questions
such as the difference between risk analysis and
risk management, whether access control require-
ments cover remote employees (they do), and
whether minimum operating system requirements
are mandated for personal computers (not always). 

(Check the guidances on the Frequently Asked Ques-
tions page of the Centers’ HIPAA administrative simpli-
fication web site at www.cms.hhs.gov/hipaa/hipaa2.) ■

Journalists complain about
HIPAA privacy restrictions

The Radio-Television News Directors Associa-
tion (RTNDA) says all journalists, and particu-

larly those working for electronic media, have
been hampered in their work by actual HIPAA pri-
vacy requirements and by interpretations of those
requirements by some people and organizations.

In testimony before the National Committee 
on Vital and Health Statistics, RTNDA president
Barbara Cochran said HIPAA as written and inter-
preted “is making it harder for electronic journalists
to gather information and report on issues and
events of local and national interest.”

Cochran said the public’s interest in health care
information should not be underestimated. 

“There is a public interest,” she said, “in know-
ing whether victims of crime or disasters are
being treated in the hospital and what their gen-
eral status is. There is a public interest in know-
ing the health of our public officials and its
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relationship to how those officials carry out their
duties to the public. There is a public interest in
uncovering corruption or mismanagement at the
facilities where individuals receive medical care
for themselves and their families. There is a pub-
lic interest in learning about a wide range of
health care issues that affect the community and
being able to make informed decisions regarding
those issues.”

But, she said, unfortunately the HIPAA privacy
rule was published without accommodation or
even acknowledgement of journalists’ concerns
about how the rule would cripple their ability to
tell stories. People are afraid that giving out infor-
mation will expose them to litigation, penalties,
or fines, Cochran added. 

“Hospitals, emergency medical services, and
some fire departments that operate ambulances
are among the affected sources,” according to
Cochran. “And because of the confusion sur-
rounding the privacy rule, sometimes police, fire-
fighters, sheriff departments, and even football
coaches believe they no longer can talk about a
sick or injured person in public.”

Through word of mouth or misinterpretation,
she said, a widespread belief has developed that the
HIPAA guidelines prohibit release of any informa-
tion about an individual’s medical condition or
treatment by anyone if it is coupled with any infor-
mation that can reasonably identify the individual.
As a result, many noncovered entities, even includ-
ing victims’ relatives, believe they must protect
information obtained from health care workers
about a patient or victim they have obtained first
hand. A more skeptical view of the situation,
Cochran said, is that law enforcement and govern-
ment officials may be using the law’s privacy rule
as an excuse to avoid disclosing information they
simply wish to keep from the public eye.

‘The public record is shrinking’

In addition to problems caused by erroneous
interpretations of the requirements, Cochran said
journalists also face problems arising from appli-
cation of the rule as written and intended. “The
rule itself removes from public view a significant
amount of truthful information that is vital for
the public to have in order to make intelligent
decisions,” she declared. “By prohibiting the dis-
semination and publication of any individually
identifiable health information — regardless of
the public interest in that information — the
HIPAA privacy rule effectively has censored both

daily news reports on basic hospital information
about patients who are victims of violent crime,
accidents, or natural disasters, and investigative
reporting concerning health care fraud, patient
abuse, or environmental hazards. . . . Because of
HIPAA, the public record is shrinking to include
only sterile statistical reports and dry recitations
of events stripped of the human element.”  ■

Guilty plea in first 
HIPAA privacy case

ASeaTac, WA, man pleaded guilty in federal
court to wrongful disclosure of individually

identifiable health information for economic gain.
The guilty plea entered by Richard Gibson, 42, was
the first criminal conviction under the HIPAA pri-
vacy rule, according to the U.S. Attorney in the
Western District of Washington. 

In a plea agreement, Gibson admitted that he
obtained a cancer patient’s name, date of birth, and
Social Security number while he was employed at
the Seattle Cancer Care Alliance and used that
information to get four credit cards in the patient’s
name. Gibson used the cards to spend more than
$9,000 in the patient’s name, buying video games,
home improvement supplies, apparel, jewelry,
porcelain figures, groceries, and gasoline for his
personal use. He was fired from the job shortly
after the identity theft was discovered.

The plea agreement sets forth a sentencing
range of 10-16 months in prison followed by a
period of supervised release.  ■

Civil money penalties 
rule extended

The Department of Health and Human Services
extended for one year the Sept. 16, 2004, expira-

tion date for an interim final rule establishing pro-
cedures for imposition of civil money penalties on
entities that violate HIPAA administrative simplifi-
cation standards. The agency said it needs more
time to develop a more comprehensive enforce-
ment rule, and the extension was needed to avoid
the disruption of ongoing enforcement actions
while development of the comprehensive rule is
finalized.  ■
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Salary levels are up for risk managers this year
but may be leveling off, according to the results

of this year’s Healthcare Risk Management Salary
Survey.

(Editor's note: Some graphs do not add up to 100%
because some participants did not answer every question.)

The median income for health care risk man-
agers in this year’s survey is $75,000; up from last
year’s $70,000 and the $65,000 reported for the
previous three years. The increase in income fol-
lows a steady trend: In 2000 and 1999, the median
income was $62,500 and before that the median
income for directors of risk management was in
the high-$50,000 range.

Despite the increase in reported income, respon-
dents still report a median salary increase over the
past year of only 1% to 3%, the same as in previous
years. Forty percent report increases in that range,
down slightly from last year but the same as the
year before. Twenty-three percent report increases

of 4% to 6%, up slightly from last year’s 20% but
less than the 34% reported in the previous year.

The higher salary figures may signal that risk
managers are reaching a plateau for income, how-
ever, as evidenced by the fact that fewer respon-
dents are reporting significant percentage
increases in their incomes.

For instance, the number of risk managers
reporting no change in their incomes jumped to
19.62% this year, up from last year’s 15% and 10%
the year before. The number of respondents report-
ing a decrease in their income also was up sharply,
2.53% this year compared to last year’s 1%. 

Risk managers still report working long hours,
but that figure is not increasing. Twenty-six per-
cent reported working 46-50 hours per week, the
same as last year. The year before, 35% said they
worked those hours. Nineteen percent reported
working 51-55 hours per week, down from last
year’s 23%. Nearly 9% reported working 56-60
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hours a week and 1.9% reported working 61-65
hours.

More RNs entering field

Employment opportunities for risk managers
remain good and stable, says Jeffrey Driver, JD,
MBA, chief risk officer with Stanford (CA) Univer-
sity Medical Center and president of the American
Society for Healthcare Risk Management (ASHRM).
But in a field that is getting used to constant change,
he says the face of risk management is starting to
take on a new look.

Of note lately, Driver says ASHRM research has
suggested that more registered nurses are moving
into the risk management field.

“I think that has to do with the patient safety
movement, the move to focus in on professional
liability and loss control,” he says. “The number
of registered nurses in risk management has been
rising since the 1980s.”

Risk managers looking to grow their careers
should consider pursuing advanced degrees,
Driver suggests.

“The MBAs and JDs clearly have advantages,”
he says. “For those inclined to move up in risk
management, that’s the avenue to do it.”

A higher salary level goes along with those
higher degrees, Driver says, and ASHRM data
show that those with higher degrees are seeing
larger percentage increases each year in their
salaries.

Ask for bigger role

Another strategy for improving your lot is to
make yourself more of a key player in the organi-
zation, Driver says. The degree to which risk man-
agers are involved in high-level decision making

and strategic planning varies considerably from
one organization to another, he says, and it often
is possible to move yourself up.

“Clearly, if you want to move up, you want to
push toward senior management,” he says.
“Being part of senior management corresponds
with a higher salary.”

Overall, Driver says this is a good time to be in
health care risk management and a good time to
join the field. He points to the fact that many risk
managers are experienced and may be retiring in
large numbers before long, leaving the door open
for others to come in. A large number of those
joining the field probably will be nurses, which
Driver says reflects a continuing trend toward a
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newsletter.com for Healthcare Risk Manage-

ment subscribers. The site features current and
back issues of HRM and ED Legal Letter, also
from Thomson American Health Consultants.

Included on the site and in its archives are links
to every article published in HRM’s Legal Review
& Commentary supplement from January 1999 to
present. 

There also are links to every article published in
Healthcare Risk Management’s Patient Safety
Quarterly and Patient Safety Alert supplements
from January 1999 to present. 

HRM’s 2003 salary survey also is available in
its entirety.

Find links to other web sites that are essential
references for risk managers. There also is a guide
to upcoming conferences and events of interest to
risk managers. Click on the User Login icon for
instructions on accessing this site. ■



clinical emphasis in risk management, spurred
largely by the focus on patient safety.

But at the same time, ASHRM is emphasizing
enterprise risk management and more concentra-
tion in nonclinical areas. 

“I’ve heard risk managers talk about how
they’re being pushed out by the quality folks, but
I’ve always encouraged people to expand their
horizons,” Driver says. “If your employer is focus-
ing intently on quality and that is not your back-
ground, that doesn’t mean you can’t be involved.
But it might mean that you need to seek the right
educational opportunities and position yourself
differently.”

He says risk managers can greatly improve their
position within the organization by simply seeking
more involvement in upper-level management. 

“Sit down with your leadership and ask them
where you can be helpful in the organization,”
Driver suggests. “Understand the organizational
plan for your organization and where you fit into
that, and tailor your risk management expertise to
that vision.”

He also recommends going out of your comfort
zone by taking on tasks and responsibilities that
you may not be entirely comfortable doing.

“That’s the only way you can learn and make
yourself more valuable,” Driver says. “If you’re
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clinically trained, the financial components might
be a little scary, and vice versa.”

More visible role now for risk managers

Risk managers are becoming more valuable to
the health care industry every day, says Fred M.
Messing, LFACHE, a health care management
consultant with The Herman Group in Spotsyl-
vania, VA. He spent 30 years in hospital and
health system senior executive positions.

Messing says the malpractice crisis and grow-
ing liability risks make senior management seek
out risk managers who can make a difference.

“I can tell you that from the institutional side
we found ourselves settling a lot of cases when we
knew we had done absolutely nothing wrong,” he
says. “But the risk of going into court and facing a
massive judgment was just too much. Anyone
who can help you avoid that kind of no-win sce-
nario is going to be looked on as a valuable mem-
ber of your team.”

Role is ‘as visible and viable’ as ever

Messing goes on to say that he thinks the role 
of risk manager is “as visible and viable as it 
has ever been, and I think that’s only going to
improve in the near future.”

So what would Messing have wanted to see in a
risk manager when he was CEO of a hospital? In
addition to the basic qualifications and either a
solid clinical or legal background, Messing would
want someone who’s willing to dig deep.

“I’d want to see an acute intellect, someone
who can really probe beneath the surface because
when something goes wrong you’re going to get a
lot of versions of what happened,” he says. “I’d
want someone who can probe deeper and find
what’s beneath the surface. And secondly, I’d
want someone who is a terrific communicator.”

Messing says he would want to see a risk man-
ager who can communicate well both verbally
and in writing with peers, and with other
departments.

“If someone came to me with those qualities
and wanted to play a bigger role, I would find
that very appealing,” he says. “That’s something I
would encourage.”

(Editor’s note: The exclusive 2004 Healthcare Risk
Management Salary Survey was sent to about 1,200
readers in the June 2004 issue. A total of 158 were
returned, for a response rate of 13%. The results were
tabulated and analyzed by Thomson American Health
Consultants, publisher of HRM.) ■
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