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Rise in medmal premiums prompts 
dispute over potential of profiteering
But real reason may be more complicated, analysts say

Malpractice insurers are stinging from charges of profiteering from
insurance premiums by new data showing costs rising dramati-
cally as claims drop. Some of this information may make risk

managers wonder if they have been overcharged by insurers who say
they are barely scraping by.

But before you pick up the phone and give your insurance broker an
earful, you might want to hear the other side of the story.

The data in a recent study are misleading, say some prominent insur-
ance industry players, and the charges of profiteering come from an outfit
that calls itself a consumer advocate group but is primarily concerned
with opposing tort reform.

The claims in the recent report will be troubling to risk managers who
struggle every year to get the best malpractice premiums and still see
costs rise. There may be reason to question your insurance provider more
closely and to understand the issues on a deeper level, but Healthcare 
Risk Management editorial advisory board member R. Stephen Trosty, JD,
MHA, CPHRM, director of risk management for American Physicians
Assurance Corp. in East Lansing, MI, says the claims of profiteering are
unfounded.

“This is not an accurate and valid study, and I’m afraid it’s going to
upset people unnecessarily,” says Trosty, whose employer is criticized in
the report. “It does not take into account the realities of the industry.”

Group has ties to Michael Moore, Erin Brockovich

The key conclusion in the report, “Falling Claims and Rising Premiums
in the Medical Malpractice Insurance Industry,” is that medical malprac-
tice insurance rates for doctors have skyrocketed in recent years even
though claim payments are down. 

“These findings suggest that doctors have been price-gouged for several
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years as insurance industry profits have ballooned
to unprecedented levels,” the report says. It cites
AIG, which is under investigation by state and
federal authorities for its business practices, and
Health Care Indemnity Inc., a subsidiary of HCA,
the largest for-profit hospital chain, as among the
worst offenders.

The study was prepared by former Missouri
Insurance Commissioner Jay Angoff and was com-
missioned by the Center for Justice & Democracy
(CJ&D) in New York City and coreleased by sev-
eral other advocacy organizations, including
Alliance for Justice, Consumer Federation of
America, Public Citizen, USAction, and U.S. PIRG.

CJ&D describes itself as a group “that works to
educate the public about the importance of the

civil justice system and the dangers of so-called
‘tort reforms.’ CJ&D fights to protect the right to
trial by jury and an independent judiciary for all
Americans.” The CJ&D web site (www.centerjd.
org) offers a promotional video titled “Trial Law-
yers, The Last Line of Defense.”

In addition to a host of law professors, two of
the most prominent members of the CJ&D Board
of Advisors are filmmaker Michael Moore and
legal activist Erin Brockovich, whose story was
told in the movie starring Julia Roberts.

Based on info supplied under oath

Trosty notes that CJ&D is clearly opposed to
tort reform, making it a friend of trial attorneys
even if there is no formal association with them.

“We’re going to see more of these studies, not
fewer, and risk managers need to look closely at
who is doing the study,” he says. “If they are just
fronting for trial lawyers or another group, they
already have a preset message and there’s the old
adage that you can make data fit any message
you want to deliver.”

But there is no denying that some of the group’s
conclusions are intriguing and potentially troubling
for risk managers.

The CJ&D report is an analysis of the 2000-
2004 performance of each of the 15 largest AM
Best-rated malpractice insurers in the United
States. The conclusions are based upon an exami-
nation, for the first time, of statements supplied
under oath to state insurance departments by the
nation’s top medical malpractice insurers. The
report charges that the insurance industry has
been overcharging providers significantly despite
the fact that their claims payments, in real terms,
have dropped since 2000.

CJ&D claims that contrary to the impression
they have given health care providers and the
general public, the losses that medical malprac-
tice insurers predict they will pay in the future —
the insurers’ purported basis for current rate
hikes — are down as well. Trosty says the report
is wrong on that count. (See p. 101 for more
details of the report’s conclusions.)

Group: Numbers don’t jibe with industry claims

Angoff  says the leading malpractice insurers’
Annual Statements indicate that they have been
raising their premiums even though both their
actual claims payments and their projected future
claims payments have been falling.
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“The Annual Statement data thus prove that
doctors have been overcharged during the last
several years,” Angoff says. “Those overcharges
are obviously bad news for doctors, but they
have resulted in good news for investors in the
leading pure malpractice insurance stocks, which
have doubled during the last three years while
the stock market, as a whole, has remained flat.”

Joanne Doroshow, executive director of CJ&D,
says no amount of explanation from the insur-
ance industry can counter the cold, hard facts in
the report.

“To put it bluntly, if you look at what the insur-
ance companies say about why they raise premi-
ums, and then look at the data in this report, the
numbers just don’t add up,” she says. “The facts
are very simple: Medical malpractice payouts are
down yet insurance companies have significantly
increased premiums. This shows that the entire
campaign to limit liability for doctors over the
last several years by capping compensation to
injured patients has been a fraud, and that based
on these data, insurers must know that it has
been a fraud.”

Report raises concern about overpricing

Two state attorneys general and one state
insurance commissioner have spoken out in
response to the report, strongly condemning the
actions by insurers to dramatically raise insur-
ance rates for doctors while claims are dropping.

In a written statement, Connecticut Attorney
General Richard Blumenthal, JD, said, “The
numbers underscore the need for much tougher,
more aggressive oversight to prevent and punish
profiteering. Federal and state regulators should
thoroughly scrutinize recent rate increases and
take appropriate corrective action.”

Missouri Attorney General Jay Nixon, JD, said
“the data in the Annual Statements filed under
oath with state insurance departments, which
this report discloses, call into question much of
what the medical malpractice insurance industry
has been saying publicly during the past several
years. There is no excuse for malpractice insurers
doubling their rates while their claims payments
decrease.”

Michigan Office of Financial and Insurance
Services Commissioner Linda A. Watters said,
“We are definitely disturbed by the numbers in
this report, which offers evidence that doctors
may be paying excessive premiums. In the mar-
ket competition study that we recently issued, we

considered loss ratios below 50% as patently
excessive. If these carriers truly have loss ratios
that are this low and yet they are still increasing
rates, one has to wonder if they’re gouging.”

PIAA says study intentionally misleads

Nonsense, says Lawrence Smarr, president of
the Physician Insurers Association of America, the
trade group that represents some of the biggest
insurers. He says Angoff has long argued that
insurance industry greed is the primary cause of
rising premiums, and he charges that Angoff mis-
uses data to prove his point.

In particular, Smarr points to Angoff’s claim that
between 2000 and 2004, “the amount the major
medical malpractice insurers have collected in pre-
miums has more than doubled, while their claims
payouts have remained essentially flat.”

“This is, of course, not true,” he says. “The
methodology he uses to arrive at this predeter-
mined and erroneous conclusion is intentionally
misleading and does not comport with widely
accepted analytical standards.”

If the conclusions in the report were true,
Smarr says, the medmal industry would be
thriving as it overcharged its customers and put
the money in the bank. The truth, he notes, is
that medmal insurers have been going out of
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business in record numbers recently.
Smarr offers this list of what he calls major

methodological flaws in the study that render
the conclusions useless:

1. The study purposely excludes up to one-
half of all insurer’s costs.

Angoff’s analysis inexplicably fails to take into
account both allocated loss adjustment expenses
(defense costs) and underwriting expenses (oper-
ating costs) paid or incurred, he says. These
expenses together can equal the actual claim
amounts paid out by an insurer and are directly
related to the insuring and paying of claims, he
adds.

2. The analysis compares apples to oranges in
terms of time frames for claims.

Smarr says Angoff compares premiums writ-
ten in a calendar year to claim payments made in
the same year. While this would seem on the sur-
face to make sense, it is actually not correct, he
says. Medical liability is a “long-tail” line of
insurance, and it usually takes between four and
five years for a medical incident to work its way
through the claim and adjudication/settlement
process. Therefore, the premiums collected in any
given year have absolutely nothing to do with the
payments made in that same year (for which pre-
miums were paid, on average, four or five years
earlier). No legitimate actuary would ever make
this kind of comparison, Smarr says.

Trosty explains further that the typical medmal
case can take five to eight years for resolution, and
so it doesn’t make sense to compare this year’s
premiums to this year’s claims. Juries are return-
ing larger verdicts, he notes, so insurers must plan
accordingly.

“What a company is paying out today is based
on a premium that was probably paid five, six,
seven years ago, at the rate providers were pay-
ing back then,” Trosty says. “So you can’t simply
look at premiums today and claims today.”

3. Angoff uses incorrect and misleading sur-
plus calculation.

Angoff says that insurers have accumulated
“record amounts” of surplus, but Smarr says he
then cherry-picks which data-years to use in his
calculation. He uses only the last three years,
2002-2004, because those years deviate from the
surplus-consuming trend of the industry’s past.

4. Risk-based capital smoke and mirrors
mislead. 

Smarr says Angoff inappropriately uses the
National Association of Insurance Commissioners’
(NAIC) risk-based capital standards to claim that

insurers have more than adequate surplus. The
NAIC however, states that insurers should seek 
to maintain surplus levels above the required
minimum.

5. The analysis purposely leaves out the
largest U.S. medmal insurance company.

Smarr charges that Angoff did this because the
premium and cost data from the largest company,
Medical Liability Mutual Insurance Co., would
have thrown off his calculations and made his
conclusions harder to reach.

Industry trying to catch up after deficit

Trosty suggests that risk managers should use
the CJ&D study as an opportunity to more fully
understand why they pay the premiums they do.
Sit down with your insurance provider and ask
for a thorough explanation of how the premium
is priced, he says, with an eye beyond those fac-
tors unique to your own organization. A good
discussion may put some fears to rest and it also
will arm you in case your boss comes down the
hall and asks why you let the insurance rip you
off with high premiums.

Trosty notes that the insurance industry still
is trying to catch up after years of charging pre-
miums that were too low, based on claims, and
that is why so many insurers have gone out of
business or stopped offering medmal in some
markets.

“A significant number of insurers went belly
up in the last five years, and a large reason for
that is that they were not charging adequate pre-
miums,” he says. “There was so much competi-
tion that everyone was trying to undercut each
other. But that caught up to some companies and
the dollars weren’t there to pay off the claims,
and they went bankrupt.”

Trosty also points out that in most cases the
insurance companies cannot just raise their
premiums as much as they want. Rather, most
states require the insurer to submit the pro-
posed increases for approval, with proof that
the increase is justified by actual claims pay-
out and the company’s surplus. Insurers are
required to hold a certain surplus in reserve to
account for any future increases in expenses.

“After companies started going out of busi-
ness, state insurance departments started looking
more closely at surpluses and found that some
companies did not have enough in reserves to
cover future claims,” Trosty says. “So part of
what we’ve been seeing is a correction of that
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problem. That effort to improve reserves has been
going on for years, and that is part of the increase
we’ve seen in premiums.”

The insurance industry is, by its nature, depen-
dent on predicting the future, Trosty says. Charg-
ing premiums based on today’s statistics is never
enough, because the company must have the
money in future dollars to pay claims, and those
claims may be higher than they are today. Jury
verdicts are increasing in both severity and fre-
quency, he notes, so insurers must plan for larger
payouts in the future.

“If premiums only increased literally by the
amount of today’s losses, in 10 or 15 years you’d
have no medical malpractice insurance compa-
nies in existence,” he says. “Future losses and
payouts are not going to be what they are today.
The money you pay in premiums is not to pay
today’s claims, but rather it’s to pay claims five or
six years from now when we know statistically
that claims will be higher.”  ■

Report suggests claims are
falling as rates keep rising

These are the key findings in the recent report
from the Center for Justice & Democracy in

New York City:
• Actual payouts. Over the last five years,

the amount the major medical malpractice
insurers have collected in premiums has more
than doubled, while their claims payouts have
remained essentially flat. The increase in the
premiums collected by these companies was 14
times as great as the increase in their claims
payments on a gross basis and 21 times as great
as the increase in those payments on a net basis
(after reinsurance).

• Incurred losses. Incurred losses are claims
that an insurer projects it will pay in future
years on policies in effect in that year. When
insurers raise their rates to a much greater
extent than their actual claims payments would
justify, they argue that the rate increase is neces-
sary because they must increase their reserves to
account for what they expect will be higher
claims payments in the future. However, the
report shows that some malpractice insurers
substantially increased their premiums while
both their claims payments and their projected

future claims payments were decreasing.
• Surplus. Surplus is the extra cushion an

insurance company accumulates over and above
the amount it has set aside to pay its estimated
future claims. Because of the overall surge in mal-
practice premiums with no corresponding surge
in claims payments during the last five years, the
leading malpractice insurers have increased their
surplus by more than a third in only three years,
and they are now charging more for malpractice
insurance than either their actual payments in
malpractice cases or their estimated future pay-
ments in malpractice cases would justify.

Data available on specific companies

The following companies are examined in the
report: Lexington Insurance Co.; GE Medical
Protective Co.; The Doctors Company; ISMIE
Mutual Insurance Co.; Health Care Indemnity Inc.;
MAG Mutual Insurance Co.; Medical Assurance
Co.; ProMutual Group; First Professional Insurance
Co.; State Volunteer Mutual Insurance Co.; NOR-
CAL Mutual Insurance Co.; ProNational Insurance
Co.; Continental Casualty Co.; American Physicians
Capital Inc.; and Evanston Insurance Co.

These are some of the specific company findings:
• Health Care Indemnity Inc. (HCI), an affiliate

of HCA, increased its premiums by $173 million,
or 88%, while its claims payments fell by $74 mil-
lion, or 32%. As a result, in 2004 it paid out only
43 cents in claims for each premium dollar it
collected.

• Lexington Insurance Co,, an affiliate of AIG,
reported that its net written premiums increased
from $21.1 million in 2000 to 483.0 million in 2004
— an increase of $461.9 million, or 2200% — while
its net paid losses increased by only $52.9 million.
As a result, in 2004 it paid out only 14 cents in
claims for each premium dollar it collected.

• ProNational Insurance Co., an affiliate of
ProAssurance Corp., increased its premiums by
$87 million, or 79%, while its claims payments
fell by $43 million, or 63%. As a result, in 2004, it
paid out only 13 cents in claims for each pre-
mium dollar it collected.

• Medical Assurance, another ProAssurance
affiliate, increased its premiums by $151 mil-
lion, or 89%, while its claims payments fell by 
a third. As a result, in 2004, it paid out only 
10 cents in claims for each premium dollar it
collected.

The full CJ&D report is available on the
group’s web site at www.centerjd.org.  ■
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Median awards on an 
upward trend in cases

Plaintiff awards for medical malpractice cases
are on the rise, according to a report from Jury

Verdict Research, a company in Palm Beach
Gardens, FL, that analyzes verdicts. Plaintiffs
received a median malpractice award of $1.2 mil-
lion in 2003, up from $1 million in 2002.

But there is some good news in the numbers,
says Jennifer Shannon, managing editor of the
company’s reports.

“Even though we’re showing the median
medical malpractice award is a bit higher in
2003, we are still showing that the odds of a
plaintiff receiving a favorable verdict are rela-
tively low,” she says. “The new study reports
that plaintiffs have a 36% chance of receiving 
a favorable verdict.”

Since 1997, the award median for medical mal-
practice cases has been increasing, except for a
small decrease in 2001, and the trend continues
through 2003. The median award for medical
malpractice, overall from 1997 through 2003, is
$753,901. The award median reflects the middle
value of awards listed in ascending order, so
Shannon says it provides the most accurate gauge
of nationwide trends.  ■

Technology is but one 
solution to e-mail security

(Editor’s note: This the last in our series of articles
on the risks of using e-mail in health care.)

Electronic safeguards for e-mail in health
care, like sophisticated encryption systems,

are one piece of the security puzzle but cannot
be the entire solution, according to the experts.
A risk manager must take comprehensive steps
to avoid the inherent risks that come from using
e-mail for private information and important
medical communications.

In addition to encryption and similar protec-
tions, a health care provider must do a thorough
assessment of how e-mail is actually used in the
organization, says Mark Rasch, senior vice pres-
ident and security counsel for Solutionary, a

security consulting company in Omaha, NE.
Rasch is a former Department of Justice prosecu-
tor who helped form the cybercrime division,
and he now advises health care providers on
electronic security.

“You should ask how people are using e-mail,
and that’s more than just how they say they’re
using it,” Rasch says. “Look at telecommuting,
for instance. Are people using e-mail at home and
using personal e-mail systems at home, without
any safeguards, to transmit protected health
information?”

Not necessary to ban some usage

Rasch points out one common myth about e-
mail communication in health care: Other than
the obvious, like profane or criminal content, he
says it is not necessary or productive to forbid
discussing certain types of information in e-
mail. Even if you try to forbid communicating
protected health information by e-mail, people
will still do it, he says. And it can be just silly 
to require to people print out digitally stored
documents and walk them down the street to
someone else who will scan them into a digital
storage system.

“The better alternative is to provide them a
way to transmit the document electronically but
to do it securely,” Rasch says. “That’s something
you can enforce much more effectively than
telling them not to do it at all.”

Ultimately, some information must be commu-
nicated in some manner, and the alternatives are
often no more secure than e-mail, Rasch says.
Sometimes they are much less secure.

“The average communication transmitted by
snail mail is secured with nothing more than a fif-
teenth of an ounce of spit on the envelope flap,”
he says. “There is an illusion of security with reg-
ular mail but there’s no reason to think that is
automatically safer than sending the information
by e-mail.”

Of course, that depends on exactly how you
send that e-mail. The postal service promises a
measure of integrity and certain safeguards to
protect the mail contents, so e-mail must do the
same by encrypting the message. 

“As long as you take the proper security steps,
you don’t have to think of e-mail as any less secure
than any other method of communication,” he
says. “The problem is most people don’t add the
proper security and they just use the e-mail in its
most basic configuration.”
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Without proper safeguards, it can be very easy
to make a big mistake with e-mail, says Kevin
Kalinich, managing director of technology and
professional risks for Aon, a Chicago-based
provider of risk management services and insur-
ance. Just ask anyone who has ever mistakenly
mailed a love note to a co-worker instead of a
spouse, or accidentally copied the boss on the
mail venting about his incompetence.

Kalinich cites the example of a company that
had a database of Prozac users and wanted to 
e-mail a reminder about updating their prescrip-
tion information. A careless mistake caused
everyone’s e-mail to appear in the address line,
so each recipient received the addresses of every-
one else on the list.

“Someone just hit the wrong button and the
addresses appeared in the cc: line,” he says. “It’s
that easy, and health care providers have a lot to
lose when mistake happens. A HIPAA violation is
not mitigated when you explain that it was a sim-
ple typing error.” 

A burden added

HIPAA creates an added burden for health
care providers that other industries may not
face. Patients or others whose privacy is vio-
lated may sue, as they can in any industry, but
health care risk managers must worry about 
the added threat from HIPAA. That should be
plenty of motivation to study the issue care-
fully, he says. 

In addition to the disclosure of protected
health information, Kalinich outlines other 
e-mail risks: 

• Viruses, worms, and other malicious soft-
ware that can be transmitted by e-mail. 

Not only can the harmful bugs get into your
own system, but you can pass them on to others
without proper safeguards — both technological
and policies, such as warning employees to never
open an unknown attachment or an attachment
from an unknown sender.

• An employee may send inappropriate con-
tent through your e-mail system, such as libelous
comments.

“The company can be subject to third-party
liability for libel, slander, defamation, and other
charges when an employee sends something
offensive or something inappropriate from your
hospital’s e-mail system,” he says. “Even if there
is no legal ramification, you can suffer tremen-
dous damage to your public reputation if

inappropriate or offensive e-mail from your sys-
tem is reported in the media.”

Be careful when e-mailing lawyers

Rasch notes that risk managers must be espe-
cially careful when transmitting legally sensitive
information by e-mail to an attorney, for instance,
or someone else within the health care system. If
you are discussing a malpractice case and include
privileged information in the e-mail, you must be
very careful that the message goes to the right
person and is not intercepted along the way.

Encryption can help with that risk, but Rasch
notes that the security of such sensitive e-mail
can be assured only as far the recipient’s inbox. 

“While I can be assured that you got the e-
mail, you’re only one who got it, and you opened
it, I have no assurance that you have any security
on your own network,” he says. “If I give my
lawyer a file to review after an adverse outcome,
I normally wouldn’t worry about the lawyer pro-
tecting that paper file I sent over. But with an
electronic communication, it can be trickier.”

HIPAA puts the burden on the sending party
to protect information transmitted electronically
so Rasch says you must have written agreements
on electronic safeguards with anyone you send
protected health information to, and that includes
your lawyers, Rasch says. 

Hackers are another risk for health care
providers. A hacker could get into your billing
system and generate bills for fake patients and/
or procedures, and then divert the payment to his
own account, Rasch says. The safeguards for that
kind of intrusion are highly technical and you
will have to rely on your IT folks to keep hackers
at bay.

Rely on IT

But that doesn’t mean you should turn over
such concerns to the techies and leave it at that.

“The technology determines what you can do,
but the risk manager determines what you should
do,” Rasch says.

Risk managers should make an effort to learn
the language of electronic security and at least
understand the broad issues as they relate to risk
management, Rasch suggests.

“Rely on your IT people for technical support
and implementation, but have enough under-
standing of the relevant issues to know when
there is a potential problem,” he says. “When
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someone in a meeting brings up a great new elec-
tronic way to communicate, you need to under-
stand enough so you can speak up and say, ‘Wait,
there could be some security concerns.’” 

Kalinich recommends that risk managers orga-
nize a regular meeting, perhaps monthly, with IT,
human resources, and a physician representative.
At the meeting, the parties should discuss any
new developments in electronic communication
(such as new ways physicians are exchanging
files), whether current policies and procedures
are sufficient, any technological innovations or
problems, compliance, and any need for staff
education.

“The communication among those areas is cru-
cial,” he says. 

Kalinich says most of the risk from e-mail can
be controlled with “social engineering” instead 
of technological changes. For instance, a good 
e-mail policy will set forth what is appropriate
and inappropriate use of the system, including
the proper way to set a password.

What’s the most common password that peo-
ple use for their e-mail access? It’s “password.”

“Even if it’s a good password that people can’t
guess, about 10% of computer users have their
passwords stuck to the monitor on a sticky note,”
Kalinich says. “That’s the kind of thing you have
to control with a good policy, and a policy that is
enforced.”  ■

Common errors often made 
in controlling e-mail risks

Mark Rasch, senior vice president and secu-
rity counsel for Solutionary, a security

consulting company in Omaha, NE, offers risk
managers these three common failings regard-
ing e-mail:

• There is no assessment of the risks. If you
don’t know what the risks are in your own orga-
nization, based on how your people actually use
e-mail, you can’t address the risks effectively.
Don’t assume that the risks are the same for any-
one in health care.

• You assume everyone is following the cor-
rect policies and procedures. Not likely at all.
People fail to follow rules all the time, either
because they just don’t know the rule or they’re
motivated by other needs. Your policies on e-mail
use are no different, so don’t think a carefully

crafted policy is the end of your worries.
• Risk managers are often brought in far too

late in the process. It is common in health care
for e-mail use to take hold in a particular part of
the organization, such as radiologists sending
images to each other electronically, long before
anyone thinks to consult the risk manager. Create
a culture in which everyone is aware that there
are significant risk management concerns with all
electronic communication and that you should be
consulted from the start.

Rasch says you want to avoid someone stop-
ping you in the hall and saying “Oh by the way,
we’ve been doing this by e-mail for six months.
That’s OK, isn’t it?”  ■

JCAHO issues alert on fatal 
misuse of a powerful drug

Patients undergoing chemotherapy to fight
leukemia and lymphoma are sometimes being

accidentally injected with a powerful cancer-
fighting drug in an incorrect way that results in
death or permanent paralysis, according to an
alert issued by JCAHO.

The drug vincristine has been widely and suc-
cessfully used to treat cancer for many years, but
the Joint Commission reports that the drug is
sometimes mistakenly administered in the sac
around the spinal cord (“intrathecal”) instead of
intravenously. The Joint Commission reports that
the intrathecal injection of vincristine can be the
result of a single error or a series of mistakes in a
medication system.

These errors have continued to occur despite
repeated warnings and extensive labeling require-
ments and standards. The Joint Commission issued
the alert recently to more than 4,500 accredited hos-
pitals nationwide to create new awareness of the
problem and offer practical solutions to protect
cancer patients from this type of medication error. 

Michael R. Cohen, RPh, MS, ScD, president 
of the Institute for Safe Medication Practices in
Huntingdon Valley, PA, says risk managers must
act.

“This tragedy is so preventable, yet there 
have been many cases reported in the media of
patients being injected with vincristine intrathe-
cally,” Cohen says. “These cases are especially
tragic because the patients experience paralysis
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and a slow and extremely painful deterioration,
which in nearly all cases results in death.”

To reduce the risk of wrong-route errors
involving vincristine, the Joint Commission rec-
ommends that health care organizations take
these steps:

• Dilute the drug in such volume that it pre-
vents intrathecal administration.

• Clearly label all vincristine syringes with this
warning: “FATAL IF GIVEN INTRATHECALLY.
FOR IV USE ONLY. DO NOT REMOVE COVER-
ING UNTIL MOMENT OF INJECTION.”

• Prevent IV and intrathecal medications from
being dispensed or administered at the same
time, in the same place, ensuring rather that these
two distinct procedures are carried out at differ-
ent times and locations.

• Have at least two caregivers conduct a “time
out” before the patient receives vincristine to
independently confirm the correct patient, the
correct drug, the correct dose, and the correct
route for administering the drug.  ■

Hospital uses high-tech 
system to check for errors

Every year, pharmacists at the University of
Michigan’s C.S. Mott Children’s Hospital in

Ann Arbor prepare a million doses of medicines
for thousands of young and often very ill patients.

And because many of those medicines don’t
come in sizes or strengths for use in babies, chil-
dren and teenagers, the pharmacists and techni-
cians must mix many doses themselves. For some
drugs, the smallest error in preparation can be a
matter of life and death, so the pharmacy team
takes special care to double-check every one.

Now they are using a new high tech addition
to increase the level of safety to the mixing and
dispensing of high-risk intravenous drugs like
blood thinners and painkillers. But it’s not a stan-
dard piece of pharmacy equipment. In fact, it
started out in bomb detection.

The new team member is a 2-foot-long blue
machine called the ValiMed system, which sits
on the countertop in the Mott pharmacy. UM
Pharmacy Services director Jim Stevenson,
PharmD, explains that the machine flashes ultra-
violet (UV) light into tiny samples of medicines,
instantly checking their identity and concentra-
tion just before they’re sent to a patient. The

system is based on the fact that for most drugs a
unique “fingerprint,” called a fluorescence sig-
nature, can be detected when they are exposed
to UV light, he says. Every drug’s fingerprint is
different.

The UM Health System is the first medical cen-
ter in the world to use ValiMed for this purpose.
The technology was first developed to detect
explosives, and is being used at three other hospi-
tals to verify that narcotic drugs aren’t being
diverted. In addition to watching for pharmacy
errors, the system can help monitor for impaired
physicians, drug theft, and counterfeit drugs.

Provides another level of safety

Stevenson says the ValiMed system, manufac-
tured by the CDEV Co. in Rockville, MD, elimi-
nates the small amount of potential for human
error that remains even with a skilled, trained,
and experienced pharmacy team.

“No matter what we humans do to check, dou-
ble-check, and triple-check our work, there’s still
that chance for an error to slip through; and with
children, especially, there’s a lot of drug prepara-
tion and the risk to the patient from a medication
error can be catastrophic,” he says. “In this case,
the technology can assure us that we’re giving
the patient the right drug, in the right concentra-
tion, just before it goes to the patient’s room. It is
the ultimate final check.”

The system currently is in use at Mott Hospital,
and another ValiMed system soon may be installed
at the main University Hospital that treats adults.
Stevenson says the machine is just the latest addi-
tion to an ongoing patient safety effort by the Mott
pharmacy team.

In fact, the pharmacy staff has worked with
ValiMed staff in recent months to set the stan-
dards that the machine uses to identify drugs.
Every time it scans a 1 mL sample of a medica-
tion, the machine compares the sample’s fluores-
cent “fingerprint” with a library of standard
fingerprints in its memory. UM pharmacists
worked with the manufacturers of ValiMed 
to create that library for high-risk medications,
and performed pilot testing of the system before
implementing it at Mott.

Can catch potentially harmful mistakes 

The current reference library includes 10 com-
monly used intravenous drugs that need to be
mixed specially for children and carry an especially
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high risk if they are delivered in the wrong concen-
tration or to the wrong patient. Often, Stevenson
says, pharmacists will make a batch of these drugs
to dispense to many patients, using bulk medica-
tions and IV solution to dilute them so they can be
delivered intravenously. Then, for each patient
who needs the drug, the pharmacist will fill an IV
bag or syringe for the nurse to administer. This
means that if a mistake is made in creating the
batch, many patients can suffer.

With ValiMed in place, the Mott pharmacists
have incorporated a new step into their routine:
they draw a tiny sample of the finished IV prod-
uct, place it in a small square test tube that plugs
into the top of the ValiMed machine, wait approx-
imately 30 seconds, and read the machine’s dis-
play. It tells them if the fluorescence fingerprint
from the sample matches the fingerprint for the
same drug and concentration from the library.

“We know that medication errors are already
extremely rare at Mott, and anywhere at UM, 
but our goal is to not have any at all,” Stevenson
says.  ■

Joint Commission starts 
random validation surveys

If you enjoyed your triennial survey, here’s a
chance to do it all over again the next week.

JCAHO recently announced that it has begun
random announced “validation surveys” (RAVs)
to assess how well the new triennial survey pro-
cess is working.

The RAVs will assess how well the triennial
surveys assess an organization’s compliance with
Joint Commission standards. RAVs are conducted
within two weeks following the triennial survey
for selected hospitals.

Not everyone will be subjected to an RAV.
Randomly selected hospitals will hear from the
Joint Commission within seven days of their tri-
ennial survey and be asked to participate in a val-
idation survey within the next seven business
days. Hospitals can say no, but those participat-
ing will not be charged for the RAV and the find-
ings from the validation survey will not have any
impact on the results of the triennial survey or
accreditation status.

The surveyors will not have information
regarding the outcome of the hospital’s recently
completed triennial survey, but they will have the

priority focus process information and the results
of the triennial survey prior to the most recent tri-
ennial survey. The RAV will take about as long as
the triennial survey.

The Joint Commission will not provide the
hospital a report from the RAV visit, but the
information will be included in an aggregate
report after the project ends in 2006.  ■

Reviewing trouble spots 
ensures good compliance

Question: I think we’ve done a good job of
educating our staff about compliance with the
Emergency Medical Treatment and Labor Act
(EMTALA), but I still worry that someone will
slip up. How can I be sure we’ve done all we can
to comply with EMTALA?

Answer: You can’t let your guard down with
EMTALA, warns Linda Parish, JD, a partner in
the litigation and health care section of the law
firm Jackson Walker LLP in Houston. No matter
how good your compliance efforts have been so
far, you must periodically reassess your EMTALA
education and awareness levels, plus how well
your policies and procedures are actually fol-
lowed in the hospital.

Parish advises risk managers to thoroughly
assess EMTALA compliance at least once a year.
An annual review will help you stay compliant
even with a high turnover rate of staff in the
emergency department, she says. A key part of
the review should be verifying that all emergency
staff have participated in an EMTALA education
course recently, and any new staff who have not
should be scheduled immediately.

“It’s a good idea at this point to sit everyone in
the emergency department down for at least a lit-
tle refresher course, if not a more complete educa-
tional effort,” she says. “Everyone can use a
reminder. Hospitals get into trouble a lot just
because people start talking about insurance or
financial status before the screening, without
even realizing they’re doing anything wrong.”
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The annual checkup also will involve a review
of your organization’s policies and procedures,
but it doesn’t stop there. For instance, Parish
notes that you should review the medical staff
bylaws because a lot of EMTALA compliance
activities are based on those rules. 

“There’s a limit to how much you can do with
your own policies and procedures,” she says.
“Ultimately you have to depend on the physi-
cian to do what he or she should do regarding
EMTALA, and that’s going to depend on the
bylaws.”

The bylaws should specify a time period in
which medical specialists have to report to the
emergency department, as well as a backup plan
for when the on-call physician can not respond in
a timely manner. Make sure that physicians on
call are aware of the requirements, including any
specific limits during the on-call period such as
not being too far away from the hospital or not
scheduling elective surgeries.

“It also is important to remind the physicians
that they will have to get up and come to the hos-
pital, rather than trying to handle the call by
phone,” Parish says. “And remind them that they
can not discuss the financial status of the patient
before examining him. It’s easy for doctors to
think that the EMTALA obligation has passed
once they get a call at home, but that’s not neces-
sarily true.”

Parish says you should ensure during your
annual review that there is a procedure for what
staff are to do when an on-call physician does not
respond. The procedure should clearly indicate
how many times staff should try to reach the
physician, and how long they should wait for the
physician to show up before taking other action.

“You want to avoid a situation in which staff
just keep trying to reach the doctor over and over,
or they let the patient wait forever because the
doctor said he was coming,” Parish says. “There
should be a clear procedure in which the staff
takes other action, such as calling the backup
physician, instead of just waiting.”

With your facility’s own staff, your EMTALA
review should ensure that policies and proce-
dures are up to date, especially since the law has

changed significantly in the past few years.
Parish suggests taking a close look at who is
allowed to do the initial medical screening exami-
nation. Though EMTALA allows a nonphysician
to conduct the screening, Parish advises having a
policy that requires a physician to do the exam.

“You’re just asking for trouble if you have any-
body other than an MD do that initial examina-
tion,” she says.

(Editor’s note: Do you have a question about
EMTALA or any other risk management dilemma?
Send your question to Healthcare Risk Management,
and we will find an expert answer for an upcoming
issue. Your name and affiliation will not be published.
Contact editor Greg Freeman at Free6060@bellsouth.
net or Healthcare Risk Management, Attn: Lee
Landenberger, 3525 Piedmont Road, Building Six,
Suite 400, Atlanta, GA 30305.) ■
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9. What is the main allegation in the report, “Falling
Claims and Rising Premiums in the Medical
Malpractice Insurance Industry?”

A. Medmal insurers are overcharging health providers
for premiums.

B. Medmal insurers are undercharging health providers
for premiums.

C. Abuse of the court system by trial attorneys is primar-
ily responsible for high premiums.

D. Premium prices can be explained by the rate of inflation.

10. What does R. Stephen Trosty, JD, MHA, CPHRM,
recommend risk managers do in response to the
CD&J study?

A. Request a thorough explanation of how premiums
are priced from your insurance provider and seek a
fuller understanding of how the industry works.

B. Ignore the study completely.
C. Demand a refund of premium overcharges from your

insurance provider.
D. Seek an insurer that will not charge premiums in the

way described by the CD&J report.

11. According to Mark Rasch, which of the following is
true regarding e-mail use in health care?

A. It should be restricted to use only by senior execu-
tives and physicians.

B. It is not necessary to forbid including protected health
information in e-mail.

C. Protected health information should never be sent by
e-mail

D. Encryption is of little use in a health care setting.

12. How often does Linda Parish, JD, suggest you
thoroughly assess your organization’s EMTALA
compliance?

A. At least monthly
B. At least twice a year
C. At least annually
D. At least every two years

CE objectives

After reading this issue of Healthcare Risk
Management, the CE participant should be

able to:
• Describe legal, clinical, financial, and managerial

issues pertinent to risk management in health
care. 

• Explain how these issues affect nurses, doctors,
legal counsel, management, and patients. 

• Identify solutions, including programs used by
government agencies and other hospitals, for
hospital personnel to use in overcoming risk
management challenges they encounter in daily
practice.  ■

Answers: 9. A; 10. A; 11. C; 12. C.



News: A man diagnosed with bipolar disorder
became extremely depressed. Believing that he
required full-time professional care, his family
physician arranged for admittance to a psychi-
atric hospital. The hospital, however, refused to
admit the patient because the admissions staff
did not think that he met the criteria for institu-
tionalization. The man killed himself the follow-
ing day. After filing a lawsuit against the hospital
and its individual employees involved in the
decision to turn away the decedent, the plaintiffs
settled with the defendants’ insurance carriers for
$242,500.

Background: A widower had become extremely
depressed over the one-year anniversary of the
death of his wife of 41 years. Realizing that the
man already had been diagnosed with bipolar dis-
order, a brain disorder causing unusual shifts in
mood, energy, and the ability to function, the man’s
family physician determined that her patient posed
a significant risk for suicide. The doctor decided
that the man needed full-time professional care and
she monitored him in her office until he could be
transferred directly to a psychiatric hospital. 

When he arrived at the psychiatric hospital, a
nurse and a physician assistant assessed his con-
dition. Subsequently, the doctor in charge of psy-
chiatric admissions determined that the man did
not meet the criteria for institutionalization and
declined to admit the patient. Fewer than 18

hours later, the man killed himself.
On behalf of their deceased father, the man’s

son and daughter filed suit against the hospital,
the nurse, the physician assistant, the physician
assistant’s employer, and the doctor in charge of
admitting. The plaintiffs alleged that the defen-
dants negligently refused to provide psychiatric
care to their father, even though he posed a sig-
nificant risk of killing himself. The plaintiffs fur-
ther contended that this conduct directly and
proximately caused their father’s subsequent
death. The defendants denied that they acted
negligently, arguing that the decedent failed to
meet the criteria for admission to the psychiatric
hospital. The defendants recognized that the man
had exhibited some suicidal ideation, but they
determined that he did not have a plan or the
ready means to commit suicide. Furthermore, 
the defendants contended that the decedent,
upon being denied admission to the psychiatric
hospital, had agreed to return to his family physi-
cian to undergo outpatient therapy. Because the
patient willingly entered this contract for safety,
the man’s subsequent suicide was beyond the
defendants’ control.

To prepare for trial, each party retained three
expert witnesses in the fields of psychiatry, psy-
chiatric nursing, and hospital administration and
procedures. Nevertheless, all parties, fearing the
unpredictability of a jury, entered into settlement
agreements before the trial began. The insurance
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carrier of the doctor, the physician assistant, and
the physician assistant’s employer agreed to pay
the plaintiffs $85,000; the hospital settled for
$157,500.

What this means to you: The leading cause of
a sentinel event, as reported by the JCAHO, is
patient suicide. Root-cause analysis shows the
leading contributory cause is environmental
safety and security, which was a factor in more
than 85% of the cases. But it is followed closely
by patient assessment, which was present in four
out of five cases. 

“Clearly, this is a tragic case. However, predict-
ing suicide is not a science. There are only very
rudimentary assessment tools available to even
the most skilled health care providers. And, if the
judgment regarding psychiatric treatment turns
out to be wrong, even the most exemplary assess-
ment will not necessarily carry the day for the
defense,” notes Ellen L. Barton, JD, CPCU, a risk
management consultant in Phoenix, MD.

There are several important facts about this
case that should be noted. 

“First, the concern regarding the patient’s suici-
dal tendencies was made by a medical profes-
sional — not a layperson. Second, the hospital
involved was not a community hospital that had a
psychiatric service but rather a psychiatric hospital
where one would presume a higher level of exper-
tise in the evaluation and assessment of a potential
psychiatric patient. Third, the patient had a seri-
ous, previously diagnosed underlying mental ill-
ness of which the admissions staff was aware.
Thus, one would assume that these three factors
would have argued strongly for the admission of
this patient — the fact that a medical professional
had concerns, the fact that the facility was a psy-
chiatric facility, and the fact that the patient had a
significant brain disorder. Unfortunately, the inter-
play of these factors seems to have had the oppo-
site effect. The heightened scrutiny that one would
expect based on the three factors outlined above
led not one, but three mental health professionals
to assess the patient as not meeting the criteria for
admission,” says Barton. 

“From the brief facts provided, it appears that
the psychiatric hospital followed an established
protocol whereby the patient was assessed ini-
tially by a nurse and a physician assistant with a
final assessment and determination by the physi-
cian in charge of admissions and a professional
judgment was made that although there was
clearly suicidal ideation, the patient lacked a plan

and the ready means to follow through. Perhaps,
however, given the fact that the patient’s personal
physician had made the referral, the psychiatrist
should have had a follow-up call with her to gain
additional perspective on this patient. In addi-
tion, while it might be suggested that given the
underlying mental illness, this patient’s family
should have been notified, that course of action
would be fraught with HIPAA [Health Insurance
Portability and Accountabilty Act] hurdles,” she
adds.

“The hospital is left with reviewing the clinical
standards used to assess patients to see if they
meet the criteria for admission. In this context, it
would seem most important to take into account
the patient’s personal history — particularly the
death of his wife after 41 years of marriage — as
well as his medical history, which in this case was
a serious underlying mental illness. It also would
seem to be prudent that where another health
care provider is involved, as the patient’s per-
sonal physician was in this case, that discussions
with that health care provider be considered
mandatory prior to admission determinations,”
notes Barton.

“The personal situation of the patient also
plays heavily in the determination of whether 
to settle or try a case. The fact that the patient 
was a recent widower and the fact that he had 
an underlying mental illness would make him

2 Supplement to HEALTHCARE RISK MANAGEMENT ® / September 2005

Visit HRM, ED Legal Letter site

We now offer free on-line access to www.hrm
newsletter.com for Healthcare Risk Manage-

ment subscribers. The site features current and
back issues of HRM and ED Legal Letter, also
from Thomson American Health Consultants.

Included on the site and in its archives are links
to every article published in HRM’s Legal Review
& Commentary supplement from January 1999 to
present. 

There also are links to every article published in
Healthcare Risk Management’s Patient Safety
Quarterly and Patient Safety Alert supplements
from January 1999 to present. 

HRM’s 2004 salary survey also is available in
its entirety.

Find links to other web sites that are essential
references for risk managers. There also is a guide
to upcoming conferences and events of interest to
risk managers. Click on the User Login icon for
instructions on accessing this site. ■



extremely sympathetic to any jury. The very fact
that this individual harmed himself may be
viewed as proof of negligence;” she says, “sadly,
such cases happen and seem to be among the
most difficult to defend.

“The JCAHO sentinel event policy provides
that suicide ‘of any individual receiving care,
treatment or services in a staffed around-the-
clock care setting or within 72 hours of discharge’
is a reportable sentinel event. So, presuming that
the psychiatric hospital is JCAHO-accredited, this
case could go either way. However, the patient
was screened by facility staff and even though he
was not admitted, since his suicide fell within the
prescribed 72-hour period, whether reported or
not, the facility would do well to perform a root-
cause analysis of the case with particular focus on
their screening and admission criteria,” notes
Barton.  ■

Post-surgical drugs get the 
blame in $500,000 verdict 

News: After undergoing brow-lift plastic
surgery, a young woman blamed her subsequent
delirium on the adverse effects of the post-
surgery drugs she was prescribed. Three days
after surgery, she was treated at an ED for anxi-
ety. Following discharge, she attempted to drown
herself and her 6-year-old child. The woman
claimed that she should have received appropri-
ate treatment by the plastic surgeon, ED doctor,
and the hospital, and also that if more suitable
and timely care had been provided, the harm she
inflected upon herself and her child would have
been avoided. She was awarded $500,000, which
was reduced by 40% for her own negligence.

Background: The plaintiff, 24, underwent elec-
tive endoscopic brow-lift surgery. The office pro-
cedure was performed by a plastic surgeon. Her
anesthetic and pre-anesthetic agents included
droperidol. After the procedure, the patient
received narcotic analgesics that included Norco.
She was discharged three hours after the success-
ful procedure was performed. 

Immediately following surgery, the patient
claims she began to experience agitation, anxiety,
and motor restlessness, symptoms that continued
after discharge from the surgeon’s office. She
called the physician’s office from home and

reported her distress and symptoms to a nurse.
She also claimed that the plastic surgeon called
her at home the next day, but the medical records
contained no notation of the conversation. 

The patient claimed that her symptoms wors-
ened and she eventually experienced drug-induced
delirium. On the third postoperative day, the plain-
tiff went to a hospital ED, where she was treated
for anxiety and breathing difficulties. During that
visit, she failed to tell the treating physician that
she had undergone surgery three days prior and
that she was on post-surgical medications. She was
discharged home and claimed to have reported the
ED visit to the plastic surgeon.

After being discharged from the hospital, the
patient picked up her 6-year-old child from
school and attempted to drive to a beach with the
intention of drowning herself and her daughter.
On the way to the beach, she became disoriented.
When she was unable to find her way to the
beach, she stopped the car on an overpass, which
she jumped from with her daughter in her arms.
They were injured in the fall, but neither was
killed. The plaintiff sustained a liver laceration
and an elbow fracture. She was charged with
attempted second-degree murder.

A psychiatric evaluation concluded that she suf-
fered from a substance-induced delirium at the time
of the jump. Based on the diagnosis, she was able 
to plead not guilty to the crime by reason of mental
disease. She brought suit against the plastic sur-
geon, emergency physician, and the hospital, claim-
ing that they were negligent in failing to properly
evaluate and treat her. She claimed that in each of
the two times she contacted the plastic surgeon’s
office, she should have been referred for hospital-
ization. The plaintiff conceded at trial that she did
not tell the emergency physician or anyone at the
hospital about her plastic surgery or the post-surgi-
cal drugs she was taking, and the hospital and the
emergency physician were subsequently dismissed
from the case. The plastic surgeon claimed that he
only spoke with the plaintiff once after surgery and
that drugs used during the surgery and prescribed
afterwards could not have caused the patient’s
delirium. The plastic surgeon contended that the
suicidal behavior was not consistent with delirium
because she exhibited decision-making ability and
the ability to operate a motor vehicle.

A $500,000 verdict was returned against the
plastic surgeon. However, this amount was
reduced by the finding that the plaintiff was 40%
at fault for not disclosing the fact that she had
undergone plastic surgery and was on medication
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during her visit to the ED.
What this means to you: “One always has to

remember that you take the ‘patient as you find
him or her,’ which is true whether the presenting
diagnosis is physical or mental. Thus, it would
behoove the plastic surgeon to institute a formal
evaluation program prior to accepting anyone for
elective surgery. Part of the evaluation should 
be a thorough review of the medical history of
prospective patients, particularly past reaction to
any drugs that may be used. Another part of the
evaluation should be a psychological assessment
of the prospective patient to assure a thorough
understanding of the procedure, the desire for 
the procedure, and an assessment of the ability to
comply with discharge instructions,” notes Ellen
L. Barton, JD, CPCU, a risk management consul-
tant in Phoenix, MD.

“In addition to a pre-surgical evaluation pro-
gram, the plastic surgeon should also adopt a
more formal follow-up program, especially given
that so many plastic surgery procedures are done
on an outpatient or same-day surgery basis
where patients cannot be monitored for any sig-
nificant length of time. Thus, in addition, to pro-
viding a written set of discharge instructions,
follow-up telephone calls should be made to
patients on post-op day one and three or, what-
ever combination is deemed appropriate given
the procedure, patient, and other pertinent fac-
tors,” adds Barton.

“Had post-op calls been made, or as in this
instance when the patient called the plastic sur-
geon’s office after her surgery and spoke with 
a nurse, complete documentation of the calls 
and any necessary follow-up steps should be
instituted. It’s not enough to make the calls if
there’s no follow-through on the follow-up,” says
Barton. “In this case, if the nurse had any con-
cerns about the patient, the call should have been
referred to the surgeon. And it appears from the
conflicting stories that he was not made aware of
any issues or concerns identified by staff. 

“When the patient does not provide relevant
information to health care providers, which in
this case were the emergency room nurse and
physician, it is difficult to hold those health care
providers accountable for consequences over
which they had no control. While physicians
and nurses can try to elicit patients’ symptoms,
practitioners are not mind readers. The only
thing that the emergency department personnel
could have done differently was to question 
her more thoroughly regarding recent activities,

surgeries, and medications. But even then there
is no guarantee that the patient would have said
anything different. Thus, documenting the infor-
mation exchange is the only risk management
tool available to health care providers in the ED
in this situation,” notes Barton.

“The issue of sentinel events as applied to this
case is interesting. First, the surgery was per-
formed in a physician’s office; thus, it is assumed
that the setting was not JCAHO accredited; there-
fore, the JCAHO sentinel event policy would not
apply. Second, with regard to the hospital emer-
gency room and assuming that the facility is
JCAHO-accredited, this situation seems to fall
within the cracks. As noted earlier, the JCAHO
sentinel events policy provides that suicide ‘of
any individual receiving care, treatment or ser-
vices in a staffed around-the-clock care setting 
or within 72 hours of discharge’ is considered a
‘reportable’ event. The patient, however, did not
commit suicide; she merely lacerated her liver
and fractured her elbow. Therefore, it would
appear reasonable to conclude that this was not a
‘reportable’ event since the injuries did not occur
on hospital premises,” Barton explains.

Reference

• Suffolk County (NY) Supreme Court, Index No. 766/01. ■
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ADepartment of Justice legal opinion, issued at
the request of the Department of Health and

Human Services (HHS), stated that only covered
entities and those people rendered accountable by
general principles of corporate criminal liability
may be prosecuted under criminal enforcement
provisions of the HIPAA Administrative Simplifi-
cation section. 

The opinion has been attacked by privacy
advocates, who say it will allow people who mis-
use privacy information to escape prosecution.

HHS had asked whether the only people who
may be directly liable are those to whom the sub-
stantive requirements of the subsection apply —
health plans, health care clearinghouses, certain
health care providers, and Medicare prescription
drug card sponsors — or whether the law may
also render directly liable other people, particu-
larly those who obtain protected health infor-
mation in a manner that causes the person to
whom the substantive requirements of the subti-
tle apply to release the information in violation
of the law.

Who is liable?

In the opinion he wrote for HHS, Steven 
Bradbury, principal deputy assistant attorney
general, said the department had concluded that
health plans, health care clearinghouses, those
health care providers specified in the law, and
Medicare prescription drug sponsors may be
prosecuted for violations of Section 1320d-6. 

In addition, he said, depending on the facts 
of a given case, certain directors, officers, and
employees of these entities may be liable directly
under Section 1320d-6 in accordance with the
general principles of corporate criminal liability,
as those principles are developed in the course of

a particular prosecution.
“Other persons may not be liable under this

provision,” Bradbury wrote. “The liability of 
persons for conduct that may not be prosecuted
directly under Section 1320d-6 will be deter-
mined by principles of aiding and abetting liabil-
ity and of conspiracy liability.”

While Bradbury did not go into detail on the
principles of corporate criminal liability, he noted
that, in general, the conduct of an entity’s agents
may be imputed to the entity when the agents act
within the scope of their employment, and the
criminal intent of agents may be imputed to the
entity when the agents act on its behalf.

“In addition, we recognize that, at least in lim-
ited circumstances, the criminal liability of the
entity has been attributed to individuals in man-
agerial roles, including, at times, to individuals
with no direct involvement in the offense,” he
wrote. 

“Consistent with these general principles, it
may be that such individuals in particular cases
may be prosecuted directly under Section 1320d-
6,” Bradbury continued.

Other conduct that may not be prosecuted
under Section 1320d-6 directly may be prosecuted
according to principles either of aiding and abet-
ting liability or of criminal liability, he wrote.

Attorneys surprised at HHS direction change

The ruling limiting prosecution came as a sur-
prise and a disappointment to many privacy
advocates and attorneys. 

Peter Swires, a law professor at The Ohio State
University in Columbus who was chief counselor
for privacy in the Office of Management and
Budget in the Clinton administration, tells HIPAA
Regulatory Alert that this opinion is helping the

Ruling on criminal prosecution under HIPAA raises furor
Critics say legal opinion will allow those who abuse privacy information to escape prosecution



Bush administration turn the medical privacy law
into little more than a voluntary standard. 

“Unless the administration pulls back from its
current position, it will be up to Congress to pro-
tect privacy and say that obviously criminal
behavior should be punished by criminal law,”
he says.

Swires says he has heard that the department
pushed hard for this ruling, much to the conster-
nation of some Justice Department attorneys who
don’t agree with it and are looking for other ways
to prosecute those who misuse privacy data.

According to Swires, the HHS Office of Civil
Rights (OCR), which has been given the job of
civil enforcement of HIPAA, has done little to
address the more than 13,000 HIPAA privacy
complaints it has received in the past two years.
OCR has yet to bring a single enforcement action,
he says, and that lack of enforcement sends a sig-
nal to covered entities “that HHS will not act even
against flagrant violations of the privacy rule.”

With no civil enforcement actions, the only suc-
cess has been on the criminal front, Swires says,
and that involves just one case — a hospital lab
phlebotomist who accessed the records of a
patient with a terminal cancer condition, got
credit cards in the patient’s name, and ran up
more than $9,000 in fraudulent charges, mostly
for video games. 

Under a plea agreement, the lab technician 
was sentenced to 16 months in jail. At the time
the technician was prosecuted, the Department of
Justice said the case “should serve as a reminder
that misuse of patient information may result 
in criminal prosecution,” but Swires says it now 
is possible he will have to be released because
under the new opinion he could not be criminally
prosecuted because he is not a covered entity
(although it is possible he could be prosecuted 
for identity theft).

Swires says these are among the reasons why
the opinion is bad law:
1. The statute applies to “a person who know-

ingly and in violation of this part. . . .” While
the opinion defines “person” only as a covered
entity, Swires says the natural reading would
include hospital employees who abuse medical
records.

2. The criminal statute includes jail time, and real
people are sent to jail, not hospitals and health
insurance companies.

3. The attorneys who wrote the opinion overlook
the fact that Congress made it a crime for any
person to illegally obtain health information

and insist that Congress was not concerned
about criminal activities by outsiders who steal
medical records or by insiders who sell medi-
cal records or use them for their own advan-
tage, but rather Congress only wanted to target
covered entities.
Robert Gellman, a privacy consultant, tells

HIPAA Regulatory Alert that problems with mis-
use of medical records are much more likely to
involve lower-level staff people in health care
organizations who have access to the records
than the physicians who are covered. 

“Whether there are other criminal penalties
that can be applied to those who have been let off
the hook by the opinion remains to be seen,” he
continues.

Gellman says one reason the department might
have pushed for this opinion is that it will mean
less work to be done and the agency already has
shown in civil enforcement that it doesn’t want to
do much work. 

“It appears that OCR has little interest in
HIPAA,” he adds.

Greatest impact may be in the future

In the short term, the opinion may not have
much of an impact because there already is very
little enforcement, Gellman points out. 

In the longer term, it may affect President
Bush’s initiative for more electronic health
records and a national health information tech-
nology effort, he says.

“HIPAA came about initially because Congress
wanted more electronic health transactions,” recalls
Gellman. “But if more people are able to retrieve
more medical information, how can you justify the
technology and build public support without a pol-
icy to protect privacy?”

Emily Stewart, Health Privacy Project policy
analyst, tells HIPAA Regulatory Alert the opinion
came as a surprise and is seen as a “real blow to
consumers in terms of the kinds of recourse they
have when their privacy is invaded. It severely
weakens the force of a law that is already weak in
enforcement.” She says her group has a consumer
coalition on health privacy and has been talking
to the other members about possible steps to
strengthen privacy protections. 

“We find it very ironic that the Bush adminis-
tration continues to push for a national health
information network without providing good
safeguards to protect privacy of health informa-
tion,” Stewart says.
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HHS also had asked for an explanation of the
element in the criminal enforcement section that
talks about enforcement against those who know-
ingly use or cause to be used a unique health
identifier, obtain individually identifiable health
information relating to an individual, or disclose
individually identifiable health information to
another person.

The question from HHS was whether the pro-
vision requires only proof of knowledge of the
facts that constitute the offense or whether it also
requires proof of knowledge that the conduct was
contrary to the statute or regulations. The Depart-
ment of Justice said it had determined that the
reference was only to knowledge of the facts con-
stituting an offense.

“A plain reading of the text indicates that a
person need not know that commission of an act
described in [the subsections] violates the law in
order to satisfy the ‘knowingly’ element of the
offense,” Mr. Bradbury wrote. “Section 1320d-6
makes the requirements that the act be done
‘knowingly’ and that it be done ‘in violation of
this part’ two distinct requirements. . . . Accord-
ingly, to incur criminal liability, a defendant need
have knowledge only of those facts that consti-
tute the offense.”  ■

Hospitals don’t want 
fined entities identified

The American Hospital Association (AHA)
says it is “troubled” by a Department of

Health and Human Services (HHS) plan to publi-
cize the identity of those covered entities given
civil monetary penalties under enforcement of
HIPAA’s administrative simplification section. 

The association also says it is especially con-
cerned over the department’s expectation that
consumers will use the information to help
choose a health care provider. 

In written comments to HHS, Melinda Reid
Hatton, AHA vice president, said hospitals had
asked that HHS make available to covered enti-
ties information about violations, proposed solu-
tions, and good practices in a form that did not
identify violators. 

“Making information available in an unidenti-
fied format would allow covered entities to
understand how the Office of Civil Rights and
the Centers for Medicare & Medicaid Services

interpret and apply the HIPAA regulations in
specific cases and would encourage remediation
of problems and violations discovered through
the enforcement process,” she said. 

“The information would enable covered entities
to gain a better sense of the types of compliance
problems that are occurring and the misunder-
standings that exist regarding application of the
HIPAA regulations,” Hatton explained.

But the notion that information about viola-
tions of HIPAA technical requirements is useful
to consumers is flawed, she noted. 

“Consumers should not make their health care
decisions based on HIPAA’s technicalities. These
are irrelevant to the quality of care patients receive
from a provider. As the number of complaints filed
with the Office of Civil Rights for incidents that
are not HIPAA violations suggests, many con-
sumers do not understand these complicated
rules,” Hatton added.

Moreover, she said, although health care con-
sumers who are informed that a hospital violated
the HIPAA medical privacy rule are likely to
believe the hospital does not adequately protect
patient privacy, most violations of the medical
privacy rule are not the result of an impermissi-
ble use or disclosure of patient information and
are likely to be only technical in nature. 

AHA said it appreciates that compliance with
technical requirements of the administrative sim-
plification provisions, including the technical
requirements of the HIPAA medical privacy rule,
is important and that accrediting entities need to
know of these facts. 

However, it said, the potential for seriously
misleading the public about the meaning of the
medical privacy rule violations where no imper-
missible use or disclosure occurred is an unwar-
ranted and irresponsible policy.

Methodologies not easy to understand

Hatton also pointed out that the methodolo-
gies used to establish violations and penalties,
such as statistical sampling and the number of
days a requirement was not met, are not easy to
understand. 

She cited an example of a potential publicized
violation of a hospital that had 1,100 violations of
the medical privacy rule in a 90-day period, when
the violations would refer to nothing more than
that the hospital was unable to document that its
Notice of Privacy Practices was acknowledged by
people admitted to the emergency department or
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that the department had determined that pro-
cesses used to collect data for the accounting of
disclosures with respect to 1,100 patients do not
have all the details needed to comply with its
guidance. 

“As a result,” she said, “a statement that Hos-
pital A paid several thousand dollars in fines due
to 1,100 violations of the privacy rule arguably is
misleading and could panic individuals into dis-
trusting their provider.”

In other comments, Hatton:
• endorsed the department’s continued empha-

sis on voluntary compliance;
• urged the Office of Civil Rights and the Cen-

ters for Medicare & Medicaid Services to fulfill
the enforcement rule’s promise to “continue to
work on educational and technical assistance
materials, including additional guidance on
compliance and enforcement and targeted
technical assistance materials focused on par-
ticular segments of the health care industry”;

• called on the government to provide more
information to covered entities on the method-
ologies for establishing any violation and the
amount of a penalty; 

• expressed concern that the proposed enforce-
ment rule significantly restricts and limits a
covered entity’s ability to present a defense
and appeal an adverse ruling, including impo-
sition of a civil monetary penalty.

[Download the comments from the HIPAA section
of www.aha.org. Contact Melinda Hatton at (202)
638-1100.]  ■

Transaction standard is far
from projected uniformity 

The HIPAA transaction standards have not
resulted in the uniformity and efficiency envi-

sioned when HIPAA was adopted. 
That’s the opinion of the HIPAA Implementa-

tion Working Group, which were presented in
testimony to the National Committee on Vital
and Health Statistics.

The group, which represents health care
providers, vendors, and clearinghouses, said
that for providers, clearinghouses, and many
others, standards implementation has yet to
result in any clear return on investment. 

“The savings predicted by the Department of

Health and Human Services of $29.9 billion in
administrative expenses over a 10-year period
beginning in 2002 are far from view,” they said. 

“To date, the costs of complying with the
Transactions and Code Sets Standards have been
significant, and there are no data showing that
providers have experienced any return on their
investment,” the group noted.

The Working Group said significant progress
has been made in implementing a standardized
electronic claim form through use of the 837
claim transaction. 

As 837 use becomes routine, according to the
testimony, the industry has begun to discuss
implementation of standards for other transac-
tions. Collaboration is increasing among many
sectors of the industry to ensure standards have
the utility and promote the uniformity envi-
sioned by the law, the group said. In addition,
providers and vendors are becoming more active
in the standard setting process.

The Implementation Working Group said the
benefits of adopting any transaction standard
relate primarily to ways in which standardization
improves a participant’s ability to receive useful
detailed information in a timely, uniform, and
cost-efficient manner. 

“The 837 claim transaction, which has been the
primary focus for the HIPAA transition, is bring-
ing limited, if any, benefit to the provider com-
munity in part because significant payer-specific
customization is still required,” according to 
the group’s testimony. “As the focus of imple-
mentation shifts to transactions through which
health care providers can obtain useful informa-
tion, the opportunity for a positive business
impact from standardization grows. For exam-
ple, providers expect to see financial benefit from
timely and useful patient eligibility, remittance
advice, and claim status information.”

The group said the degree to which standards
implementation has a positive or negative busi-
ness impact also depends heavily on whether 
the standards reflect the needs of those who use
them. But the current standards do not address
the business needs of the provider and vendor
communities, due in part to the historically sig-
nificant representation of providers and vendors
in the standard-setting process and in part due to
the limited understanding of how the standards
would be used in practice. 

“We should learn from these experiences and
use them to strengthen the standard setting pro-
cess,” the Working Group declared.  ■
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