
‘No written claim’ strategy can help avoid 
harmful reports about doctors to NPDB 

Plan encourages disclosure, payments average $5,488 per incident 

When risk managers encourage full disclosure after an adverse
event, one of the most common barriers is the physician’s fear of
being reported to the National Practitioner Data Bank (NPDB).

Some insurers and risk managers are suggesting strategies that reduce
that risk by encouraging patients not to file a written claim at all. 

One such method is suggested by COPIC Companies, a large physician
malpractice insurer based in Denver. Under its 3Rs program, which stands
for Recognize, Respond, and Resolve unanticipated medical outcomes,
patients can receive certain benefits after an adverse outcome only if they
do not file a written claim.

COPIC representatives declined to discuss the program but provided
material that describes the purpose of the program as to “assist patients
who have experienced an unanticipated medical outcome by facilitating
candid, early communication between a physician and a patient, thereby
preserving the relationship.” If patients agree not to pursue legal action, the
program will pay up to $30,000 for out-of-pocket expenses and loss of time.

The patient retains the right to sue, but any lawsuit or written demand
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Physicians often are discouraged from fully disclosing adverse outcomes to
patients because they fear being reported to the National Practitioner Data
Bank. Some strategies can help physicians avoid data bank reports, but risk
managers must exercise caution.
• Reports may be avoided if the patient does not file a written claim.
• The rules for data bank reports are complicated and require close scrutiny.
• Even if a data bank report is inevitable, full disclosure still can be the most

advantageous strategy.

EXECUTIVE SUMMARY
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for compensation terminates the benefits. The
program began on Oct. 1, 2000, and 2,674 physi-
cians were participating as of June 30, 2006. There
have been 661 patient reimbursements averaging
$5,488 per incident, for a total expenditure of
$3,627,508. Nationwide, the NPDB reports that
the average payment on a malpractice claim in
2003, the latest year for which statistics are avail-
able, was $291,000.

COPIC provides these examples of how inci-
dents were handled:

• Two weeks after an abdominal hysterectomy
with bilateral salting-oophorectomy, a patient
experienced pain and bulging at the surgical site.

A CAT scan confirmed an abscess, which necessi-
tated a trip to the operating room for drainage.
The abscess recurred two months later and
required more treatment. COPIC facilitated com-
munication between the physician and patient,
and there was no lawsuit or written claim. The
program reimbursed the patient for copays, anes-
thesia, medications, and loss of time. The total
amount paid to the patient was $6,700.

• The day after a colonoscopy, a patient pre-
sented to the emergency department with pain 
and other symptoms suggesting a complication. A
work-up confirmed a colon perforation and volvu-
lus of the cecum that necessitated a hemicolectomy.
A COPIC administrator facilitated communication
between the patient and physician, and no lawsuit
was filed. The insurer reimbursed a total of $5,394
for copays, medications, and the extended recovery
period. Both the patient and physician reported sat-
isfaction with the outcome.

Fear can prevent disclosure

Physicians fear being reported to the NPDB with
an intensity that may be hard for other medical pro-
fessionals to understand. A report to the data bank
can be a permanent black mark on their career, with
both practical ramifications in terms of their prac-
tice success and career advancement, but also a
heavy emotional toll. For those reasons, physicians
can be extremely reluctant to disclose adverse
events in the manner that now is considered by
most risk managers to be the proper reaction after 
a patient is harmed. The common reply to the risk
manager is, “I want to talk to the patient, but then
she’ll sue me and I’ll be reported to the NPDB.”

In many cases, the report to the data bank is
feared more than the lawsuit itself. The lawsuit,
however, is what can lead to the NPDB report
because the written claim against the doctor is
one of several triggers that require a notice to the
data bank. For that reason, the less traditional
approach, such as the COPIC program, can be 
an option. The idea is that if the doctor and the
patient can work out a solution, even a cash set-
tlement, without filing a lawsuit or involving the
insurer, everyone can walk away happy and a
report to the NPDB is not necessary. It is akin to
the common practice after a fender bender, when
the driver at fault suggests paying for the dam-
ages out of pocket instead of involving his
insurer and making a police report. 

Generally speaking, a report to the NPDB is
required whenever an insurer makes a payment

122 HEALTHCARE RISK MANAGEMENT ® / November 2006

Healthcare Risk Management® (ISSN 1081-6534), including HRM
Legal Review & Commentary™, is published monthly by AHC Media,
LLC, 3525 Piedmont Road, Building Six, Suite 400, Atlanta, GA 30305.
Telephone: (404) 262-7436. Periodicals postage paid at Atlanta, GA
30304. POSTMASTER: Send address changes to Healthcare Risk
Management®, P.O. Box 740059, Atlanta, GA 30374.

AHC Media LLC is accredited as a provider of continuing nursing
education by the American Nurses Credentialing Center's Commission
on Accreditation. 

This activity has been approved for 18 nursing contact hours using
a 50-minute contact hour.  

Provider approved by the California Board of Registered Nursing,
Provider # 14749, for 18 Contact Hours.

This activity is valid 24 months from the date of publication. 
Healthcare Risk Management® is intended for risk managers,

health system administrators, and health care legal counsel.
Opinions expressed are not necessarily those of this publication.

Mention of products or services does not constitute endorsement.
Clinical, legal, tax, and other comments are offered for general guidance
only; professional counsel should be sought for specific situations.
Editor: Greg Freeman, (770) 998-8455.
Vice President/Group Publisher: Brenda Mooney, 

(404) 262-5403, (brenda.mooney@ahcmedia.com).
Editorial Group Head: Glen Harris, (404) 262-5461, 

(glen.harris@ahcmedia.com).
Senior Managing Editor: Joy Daughtery Dickinson, (229) 551-5159,

(joy.dickinson@ahcmedia.com).
Senior Production Editor: Nancy McCreary.
Copyright © 2006 by AHC Media, LLC. Healthcare Risk Management®

and HRM Legal Review & Commentary™ are trademarks of AHC
Media, LLC. The trademarks Healthcare Risk Management® and HRM
Legal Review & Commentary™ are used herein under license. All
rights reserved.

Editorial Questions
For questions or comments, call 
Greg Freeman, (770) 998-8455.

Subscriber Information
Customer Service: (800) 688-2421 or fax (800) 284-3291, 
(customerservice@ahcmedia.com). Hours of operation: 8:30
a.m.-6 p.m. Monday-Thursday; 8:30 a.m.-4:30 p.m. Friday.
Subscription rates: U.S.A., one year (12 issues), $495. Outside U.S., add $30
per year, total prepaid in U.S. funds. For approximately 18 CE nursing contact
hours, $545. Discounts are available for multiple subscriptions. For pricing
information, call Steve Vance at (404) 262-5511. Missing issues will be ful-
filled by customer service free of charge when contacted within one month
of the missing issue date. Back issues, when available, are $87 each. (GST
registration number R128870672.)
Photocopying: No part of this newsletter may be reproduced in any form or
incorporated into any information retrieval system without the written permis-
sion of the copyright owner. For reprint permission, please contact AHC Media,
LLC. Address: P.O. Box 740056, Atlanta, GA 30374. Telephone: (800) 688-2421.
World Wide Web: www.ahcpub.com.



regarding a physician’s actions, when a legal
claim is filed, or when a hospital or other entity
reduces the doctor’s privileges or suspends the
doctor from the medical staff for more than 30
days. (Editor’s note: For more on the NPDB and
reporting requirements, see the NPDB web site at
www.npdbhipdb.hrsa.gov.)

Because much of that action stems from the
patient filing a claim, the “let’s-handle-this-with-
out-lawyers” approach can be an effective strategy,
says Jeffrey Segal, MD, founder and president 
of Medical Justice Services in Greensboro, NC, a
membership organization that helps physicians
avoid frivolous lawsuits and minimize liability. But
he stresses that the reporting requirements for the
NPDB are complex and that any effort to avoid a
report must be considered carefully. He says physi-
cians are correct to be wary about NPDB reports
when risk managers encourage full disclosure.

The correct strategy may depend on whether
there is true negligence involved, Segal says. If
the doctor knows that he or she made a mistake,
the most effective strategy can be to resolve the
issue quickly. That may mean offering the patient
money right away.

If money is offered up front, that creates the
opportunity for avoiding a report to the data bank
Segal explains. Reporting is required if there is a

written demand, he says. “Once there is a written
demand, the rules of the game change,” Segal says.
“But if you’re proactive and beat everyone to the
punch, then potentially this is not a reportable
event.”

The rules regarding reportability are complex,
however, so Segal cautions that each instance
must be considered carefully.

Respond quickly after event

Early intervention with the patient can be the
key, Segal says. Once the patient makes a written
demand for compensation or an attorney files a
lawsuit, your more benign options disappear.
More often than not, patients respond well to a
sincere offer to resolve the situation quickly and
amicably, Segal says. 

“They don’t want to go through a long legal
process any more than you do,” he explains. They
respond well if you offer a reasonable reimburse-
ment, even if it’s not even close to what they might
receive in court, Segal says. “Most people just want
to be treated fairly and with some dignity,” he says. 

James M. Stewart, JD, a partner with the law
firm of Stewart & Stimmel in Dallas, advises
caution with this strategy. He confirms that the
NPDB rules do require a written claim but he says
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What is the best policy 
after adverse event?

Honesty always is the best policy following an
adverse event, says Patricia F. Jacobson, JD,

formerly a health care risk manager and now an attor-
ney with the Cleveland law firm of Walter & Haverfield. 

While Jacobson sympathizes with physicians who
want to avoid reports to the National Practitioner Data
Bank (NPDB), she says that concern should never 
be the risk manager’s first priority. After all, she says,
the NPDB is a legitimate tool for tracking physician
involvement in adverse events, and no risk manager
should work to subvert that effort. Jacobson notes that
are ways to be honest with the patient and disclose
the adverse event without the patient filing a claim that
would spur a NPDB report. Contrary to what many
physicians may assume, Jacobson says an open dis-
cussion with the patient can decrease the likelihood of
a lawsuit and data bank report.

“This is the ‘I’m-sorry’ approach that a lot of risk
managers are supporting now, and it can be the
most effective way to resolve the situation without it
escalating to something that will generate a data

bank report,” she says. “It can be appropriate to
offer to pay the additional medical expenses and
other reasonable compensation, but the key is to sit
down and talk openly with the patient instead of try-
ing to hide anything.”

Jacobson notes, however, that this approach is 
no panacea. Despite your best, most sincere efforts,
some patients still will file a claim. And Jacobson cau-
tions that any settlement, even if it is reached without a
written claim by the patient, is reportable to the NPDB
if the funds come from the physician’s insurer. So if
you are settling with one goal being to avoid a report to
the NPDB, the funds must come from the physician.

A related point involves the hospital’s disciplinary
action toward a physician after an adverse event. If
the hospital suspends the physician’s privileges for
30 days or more, the action must be reported to the
data bank. So is it ever OK for a risk manager to
bargain for a suspension of, say, 29 days instead to
give the doctor a break? 

“I don’t think that’s ever a good idea,” she says.
“You can’t get carried away with this issue of
reportability to the data bank. You suspend a doctor
for patient safety reasons, and you need to focus on
that above all else.” ■



risk managers and physicians must be careful in
trying to rely on that argument. “At some point in
time, there has to be something in writing and once
that writing exists, the question becomes whether it
is a written claim for reporting purposes,” Stewart
explains. “I’m not sure I would be comfortable
making a payment and not having some sort of
paper back up in the form of a release. I am also
not sure I am comfortable arguing that an after-the-
fact written release is not a written claim.”

Stewart says the “no written claim” strategy
may be effective in some cases but will not apply,
at least not with any high degree of confidence, to
many situations. He suggests the more reliable
way to avoid a data bank report is to settle the
case with a personal payment by the physician,
as opposed to a payment by a carrier. Payments
from the physician’s own pocket usually are not
reportable to the NPDB.

Supporting what risk managers tell physicians
all the time, Segal and Stewart advise that physi-
cians can diffuse a difficult situation by being
more open with patients after an adverse event.
This outcome can be accomplished whether a
lawsuit will be filed and whether or not a report
must be made to the NPDB, they say.

If physicians are open and intervene early with
a patient, it may be possible to avoid the data
bank report, they say. But even if the NPDB
report is inevitable, there still is great benefit to
being honest and forthcoming with information.

“When they dig in their heels and won’t com-
municate, it makes people mad and just escalates
the conflict,” Segal says. Physicians sometimes
become noncommunicative because they know

they’re going to be reported to the NPDB, and they
think there’s nothing they can do make things bet-
ter, he says. “But they’re wrong about that,” Segal
says. “Even if you’re being reported, you can still
mitigate the damages.”

When pursuing a strategy that depends on no
written claim from the patient, risk managers must
be very careful about how they propose the idea to
patients, suggests Patricia F. Jacobson, JD, formerly
a health care risk manager and now an attorney
with the Cleveland law firm of Walter & Haverfield.
Some proponents suggest telling the patient that
this low-key, amicable approach must end when the
patient files a written claim for damages, explicitly
telling the patient, “We will work cooperatively
with you, but please don’t put anything in writing.” 

Jacobson says she would be uneasy with any
statement that so strongly discourages a law-
suit. Asking the patient not to call a lawyer 
will make him or her suspicious right away and
sends the wrong message, she says. (See p. 123
for more of Jacobson’s advice on how to talk
with patients after an adverse event.)

Jacobson doesn’t recommend having a discus-
sion about whether to file a lawsuit. “There is
something that is at least borderline improper
about telling a patient not to file a lawsuit and
money is at risk if they do,” she says. The more
important goal is to talk about the medical issue
that occurred, Jacobson says. “Arrange to take
care of the problem and the patient and, theoreti-
cally, they will have no reason to file a lawsuit.”  

Jacobson also points out that there are some
cases so severe that they are not likely to be set-
tled with a low-key approach. Birth injuries, for
instance, are serious enough and involve such
huge liability that they will not be settled with
just a friendly chat. Some cases will have to go
through the legal system, she maintains.   ■

ID theft in health care 
emerging as major risk

Health care records are a “treasure trove of
information” for identity thieves because

they typically contain more detailed personal
information on people than could be found in
any other business, according to experts who
help health care providers avoid identity theft.

Risk managers should make prevention of iden-
tity theft a top priority, says Thomas McShane, JD,
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For more information on avoiding reports to the
National Practitioner Data Bank, contact: 
• Patricia F. Jacobson, JD, Walter & Haverfield,

The Tower at Erieview, 1301 E. Ninth St., Suite
3500, Cleveland, OH 44114-1821. E-mail: (216)
781-1212. E-mail: pjacobson@walterhav.com.

• Jeffrey Segal, MD, President, Medical Justice,
P.O. Box 49669, Greensboro, NC 27419. Tele-
phone: (877) 633-5878. E-mail: Fsegal@medical
justice.com.

• James M. Stewart, JD, Stewart & Stimmel, 1701
N. Market St., Suite 318, L.B. 18, Dallas, TX
75202. Telephone: (214)752-7471. E-mail: mac
@stewartstimmel.com.
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regional managing director of the New York City
office of the investigative firm SafirRosetti, which
specializes in the area of financial investigative ser-
vices and integrity monitoring. His unit implements
legal, auditing, investigative, research, and technical
support, and they recently used many of these ser-
vices to uncover a major Medicaid fraud case at
Staten Island University Hospital that led to several
convictions. As a result of that case, SafirRosetti was
appointed to a 12-year monitorship by the hospi-
tal’s insurance company. 

McShane works on identity theft issues with
James Murray, a forensic accountant and managing
director with SafirRosetti in New York City. Murray
says instances of identity theft are increasing in all
types of businesses, but health care organizations
are proving to be a particularly fertile hunting
ground for criminals in search of personal financial
data. There is no way to guarantee that patients’
confidential information will not be divulged, he
says, but there are steps you can take to minimize
that risk.

Murray points out that health care organizations
are doubly burdened when it comes to protecting
confidential information because they have data on
employees and patients. Staten Island University
Hospital has 3,500 employees. “There have been
instances where employees of that hospital have
had their identities stolen,” Murray says. It’s impor-
tant to include employee data in discussions about
identity theft, he says. “You probably have as much
confidential information on your employees as you
do on your patients, if not more.” 

McShane notes that if a criminal obtains per-
sonal information about a hospital employee, that
person’s identity can be stolen, but the information
might also be used to gain access to secure areas of
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Identity theft is a growing problem, and authorities
are finding that health care organizations are a major
source of the confidential information. Health care
providers must take appropriate steps to protect
patient information.
• Potential liability for the health care organization

is huge.
• It is the provider’s responsibility to protect the

information collected on patients.
• Good employee screening and background

checks are one method for reducing the risk. 

EXECUTIVE SUMMARY Steps for preventing 
identity theft in health care

Thomas McShane, JD, regional managing director
of the New York office of the investigative firm

SafirRosetti, and James Murray, a forensic accoun-
tant and managing director with the firm, recommend
these risk reduction strategies for identity theft:

• Build on the strategies you already have in place
to comply with the Health Insurance Portability and
Accountability Act (HIPAA). While HIPAA focuses
more the accidental release of information, many of the
same policies and procedures in place for HIPAA com-
pliance will give you a good starting point to enact addi-
tional steps to prevent the theft of data. 

• Work closely with your information technology
(IT) department to develop the appropriate techni-
cal defenses, such as firewalls, encryption, and
password policies. While the IT techies may have the
know-how about defensive procedures, the risk man-
ager must impress upon them the importance of pre-
venting identity theft and the potential liability for a
breach. Make sure the IT department knows it will be a
very bad day if a multimillion-dollar liability following an
identity theft scandal is traced back to poor computer
security. (See p. 127 for more information on the
potential liability from identity theft.)

• Educate all employees, including and especially
the front line clerks and office workers, about simple
steps to reduce identity theft. Examples include never
walking away from a computer and leaving sensitive
material on the screen, and never writing down a pass-
word where it can be found easily.

• Perform a risk assessment to determine what
information is available on the system and where.
How many different computer systems contain sensi-
tive data? Can it be centralized into one system where
you can pour all your security resources? A key goal is
to ensure that computers — whether they are desktop
or laptop — do not contain any unnecessary data that
could be useful to an identity thief.

• Assess compliance with your own policies and
procedures. It is common for health care organizations
to have safeguards that look great on paper but aren’t fol-
lowed by employees. Employees must be reminded and
re-educated about the importance of these security steps
on a regular basis.

When you test compliance, you’re likely to find out
30% of the employees aren’t following your proce-
dures, McShane says. “They’re doing it the old way
because they don’t want to change, or they think the
new procedure is too much trouble, or they’re just
careless,” he says. “Don’t depend too much on the
fact that you’ve put out this policy and you’re assum-
ing everyone follows it.” ■■



the hospital computer system, where much more
information can be stolen. 

Screening employees for criminal history is crit-
ical, the experts say. Murray recalls working with
a company that hired a director of sales and pro-
moted him quickly to president of a subsidiary
company, then called in SafirRosetti to investigate
financial improprieties. They found out that the
man had written his application for the sales job
from prison. Once he had access to information on
the company’s employees, he stole their identities
and leased five cars in their names.

“We recommend to all our clients that they do 
at least a basic background check on all new hires,
and the more senior the person or the more sensi-
tive the position, the more you should a very thor-
ough investigation,” McShane says. “Anyone who
will have access to sensitive information should be
screened, and that can be a lot of people in health
care. The entire billing department, for starters.”

In addition to a criminal background check, it
may be appropriate to do a credit check on peo-
ple in sensitive positions such as the billing
department. Murray says a bankruptcy or other
financial hardship could put the person at higher
risk of criminal activity, including identity theft.
Remember that it usually is necessary to obtain
permission from the applicant before doing a
credit check. (See p. 125 for more advice on 
how to reduce the risk of identity theft.)

One of the biggest risks when trying to protect
patient information involves the use of laptop
computers. Murray and McShane says risk man-
agers must work closely with their information
technology staff to ensure that laptops contain
only the data necessary for the user and that the
information is protected by passwords or encryp-
tion. Employees also must understand that the
laptops are at a high risk for theft and should be
protected at all times.

It is all too easy for someone to walk off with 
a laptop that contains sensitive information. For
instance, Murray points to a recent incident at
Vassar Brothers Medical Center in Poughkeepsie,
NY, which reported that a laptop computer stolen
from the facility contained a copy of the hospi-
tal’s entire master patient database. That database

126 HEALTHCARE RISK MANAGEMENT ® / November 2006

Feds realizing risk from 
ID theft in health care

Federal officials are recognizing the risk of identity
theft in health care settings and striking back. In

a recent press conference, U.S. Attorney for the
Southern District of Florida R. Alexander Acosta,
JD, based in Miami, announced eight charges
against Isis Machado of Miami Lakes, FL, who
spent a year as a front desk coordinator at
Cleveland Clinic’s office in Weston, FL.

The 22-year-old Machado was accused of down-
loading the computerized personal information of
more than 1,100 patients and then selling the data to
a cousin, Fernando Ferrer Jr., 29, of Naples, FL, the
owner of Advanced Medical Claims of Naples. Acosta
says Ferrer is alleged to have used the names to
send in $2.8 million in phony claims to Medicare.

Acosta notes that the case is unusual because,
while state and federal agents often prosecute clinics
and medical supply companies for fraud, the suppliers

of the personal information usually are not known.
Acosta used the case to remind health care providers
that identity thieves can be virtually anyone connected
with the health care system, including nurses, billing
clerks, even hospital janitors who are in secure areas
alone and at night, or the ambulance attendants who
transport a patient’s records along with the patient.

Acosta says Machado had access to Cleveland
Clinic’s computers as part of her receptionist duties
from May 2005 through June 2006. She and Ferrer
were charged with conspiracy to commit computer
fraud, conspiracy to commit identity theft, conspir-
acy to wrongfully disclose patients’ health care infor-
mation, and aggravated identity theft. Machado and
Ferrer could receive prison sentences of up to 10
years and a $250,000 fine for the first three charges
but the five counts of aggravated identity theft each
carry a mandatory two-year sentence in addition to
the other charges. (For more on this issue, see
“Former Cleveland Clinic worker charged with
fraud” in HIPAA Regulatory Alert enclosed in
this issue, p. 2.) ■

For more information on preventing identity theft in
health care settings, contact:
• Tom McShane, Regional Managing Director,

SafirRosetti, New York City. Phone: (212) 817-
6700. E-mail: tmcshane@safirrosetti.com.

• James Murray, Managing Director, SafirRosetti,
New York City. Phone: (212) 817-6700. E-mail:
jmurray@safirrosetti.com.
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made it a gold mine for any identity thief.
In announcing the theft, the hospital did not say

exactly how many names were contained in the
database but noted that 257,800 of those whose
names were in the database were at risk of becom-
ing identity theft victims. They were at risk because
the database contained other personally identifi-
able information on those patients, such as Social
Security numbers and addresses.

The hospital reported that the computer theft
occurred during a hospital disaster planning
exercise. The hospital copied its master database
to several laptops for a disaster drill on May 21,
simulating the need to operate during a disaster
without access to the facility’s main computer
system. The master database was placed on sev-
eral laptop computers that were distributed
throughout the facility.

The stolen laptop had been strapped to a cart in
the hospital’s emergency department and used to
collect patient data at the bedside during admis-
sion. The hospital reports that since the theft, it
has erased copies of the database that were on
other laptop computers. The hospital notified
those whose information was on the laptop and
advised them to place a fraud alert on their credit
reports. (See article, left, for more examples of
stolen computers and identity theft in health
care facilities.)

Laptops are like treasure chests for identity
thieves, especially if they know that kind of
database is on them, Murray says. “They can just
walk out with it and work on cracking passwords
and so forth at their leisure,” he says. “You should
exercise extreme caution, using your best security
procedures, with any laptop that has sensitive
information.”  ■

Potential liability severe 
for allowing identity theft

Risk managers should be highly motivated to
protect patient information that could lead to

identity theft, says Leila Narvid, JD, an attorney
with Sideman & Bancroft in San Francisco. The
potential liability is huge.

Laws and liability will vary according to your
state, but California, for instance, has enacted a
security breach notification law that imposes
responsibilities on the part of health care entities
beyond those established by the Health Insurance
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Stolen laptops and poor 
security can lead to ID theft

Consider these examples of identity theft in health
care:

• A patient goes in to a hospital for preoperative testing
and ends up with more than $8,000 charged to fake
accounts in his name at stores across his state.1 In this
case, a hospital spokesperson initially said there was no
conclusive evidence that any hospital employee misused
the surgical patient’s personal information, but the arrest
warrant said the person was able to obtain a credit card
with information stolen by someone who worked at the
hospital. 

The warrant also said the employee stole patient infor-
mation including names, birth dates, and Social Security
numbers. That employee passed the information to the
person who was arrested, who passed the information to
an unidentified person in another state. The unidentified
person would make up fraudulent operators’ licenses and
identification cards in the names of the patients, according
to the warrants. The warrant identified that the hospital
employee was fired from the hospital for violation of policy. 

• A patient takes his son to the emergency department
at the same hospital and ends up with a $24,000 debt at
Home Depot for an account falsely opened in his name.2

According to the media report, the person’s name, date of
birth, and Social Security number were used to open the
Home Depot account. A third patient at the same facility,
who had cancer and later died, also was a victim of iden-
tity theft. Police arrested an employee of the hospital’s
affiliated medical school who had access to hospital
records, and she pleaded guilty to identity theft charges.

• A hospital notifies 25,000 patients that their identities
may have been stolen after two contract employees are
arrested on charges of stealing personal information from
surgery and emergency patients and charging thousands
of dollars on fake credit cards.3 According to a media
report, both were employees of a photocopying company
that the hospital hired to copy patients’ medical records.
The women also copied records for patients and attor-
neys. The photocopying firm says they are planning on
conducting stronger background checks; however, the
two arrested had no previous records. The hospital is
offering credit monitoring and support for the affected
former patients.

References
1. Backus L. Hospital identity theft, Jan. 31, 2005. Accessed at

www.zwire.com/site/news.cfm?newsid=3141153&BRD=1641
&PAG=461&dept_id=10110&rfi=6. 

2. Cohn A. Police connect hospital to identity theft cases.
WTNH, May 25, 2005. Accessed at www.wtnh.com/Global/
story.asp?S=3394079&nav=3YeXaJU3. 

3. Kaiser South Bay Patients’ Information Stolen. KCAL.
Accessed at cbs2.com/topstories/local_story_005205257.
html. ■



Portability and Accountability Act (HIPAA).
Narvid explains that the California Security
Breach Information Act, codified as California
Civil Code Sec. 1798.82 et seq., requires that busi-
nesses and organizations that conduct business in
the state or own information about California res-
idents must inform their consumers when an
unauthorized person obtains access to personal
information, such as Social Security numbers,
driver’s license numbers, and financial informa-
tion. The law’s disclosure requirements are trig-
gered when “unencrypted personal information
was or is reasonably believed to be acquired by
an unauthorized person.”

In California, a health care organization failing
to promptly notify the patient victim whose per-
sonal information has been accessed by an unau-
thorized person is liable for statutory damages
and equitable relief, Narvid says. “In addition,
the health care organization may be vulnerable 
to a common-law action for negligence per se,
meaning the health care organization could be

found to be intrinsically negligent,” she adds. 
Narvid notes that the HIPAA rule for security

breaches is more abstract. The security rule is, in
practice, an outline for security planning and
implementation, rather than a precisely defined 
set of rules (unlike the California Security Breach
Information Act). The general requirement of the
security rule is that health care organizations that
“collect, maintain, use or transmit protected health
information in electronic form” must construct
“reasonable and appropriate administrative,
physical and technical safeguards” that ensure 
the confidentiality of health care information. Such
measures must provide protection against “any
reasonably anticipated threats or hazards.”

“The risk is great and warrants a thorough
effort to protect confidential patient information,”
she says. [Editor’s note: For more advice on liability
from identity theft, contact Leila Narvid, JD, Sideman
& Bancroft, One Embarcadero Center, Eighth Floor,
San Francisco, CA 94111. Telephone: (415) 392-1960.
E-mail: lnarvid@sideman.com.] ■
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E&O, D&O insurance 
can be good option

Risk managers should consider whether errors
and omission (E&O) or directors and officers

(D&O) coverage is right for the organization’s
executives, particularly in light of the changing
coverage limitations in typical insurance policies,
say those familiar with these insurance options.
Most health care providers should purchase this
coverage, experts say.

E&O is designed to cover claims that result from
the negligent acts or mistakes of an agent, including

his or her vicarious liability stemming from negli-
gent acts or mistakes committed by individuals for
whom the agent is legally liable. D&O insurance
protects directors and officers against personal lia-
bility for losses incurred by a third party due to
negligent performance by the director or officer.
D&O can cover legal expenses and liability to share-
holders, bondholders, creditors, or others due to
actions or omissions by a director or officer of a
corporation or nonprofit organization.

E&O and D&O are designed to limit exposure
for the individual and the organization in the
event that someone makes a mistake in perform-
ing their duties, explains Kitt Turner, JD, an attor-
ney with Eckert Seamans in Philadelphia. The
coverage is often seen as a perk for high-level
executives and therefore not strictly necessary, but
Turner says that can be a shortsighted approach.
“D&O insurance in particular should be seen as a
cost of doing business if you want to attract the
best and brightest to your organization,” she says.
“Those directors and officers want to know they
have protection when something goes wrong, and
something always goes wrong eventually.”

With a for-profit entity, a primary worry is a
shareholder bringing a lawsuit that alleges the
director breached a fiduciary duty, Turner
explains. In a nonprofit organization, similar
charges can arise, but they won’t come from share-
holders, but originate instead with the attorney
general or a creditor, for instance. Most state laws

Risk managers should consider whether errors and
omission (E&O) or directors and officers (D&O)
coverage is needed. While not strictly required, the
coverage can provide a backup for unexpected lia-
bility due to mistakes by top managers.
• How much your organization is involved in

financial transactions can determine whether
you need this coverage.

• Providing this coverage can help you recruit the
best executives.

• Be sure to update this coverage often.

EXECUTIVE SUMMARY



permit indemnification of directors and officers
against claims as long as the wrongdoing was not
intentional, Turner says. “So insurance is a way for
the company to meet its indemnification obliga-
tions even if the company becomes insolvent,” she
says. That’s what directors and officers are looking
for, Turner says. “They know that when something
goes wrong, people look to assess fault and blame,
and they don’t want to be left holding the bag,”
she says. 

R. Stephen Trosty, JD, MHA, CPHRM, direc-
tor of risk management for American Physicians
in East Lansing, MI, says with recent changes 
in the way insurance is written, with more exclu-
sions and ways for providers to be left liable,
nearly all health care providers should have E&O
and D&O coverage. “Hospitals and health care
institutions should have these policies to cover, at
a minimum, the board of directors and adminis-
trators and managers,” Trosty says. “Those are
the individuals who can be the subject of allega-
tions regarding errors and omission, or devia-
tions from their duties as officers.”

Directors are usually defined as members of
the board, and officers are usually people autho-
rized to make major decisions on behalf of the
corporate entity, he explains. Peer review com-
mittees also should be covered by these policies,
Trosty say. With that coverage, they are protected
when they make recommendations or decisions
regarding a physician’s privileges, which could
prompt a lawsuit.

The more your health care organization is
involved in complex financial arrangements with
other entities, purchasing and selling units, the
more this coverage is needed, Turner suggests. If
your organization is relatively self-contained and
not involved in such operations, it might be OK
— but still a little risky — to forgo this coverage.

“If you’re at a small community hospital
that’s not doing much of anything transaction-
wise, just operating a hospital, then maybe you
can get by without this coverage,” she says.
However, if you’re dealing every day with
mergers, acquisitions, and growth strategies,
you have the possibility of something going
wrong, Turner emphasizes. “You could make an
acquisition and find that the company had more
debt than you thought, and suddenly you have
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For more information on directors & officers (D&O)
and errors & omissions (E&O) coverage, contact:
• R. Stephen Trosty, JD, MHA, CPHRM, Director 

of Risk Management, American Physicians, East
Lansing, MI 48826-1471. Telephone: (517) 351-
1150, ext. 6808. E-mail: strosty@apassurance.
com. 

• Kitt Turner, JD, Eckert Seamans Cherin &
Mellott, 1515 Market St., Ninth Floor, Philadel-
phia, PA 19102-1909. Telephone: (215) 851-
8431. E-mail: kturner@eckertseamans.com.
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E&O, D&O must be 
reviewed and updated often

Once you’ve purchased errors and omission
(E&O) or directors and officers (D&O) cover-

age, that doesn’t mean you’re finished with address-
ing this issue. The coverage must be reviewed and
updated on a regular basis, advises R. Stephen
Trosty, JD, MHA, CPHRM, director of risk manage-
ment for American Physicians in East Lansing, MI.

When first obtaining this coverage, Trosty says
risk managers should first do an organization wide
assessment of what tasks executives and adminis-
trators are engaged in and which ones might lead to
the type of allegations covered by E&O and D&O.
That task provides a first assessment of who needs
coverage. This step is important because you want
to cover everyone who is at risk, but you don’t want
to pay to insure others, Trosty says.

“You don’t want to cover more people than nec-
essary because it’s going to cost you money,” he
says. “So you have to identify exactly who does
what and decide who should be covered, as well as
how much coverage you should have.”

Once you do that and obtain coverage, it will be
necessary to go through the whole process periodi-
cally, perhaps yearly, to see if changes are needed.
As people move in and out covered positions and
their duties change, it may be necessary to update
the E&O and D&O coverage specifications.

“You don’t want to keep paying for coverage for
someone who doesn’t need it anymore, and you
certainly don’t want to have a claim arise and find
out then that you never added that new hire to the
coverage,” Trosty says. “It also is necessary to take
a new look once in a while at what activities your
organization is involved in, any mergers and acqui-
sitions, and see how that affects your coverage and
how much coverage you need.” ■



a problem on your hands,” she says. 
Another question is whether the company is

adequately capitalized. If it is thinly capitalized,
there is the risk of directors and officers making a
mistake from which the company cannot recover,
and the coverage could come in handy. But on the
other hand, if the company is that thinly capital-
ized, it could have trouble getting D&O coverage,
Turner says.

This type of coverage can help executives keep
their mind on the business at hand instead of wor-
rying about being sued, she says. Furthermore, if
a lawsuit is brought, it can help the organization
avoid significant liability. 

Turner notes that the costs for this coverage
can vary widely depending on particulars of the
organization, the insurer, and market conditions.
The price tends to bounce up and down depend-
ing on whether a big D&O or E&O case has been
in the news lately. If so, the price tends to go up
for a while. “The legal fees to defend yourself in 
a directors and officers’ lawsuit can be phenome-
nal,” she says. “The cost of the insurance always
looks like a bargain in hindsight.”  ■

Preemie deaths prompt 
special heparin caution

The deaths of three newborn infants at Methodist
Hospital in Indianapolis is once again putting 

a spotlight on the role human error can play in
adverse events. Despite safeguards, five nurses on
the neonatal intensive care unit gave adult doses of
heparin to six infants after an experienced phar-
macy technician put the wrong vials in a cabinet,
according to information released by the hospital.

Ironically, Methodist had improved its medica-
tion safety system in 2001 after two children
received overdoses of the same drug, heparin. At
that time the hospital found that different dosages
of heparin were being kept on the same floors,
making it possible to confuse adult and pediatric
doses, and it enacted a policy that allows only one
dose in pediatric areas.

That policy did not prevent a tragedy on Sept. 16,
2006. Sam Odle, president & CEO of Methodist and
Indiana University hospitals, says a pharmacy tech-
nician with 25 years of experience mistakenly deliv-
ered vials of heparin in adult concentrations, which
are 1,000 times greater than the newborn infant
dose, to the neonatal intensive care unit. He loaded
the vials into a computerized medicine cabinet.
Though the vials were the same size as the infant
concentration, the label on the adult dosage was
dark blue instead of light blue and said “Heparin”
instead of “Hep-Lock.” The dosage also was listed
correctly on the label.

Nurses depended on policy

Odle says the neonatal nurses, depending on
the policy that only the pediatric concentration 
of heparin was permitted in the cabinet, drew the
medicine into syringes without reading the labels.
The medicine is commonly used to help keep
blood clots from forming in intravenous lines. 

The nurses discovered their mistake after
administering the medicine to six infants and
immediately gave them another drug to reverse
the effects. Three survived, and three died.

The hospital announced the deaths within a
day and provided details immediately, with a
press conference on the Monday following the
Saturday incident. While saying the accident was
traced to “human and procedural errors,” Odle
stated that the hospital takes all the blame for not
having enough safeguards in place.
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■ Surveillance camera 
to reduce liability 

■ How to avoid fundraising
improprieties

■ Why OR staff may resist
your sharps program

■ Falls in the ED — 
an overlooked risk?

COMING IN FUTURE MONTHS

Three newborn infants recently died when nurses
mistakenly injected adult doses of heparin instead
of pediatric doses. The hospital has taken several
steps to prevent the recurrence of such errors.
• The hospital had previously enacted safeguards

to prevent heparin errors.
• The deaths were traced to human error.
• Hospital officials revealed the errors quickly and

provided detail to the public.
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The nurses and pharmacy technician will not
be disciplined, he says. However, a Methodist
risk management committee will review the case
to make sure there was no pattern of mistakes by
any of the nurses. 

Odle explains that the hospital took corrective
action as soon as possible after three infants died
from medication errors involving heparin. 

Immediately after the mistake, the hospital
removed adult vials of heparin and began requir-
ing that its pharmacy double-check all drugs taken
from stockrooms. In addition, Odle reports that
the hospital is taking these steps to avoid heparin
errors:

• Two nurses now are required to validate
doses before the medication is given to infants.

• The hospital also will try to implement a bar-
coding system for medication sooner than origi-
nally planned. The system uses scanners to read
codes on medication and patients’ wristbands to
help avoid medication errors.

• The hospital will do a “mass-re-education/
recommitment” to the “five rights” of drug admin-
istration: Before administering the drug, make sure
you have the right patient, right dose, right route,
right time, and right medication. Every employee
who administers drugs had to sign a commitment
to the five rights, to be put in their personnel files,
by the end of the week following the overdoses.

• The pharmacy immediately initiated a double
check for all drugs pulled from inventory. One
person will pull the drugs from inventory. A sepa-
rate person must read the drug label and put the
drug into the computerized dispensing machine.

• All 10K unit heparin has been removed
from not just Methodist hospital, but all hospi-
tals owned by Clarian. It will no longer be kept
in inventory.

• The Methodist pharmacy will send an alert
to all nursing units when a change in packaging
or a change in dose is put into the computerized
medication cabinet.  ■
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CCEE  QQuueessttiioonnss

Nurses participate in this continuing education program
by reading the issue, using the provided references for

further research, and studying the questions at the end of
the issue. Participants should select what they believe to
be the correct answers, then refer to the list of correct
answers to test their knowledge. To clarify confusion sur-
rounding any questions answered incorrectly, please con-
sult the source material. After completing this semester’s
activity with the December issue, you must complete the
evaluation form provided and return it in the reply envelope
provided in that issue in order to receive a certificate of
completion. When your evaluation is received, a certificate
will be mailed to you.
17. If a physician is interested in resolving an adverse

event without a lawsuit, and possibly avoiding a report
to the National Practitioner Data Bank, when does
Jeffrey Segal, MD, advise approaching the patient?

A. Early intervention with the patient can be the key.
Approach the patient before a written claim is filed.

B. Wait until the patient says he has filed a written claim.
C. Approach the patient only if a lawsuit has been filed

and the outcome will not be favorable to the physician.
D. Wait until the patient’s attorney demands a settlement.

18. According to Thomas McShane, JD, what new hires
should undergo a criminal background check as part
of an effort to reduce identity theft?

A. All new hires should undergo at least a basic back-
ground check, and those in more senior or more sensi-
tive positions should undergo more thorough checks.

B. No new hires should undergo criminal background
checks because it would be overkill and unnecessary.

C. All new hires should be subjected to an extremely
thorough criminal background check and a credit
check, with or without their consent.

D. Only those new hires who volunteer for a background
check should be screened for criminal history. 

19. According to Kitt Turner, JD, do you need E&O or
D&O insurance if you are at “a small community hos-
pital that’s not doing much of anything transaction-
wise, just operating a hospital”?

A. No, this coverage definitely is not needed and would
be a bad idea.

B. Yes, you absolutely must obtain this coverage.
C. Maybe you can get by without this coverage.
D. This coverage is appropriate only if ordered by state

regulators.

20. According to Sam Odle, what was the cause of the
incident in which six premature infants were admin-
istered the wrong dose of heparin?

A. A computerized medication cabinet malfunctioned.
B. The vials of heparin were mislabeled.
C. Medication orders for the infants were incorrectly

written by a physician.
D. A pharmacy technician mistakenly provided the

wrong type of heparin, and nurses did not confirm
the dosage before injecting it.

For more information about the heparin deaths at
Methodist Hospital, contact:
• Sam Odle, President & CEO, Methodist

Hospital, Interstate 65 at 21st Street, P.O. Box
1367, Indianapolis IN 46206. Telephone: (317)
962-2000. E-mail: sodle@clarian.org.
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CE objectives

After reading this issue of Healthcare Risk
Management, the CE participant should be

able to:
• Describe legal, clinical, financial, and managerial

issues pertinent to risk management in health
care. 

• Explain how these issues affect nurses, doctors,
legal counsel, management, and patients. 

• Identify solutions, including programs used by
government agencies and other hospitals, for
hospital personnel to use in overcoming risk
management challenges they encounter in daily
practice.  ■
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November 2006 / HIPAA Regulatory Alert 1

Regulatory
Alert

Supplement to Healthcare Risk Management and Hospital Access Management

More than 90 health care organizations have
come together to develop and implement

operating rules for electronically exchanging eligi-
bility and benefits information to make it easier for
physicians and other health professionals to verify
patient insurance information. 

The new rules were developed under the lead-
ership of the Council for Affordable Quality
Healthcare (CAQH), a health care industry collab-
oration that seeks to simplify and streamline
health care administration. CAQH’s executive
director, Robin Thomashauer, tells HIPAA Regula-
tory Alert the change will be a major step away
from the current situation in which physicians
have had to approach each health plan they deal
with individually and have not been able to obtain
consistent information from each plan. “The No. 1
administrative problem we hear about is access to
eligibility and benefits information,” Thomashauer
says. “It’s a lot of work for providers.”

By March 31, 2007, participating organizations,
such as Aetna, Blue Cross Blue Shield of North Car-
olina, Humana, Mayo Clinic, Montefiore Medical
Center, and WellPoint and its 14 Blue-licensed sub-
sidiaries, will electronically exchange eligibility and
benefits information under the CAQH Committee
on Operating Rules for Information Exchange
(CORE) operating rules. The rules build on existing
standards, such as HIPAA, to make electronic trans-
actions more efficient, predictable, and consistent,
regardless of the technology used.

Thomashauer says the inspiration for the new
operating rules came from the financial services
industry, which has found ways to process ATM
transactions, direct deposits, and other activities
using operating rules that are independent of
specific hardware or software.

“We didn’t want all the health care organizations
trying to address this problem to end up going

down parallel tracks,” Thomashauer tells HRA.
“We’re taking the work done to date on HIPAA
and making it more robust so providers have ade-
quate information with which to make decisions.”

“Well-developed and widely used informa-
tion standards are central to realizing our
national goals for better quality and efficiency,”
says former Department of Health and Human
Services National Coordinator for Health Infor-
mation Technology David Brailer. “The CORE
standards can simplify health care administra-
tion and improve the experience of America’s
consumers at a critical time in their lives.”

Phase I elements

The CORE Phase I operating rules build upon
the HIPAA 270/271 transactions for eligibility and
benefits and address these information elements:

• system connectivity safe harbor standard
(HTTP/S);

• standard inquiry acknowledgements;
• maximum response times (batch and real-

time);
• minimum hours a system must be available

(system availability);
• Standard 270/271 companion guide flow

and format;
• data content, service type codes, and patient

financial responsibility; 
• standard testing, certification, and enforce-

ment processes to ensure CORE compliance.
According to CAQH, operating rules typically

don’t specify technology or tools that must be
used in communicating information. Instead,
they govern how that information is exchanged.
Any entity that agrees to follow the CORE Phase
I operating rules will be able to provide the eli-
gibility and benefits data as outlined in the

CORE rules will build on HIPAA
Rules deal with No. 1 administrative complaint, ‘access to eligibility and benefits information’



CORE Phase I rules. Thus, health care providers
will select the technology system of their choice
and use that system as the connecting point for
routing their eligibility and benefits inquiries to
payers with whom they have trading partner
relationships. Given this, CAQH says, the more
payers, vendors, providers, and others who
become CORE-certified will enhance the bene-
fits the industry can gain from adopting the
CORE Phase I rules.

Voluntary solution

“Use of the CORE rules is voluntary,” CAQH
says. “Stakeholder entities that wish to adopt the
rules are required to sign a pledge committing them
to ensure that their IT systems can perform accord-
ing to the CORE rules. A CORE-authorized vendor
will certify that each entity’s system(s) complies
with the CORE rules. Once an entity obtains its
respective CORE seal, each entity can market itself
as CORE-certified or a CORE endorser. Any entity
that agrees to follow the CORE operating rules will
be able to exchange eligibility and benefits informa-
tion outlined in the rules.”

Thomashauer says the intent is for CORE to
cover several phases. Phase I will help providers
determine which health plan covers the patient,
determine patient benefit coverage, and confirm
coverage of certain service types and the patient’s
co-pay amount, coinsurance level, and base
deductible levels (as defined in the member con-
tract) for each of those types.

She says Phase II will add another transaction
and then additional transactions will be added 
in future years. This fall, she says, stakeholders
were close to agreeing on the scope for Phase II.
Once agreement is reached, work would begin
with a goal of approving Phase II operating rules
in the second quarter of 2007.

A key to success, Thomashauer says, is to
ensure agreement among all the stakeholders who
are involved. “We learned from the financial ser-
vices industry that if you don’t have everyone
involved and working together, someone won’t
agree,” she says. “We didn’t move forward until
everyone was in agreement. And you need to have
approval at every level before you move forward.”

Because CORE will certify organizations, par-
ticipants will be guaranteed that they are receiv-
ing data that are consistent with the CORE rules.
Thomashauer says it was important to have an
initial critical mass of major players supporting
the project. They can then take the issue to their

trading partners and encourage them to become
involved so that it will become a voluntary
industry standard.

More info is available on-line at http://www.caqh.org.
Contact Robin Thomashauer at (202) 861-1492.  ■

Former Cleveland Clinic
worker charged with fraud

Aformer employee of the Cleveland Clinic and
Health Management Associates and her

cousin have been indicted by a federal grand jury
in Miami on charges of identity theft, computer
and health care fraud, and violating HIPAA in a
conspiracy involving nearly $3 million in fraudu-
lently submitted Medicare claims.

U.S. Attorney Alexander Acosta announced 
the eight-count indictment of Fernando Ferrer Jr.,
and Isis Machado, whom he accused of stealing
identification information from 1,100 patients and
using it to falsely bill Medicare for $2.8 million in
claims. Machado was employed at the Cleveland
Clinic’s Weston, FL, office from May 2005 until
June 2006 as a front desk coordinator with access
to confidential computerized patient information.

Prosecutors said Machado sold the information
to her cousin, Ferrer, who owned Advanced Med-
ical Claims, a Naples, FL, billing firm. In May
2006, the Cleveland Clinic sold its 70-bed hospital
and 70-physician group practice in Weston to
Health Management Associates, which also is in
Naples. Prosecutors said the fraudulent practices
continued after the sale.

The case reportedly is the first in south Florida
and the third in the nation in which HIPAA viola-
tions are alleged for wrongfully disclosing pri-
vate patient information.

Acosta said the case represented “an unwhole-
some criminal trilogy of medical privacy viola-
tions, identity theft, and health care fraud. In a
rapidly expanding world of electronic medical
records, preserving the privacy and integrity of
confidential patient information is critical.”

The two could be sentenced to 30 years in
prison and fines totaling $750,000 each.

Acosta praised the Cleveland Clinic for report-
ing the incident quickly and cooperating in the fed-
eral probe. Cleveland Clinic spokeswoman Eileen
Sheil issued a news release saying that the actions
Machado was charged with were unauthorized
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and potentially criminal. She also said the identities
of the 1,100 patients could be at further risk

“The Cleveland Clinic deeply regrets this inci-
dent as patients and visitors place their trust in
our employees and staff,” Sheil said.

GAO finds many agency privacy breaches

According to the Government Accountability
Office (GAO), some 40% of health insurance con-
tractors and state Medicare/Medicaid offices
experienced data breaches in the last two years.
GAO made the finding in an analysis of domestic
and offshore outsourcing of personal information
in the Medicare, Medicaid, and Tricare programs.

GAO did the study because federal contractors
and state Medicaid agencies may contract with
vendors to perform services involving use of per-
sonal health data, and thus outsourcing and pri-
vacy protections are of interest.

The agency surveyed all federal Medicare and
Tricare contractors and all state Medicaid agen-
cies (a combined total of 378 entities) to examine
whether they 1) outsource services; and 2) must
notify federal agencies when privacy breaches
occur.

Survey response rates ranged from 69% for
Medicare Advantage contractors to 80% for Med-
icaid agencies. Among those that completed
GAO’s survey, more than 90% of Medicare con-
tractors and state Medicaid agencies and 63% of
Tricare contractors reported some domestic out-
sourcing in 2005. Typically, the report says, sur-
vey groups reported engaging from three to 20
U.S. vendors. One federal contractor and one
state Medicaid agency reported outsourcing ser-
vices directly offshore. However, some federal
contractors and state Medicaid agencies knew
that their domestic vendors had initiated offshore
outsourcing.

Some 33 Medicare Advantage contractors, two
Medicare fee-for-service contractors, and one
Medicaid agency indicated that their domestic
vendors transfer personal health information off-
shore, although they did not provide information
about the scope of personal information trans-
ferred offshore.

GAO said the reported extent of offshore out-
sourcing by vendors may be understated because
many federal contractors and agencies did not
know whether their domestic vendors transferred
personal health information to other locations or
vendors.

“In responding to GAO’s survey, over 40% of the

federal contractors and state Medicaid agencies
reported that they experienced a recent privacy
breach involving personal health information,” the
GAO report said. “By survey group, 47% of Medi-
care Advantage contractors reported privacy
breaches within the past two years, as did 44% of
Medicaid agencies, 42% of Medicare fee-for-service
contractors, and 38% of Tricare contractors.”

GAO recommended that the Centers for Medi-
care & Medicaid Services (CMS) require state
Medicaid agencies and all Medicare contractors
responsible for safeguarding personal health
information to notify CMS of privacy breaches.
That type of requirement already exists for TRI-
CARE and Medicare fee-for-service contractors,
the report said. 

CMS concurred with the GAO recommenda-
tion and cited examples of what it already was
doing to make the change. The Department of
Defense also concurred with the findings as they
applied to Tricare.

The report said a privacy breach occurred in
2004 when a vendor hired to collect data from
patient surveys in California outsourced the task
to another vendor, who designed a survey in
such a way that patients could see others’ per-
sonal information. An offshore vendor for
another project reportedly blackmailed the
agency with threats of disclosing patients’ per-
sonal information unless they received payment
for their transcription services.

The report is available on-line at http://www.gao.
gov/cgi-bin/getrpt?GAO-06-676.  ■

Groups suggest basic 
principles for PHI privacy

Basic principles need to be incorporated in all
rules, regulations, or laws pertaining to per-

sonal health information (PHI) if it is expected to
flow across organizational boundaries through
the nationwide health information network,
according to the American Medical Informatics
Association (AMIA) and the American Health
Information Management Association (AHIMA).

“Public confidence that personal health informa-
tion will be respected and that identifiable informa-
tion, to the maximal extent possible, will be used
only for authorized purposes is essential to the suc-
cess of any electronic health information exchange,”

November 2006 / HIPAA Regulatory Alert 3



said AMIA president Don Detmer. “Health infor-
mation confidentiality and security protections
must follow PHI no matter where it resides.”

The two associations said organizations access-
ing or storing PHI should follow these principles:

• Inform individuals, through clear communi-
cations, about their rights and obligations and the
laws and regulations governing protection and
use of PHI.

• Notify individuals in clear language about
the organization’s privacy practices and their
rights in cases of breaches.

• Provide individuals with a convenient,
affordable mechanism to inspect, copy, or amend
their identified health information/records.

• Protect the confidentiality of PHI to the
fullest extent prescribed under HIPAA, regardless
of whether the organization and its employees all
comply with HIPAA, state laws, and the policies
and procedures put in place to protect PHI.

• Use PHI only for legitimate purposes as
defined under HIPAA or applicable laws.

• Prohibit the use of PHI for discriminatory
practices, including those related to insurance
coverage or employment decisions.

• Timely notification of individuals if security
breaches have compromised the confidentiality of
their PHI.

• Work with appropriate law enforcement to
prosecute to the maximum extent allowable by
law any individual or organization that intention-
ally misuses PHI.

• Continuously improve processes, proce-
dures, education, and technology so that PHI
practices improve over time.

The organizations also renewed their position
in favor of a federal preemption of state health
care privacy laws. HIPAA allows states to main-
tain their own health care privacy laws as long as
they are more stringent than those in the federal
rule. Many states reportedly have laws with
tougher health care privacy provisions than
HIPAA, particularly in the areas of drug and
alcohol abuse, HIV/AIDS, and mental health
treatment.

In 2002, California enacted a law requiring
people to be notified if their personal information
has been compromised by a privacy or security
breach, and since then an additional 32 states
have passed such laws. HIPAA does not have a
notification requirement.

The joint policy position contains a provision
that “uniform and universal protections for PHI
should apply across all jurisdictions in order to

facilitate consistent understanding by those cov-
ered by such laws and the individuals whose
health information is covered by such laws.”

More information is available on-line at http://
www.amia.org/informatics/public_policy.asp# 
confidentiality. ■

HHS issues Privacy 
Rule decision tool 

The Department of Health and Human Services
Office of Civil Rights has issued a decision

tool for disclosures for emergency preparedness
under HIPAA. 

The document says emergency preparedness
and recovery planners are interested in availability
of information they need to serve people in the
event of an emergency. For example, planners seek
to meet the special needs of the elderly or persons
with disabilities in the event of an evacuation. 

HIPAA’s Privacy Rule permits covered entities
to disclose protected health information for a vari-
ety of purposes. The Office of Civil Rights says the
tool presents avenues of information flow that
could apply to emergency preparedness activities. 

The rules regarding the use and disclosure of
protected health information could apply to all indi-
viduals, with no special rules applying to particular
populations, such as persons with disabilities. 

The Office of Civil Rights says the tool does
not address other federal, state, or local confiden-
tiality rules that may apply in specific circum-
stances. For example, disclosures permitted by
the Privacy Rule for public health would gener-
ally be prohibited under federal substance abuse
confidentiality law. Because the tool focuses on
issues relevant to emergency preparedness, the
tool does not present all the uses and disclosures
permitted by the Privacy Rule, nor does it discuss
all the rule’s requirements.

To guide planners in determining how the Pri-
vacy Rule applies to disclosures for emergency
preparedness, the tool focuses on the source of
the information being disclosed, to whom the
information is being disclosed, and the purpose
of the information being disclosed. 

More information is available on-line at
http://www.hhs.gov/ocr/hipaa/decisiontool.  ■
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News: A woman undergoing a mammogram
fainted and struck her head on the concrete floor,
which caused her to suffer skull fractures, cere-
bral edema, and ultimately a stroke, brain dam-
age, and paralysis. The woman sued the hospital
claiming that the floors should have been padded
to protect patients who faint or fall during such
procedures. A jury returned a verdict of $3 mil-
lion in favor of the woman.

Background: A 50-year-old former school
teacher went to the hospital for a mammogram
upon discovering a lump in her left breast.
During the procedure, the woman fainted and
struck her head on the concrete floor. She suf-
fered massive skull fractures and cerebral
edema, a swelling of the brain. The woman was
in a comatose state for six weeks, which led to a
stroke, brain damage, and paralysis on the right
side of her body. In rehabilitation, she had to
learn to talk and walk again, as much as her
brain would allow.

The woman sued the hospital for negligence
and claimed that the hospital’s floor should have
been padded to protect patients in the event of a
fall. The plaintiff’s attorneys sought $7.6 million
in compensatory damages for lost income, medi-
cal bills, and nursing care for the rest of the
woman’s life, as well as additional money for
pain and suffering. Although the hospital main-
tained that the risk of injury was so small that no

additional measures needed to protect patients
from the risk of falling during a mammogram, a
jury returned a verdict of $3 million against the
hospital.

What this means to you: This case underscores
the importance of designing health care environ-
ments to protect against fall prevention. “It is a
well-proven tenet that falls cause injuries,” says
Lynn Rosenblatt, CRRN, LHRM, director of qual-
ity and risk management at HealthSouth Sea Pines
Rehabilitation Hospital in Melbourne, FL. “This is
particularly true in the health care industry, con-
sidering that the individuals served may carry
inherent issues which increase the probability of
falling.” 

Rosenblatt points out that fall prevention
programs are mandated for hospitals by licen-
sure laws in many states. The Joint Commission
on Accreditation of Healthcare Organizations 
has made fall prevention a focus in its current
National Patient Safety Goals, a national collabo-
ration between the Joint Commission and other
health care-focused quality and safety organiza-
tions. Specifically, the Environment of Care stan-
dards foster a culture of safety prevention and
awareness designed to anticipate the obvious
and the unexpected.

Rosenblatt suggests that central to the facts pre-
sented is the extent of the hospital’s obligation to
prevent injury, even from situations that are most
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unlikely to occur. “Courts have long held that busi-
nesses that provide services to the public have a
higher standard of care in terms of personal safety.
While individuals have some obligation to refrain
from dangerous situations and activities over
which they have personal control, the business
cannot be held without blame if it fails to address
every potential safety issue. This is true in grocery
stores, hotels, restaurants and, of course, hospitals
and physicians’ offices,” says Rosenblatt.

In this case, the hospital’s defense was that
because the risk of injury was so slight, it should
not be held responsible if
that small probability of
injury actually occurred.
Rosenblatt suggests, how-
ever, that in reality, the core
issue is not as specific as a
patient falling during a
mammogram, but rather the
prevention of falls in general.
The hospital in this case pro-
vided services in an area
with a concrete floor. The
patient fell unexpectedly, hit
her head, and sustained a
brain injury. 

To identify the root cause of the injury, a risk
manager should analyze whether this fall was
preventable and whether the diagnosis center
could have ascertained the patient’s potential for
falling prior to the procedure. Even though faint-
ing is generally a random occurrence, Rosenblatt
notes that there are ways to calculate potential
risk. “A mini-health screen questionnaire at the
time of check-in for an outpatient procedure
could have alerted the technician to the possibil-
ity that the patient may be at increased risk.
While mammograms are not invasive, they can
be grueling in terms of prolonged standing and
the momentary discomfort that they cause. The
questionnaire would allow for a quick evaluation
of the pros and cons of continuing with the pro-
cedure,” says Rosenblatt. 

Another simple risk management prevention
technique that could have been used in this case
is identifying whether the patient had any dis-
ease processes, such as hypertension, diabetes,
chronic sinus infections, ear infections, and car-
diovascular disease that would have caused her
to momentarily lose consciousness. “Identifying
these conditions, and determining whether the
patient had taken her medication properly and
on time, would be valuable to establishing 

the safety to proceed with diagnostic testing,”
says Rosenblatt.

Rosenblatt also recognizes the role of the floor
in the patient’s injury. She questions why the con-
crete was exposed and not carpeted or padded.
“Concrete may be durable, but it is not the sur-
face of choice in a patient environment. It is an
unforgiving surface, best suited for structural and
manufacturing applications. Even in a factory,
workers generally stand on pads to cushion the
surface in order to reduce strain and limit injuries
from falls. Concrete is slippery when wet and so

hard that falling will more
likely cause serious injury 
as opposed to softer surfaces
where the impact would not
be so severe,” she notes. 

Rosenblatt also is quick 
to point that the hospital in
this case obviously did not
complete a safety inspection
of its imaging area. “If one
had been done, the question
of the flooring material cer-
tainly would have been
addressed,” Rosenblatt says.
“While carpeting may be

unsuitable in some applications, it is universally
the product of choice as a floor covering in areas
where sound abatement, slip resistance, and
padding are key components to maximizing
safety and comfort.”

If carpeting is not appropriate in a particular
area, Rosenblatt suggests that vinyl tile is fre-
quently a better choice than concrete. “While this
is merely a covering and still a hard surface, it
does have some cushioning properties that raw
concrete does not have. And at the very least, a
spongy rubber mat could have been utilized
around the equipment to help prevent slips and
cushion falls.” While measures such as mats and
carpets cannot completely remove the possibility
of injury in the event of a fall, they go a long way
to ensuring that an injury will not be so severe. In
this case, for example, had the woman fallen on
carpet or tile rather than concrete, she may have
broken her hip, wrist, or elbow. At least these
injuries would not have been as severe as the
skull fracture and serious brain injury that did
occur.

A final lesson underlying this case from
which risk managers can learn involves the
practical side to resolving issues once they do
arise. Risk managers must judge the eventual
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outcome of jury trials, particularly with a
defense that, at best, is described as self-serving
and delusional. “Risk management is all about
calculated lost. Whoever was responsible for
assessing the exposure in this case clearly
missed the boat,” admonishes Rosenblatt. 

The damages in this case were extreme, con-
sidering that the plaintiff most certainly claimed
that not only did the injury cause her consider-
able personal financial loss, but it also altered
the course of her life beyond recovery. The jury
also undoubtedly heard expert testimony that
carpeting in the area would have prevented the
injury from being so serious. Regardless as to
the reality that carpeting may not have made
any difference, the jury likely viewed the hospi-
tal’s failure to have something so basic as a will-
ful disregard for personal safety, considering
that a jury taken from the population at large
often views carpet in public places as the stan-
dard. Without convincing evidence that carpet-
ing would have been inappropriate in that
setting, the jury probably surmised that the

hospital was cutting corners at the expense of its
patients.

Although the narrative does not say if media-
tion was attempted, Rosenblatt is adamant that
this case should have been mediated until it was
settled. “Even the most unexpected freak occur-
rence can carry significant consequences, espe-
cially when the ultimate decision maker is a
jury. Mediation would have saved the time and
money involved in preparing for the trial, it
would have given the hospital more control over
the award, and it would have avoided a public
spectacle that cases such as this one generate.
The lesson learned is that one never trusts the
unknown when one knows that there exists
doubt as to a verdict.” As in the Kenny Rogers
hit The Gambler, “You got to know when to hold
’em, know when to fold ’em.” “This case shows
that to be ever so true,” concludes Rosenblatt.

Reference
• North Carolina Superior Court, Cumberland County,

Case No. 03 CVS 7974. ■
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Communication failure
yields settlement 

News: A man underwent a series of tests after
experiencing shortness of breath and pain in his
chest. While the cardiologist reviewed the results
of the tests, the man again began to experience
shortness of breath and weakness in his legs.
Although the technician attending to the man
instructed the patient to wait in the waiting room
until the doctor finished with another patient, the
man left the waiting room and suffered a heart
attack on the way home. The parties settled the
case for $1.2 million.

Background: A 54-year-old man visited his
family practitioner complaining of shortness of
breath and pain in his chest. The doctor referred
the patient for evaluation to a cardiologist, who
scheduled a stress test with echocardiogram to
evaluate the patient’s cardiac condition. During
the echocardiogram, which provided the doctor
with an image of the patient’s heart’s internal
structures, size, and movement, the man did not
complain of any symptoms or pain. The results 
of the test were normal. 

The doctor then instructed the man to walk on
a treadmill, gradually increasing the speed and

incline, while the cardiologist looked for changes
in the echocardiogram pattern and in the man’s
symptoms. The treadmill then was stopped, and
the patient was instructed to lie down immedi-
ately on a bed to allow the doctor to perform a
second echocardiogram to visualize his heart’s
motion with exercise. The results of the echocar-
diogram appeared to be normal at first, but the
doctor then noted that during the last few min-
utes of the second echocardiogram, the waves
used to detect the heart’s electrical voltage
demonstrated significant abnormalities. Never-
theless, the doctor did not respond to them. He
instead took the results of the test to his office to
review, after which he dictated a report indicat-
ing that the EKG was entirely normal.

While the doctor was reviewing the test
results in his office, the patient complained to
the technician that he was experiencing short-
ness of breath and weakness in his legs. The
technician escorted the man from the stress 
test suite to the waiting room so that she could
inform the cardiologist of the man’s complaints.
After the technician told the doctor of the man’s
condition, the cardiologist told the technician
that he would examine the patient in the wait-
ing room, but not until he finished a scheduled
stress test for another patient. While waiting for
the cardiologist in the waiting room, the patient
began to feel better and decided to leave on his



own accord. While driving home, he suffered a
massive myocardial infarction and died.

The man’s estate sued the cardiologist for
negligence. The estate claimed that the abnormal
test results should have been detected while the
man was still in the stress test suite and that the
doctor should have begun to treat the man’s
condition immediately.

Although the defendants countered that the
patient was comparatively negligent, having left
the waiting room on his own accord, the plain-
tiff argued that the man never should have been
taken out of the stress test
suite in the first place. The
parties settled the case for
$1.2 million before trial.

What this means to you:
This scenario raises con-
cerns from all three of the
parties involved in the
patient’s care and treatment.
First, it may be that the fam-
ily practitioner should have
referred the 54-year-old
man to an emergency
department (ED), rather than to a cardiologist.
“Without knowing the time frame, it is difficult
to judge whether this is a real issue. However, if
the family practitioner had strong concerns, it
would appear that referral to an ED would have
been more appropriate,” suggests Ellen L.
Barton, JD, CPCU, a risk management consul-
tant in Phoenix, MD.

Upon referral from the family practitioner,
Barton notes that the cardiologist should have
given this case a higher level of scrutiny.
Although this scenario occurred in a physician’s
office setting, it raises concerns of similar risks
occurring in a hospital’s ED. For example, if a
patient is receiving continuing evaluation, it is
not appropriate to have him or her return to 
the waiting room while the test results are inter-
preted. By not communicating any problems 
to the patient, the cardiologist was giving the
impression that nothing was wrong. Communica-
tion always is important in health care, and here
the lack of communication caused an unfortunate
result. Second, when the cardiologist recognized
“abnormalities” with the patient’s echocardio-
gram results, knowing that the man had been
referred by a family practitioner, the cardiologist
should have been alerted to something more seri-
ous and acted accordingly. Indeed, Barton notes

that there may well have been a “failure to diag-
nose,” which only additional training can help to
resolve.

Unfortunately for this patient, even when the
cardiologist finished the testing, the treatment he
received did not improve. “When the patient com-
plained to the technician of shortness of breath
and weakness in his legs, there was yet a final
opportunity to do the right thing. The technician
should have alerted the physician immediately
and told the patient to stay put,” says Barton.
Nursing staffs and ED personnel also should be

mindful of this advice, as
ignoring acute symptoms is
destined to be a recipe for
disaster. And when the cardi-
ologist was informed that the
patient was exhibiting acute
symptoms, he should have
interrupted the other test he
was performing to attend to
the first patient. “There was
clearly an overall failure to
read and correctly interpret
the information presented,”
says Barton.

To remedy the problems highlighted by 
this scenario, Barton recommends that when
patients are referred from other physicians, con-
tact should be made with the referring physi-
cian to get as much information as possible.
And whenever a patient is being treated by a
health care practitioner, whether in an office 
or facility setting, the staff should be instructed
to interrupt physicians immediately when
patients are demonstrating acute symptoms.
Patients experiencing acute symptoms should
not be moved out of a treatment room, and they
especially should not be moved to the waiting
room. And finally, physicians must attend
promptly to patients in their offices who are
demonstrating acute symptoms. Given the devi-
ation from these suggestions by the cardiologist
and the technician in this case, the $1.2 million
settlement is not surprising. Nevertheless,
Barton recognizes that implementing just these
few procedural changes can reduce liability
claims and increase patient satisfaction.

Reference

• Cuyahoga County (OH) Common Pleas Court, Anony-
mous Case No. [Stephen S. Crandall and James M. Kelley III,
Elk & Elk (Mayfield Heights, OH) for the plaintiff]. ■
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Risk managers who want to advance in their
careers may need to continually improve their

skill sets and focus more on data management,
according to leaders in the field.

Information from the American Society for
Healthcare Risk Management (ASHRM) indicate
the career opportunities for health care risk man-
agers remain strong, says Paul English Smith, JD,
FASHRM, CPHRM, ASHRM president and vice
president and general counsel at Cabell Huntington
(WV) Hospital. ASHRM membership is up, and
there has been an increase in the number of posi-
tions advertised, he reports.

“We’re also seeing a lot of new people entering
the field, and that means there are entry-level
positions being created,” Smith says. “Patient
safety continues to be a major focus for our

membership, and risk managers are always at the
forefront of that effort.”

He says risk managers are continuing to
become more important to their employers, and
one offshoot of that elevated value is that the bar
is being raised in terms of what employers want
from risk managers. Skills that may have been
acceptable or even laudatory 10 years ago might
not be enough to get by in risk management these
days, Smith says. 

“Ten years ago, if I were looking to hire some-
one in my department, I might have been more
willing to hire someone with the basic skills and
train them,” he explains. “Now I’m looking for
someone who’s had exposure to risk management,
and I’m really looking for someone who’s taken
the time and effort to complete certification.”
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Less experienced risk managers who hope to
advance in their careers should work toward
obtaining a master’s degree and certification from
ASHRM, Smith says. The career opportunities still
are plentiful for risk managers with the right qual-
ifications, he says. Many employers are starting to
expect certification and advanced degrees as the
basic requirements for some risk management
positions, he notes. (See the chart on p. 1 regard-
ing degrees held by survey respondents.)

“The risks are still out there, and even in those
areas that have benefited from malpractice reform,
the need is still great for a skilled risk manager,”
he says. “For myself, I see my role in risk manage-
ment expanding more to the enterprise risk man-
agement arena.” Smith explains that when he
started out in this field, his focus was mainly on
medical malpractice, property, and casualty, but
now he is looking more at risk to reputation, secu-
rity risks, information technology, and other not-
so-traditional risk management concerns. 

“It’s important to be flexible as the risks in
health care change,” he says. “Whatever we’re
working on right now as the top priority may
change in future years, and if you want to main-
tain your position as a risk manager, you will
need to anticipate and respond to those changes.”

Smith also says leadership ability has become
more valuable for risk managers. Many risk man-
agers are being placed in positions with responsi-
bility for an entire health care system or some
other entity that is greater in scope than just one
facility, so the ability to lead a disparate group 
of managers and work cooperatively with other
senior leaders can make the difference in being
able to do your job effectively, he says. 

“People sometimes come to the risk management
position with the idea that if they have the title they
can just give orders and things will be done,” Smith
says. “They learn pretty quickly that it doesn’t work
that way.” Leadership is a valuable skill, he says. “I

like to see a risk manager who can give orders and
make sure they’re carried out, but who also knows
how to negotiate and persuade people to do what
you need.” (See the charts, above and on p. 3,
regarding survey respondents’ age and time in
health care.)

Data management is now a key priority for risk
managers, says the immediate past president of
ASHRM, Peggy B. Martin, ARM, MEd, DFASHRM,
senior risk management coordinator with Lifespan
Risk Services in Providence, RI. As many professions
in health care overlap with risk management —
quality improvement and patient safety, especially
— the role of individuals in the health care setting
can become muddied. What is emerging, Martin
says, is that risk managers should take more respon-
sibility for providing data that illustrate how certain
actions affect claims and liability.

Quality data and patient safety data usually 
are available from other departments, and Martin
notes that that information is valuable for those spe-
cific purposes. “But the data from those departments
focuses on their goals, which are not necessarily the
same goals as you have in risk management,” she
says. “The quality data may be all about making
sure people get beta-blockers or antibiotics within 
an hour of surgery, but those aren’t necessarily the
things we get sued on.”

Martin says it is a mistake for risk managers to
depend on the data from other departments if that
information does not specifically address risk man-
agement concerns. Too often risk managers let oth-
er hospital leaders compile all the data and then try
to use that data for their own purposes, she says.
That tack often fails because the data were com-
piled with an entirely different purpose in mind.

Risk managers have been afraid to collect and
publish data because it is discoverable, Martin
says. “We publish closed-claims data, but that’s
old — often 5 years old — and a lot of things hap-
pen in five years,” she says. “I would hope that
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whatever the problem was back then has been
fixed.”

Collaborate with quality improvement

Martin says risk managers should push for a
national database of claims information that could
be used to quantify risks and spot trends. Risk
managers also should strive for developing a
common taxonomy for patient safety information
and investigations, she says, so that information
can be collected and published in a way that
allows meaningful comparison.

This is not meant to be a competition between
the quality improvement folks and risk manage-
ment, Martin says. It should be a collaboration, she
says. “The fact is that the two groups have some-
what different concerns, or else there wouldn’t be
any need for both to exist in health care, so the data
should be collected, analyzed, and coded in ways
that serve those different needs,” Martin says.

If risk managers don’t embrace data management

more than they are doing now, other health care
leaders will take the lead in patient safety, she says.
Risk managers could be relegated to a lower posi-
tion that takes orders from the others who gathered
the data and divined meaning from it. “One of the
ways you get the attention of senior leadership is by
showing them hard data that says you drove down
costs by this amount last year by doing X, Y, and Z,”
Martin says. “Other hospital players have mastered
that more than risk managers, and we need to
improve our abilities there.”  ■

HRM data show salaries 
holding steady, more hours

Salary levels appear to be holding steady for
risk managers after a slight increase the previ-

ous year, according to the results of this year’s
Healthcare Risk Management Salary Survey.

The exclusive 2006 Healthcare Risk Management
Salary Survey was sent to about 1,200 readers in the
June 2006 issue. A total of 134 were returned, for a
response rate of 11%. The results were tabulated and
analyzed by AHC Media LLC, publisher of HRM.

The median income for health care risk man-
agers in this year’s survey is $85,000, the same as
last year. (See the chart, p. 4.) The median income
in 2004 was $75,000, compared with $70,000 in
2003 and $65,000 in 2002. Though this year’s
median income held steady, risk managers have
seen a steady increase over time: The median
income for directors of risk management before
2000 was in the high-$50,000 range.

As is the case nearly every year, respondents
report a median salary increase over the past year
of only 1% to 3%. (See the chart, p. 4.) Forty-six
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For more information on career opportunities in
health care risk management, contact:
• Paul English Smith, JD, FASHRM, CPHRM,

Vice President and General Counsel, Cabell
Huntington Hospital, 1340 Hal Greer Blvd.,
Huntington, WV 25701. Telephone: (304) 526-
2000. E-mail: psmith@chhi.org.

• Peggy Martin, ARM, MEd, CPHRM, DFASHRM,
Senior Risk Management Coordinator, Lifespan
Risk Services, The Coro Building, 167 Point St.,
Suite 170, Providence, RI 02903. Telephone:
(401) 444-6491. E-mail: PMartin2@Lifespan.org.
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percent report increases in that range, down
somewhat from last year’s 54%. Thirty-two per-
cent report increases of 4% to 6%, up significantly
from last year’s 22%, suggesting that some risk
managers are seeing fatter paychecks even if the
number is not enough to swell the median salary
increase figure. 

Seventeen percent of respondents indicated
that their salaries had not changed this year, up
from last year’s 13% and climbing back toward
the 20% seen in 2004. Less than 1% reported a
decrease in their income, the same as last year and

much less than the 3% reported in 2004. 
In a continuing trend, risk managers are working

longer and longer each week. Thirty-nine percent
reported working 46 to 50 hours per week, up from
last year’s 30% and the previous year’s 26%. (See
the chart, above.) In a big leap, 28% reported work-
ing 51 to 55 hours per week, up from last year’s
16% and the previous year’s 19%. Sixteen percent
reported working 56 to 60 hours a week, up from
last year’s 13% and the previous year’s 9%. Two
percent reported working 61 to 65 hours, compared
to 3% last year, and 2% the year before.  ■
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