
Internet research raises unique 
ethical concerns for IRBs
Consider the public nature of web, as well as information security

Over the past decade, the Internet has become an invaluable tool for
researchers, linking colleagues across nations or even continents

and enabling huge amounts of data to be transmitted quickly and
securely. It even makes applying to IRBs faster and (well, relatively)
painless.

But many researchers are looking to the vastness of the world wide
web and seeing more — a conduit for recruiting and interviewing sub-
jects who might not otherwise be easily contacted. And in the virtual
communities that have sprung up on the web, many social-behavioral
researchers see an untapped venue for studying human behavior and
interpersonal relationships.

This new emphasis on Internet research has left some IRBs looking
for ways to catch up to the technology and to learn how to approach
the special challenges involved. 

Washington University in St. Louis, MO, recently won the Health
Improvement Institute’s Award for Excellence in Human Research
Protection in the area of innovation, for its development of a guideline
for Internet research.

Sarah Fowler-Dixon, PhD, an education specialist in the university’s
Human Research Protection Office, says the guideline was developed
because her office had noted an increase in studies that used Internet
surveys and other on-line resources.

“We figured we were going to just keep seeing more of it,” she says.
“As protocols were coming through, reviewers were having questions
about how to handle it. But we also thought it would be useful for
[principal investigators], because Internet research is new for these 
people as well.”

Similarly, after early experiences gaining IRB approval for studies
that involved social networking sites such as MySpace, Megan
Moreno, MD, MSEd, an adolescent medicine fellow at the University of
Washington in Seattle, began to explore the ethical issues involved in
doing research on the sites.
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“I was thinking, if we were experiencing this,
I’m sure there are other people who are experienc-
ing it as well,” says Moreno, whose article on the
subject was published earlier this year in the jour-
nal Pediatrics.1 “I feel that everybody who is doing
this kind of work is just getting started, and the
idea of talking about the ethics before the research
gets way ahead of itself is really exciting.”

Mostly social-behavioral

At Washington University, Fowler-Dixon says
the bulk of Internet studies currently being con-
ducted are social-behavioral studies, in which
subjects are directed to a survey site such as
SurveyMonkey to fill out an on-line form. 

“I think nationally that’s what people are see-
ing when they talk about Internet research,” she
says. “I’m sure it will develop from there.”

Such research raises issues of the confidentiali-
ty of the sites involved and how well subjects are
informed about the security of their data.

But Fowler-Dixon notes that researchers have
begun attempting other types of Internet
research, including observational studies in chat
rooms and longitudinal studies that involve sen-
sitive information.

She says use of the Internet for research is like-
ly to change over time, and that the guideline
needs to be a “living document” that can meet
those changing needs.

“I don’t write any of the guidelines to be black
and white,” she says. “They can’t be — they have
to be gray so they can be applied to various
research studies.”

At the University of Washington, Moreno’s
interest in Internet research grew out of her ado-
lescent medicine fellowship, which has enabled
her to interview teenage patients in a variety of
settings.

“I would see patients in chronic pain clinics,
who tend to be pretty high-achieving stressed
out kids, and then I would see patients in juve-
nile detention or [while volunteering in] home-
less clinics,” she says. “And I was noticing that
all the patients were talking to me about
MySpace and saying it was the main thing they
did, their favorite hobby. Even these homeless
kids were saying we go to coffee shops and
check on where all our other friends are all over
the country.”

Moreno became interested in examining the
information adolescents post on MySpace to
learn more about high-risk behaviors such as vio-
lence, substance abuse, and risky sex.

Moreno says most of her work so far has
involved collecting data from viewing teens’
MySpace pages or inviting MySpace participants
to a survey site. Her early studies met with very
different reactions from two different IRBs.

“A couple of people gave me the advice to go
to the IRB and just start talking to them before I
really even got started,” she says. “I ended up
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working pretty closely with someone at one of
our university IRBs who really helped me figure
out the issues that she would expect the IRB
would be concerned about.”

Moreno says those issues tended to revolve
around consent, how to deal with underage par-
ticipants or those who might lie about their age,
and the public nature of MySpace.

“Was this site really public? We spent a lot of
time figuring out could the average person go on
there and find these things. And we quickly
became comfortable saying yes,” Moreno says.

When she subsequently needed approval from
a different IRB, she was surprised to find that it
had a completely different set of concerns.

“I got the feeling that there was a real uncer-
tainty about what these sites are,” she says. “I’d
get comments such as, ‘It’s really unethical to
read people’s e-mails without telling them.’ And
I thought, well gosh yes, but that’s not what I’m
doing.”

Moreno eventually got approval in both cases,
but in the second instance, it required educating
the IRB about how the sites work.

Public vs. private space

The use of the Internet in research — whether it
involves gathering data from public sites or invit-
ing people to fill out on-line surveys — does raise
special issues that IRBs need to grapple with:

• Intrusiveness (public vs. private space): To
what degree is the research intruding into an
Internet community such as a chat room or mail-
ing list? Is the researcher informing the group
being studied or covertly “lurking” to gather
information?

Washington University’s guideline states that
the university’s Human Research Protection
Office generally will require investigators to
inform participants that they’re being studied, by
contacting a site’s web master, for example.

In the case of large social-networking site,
Moreno says it’s clear that they are public, since
anyone can access them and read the same infor-
mation a researcher could.

When she talks to kids about what they post
on MySpace (details of drunken binges, sexual
behavior, etc.), she says she hears two responses.

“One would be total disbelief that any adult
could have cracked the code,” she says. “I think
there is a sense among many of them that this is
a place that’s theirs and adults are very intimi-
dated by it and so they can kind of do whatever

they want with any discretion they want.
“The second thing I’ve heard is: ‘I know

[adults can access their pages], and I don’t care.’”
• Vulnerability of subjects: Does the group

being studied have particular vulnerabilities that
need to be considered? An example might be a
mailing list for victims of sexual abuse.

• Potential harm: Does the research or the
publication of results have the potential to cause
harm to an individual or to the Internet commu-
nity being studied?

Moreno says that in much of her research,
IRBs have determined that the risks to teens of
being studied, or even being asked to participate
in a survey, weren’t any greater than the risks of
being on MySpace in general.

“When you look at the data on predators, the
number of kids who report that they have been
bullied or who have been approached with
unwanted sexual solicitation, it is a risky place to
some degree,” she notes.

She says one IRB actually saw participation in
the study as a potential benefit, since the teens
involved were discussing risky behaviors on
their pages. The IRB reasoned that alerting the
kids to how public their postings were might
prompt them to clean up their pages.

• Ages of participants: Because it’s difficult to
verify the age of a participant on the web,
researchers must consider how to weed out
minors from taking part in a study that isn’t
intended for them. Some suggested methods
include a posted disclaimer stating that underage
individuals should not continue or asking poten-
tial participants to provide a date of birth, with a
calculator determining age and either allowing or
refusing to let the survey go forward.

When dealing with underage participants,
parental consent is usually required. But in her
article, Moreno argues that it’s not always neces-
sarily the best approach to take with adolescents.
She uses as an example a 16-year-old disclosing
identifiable information on a web site about drug
use. A researcher may want to contact the teen to
take part in an intervention to reduce that use.
That recruitment, which potentially could benefit
the teen, may be more successful if his or her
parents aren’t informed.

• Security of information: Fowler-Dixon says
it’s important to help subjects understand just
how secure (or unsecure) their information might
be if they participate in Internet research.

“We need to point out some things that might
not be readily obvious or things that people



might not think about,” she says. “An example
might be if they’re on any public access comput-
er, including their work computer, then anybody
can access [their data].”

She says popular survey sites are anonymous,
“to a point. It can be completely anonymous, but it
doesn’t have to be, depending on how you use it.”

The Washington University guideline calls for
explaining the coding for secure sites — that only
URLs beginning with “https” or displaying a
padlock icon are considered secure. Participants
should be reminded to completely log off the
computer and to delete temporary files and
“cookies” after a session to help maintain their
privacy.

Researchers should be asked if information is
being sent using encryption via secure sites.

• Use of quotes in published articles: Moreno
notes that because of the searchable nature of
sites such as MySpace, researchers need to be
extremely careful about any verbatim quotes
they use from sites, since they could lead directly
back to research subjects.

“If they put a particularly revealing quote or a
series of information, it is easy to search by
[those keywords],” she says. “We have to realize
that kids’ written language is now becoming an
identifier, if it’s unique.

“If you type in, ‘I got wasted last weekend,’
you’re going to get 10,000 hits. But I think the
quotes that people like to use, especially for qual-
itative research, are the unusual ones.”  ■
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Internet guideline defines
research, explores issues 
Consider guideline a “living document” 

When Sarah Fowler-Dixon, PhD, an educa-
tion specialist in Washington University’s

Human Research Protection Office, began a proj-
ect to develop the university’s Internet research
guideline for the university, she gathered a task
force of IRB members, investigators involved in
Internet research, and a technical advisor to help
work through the complicated security issues
involved.

“Part of the reason for having a task force is to

get some buy-in as well,” she says. “I primarily
put the guideline together and then I ran it past
the task force.”

Fowler-Dixon says she searched for published
guidelines on the topic, but didn’t have much
luck. She finally learned of a white paper devel-
oped at Duke University and used it, and other
information to help put together a guideline that
examined the range of possible uses of the
Internet in research.

The guideline defines the various types of
Internet research, including on-line surveys,
questionnaires that could be downloaded and
mailed in or e-mailed to participants, observation
of behavior on web sites, recruitment of volun-
teers over the Internet, and the use of large pub-
lic use databases.

In addition to exploring many ethical and prac-
tical issues involved in Internet research, the
guideline also includes a detailed list of standards
for any secure networks created at Washington
University, to ensure privacy and confidentiality
of protected health information (PHI).

One area the guideline doesn’t address is
issues surrounding e-mailing research partici-
pants, particularly if such communications
involve the transmittal of PHI. Currently, Fowler-
Dixon says, the university discourages the trans-
mittal of PHI over the Internet.

“I’m actually working on a different guideline
to address that,” she says. “We didn’t want to
mix the two because then you’re talking about a
lot more biomedical research. The types of
Internet research I’ve even heard talked about at
national meetings are mostly social-behavioral
type things that don’t involve PHI.”

Over the past several months, Fowler-Dixon
has been tweaking the guidelines as new infor-
mation becomes available.

“As we learn more, we want to make improve-
ments to it — add a little bit more information to
it,” she says.

Other institutions considering developing their
own guidelines should keep the “living docu-
ment” principle in mind.

“It has to be flexible enough to be applied to a
variety of studies,” Fowler-Dixon says. “I think
the issues that we address in these studies are
pretty common to information being transmitted
over the Internet — not Internet research only.
Issues that are more specific to Internet research
are going to be the transmittal of information and
then the maintenance of confidentiality because
that’s going to be a little bit different.”  ■
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Video poses confidentiality
and consent challenges 
Videotaping subjects may require extra safeguards

Videography can be a useful data collection
tool in research, giving researchers access to

information — records of events, subtle non-ver-
bal cues — that can’t be elicited any other way. 

But the introduction of a video camera into a
research setting raises unique issues for IRBs.
How do you protect privacy and confidentiality
when there is an identifiable face or voice on tape?
At a time when a potentially sensitive image can
be uploaded to YouTube in seconds, how can
researchers securely store digital images? 

Researchers at the University of Pittsburgh’s
School of Nursing explored the ethical issues
raised by the use of videography in a study of
communication between non-speaking ICU
patients and their nurses.

In the study, which involved patients who
were intubated, videotapes of the interactions
between clinician and patient were seen as a vital
tool to collect data about alternative means of
communication, says Mary Beth Happ, PhD, RN,
associate professor of acute and tertiary care in
the University of Pittsburgh’s School of Nursing
as well as assistant professor in the university’s
Center for Bioethics and Health Law.

But the team recognized the potential concerns
about patient privacy and the security of the dig-
italized videos. They outlined extra steps taken
to protect their subjects — both patients and
nurses — in an article published recently in the
journal Nursing Research.1

“We had presented some preliminary results
from this work at different conferences and there
was a lot of interest generated in using video-
tape,” says Lauren M. Broyles, BSN, BA, RN, a
doctoral student and pre-doctoral fellow at the
School of Nursing. “People really were hungry
for a lot of the how-to information from a techni-
cal aspect — selecting camera equipment, pro-
cessing and coding the videos.

“But we also got several comments such as
‘Wow, did you have any trouble with the IRB on
that?’”

In fact, she and Happ say their IRB didn’t raise
serious objection to the videotaping, although
they did ask detailed questions about video stor-
age and what would happen to videotapes if
subjects withdrew from the study.

“I think part of the reason why we didn’t have
a problem is because we took it very seriously
and did a lot of up-front work, looking at what
needed to be considered in the consenting
process and on the consent form,” Happ says.
She notes that the team searched the literature for
guidance on human subjects considerations in
videotaping but was unable to find much.

Capacity to consent 

The Study of Patient-Nurse Effectiveness with
Assisted Communications Strategies involved
the use of a small hand-held digital video camera
in an ICU setting. 

“I think it does help that the technology of
video cameras has improved so much,” Happ
says. “We’re not setting up the tripod, a big
microphone, or lots of lights. It has a little micro-
phone extension that’s about the size and shape
of a cigar and that’s it.”

Nurses involved in the project were consented
beforehand, but patients were approached after
they had been admitted and were in a bed.

An important step in the process was to assess
whether the patient had the decisional capacity
to consent to participate. If a patient was found
incapable of consenting, family members were
asked, but the patient still had to understand
what was involved, including the videotaping,
and to give assent.

Even if the patient was found capable of con-
senting to participate, family members usually
were included in the discussions, says Judith A.
Tate, MSN, RN, project director at the School of
Nursing. 

“Because I can imagine a family member just
perchance coming upon us videotaping their sick
family member who had consented,” she says. “I
just didn’t want any surprises, or any kind of
tension.”

If consent was obtained through the family
and the patient became decisionally capable
again, he or she was asked to provide consent
personally.

In explaining the study to potential partici-
pants, Tate says she would describe for the
patient the entire process, including security and
data storage safeguards.

“We had built into the consent that we won’t
be filming anything that would put them in an
untoward position, for instance, videotaping
hygiene or emergency situations,” she says.

Patients could ask the team to stop filming at



any time if they became uncomfortable.
Despite the safeguards, Tate says some

patients declined to enroll in the study because
of the videotaping, while others refused because
the researchers would have access to their med-
ical records.

There also were refusals by nurses, because of
concerns about their work being videotaped or
because they were worried that the cameras
would get in the way in the ICU.

The team obtained a federal Certificate of
Confidentiality for the study, primarily for the
benefit of the clinicians, Broyles says. The certifi-
cate would protect the investigators — and sub-
jects — from having records subpoenaed by the
courts in the event of a lawsuit or other court
proceeding.

“Usually the Certificate of Confidentiality cov-
ers sensitive material such as sexual behavior or
drug use,” she says. “In this case, we were con-
cerned about clinicians having their practice
videotaped in any kind of emergency situation
and then having it used in some sort of legal 
proceeding.”

Protecting tapes’ security

Once the filming was done, it was transferred
to a DVD, again with extra steps taken to opti-
mize security.

“We do not hold them on a hard drive or a
server for any length of time,” Happ says of the
tapes. “For analysis purposes, we’d take the DVD
out and view it and code it and put the DVD back
into secure storage. Then, all we have [with the
DVD] is numbers coded and deidentified.”

Participants were asked to give consent in two
parts: one for the taping itself and one if the par-
ticipant would allow clips from their tapings to
be shown for educational purposes. A participant
could agree to the first but opt out of the second.

When the team wanted to use a particular clip
at conferences or in other educational settings,
they first would ensure that both patient and cli-
nician had agreed to that use.

“If both agreed, then we use either a memory
stick or a DVD that is secured to take it to the
presentation venue,” Happ says. “We do not send
our presentations ahead of time to any venue.”

The researchers don’t allow their presentations
to be videotaped at conferences, and are careful
to delete any video clips from the podium com-
puters before they leave.

“That’s probably overkill, because the partici-

pants did say we could use them,” Happ says.
“But when we started this in 2001, there wasn’t
easy access to video through YouTube, and sites
like that. We just feel like we need to be extra
careful.”

Broyles says that IRBs considering a protocol
that involves videography should consider sever-
al potential concerns:

• Informed consent issues: The potential for
patients to be identifiable through a videotape
adds an extra layer of concern when assessing a
patient’s decisional capacity, Broyles says.

“You have people who have altered mental
status because of their illness or because of their
medications, so I think it’s pretty paramount to
do an assessment,” she says. “You have the abili-
ty for proxy consent, but then it’s important to
return to the person once they become more alert
and ensure that they still want to continue.” 

It also may benefit subjects to give additional
consents for different potential uses of the video.

If patients withdraw from the study, it should
be clear whether they will allow use of any
videotaping to that point, or if they are denying
such permission, which would prompt the need
to destroy the recordings.

• Privacy and confidentiality: Broyles says
that in some studies, it may be possible to blur
faces or place black bars over subjects’ eyes to
protect identities. In their own study, however,
that was not possible, since it would have masked
the information they were trying to collect.

“It’s about communication between nurses
and patients, so we needed to be able to see
faces,” she says.

Care should be taken to protect patient mod-
esty in clinical settings, and to protect other
patients, clinicians, and family members from
inadvertently being taped.

• Data storage and access: How will the
videos be stored, and for how long? Will images
be stored on a computer for any length of time? 

• Participant burden: Will videotaping in a
clinical setting cause stress or anxiety in patients
or clinicians? What steps will be taken to keep
equipment and personnel out of the way?

“Videotape is the best way to gather data on
communication,” she says. “But I think the 
gratuitous use of videotaping would be worri-
some. I would want to make sure that the use of
the videotape matches the research question and
that there aren’t other ways that the data can be
safely and accurately obtained without the use of
videotape.
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“Videotaping is a new, appealing, popular
medium that more people have access to and
have become technically comfortable with, and
you have to worry that it could be overused.”

But in cases where it’s an appropriate tool,
Broyles says IRBs shouldn’t shy away from
allowing it.

“Traditional human subjects protections can
easily be applied to this situation,” she says.
“There isn’t necessarily a need for IRBs to be
overly squeamish or for serious red flags to fly
up, as long as some of these particular considera-
tions are examined.”  ■
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Research project developed
active, engaged consumer
advisory board
CAB helped with recruitment, IC issues

When a Boston, MA, research team decided
to study HIV/AIDS prevention among the

mentally ill, a group that is particularly vulnera-
ble to infection with the disease, they had to
ensure their research volunteers were recruited
with appropriate privacy safeguards and thor-
oughly understood their research participation.

“We’re targeting a population of people who
by the nature of psychiatric disorder are vulnera-
ble, and we’re targeting the prevention of a dis-
ease where there’s a lot of stigma,” explains
Stephen Brady, PhD, an associate professor of
psychiatry and graduate medical sciences and
the director of the mental health and behavioral
medicine program at Boston University School of
Medicine in Boston. Brady is the principal inves-
tigator of the study on HIV prevention with the
mentally ill.

So investigators created a consumer advisory
board (CAB), which along with the IRB, provided
guidance in recruitment and informed consent.

“The consumer advisory group was our idea,
and it was encouraged by the National Institute
of Mental Health,” Brady says. “You don’t have
to have a consumer advisory board, but, increas-
ingly, I think CABs are going to become the stan-
dard for these kinds of studies.”

The CAB consists of 8-10 people, who either
have a mental illness, are HIV-positive, or are
impacted by these illnesses. Members meet month-
ly and have contact between sessions, he says.

The board has even assisted research staff with
pilot testing the study’s assessment instruments,
says Jori Berger-Greenstein, PhD, an academic
rank assistant professor in the department of
psychiatry at Boston University School of
Medicine. Berger-Greenstein is the project direc-
tor of the HIV prevention study.

CAB members were recruited through a con-
sumer advisory group of people with mental ill-
ness in Massachusetts and from a center for
HIV/AIDS care and research.

“We brought the two groups together to create
a unique consumer advisory board,” Brady says.

A leaders in advocacy for mental illness
aggressively recruited CAB members and even
escorted people to the meetings, and HIV/AIDS
advocates also were very helpful, he notes.

The board has changed and evolved as some
people left the area or their mental illness or dis-
ease proved too burdensome, Brady says.

“I’ve been on other studies and have had expe-
rience with other boards,” Berger-Greenstein says.
“Often it’s something researchers do to say they’re
doing it, but they don’t take it very seriously.”

Likewise, the people running the CABs often
lack active interest in the study and their role,
she says.

But the CAB for the mental health and HIV
prevention study has been extremely engaged
and helpful to the research team, Berger-
Greenstein says.

One key has been Brady’s active participation.
“It is important to them that the head scientist

in the study cares about them and wants to hear
from them,” Brady says.

“A lot of time people do the boards, and then
they aren’t given much to do,”” Brady says. “Our
board is very active.”

For instance, the CAB has helped with inter-
viewing and training direct care staff for the
study and vetted subject recruitment materials,
Brady says.

CAB members also have helped pilot test the
assessment instruments by pretending to be
potential subjects and answering instrument ques-
tions. They gave researchers feedback on whether
an instrument was too long or intrusive, he says.

“They did the initial outreach at various com-
munity organizations where they thought there’d
be large numbers of people with mental illness



and who were at risk for HIV,” he adds. “They
went to women’s shelters and talked to the staff
they knew there, or they put up fliers for us,
sometimes giving a talk themselves.”

The CAB also has helped provide additional
safeguards for participants recruited in the trial.

Here are some the ways the research team has
ensured maximum human subjects protection:

• Protect identities: The IRB required that
researchers not identify potential participants by
name in the screening process, Brady says.

“We don’t identify people by name at all, and
we think it is a good idea,” he adds.

“We only ask people if they have a mental ill-
ness, and we give them a menu of illnesses,”
Brady explains. “We don’t ask them which illness
they have, and we don’t ask about specific HIV
risk behaviors, but give them a menu of behav-
iors and ask if they’ve engaged in those.”

This way, researchers can gather important
screening information without potentially harm-
ing the potential participants, he says.

And this is done before people agree to enroll
and informed consent is provided.

• Do not recruit directly: It’s important to
many IRBs that researchers do not directly
approach potential participants and request their
participation, Brady says.

“We can use general advertising, and people
can self-refer and providers can self-refer,” he
adds. “But we don’t approach patients directly to
solicit their participation.”

Instead, researchers relied on referrals and
advertising and assistance from the CAB.

• Assess participants’ understanding of the
informed consent language: “We go to great
lengths to make sure our informed consent docu-
ment is detailed, but also we spend a lot of time
discussing that with patients,” Brady says.

“We ask them questions about what they
understood about the study, and we engage in an
ongoing dialogue to make sure they understand
the particulars of this study,” he adds.

Researchers focus on making certain partici-
pants understand that their treatment will not be
impacted by their participation in the study.

“We want them to know they can get out of
the study at any time and change their mind,”
Brady says.

Investigators evaluate potential participants’
appropriateness for being enrolled during the
informed consent process, as well, Berger-
Greenstein notes.

“When we do informed consent, we have

them repeat things back,” Berger-Greenstein
says. “We’re very careful to make sure they’re
intact enough to participate.”

For example, one young woman who wanted
to enroll in the study was discovered to be suici-
dal, so she was referred to a psychiatric emer-
gency room rather than being enrolled in the
study, Brady says.

“The welfare of the people we’re helping takes
precedence,” Berger-Greenstein says.

If participants are determined during the
informed consent or screening processes to need
medical help, they can be referred to nearby serv-
ices since the research is taking place within a
large medical campus, Brady says.

“Another way to look at this safeguard is that
we’re a full service agency campus that can
triage people appropriately if their mental health
status is unstable,” he adds.  ■

Revisit your conflict of
interest policies to ensure
comprehensive coverage
MDs say COI indiscretions happen

IRBs and research institutions occasionally
should revisit their conflict of interest policies

and update them to make certain they effectively
protect human subjects, as well as pass the
“smell” test.

Passing the “smell” test might be the more 
difficult challenge.

Consider the fact that most clinical investiga-
tors have had some sort of relationship with
pharmaceutical companies.

“These can range from friendly visits with
drug reps, where they leave you pens and
notepads to five-figure consulting agreements or
speaking fees,” says Brad Noren, MA, CIP,
research and contracts administrator for Oregon
Health and Science University in Portland, OR.

“Once you’ve realized that there is this very
pervasive relationship between physicians and
companies developing drugs and devices, then
you have to step back and figure out how it best
can be managed,” Noren says.

Recent literature strongly suggests that physi-
cians are aware of these interactions with indus-
try and the potential or appearance of conflict of
interest, Noren notes.1-4
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“But, interestingly, it’s been shown that they
readily suggest that their colleagues are more
easily influenced by these drug rep visits than
they are themselves,” he says.

A common threshold for a financial COI is
$10,000 to $15,000,” Noren says. “But even when
you set the threshold, $10,000 for a physician
who makes six figures a year is quite a different
thing that it would be to a lab technician or jun-
ior researcher.”

And when a financial COI is revealed to the
general public, it often sounds worse than it is: “If
your Joe Citizen brings home $25,000 a year, then
a $10,000 annual consulting fee for a few hours of
work seems rather outrageous,” Noren says.

One way to update the COI policy would be to
have someone other than the investigator decide
whether a particular relationship poses a conflict
and needs to be changed, Noren suggests.

Here are two questions to ask when assessing
a potential COI:

• Would this relationship look to a reasonable
person like a competing interest is exerting an
undue influence on the research?

• And if the PI is also a physician, does unre-
stricted gift money from the company somehow
influence the physicians’ prescribing patterns?

Answering those two questions in advance
would provide some COI protection to the physi-
cian/PI and put the PI above the appearance of
an improper relationship, Noren says.

“Some methods of managing a conflict of
interest include letting the investigator keep
stock in the company, but not letting him be
involved in analysis of data,” Noren says. “He
will not be the one to review the inclusion/exclu-
sion criteria and enroll subjects.”

Another management option would be to have
the investigator divest himself of the stock, but
that would be in an extreme case, Noren says.

“That’s certainly something that a COI commit-
tee would be justified in at least offering as one
possible solution to the investigator,” he says.

Some medical campuses are even taking the
extreme action of managing potential COI by not
allowing pharmaceutical company representa-
tives to visit their campuses, Noren notes.

For example, the University of Pennsylvania
School of Medicine published in 2007 its policy
to strictly regulate the activity of pharmaceutical
representatives by prohibiting meals and gifts.3

“The American Medical Student Association
[Reston, VA] has come out strongly against doc-
tors receiving gifts of any kind, and they argue

the awareness of this potential conflict must be a
more prominent part of the medical profession-
al’s education,” he says. 

“So people on some campuses can’t take a pen
or gift or accept lunch,” Noren says. “It’s possible
that this will be a trend that spreads, but it’s a
decision that has to be made at an institutional
level, and you would have to have buy-in from
faculty.”  ■
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Improve your IRB’s 
orientation & continuing
education for members
Columbia University’s IRB offers tips

It might take an individual IRB member from
six months to a year to become fully acclimated

to participating on an ethics board. So research
institutions should do what they can to improve
both new IRB member orientation and continu-
ing education and training.

“We focused on orientation early on, and now
we realize it’s a continuing process,” says Brenda
L. Ruotolo, CIP, associate director of the
Columbia University IRB office in New York, NY.

IRB members need to receive continuing edu-
cation for several reasons:

• IRB members need to handle diverse proto-
cols: IRB members often are asked to review a
wide variety of research, which means that it
takes time to build competence and experience.

“Most of our IRB members are on the board

Best Practices Report: 
Improve orientation, training



for at least three years, and many are on the
board for longer than that,” Ruotolo notes. “We
are a large institution and have large volumes of
protocols, and our boards on the medical center
campus are not specific, which means IRB mem-
bers on any board will see any type of research.”

Columbia University’s IRBs include one that
reviews primarily social science and behavioral
research and three on the medical center campus
that review the full range of biomedical research.

• IRB reviews are becoming more complex:
The work that IRBs are doing is more complex
with a wider range of protocols and the addition
of genetic research into the mix.

“We have a school of public health on the
medical center campus, and the IRB will see
social science, behavioral epidemiology, and
many biomedical projects that have a behavioral
component, including questionnaires,” Ruotolo
explains. “All of the IRBs are seeing more genetic
research because there’s a genetic testing compo-
nent in many of our protocols.”

For example, some clinical trials might involve
a look at markers for genes that predispose peo-
ple to a condition or to a response to a condition,
she adds.

“All of the IRBs are seeing crossover research,”
Ruotolo says. “Starting with behavioral interven-
tions, investigators are asking subjects questions
or showing them stimuli and looking at their
brain responses through a magnetic resonance
imaging [MRI] device.”

As this trend continues, increasing numbers of
IRBs will no longer specialize exclusively in
reviewing only social-behavioral research,
Ruotolo predicts.

• Learning the basic ethical guidelines, regu-
lations, and history takes time: “So even though
we have reviewers who come to the IRB because
of their expertise, it takes a while to understand
how the regulations are applied to research,”
Ruotolo says. 

Plus with the emphasis on crossover research,
IRB members need to understand a greater range
of ethical issues.

• Almost all IRB members are potential pri-
mary reviewers: All of the members of
Columbia’s Morningside IRB, which consists pri-
marily of social scientists, behavioral scientists,
and nonscientists, could be a primary reviewer
for a protocol, Ruotolo says.

“On the Columbia medical center campus
IRBs, it would be unusual for us to assign a non-
scientist to be a primary reviewer for a biomed-

ical protocol,” she notes.
Even so, nonscientists could be secondary

reviewers, so it’s important that the training be
adequate for either role.

To begin training for new IRB members, the
institution provides a two-hour orientation ses-
sion that may be a one-on-one session or a work-
shop with several attendees.

“We talk about the history of IRBs and the mis-
sion of IRBs,” Ruotolo says. “It’s important that
we focus on how IRBs protect human subjects.”

This mission is emphasized particularly for the
benefit of clinician members who are accustomed
to focusing on their medical responsibilities with
regard to protecting patients, themselves, and
their institution against medical risks.

“But for the IRB they need to focus solely on
the research subject because that’s who we’re
protecting,” Ruotolo says. “It’s not our responsi-
bility to worry about risk to the institution or
investigator. 

“When we move over to the IRB, the focus is
absolutely and singly on protecting the subject,”
Ruotolo says. “It’s important for us to have them
understand that, and in most cases, they are able
to do so.”

The orientation program also covers regula-
tions that apply to human subjects research and
IRBs, and there’s an introduction to the Belmont
Report, Ruotolo says.

IRB members learn the difference between
human subjects protection regulations postulated
by the federal Department of Health and Human
Services and the FDA regulations that apply to
research.

“A two-hour discussion is not enough to go
into details about these, so we give new IRB
members some materials, including a book that
lists the regulations and has an overview of the
IRB process,” Ruotolo says. “We think it’s a good
reference.”

The orientation also touches on the institu-
tion’s own policies and procedures, including
what the IRB staff does to assist the IRB and
what IRB members need to do to prepare for
each meeting.

For instance, the IRBs at Columbia meet twice
a month for several hours at a time, and mem-
bers are expected to do some homework before
each meeting, Ruotolo says.

“We screen potential IRB members to see if
they can handle the commitment as well as their
other duties,” Ruotolo notes. “We’ll assign some
people as alternates who can fill in on the IRB for
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regular members.”
Part of any education and training includes

marketing. So new IRB members are taught that
their role isn’t all work.

“There’s an opportunity for them to interact
with their colleagues on a different level than
they do clinically,” Ruotolo says. “They can dis-
cuss new technologies and procedures that are
coming through, and they are able to see the 
new research and provide valuable service to 
the community.”

Many IRB members find it to be very reward-
ing work, Ruotolo says.

The orientation session also discusses the IRB
office’s electronic submission process, but there is
a separate training program for learning to use
that system.

“Then we talk a lot about the processes, how
IRB meetings are run, how we need a quorum,
and we try to impress upon new members that
the IRB is not a scientific review board,” Ruotolo
says. “It’s an ethical review board.”

Occasionally the IRB will receive protocols
where the study is not well put together, but it’s
not the IRB’s job to evaluate the science unless
the science is so poor that it puts people at risk,
Ruotolo says.

“Then it becomes an ethical decision that there
couldn’t be valid data that comes out of it,” she
adds.

“The other thing we impress upon them is
they shouldn’t spend a lot of time word-
smithing,” she adds. “We need certain elements
and information in the informed consent docu-
ment, but it may not be worded exactly the way
an IRB member would like to have it worded.”

As long as the main concept is there and the
informed consent form is comprehensible to sub-
jects then it needs to go forward, Ruotolo says.

For continuing education, there are relevant
topics discussed at each IRB meeting.

“We discuss with IRB members a topic that’s
relevant to the research we’re seeing,” Ruotolo
says.

These short educational pieces take about 5-10
minutes of the meeting time, and they’re summa-
rized on a one-page handout.

“We’ve tried half-hour educational sessions at

the beginning of the IRB meeting, but the boards
don’t have time to devote to that,” Ruotolo says.
“It’s not a commitment they can make.”

The topics selected have included information
about informed consent, criteria for waiver of
consent, and other issues that have ongoing
importance or might be especially relevant to a
particular IRB review, Ruotolo says.

“A staff member for that IRB will present the
topic and restrict the time to 10 minutes or less,”
she explains. “The staff member will give the
board a handout, and there’s an opportunity for
discussion.”

Basically, the educational session is an intro-
duction. IRB staff members send follow-up infor-
mation to the board electronically, Ruotolo says.

“We’ve had good response to this and often
introduce new policies this way, as well as new
interpretations of the regulations,” she says. “If
we see some kind of research being reviewed
that’s different from what we’ve seen before we’ll
feature that as a topic.”

■ IOM committee studies
effects of HIPAA Privacy
Rules on researchers, IRBs

■ Best practices: Check out
this new form development
process

■ Behind the scenes of the
OHRP controversy over
infection control checklist

■ Protecting subjects in pain
research

COMING IN FUTURE MONTHS

CE/CME Objectives 

The CE/CME objectives for IRB Advisor are to help
physicians and nurses be able to:
• establish clinical trial programs using accepted

ethical principles for human subject protection;
• apply the mandated regulatory safeguards for

patient recruitment, follow-up and reporting of 
findings for human subject research;

• comply with the necessary educational require-
ments regarding informed consent and human 
subject research.

Physicians and nurses participate in this medical
education program by reading the issue, using the
provided references for further research, and study-
ing the questions at the end of the issue.

Participants should select what they believe to be
the correct answers, then refer to the list of correct
answers to test their knowledge. To clarify confusion
surrounding any questions answered incorrectly,
please consult the source material.

After completing this activity at the end of each
semester, you must complete the evaluation form
provided and return it in the reply envelope provided
to receive a letter of credit. When your evaluation is
received, a letter of credit will be mailed to you.
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Other educational opportunities include
monthly investigator meetings which some IRB
members attend, and there’s an annual IRB con-
ference, held in April, that’s open to outside
institutions, Ruotolo says.

“We decide which topics will be presented
based on feedback from IRB members and
chairs,” she says. “We try to address challenging

issues like genetic research and testing and
informed consent issues.”

The conference typically features nationally
recognized speakers and is well attended by IRB
members, she notes.

Although the orientation and continuing edu-
cation are basically the same for IRB members,
regardless of their scientific background, the
individualized attention gives everyone the
attention they need, Ruotolo says.

“The role of the nonscientist is very important
on the board, and we want to emphasize what
that role is,” she explains. “So our orientation for
them would be a little different and address
more of those kinds of issues important to their
unique presence on the board.”  ■

9. Which of these steps should on-line research 
subjects be encouraged to take to protect their 
privacy?
A. Look for a padlock icon or the letters https in a

web address to ensure a site they’re using is 
secure.

B. Completely log off a computer when finished 
with a survey session.

C. Delete all temporary files and cookies after a 
session.

D. All of the above.

10. Verbatim quotes taken from web sites and used in 
articles can pose a risk of revealing a subject’s 
identity.
A. True 
B. False 

11. A community advisory board (CAB) can help 
ensure human subjects protection in a behavioral 
study by providing which of the following services?
A. Help with pilot testing of intervention tools 

used during study
B. Review recruitment materials
C. Meet regularly to discuss the trial and its 

impact on target population
D. All of the above

12. Which of the following is a good reason for IRBs to
provide continuing education to members?
A. IRB protocols often are very complex
B. IRBs frequently review a diverse range of 

protocols
C. Learning the basic research ethic regulations is

time-consuming
D. All of the above
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